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101 STAT. 1724 


Public Law 100-235
100th Congress


An Act


To provide for a computer standards program within the National Bureau of Standards to provide for Government-wide computer
security, and to provide for the training in security matters of persons who are involved in the management, operation, and use of
Federal computer systems, and for other purposes.


Be it enacted by the Senate and House of Representatives of the
United States of America in Congress assembled,


SECTION 1. SHORT TITLE.
Classified
information. This Act may be cited as the "Computer Security Act of 1987".


40 USC 759 note. SEC. 2. PURPOSE.
(a) IN GENERAL.-The Congress declares that improving the security and privacy of sensitive information in


Federal computer systems is in the public interest, and hereby creates a means for establishing minimum acceptable security practices
for such systems, without limiting the scope of security measures already planned or in use.


(b) SPECIFIC PURPOSES.-The purposes of this Act are:
(1) by amending the Act of March 3, 1901, to assign to the National Bureau of Standards responsibility for developing standards and
guidelines for Federal computer systems, including responsibility for developing standards and guidelines needed to assure the
cost-effective security and privacy of sensitive information in Federal computer systems, drawing on technical advice and assistance
(including work products) of  National Security Agency, where appropriate;
(2) to provide for promulgation of such standards and guidelines by amending section 111(d) of the Federal Property and
Administrative Services Act of 1949;
(3) to require establishment of security plans by all operators of Federal computer systems that contain sensitive information;
(4) to require mandatory periodic training for all persons involved in management, use, or operation of Federal computer systems that
contain sensitive information.


SEC. 3. ESTABLISHMENT OF COMPUTER STANDARDS PROGRAM.The Act of March 3, 1901 (15 U.S.C. 271-278h), is amended (1) in
section 2(f), by striking out "and" at the end of paragraph (18), by striking out the period at the end of paragraph (19) and inserting in
lieu thereof: "; and", and by inserting after such paragraph the following: "(20) the study of computer systems (as that term is defined
in section 20(d) of this Act) and their use to control machinery and processes (2) by redesignating section 20 as section 22, and by
inserting after section 19 the following new sections:


15 USC 278g-3. "SEC. 20. (a) The National Bureau of Standards shallI


"(1) have the mission of developing standards, guidelines, and associated methods and techniques for computer systems;
"(2) except as described in paragraph (3) of this subsection (relating to security standards), develop uniform standards


and guidelines for Federal computer systems, except those systems excluded by section 2315 of title 10, United States
Code, or section 35020 of title 44, United States Code;


"(3) have responsibility within the Federal Government for developing technical, management, physical, and administra-
tive standards and guidelines for the cost-effective security and privacy of sensitive information in Federal computer
systems except-


" (A) those systems excluded by section 2315 of title 10, United States Code, or section 3502(2) of title 44, United
States Code; and


"(B) those systems which are protected at all times by procedures established for information which has been
specifically authorized under criteria established by an Executive order or an Act of Congress to be kept secret in the
interest of national defense or foreign policy, the primary purpose of which standards and guidelines shall be to control
loss and unauthorized modification or disclosure of sensitive information in such systems and to prevent computer--
related fraud and misuse;







"(4) submit standards and guidelines developed pursuant to paragraphs (2) and (3) of this subsection, along with rec-
ommendations as to the extent to which these should be made compulsory and binding, to the Secretary of Commerce for
promulgation under section 111(d) of the Federal Property and Administrative Services Act of 1949;


"(5) develop guidelines for use by operators of Federal computer systems that contain sensitive information in training
their employees in security awareness and accepted security practice, as required by section 5 of the Computer Security Act
of 1987; and


"(6) develop validation procedures for, and evaluate the effectiveness of, standards and guidelines developed pursuant to
paragraphs (1), (2), and (3) of this subsection through research and liaison with other government and private agencies.


In fulfilling subsection (a) of this section, the National Bureau of Standards is authorized-
"(1) to assist the private sector, upon request, in using and applying the results of the programs and activities under this


section;
"(2) to make recommendations, as appropriate, to the Administrator of General Services on policies and regulations


proposed pursuant to section 111(d) of the Federal Property and Administrative Services Act of 1949;
"(3) as requested, to provide to operators of Federal computer systems technical assistance in implementing the standards


and guidelines promulgated pursuant to section 111(d) of the Federal Property and Administrative Services Act of 1949;
"(4) to assist, as appropriate, the Office of Personnel Management in developing regulations pertaining to training, as re-


quired by section 5 of the Computer Security Act of 1987;
"(5) to perform research and to conduct studies, as needed, to determine the nature and extent of the vulnerabilities of, and to
devise techniques for the cost-effective security and privacy of sensitive information in Federal computer systems; and (6) to
coordinate closely with other agencies and offices (including, but not limited to, the Departments of Defense a Energy, the
National Security Agency, the General Accounting, Office, the Office of Technology Assessment, and the Office of
Management and Budget)-(A) to assure maximum use of all existing and planned programs, materials, studies, and reports
relating to computer systems security and privacy, in order to avoid unnecessary and costly duplication of effort; and (13) to
assure, to the maximum extent feasible, that standards developed pursuant to subsection (a) (3) and (5) are consistent and
compatible with standards and procedures developed for the protection of information in Federal Computer systems which is
authorized under criteria established by Executive order or an Act of Congress to be kept secret in the interest of national
defense or foreign policy. (c) For the purposes of-(1) developing standards and guidelines for the protection of sensitive
information in Federal computer systems under subsections (a) and (3), and (2) performing research and conducting studies
under subsection (b5), the National Bureau of Standards shall draw upon computer system technical security guidelines
developed by the National Security Agency to the extent that the National Bureau of Standards determines that such guidelines
are consistent with.the requirements for protecting sensitive information in Federal computer systems.(d) As used in this
section- the term computer system-(A) means any equipment or interconnected system or subsystems of equipment that is used
in the automatic acquisition, storage, manipulation, management, movement, control, display, switching, interchange, trans-
mission, or reception, of data or information; and (11) includes-A) computers;(H) ancillary equipment; software, firmware, and
similar procedures; services, including support services; and related resources as defined by regulations issued by the
Administrator for General Services pursuant to section 111 of the Federal Property and Administrative Services Act of 1949;
the term 'Federal computer system'-(A) means a computer system operated by a Federal agency or by a contractor of a Federal
agency or other organization that processes information (using a computer system) on behalf of the Federal Government to
accomplish a Federal function; and(B) includes automatic data processing equipment as that term is defined in section 111(a2)
of the Federal Property and Administrative Services Act of 1949; (3) the term 'operator of a Federal computer system' means a
Federal agency, contractor of a Federal agency, or other organization that processes information using a computer system on
behalf of the Federal Government to accomplish a Federal function; (4) the term 'sensitive information' means any information,
the loss, misuse, or unauthorized access to or modification of which could adversely affect the national interest or the conduct of
Federal programs, or the privacy to which individuals are entitled under section 552a of title 5, United States Code (the Privacy
Act), but which has not been specifically authorized under criteria established by an Executive order or an Act of Congress to be
kept secret in the interest of national defense or foreign policy; and (5) the term 'Federal agency' has the meaning given such
term by section 3(b) of the Federal Property and Administrative Services Act of 1949.


21. (a) There is hereby established a Computer System Security and Privacy Advisory Board within the Department of
Commerce. The Secretary of Commerce shall appoint the chairman of the Board. The Board shall be composed of twelve
additional members appointed by the Secretary of Commerce as follows: (1) four members from outside the Federal
Government who are eminent in the computer or telecommunications industry, at least one of whom is representative of small
or medium sized companies in such industries;(2 0 r members from outside the Federal Government who are eminent in the
fields of computer or telecommunications four members from the Federal Government who have computer systems
management experience, including experience in computer systems security and privacy, at least one of whom shall be from the
National Security Agency. The duties of the Board shall be (1) to identify emerging managerial, technical, administrative, and
physical safeguard issues relative to computer systems security and privacy; (2) to advise the Bureau of Standards and the







Secretary of Commerce on security and privacy issues pertaining to Federalcomputer systems; and (3) to report its findings to
the Secretary of Commerce, the  Director of the Office of Management and Budget, the Director of the National Security
Agency, and the appropriate committees of the Congress.(c) The term of office of each member of the Board shall be four years,
except that (1) of the initial members, three shall be appointed for terms of one year, three shall be appointed for terms of two
years, three shall be appointed for terms of three years, and three shall be appointed for terms of four years; and (2) any member
appointed to fill a vacancy in the Board shall serve for the remainder of the term for which his predecessor was appointed.(d)
The Board shall not act in the absence of a quorum, which shall consist of seven members. Members of the Board, other than
full-time employees of the Federal Government, while attending meetings of such committees while otherwise performing
duties at the request of the Board Chairman while away from their homes or a regular place of business, may be allowed travel
expenses in accordance with subchapter I of chapter 57 of title 5, United States Code.(f) To provide the staff services necessary
to assist the Board with it's functions, the Board may utilize personnel from the National Bureau of Standards or any other
agency of the Federal Government with the consent of the head of the agency. As used in this section, the terms computer
system and Federal computer system' have the meanings given in section 20(d) of this Act.; and  (3) by adding at the end
thereof the following new section: This Act may be cited as the National Bureau of Standards Act."..


SEC. 4. AMENDMENT TO BROOKS ACT.
Section 111(d) of the Federal Property and Administrative Services Act of 1949 (40 U.S.C. 759(d)) is amended to read as
follows:


The Secretary of Commerce shall, on the basis of standards and guidelines developed by the National Bureau of Standards
pursuant to section 20(a) (2) and (3) of the National Bureau of Standards Act, promulgate standards and guidelines pertaining to
Federal computer systems, making such standards compulsory and binding to the extent to which the Secretary determines
necessary to improve the efficiency of operation or security and privacy of U.S. Federal computer systems. The President may
disapprove or modify such standards and guidelines if he determines such action to be in the public interest. The President's
authority to disapprove or modify such standards and guidelines may not be delegated. Notice of such disapproval or
modification shall be submitted promptly to the Committee on Government Operations of the House of Representatives and the
Committee on Governmental Affairs of the Senate and shall be published promptly in the Federal Register. Upon receiving
notice of such disapproval or modification, the Sec retary of Commerce shall immediately rescind or modify such stand ards or
guidelines as directed by the President. (2) The head of a Federal agency may employ standards for the cost-effective security
and privacy of sensitive information in a Federal computer system within or under the supervision of that agency that are more
stringent than the standards promulgated by the Secretary of Commerce, if such standards contain, at a minimum, the provisions
of those applicable standards made compulsory and binding by the Secretary of Commerce. (3) The standards determined to be
compulsory and binding may be waived by the Secretary of Commerce in writing upon a determination that compliance would
adversely affect the accomplishment of the mission of an operator of a Federal computer system, or cause a major adverse
financial impact on the operator which is not offset by Government~wide savings. The Secretary may delegate to the head of
one or more Federal agencies authority to waive such standards to the extent to which the Secretary determines such action to
be necessary and desirable to allow for timely and effective implementation of Federal computer s stems standards. The head of
such agency may redelegate such authority only to a senior official designated pursuant to section 3506(b) of title 44, United
States Code. Notice of each such waiver and delegation shall be transmitted promptly to the Committee on Government
Operations of the House of Representatives and the Committee on Government Affairs of the Senate and shall be published
promptly in the Federal Register."(4) The Administrator shall revise the Federal Information sources management regulations
(41 CFR ch. 201) to be consistent with the standards and guidelines promulgated by the Secretary of Commerce under this
subsection (5) As used in this subsection, the terms Federal computer system and operator of a Federal computer system have
the meanings given in section 20(d) of the National Bureau of Standards Act.".


SEC. 5. FEDERAL COMPUTER SYSTEM SECURITY TRAINING.
(a) IN GENERAL.-Each Federal agency shall provide for the mandatory periodic training in computer security


awareness and accepted computer security practice of all employees who are involved with the management, use, or
operation of each Federal computer system within or under the supervision of that agency. Such training shall be (1)
provided in accordance with the guidelines developed pursuant to section 20(a)(5) of the National Bureau of Standards
Act (as added by section 3 of this Act), and in accordance with the regulations issued under subsection (c) of this section
for Federal civilian employees; or (2) provided by an alternative training program approved by the head of that agency on
the basis of a determination that the alternative training program is at least as effective in accomplishing the objectives of
such guidelines and regulations.


(b) TRAINING OBJECTIVES.-Training under this section shall be started within 60 days after the issuance of the
regulations described in subsection (c). Such training shall be designed-


(1) to enhance employees' awareness of the threats to and vulnerability of computer systems; and
(2) to encourage the use of improved computer security practices.







(c) REGULATIONS.-Within six months after the date of the enactment of this Act, the Director of the Office of Personnel
Management shall issue regulations prescribing the procedures and scope of the training to be provided Federal civilian
employees under subsection (a) and the manner in which such training is to be carried out.


SEC. 6. ADDITIONAL RESPONSIBILITIES FOR COMPUTER SYSTEMS 40 USC 759 note. SECURITY AND PRIVACY.
(a) IDENTIFICATION OF SYSTEMS THAT CONTAIN SENSITIVE INFORMATION.-Within 6 months after the date of


enactment of this Act, each Federal agency shall identify each Federal computer system, and system under development,
which is within or under the supervision of that agency and which contains sensitive information.


(b) SECURITY PLAN.-Within one year after the date of enactment of this Act, each such agency shall, consistent with
the standards, guidelines, policies, and regulations prescribed pursuant to section 111(d) of the Federal Property and
Administrative Services Act of 1949, establish a plan for the security and privacy of each Federal computer system
identified by that agency pursuant to subsection (a) that is commensurate with the risk and magnitude of the harm
resulting from the loss, misuse, or unauthorized access to or modification of the information contained in such system.
Copies of each plan shall be transmitted to the National Bureau of Standards and the National Security Agency for advice
and comment. A summary of such plan shall be included in the agency's five-year plan required by section 3505 of title
44, United States Code. Such plan shall be subject to disapproval by the Director of the Office Management and Budget.
Such plan shall be revised annually necessary.


 SEC. 7. DEFINITIONS.
As used in this Act, the terms "computer system", "Federal computer system", "operator of a Federal computer


system", "sensitive information", and "Federal agency" have the meanings given in section 20(d) of the National Bureau of
Standards Act (as added by section 3 of this Act).


40 USC 759 note. SEC. 8. RULES OF CONSTRUCTION OF ACT.
Nothing in this Act, or in any amendment made by this Act, shall be construed
(1) to constitute authority to withhold information sought pursuant to section 552 of title 5, United States
Code; or
(2) to authorize any Federal agency to limit, restrict, regulate, information. or control the collection,
maintenance, disclosure, use, transfer, or sale of any information (regardless of the medium in which


                         the information may be maintained) that is (A) privately-owned information; (B) disclosable under section
                         552 of title 5, United States Code, or other law requiring or authorizing the public disclosure of information;
                         or (C) public domain information.


Approved January 8, 1988.


LEGISLATIVE HISTORY-H.R. 145:
HOUSE REPORTS: No. 100-153, Pt. 1 (Comm. on Science, Space. and Technology) and


Pt. 2 (Comm. on Government Operations).
CONGRESSIONAL RECORD, Vol. 133 (1987):


June 22, considered and passed House.
Dec. 21. considered and passed Senate.
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Public Law 104–13 
104th Congress 


An Act 
To further the goals of the Paperwork Reduction Act to have Federal agencies 


become more responsible and publicly accountable for reducing the burden of 
Federal paperwork on the public, and for other purposes. 


Be it enacted by the Senate and House of Representatives of 
the United States of America in Congress assembled, 
SECTION 1. SHORT TITLE. 


This Act may be cited as the ‘‘Paperwork Reduction Act of 
1995’’. 
SEC. 2. COORDINATION OF FEDERAL INFORMATION POLICY. 


Chapter 35 of title 44, United States Code, is amended to 
read as follows: 


‘‘CHAPTER 35—COORDINATION OF FEDERAL 
INFORMATION POLICY 


‘‘Sec. 
‘‘3501. Purposes.
‘‘3502. Definitions. 
‘‘3503. Office of Information and Regulatory Affairs. 
‘‘3504. Authority and functions of Director. 
‘‘3505. Assignment of tasks and deadlines.
‘‘3506. Federal agency responsibilities. 
‘‘3507. Public information collection activities; submission to Director; approval and 


delegation. 
‘‘3508. Determination of necessity for information; hearing. 
‘‘3509. Designation of central collection agency.
‘‘3510. Cooperation of agencies in making information available. 
‘‘3511. Establishment and operation of Government Information Locator Service. 
‘‘3512. Public protection. 
‘‘3513. Director review of agency activities; reporting; agency response. 
‘‘3514. Responsiveness to Congress. 
‘‘3515. Administrative powers.
‘‘3516. Rules and regulations. 
‘‘3517. Consultation with other agencies and the public. 
‘‘3518. Effect on existing laws and regulations. 
‘‘3519. Access to information. 
‘‘3520. Authorization of appropriations. 


‘‘§ 3501. Purposes 
‘‘The purposes of this chapter are to— 


‘‘(1) minimize the paperwork burden for individuals, small 
businesses, educational and nonprofit institutions, Federal con
tractors, State, local and tribal governments, and other persons 
resulting from the collection of information by or for the Federal 
Government; 


‘‘(2) ensure the greatest possible public benefit from and 
maximize the utility of information created, collected, main-


May 22, 1995 
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tained, used, shared and disseminated by or for the Federal 
Government; 


‘‘(3) coordinate, integrate, and to the extent practicable 
and appropriate, make uniform Federal information resources 
management policies and practices as a means to improve 
the productivity, efficiency, and effectiveness of Government 
programs, including the reduction of information collection bur
dens on the public and the improvement of service delivery 
to the public; 


‘‘(4) improve the quality and use of Federal information 
to strengthen decisionmaking, accountability, and openness in 
Government and society; 


‘‘(5) minimize the cost to the Federal Government of the 
creation, collection, maintenance, use, dissemination, and dis
position of information; 


‘‘(6) strengthen the partnership between the Federal 
Government and State, local, and tribal governments by mini
mizing the burden and maximizing the utility of information 
created, collected, maintained, used, disseminated, and retained 
by or for the Federal Government; 


‘‘(7) provide for the dissemination of public information 
on a timely basis, on equitable terms, and in a manner that 
promotes the utility of the information to the public and makes 
effective use of information technology; 


‘‘(8) ensure that the creation, collection, maintenance, use, 
dissemination, and disposition of information by or for the 
Federal Government is consistent with applicable laws, includ
ing laws relating to— 


‘‘(A) privacy and confidentiality, including section 552a 
of title 5; 


‘‘(B) security of information, including the Computer 
Security Act of 1987 (Public Law 100–235); and 


‘‘(C) access to information, including section 552 of 
title 5; 
‘‘(9) ensure the integrity, quality, and utility of the Federal 


statistical system; 
‘‘(10) ensure that information technology is acquired, used, 


and managed to improve performance of agency missions, 
including the reduction of information collection burdens on 
the public; and 


‘‘(11) improve the responsibility and accountability of the 
Office of Management and Budget and all other Federal agen
cies to Congress and to the public for implementing the informa
tion collection review process, information resources manage
ment, and related policies and guidelines established under 
this chapter. 


‘‘§ 3502. Definitions 
‘‘As used in this chapter— 


‘‘(1) the term ‘agency’ means any executive department, 
military department, Government corporation, Government con
trolled corporation, or other establishment in the executive 
branch of the Government (including the Executive Office of 
the President), or any independent regulatory agency, but does 
not include— 


‘‘(A) the General Accounting Office; 
‘‘(B) Federal Election Commission; 
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‘‘(C) the governments of the District of Columbia and 
of the territories and possessions of the United States, 
and their various subdivisions; or 


‘‘(D) Government-owned contractor-operated facilities, 
including laboratories engaged in national defense research 
and production activities; 
‘‘(2) the term ‘burden’ means time, effort, or financial 


resources expended by persons to generate, maintain, or provide 
information to or for a Federal agency, including the resources 
expended for— 


‘‘(A) reviewing instructions; 
‘‘(B) acquiring, installing, and utilizing technology and 


systems; 
‘‘(C) adjusting the existing ways to comply with any 


previously applicable instructions and requirements; 
‘‘(D) searching data sources; 
‘‘(E) completing and reviewing the collection of informa


tion; and 
‘‘(F) transmitting, or otherwise disclosing the informa


tion; 
‘‘(3) the term ‘collection of information’— 


‘‘(A) means the obtaining, causing to be obtained, solic
iting, or requiring the disclosure to third parties or the 
public, of facts or opinions by or for an agency, regardless 
of form or format, calling for either— 


‘‘(i) answers to identical questions posed to, or 
identical reporting or recordkeeping requirements 
imposed on, ten or more persons, other than agencies, 
instrumentalities, or employees of the United States; 
or 


‘‘(ii) answers to questions posed to agencies, 
instrumentalities, or employees of the United States 
which are to be used for general statistical purposes; 
and 
‘‘(B) shall not include a collection of information 


described under section 3518(c)(1); 
‘‘(4) the term ‘Director’ means the Director of the Office 


of Management and Budget; 
‘‘(5) the term ‘independent regulatory agency’ means the 


Board of Governors of the Federal Reserve System, the 
Commodity Futures Trading Commission, the Consumer Prod
uct Safety Commission, the Federal Communications Commis
sion, the Federal Deposit Insurance Corporation, the Federal 
Energy Regulatory Commission, the Federal Housing Finance 
Board, the Federal Maritime Commission, the Federal Trade 
Commission, the Interstate Commerce Commission, the Mine 
Enforcement Safety and Health Review Commission, the 
National Labor Relations Board, the Nuclear Regulatory 
Commission, the Occupational Safety and Health Review 
Commission, the Postal Rate Commission, the Securities and 
Exchange Commission, and any other similar agency designated 
by statute as a Federal independent regulatory agency or 
commission; 


‘‘(6) the term ‘information resources’ means information 
and related resources, such as personnel, equipment, funds, 
and information technology; 
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‘‘(7) the term ‘information resources management’ means 
the process of managing information resources to accomplish 
agency missions and to improve agency performance, including 
through the reduction of information collection burdens on the 
public; 


‘‘(8) the term ‘information system’ means a discrete set 
of information resources organized for the collection, processing, 
maintenance, use, sharing, dissemination, or disposition of 
information; 


‘‘(9) the term ‘information technology’ has the same mean
ing as the term ‘automatic data processing equipment’ as 
defined by section 111(a) (2) and (3)(C) (i) through (v) of the 
Federal Property and Administrative Services Act of 1949 (40 
U.S.C. 759(a) (2) and (3)(C) (i) through (v)); 


‘‘(10) the term ‘person’ means an individual, partnership, 
association, corporation, business trust, or legal representative, 
an organized group of individuals, a State, territorial, tribal, 
or local government or branch thereof, or a political subdivision 
of a State, territory, tribal, or local government or a branch 
of a political subdivision; 


‘‘(11) the term ‘practical utility’ means the ability of an 
agency to use information, particularly the capability to process 
such information in a timely and useful fashion; 


‘‘(12) the term ‘public information’ means any information, 
regardless of form or format, that an agency discloses, dissemi
nates, or makes available to the public; 


‘‘(13) the term ‘recordkeeping requirement’ means a 
requirement imposed by or for an agency on persons to maintain 
specified records, including a requirement to— 


‘‘(A) retain such records; 
‘‘(B) notify third parties, the Federal Government, or 


the public of the existence of such records; 
‘‘(C) disclose such records to third parties, the Federal 


Government, or the public; or 
‘‘(D) report to third parties, the Federal Government, 


or the public regarding such records; and 
‘‘(14) the term ‘penalty’ includes the imposition by an 


agency or court of a fine or other punishment; a judgment 
for monetary damages or equitable relief; or the revocation, 
suspension, reduction, or denial of a license, privilege, right, 
grant, or benefit. 


‘‘§ 3503. Office of Information and Regulatory Affairs 
‘‘(a) There is established in the Office of Management and 


Budget an office to be known as the Office of Information and 
Regulatory Affairs. 


‘‘(b) There shall be at the head of the Office an Administrator 
who shall be appointed by the President, by and with the advice 
and consent of the Senate. The Director shall delegate to the 
Administrator the authority to administer all functions under this 
chapter, except that any such delegation shall not relieve the Direc
tor of responsibility for the administration of such functions. The 
Administrator shall serve as principal adviser to the Director on 
Federal information resources management policy. 
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‘‘§ 3504. Authority and functions of Director 
‘‘(a)(1) The Director shall oversee the use of information 


resources to improve the efficiency and effectiveness of govern
mental operations to serve agency missions, including burden reduc
tion and service delivery to the public. In performing such oversight, 
the Director shall— 


‘‘(A) develop, coordinate and oversee the implementation 
of Federal information resources management policies, prin
ciples, standards, and guidelines; and 


‘‘(B) provide direction and oversee— 
‘‘(i) the review and approval of the collection of informa


tion and the reduction of the information collection burden; 
‘‘(ii) agency dissemination of and public access to 


information; 
‘‘(iii) statistical activities; 
‘‘(iv) records management activities; 
‘‘(v) privacy, confidentiality, security, disclosure, and 


sharing of information; and 
‘‘(vi) the acquisition and use of information technology. 


‘‘(2) The authority of the Director under this chapter shall 
be exercised consistent with applicable law. 


‘‘(b) With respect to general information resources management 
policy, the Director shall— 


‘‘(1) develop and oversee the implementation of uniform 
information resources management policies, principles, stand
ards, and guidelines; 


‘‘(2) foster greater sharing, dissemination, and access to 
public information, including through— 


‘‘(A) the use of the Government Information Locator 
Service; and 


‘‘(B) the development and utilization of common stand
ards for information collection, storage, processing and 
communication, including standards for security, 
interconnectivity and interoperability; 
‘‘(3) initiate and review proposals for changes in legislation, 


regulations, and agency procedures to improve information 
resources management practices; 


‘‘(4) oversee the development and implementation of best 
practices in information resources management, including 
training; and 


‘‘(5) oversee agency integration of program and manage
ment functions with information resources management func
tions. 
‘‘(c) With respect to the collection of information and the control 


of paperwork, the Director shall— 
‘‘(1) review and approve proposed agency collections of 


information; 
‘‘(2) coordinate the review of the collection of information 


associated with Federal procurement and acquisition by the 
Office of Information and Regulatory Affairs with the Office 
of Federal Procurement Policy, with particular emphasis on 
applying information technology to improve the efficiency and 
effectiveness of Federal procurement, acquisition and payment, 
and to reduce information collection burdens on the public; 


‘‘(3) minimize the Federal information collection burden, 
with particular emphasis on those individuals and entities most 
adversely affected; 
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‘‘(4) maximize the practical utility of and public benefit 
from information collected by or for the Federal Government; 
and 


‘‘(5) establish and oversee standards and guidelines by 
which agencies are to estimate the burden to comply with 
a proposed collection of information. 
‘‘(d) With respect to information dissemination, the Director 


shall develop and oversee the implementation of policies, principles, 
standards, and guidelines to— 


‘‘(1) apply to Federal agency dissemination of public 
information, regardless of the form or format in which such 
information is disseminated; and 


‘‘(2) promote public access to public information and fulfill 
the purposes of this chapter, including through the effective 
use of information technology. 
‘‘(e) With respect to statistical policy and coordination, the 


Director shall— 
‘‘(1) coordinate the activities of the Federal statistical sys


tem to ensure— 
‘‘(A) the efficiency and effectiveness of the system; and 
‘‘(B) the integrity, objectivity, impartiality, utility, and 


confidentiality of information collected for statistical pur
poses; 
‘‘(2) ensure that budget proposals of agencies are consistent 


with system-wide priorities for maintaining and improving the 
quality of Federal statistics and prepare an annual report on 
statistical program funding; 


‘‘(3) develop and oversee the implementation of 
Governmentwide policies, principles, standards, and guidelines 
concerning— 


‘‘(A) statistical collection procedures and methods;
 
‘‘(B) statistical data classification;
 
‘‘(C) statistical information presentation and dissemi


nation; 
‘‘(D) timely release of statistical data; and 
‘‘(E) such statistical data sources as may be required 


for the administration of Federal programs; 
‘‘(4) evaluate statistical program performance and agency 


compliance with Governmentwide policies, principles, standards 
and guidelines; 


‘‘(5) promote the sharing of information collected for statis
tical purposes consistent with privacy rights and confidentiality 
pledges; 


‘‘(6) coordinate the participation of the United States in 
international statistical activities, including the development 
of comparable statistics; 


‘‘(7) appoint a chief statistician who is a trained and experi
enced professional statistician to carry out the functions 
described under this subsection; 


Establishment. ‘‘(8) establish an Interagency Council on Statistical Policy 
to advise and assist the Director in carrying out the functions 
under this subsection that shall— 


‘‘(A) be headed by the chief statistician; and 
‘‘(B) consist of— 


‘‘(i) the heads of the major statistical programs; 
and 
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‘‘(ii) representatives of other statistical agencies 
under rotating membership; and 


‘‘(9) provide opportunities for training in statistical policy
 
functions to employees of the Federal Government under
 
which—
 


‘‘(A) each trainee shall be selected at the discretion 
of the Director based on agency requests and shall serve 
under the chief statistician for at least 6 months and not 
more than 1 year; and 


‘‘(B) all costs of the training shall be paid by the 
agency requesting training. 


‘‘(f) With respect to records management, the Director shall— Records. 
‘‘(1) provide advice and assistance to the Archivist of the
 


United States and the Administrator of General Services to
 
promote coordination in the administration of chapters 29, 31,
 
and 33 of this title with the information resources management
 
policies, principles, standards, and guidelines established under
 
this chapter;
 


‘‘(2) review compliance by agencies with— 
‘‘(A) the requirements of chapters 29, 31, and 33 of 


this title; and 
‘‘(B) regulations promulgated by the Archivist of the Regulations. 


United States and the Administrator of General Services; 
and 
‘‘(3) oversee the application of records management policies, 


principles, standards, and guidelines, including requirements
 
for archiving information maintained in electronic format, in
 
the planning and design of information systems.
 
‘‘(g) With respect to privacy and security, the Director shall—
 


‘‘(1) develop and oversee the implementation of policies,
 
principles, standards, and guidelines on privacy, confidentiality,
 
security, disclosure and sharing of information collected or
 
maintained by or for agencies;
 


‘‘(2) oversee and coordinate compliance with sections 552
 
and 552a of title 5, the Computer Security Act of 1987 (40
 
U.S.C. 759 note), and related information management laws;
 
and
 


‘‘(3) require Federal agencies, consistent with the Computer
 
Security Act of 1987 (40 U.S.C. 759 note), to identify and
 
afford security protections commensurate with the risk and
 
magnitude of the harm resulting from the loss, misuse, or
 
unauthorized access to or modification of information collected
 
or maintained by or on behalf of an agency.
 
‘‘(h) With respect to Federal information technology, the Direc


tor shall— 
‘‘(1) in consultation with the Director of the National 


Institute of Standards and Technology and the Administrator 
of General Services— 


‘‘(A) develop and oversee the implementation of policies, 
principles, standards, and guidelines for information tech
nology functions and activities of the Federal Government, 
including periodic evaluations of major information sys
tems; and 


‘‘(B) oversee the development and implementation of 
standards under section 111(d) of the Federal Property 
and Administrative Services Act of 1949 (40 U.S.C. 759(d)); 
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‘‘(2) monitor the effectiveness of, and compliance with, 
directives issued under sections 110 and 111 of the Federal 
Property and Administrative Services Act of 1949 (40 U.S.C. 
757 and 759); 


‘‘(3) coordinate the development and review by the Office 
of Information and Regulatory Affairs of policy associated with 
Federal procurement and acquisition of information technology 
with the Office of Federal Procurement Policy; 


‘‘(4) ensure, through the review of agency budget proposals, 
information resources management plans and other means— 


‘‘(A) agency integration of information resources 
management plans, program plans and budgets for acquisi
tion and use of information technology; and 


‘‘(B) the efficiency and effectiveness of inter-agency 
information technology initiatives to improve agency 
performance and the accomplishment of agency missions; 
and 
‘‘(5) promote the use of information technology by the Fed


eral Government to improve the productivity, efficiency, and 
effectiveness of Federal programs, including through dissemina
tion of public information and the reduction of information 
collection burdens on the public. 


‘‘§ 3505. Assignment of tasks and deadlines 
‘‘(a) In carrying out the functions under this chapter, the Direc


tor shall— 
‘‘(1) in consultation with agency heads, set an annual 


Governmentwide goal for the reduction of information collection 
burdens by at least 10 percent during each of fiscal years 
1996 and 1997 and 5 percent during each of fiscal years 1998, 
1999, 2000, and 2001, and set annual agency goals to— 


‘‘(A) reduce information collection burdens imposed on 
the public that— 


‘‘(i) represent the maximum practicable oppor
tunity in each agency; and 


‘‘(ii) are consistent with improving agency manage
ment of the process for the review of collections of 
information established under section 3506(c); and 
‘‘(B) improve information resources management in 


ways that increase the productivity, efficiency and effective
ness of Federal programs, including service delivery to 
the public; 
‘‘(2) with selected agencies and non-Federal entities on 


a voluntary basis, conduct pilot projects to test alternative 
policies, practices, regulations, and procedures to fulfill the 
purposes of this chapter, particularly with regard to minimizing 
the Federal information collection burden; and 


‘‘(3) in consultation with the Administrator of General Serv
ices, the Director of the National Institute of Standards and 
Technology, the Archivist of the United States, and the Director 
of the Office of Personnel Management, develop and maintain 
a Governmentwide strategic plan for information resources 
management, that shall include— 


‘‘(A) a description of the objectives and the means 
by which the Federal Government shall apply information 
resources to improve agency and program performance; 


‘‘(B) plans for— 
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‘‘(i) reducing information burdens on the public, 
including reducing such burdens through the elimi
nation of duplication and meeting shared data needs 
with shared resources; 


‘‘(ii) enhancing public access to and dissemination 
of, information, using electronic and other formats; 
and 


‘‘(iii) meeting the information technology needs of 
the Federal Government in accordance with the pur
poses of this chapter; and 
‘‘(C) a description of progress in applying information 


resources management to improve agency performance and 
the accomplishment of missions. 


‘‘(b) For purposes of any pilot project conducted under sub
section (a)(2), the Director may, after consultation with the agency 
head, waive the application of any administrative directive issued 
by an agency with which the project is conducted, including any 
directive requiring a collection of information, after giving timely 
notice to the public and the Congress regarding the need for such 
waiver. 


‘‘§ 3506. Federal agency responsibilities 
‘‘(a)(1) The head of each agency shall be responsible for— 


‘‘(A) carrying out the agency’s information resources 
management activities to improve agency productivity, effi
ciency, and effectiveness; and 


‘‘(B) complying with the requirements of this chapter and 
related policies established by the Director. 
‘‘(2)(A) Except as provided under subparagraph (B), the head 


of each agency shall designate a senior official who shall report 
directly to such agency head to carry out the responsibilities of 
the agency under this chapter. 


‘‘(B) The Secretary of the Department of Defense and the Sec
retary of each military department may each designate senior offi
cials who shall report directly to such Secretary to carry out the 
responsibilities of the department under this chapter. If more than 
one official is designated, the respective duties of the officials shall 
be clearly delineated. 


‘‘(3) The senior official designated under paragraph (2) shall 
head an office responsible for ensuring agency compliance with 
and prompt, efficient, and effective implementation of the informa
tion policies and information resources management responsibilities 
established under this chapter, including the reduction of informa
tion collection burdens on the public. The senior official and employ
ees of such office shall be selected with special attention to the 
professional qualifications required to administer the functions 
described under this chapter. 


‘‘(4) Each agency program official shall be responsible and 
accountable for information resources assigned to and supporting 
the programs under such official. In consultation with the senior 
official designated under paragraph (2) and the agency Chief Finan
cial Officer (or comparable official), each agency program official 
shall define program information needs and develop strategies, 
systems, and capabilities to meet those needs. 


‘‘(b) With respect to general information resources management, 
each agency shall— 


‘‘(1) manage information resources to— 
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‘‘(A) reduce information collection burdens on the pub
lic; 


‘‘(B) increase program efficiency and effectiveness; and 
‘‘(C) improve the integrity, quality, and utility of 


information to all users within and outside the agency, 
including capabilities for ensuring dissemination of public 
information, public access to government information, and 
protections for privacy and security; 
‘‘(2) in accordance with guidance by the Director, develop 


and maintain a strategic information resources management 
plan that shall describe how information resources management 
activities help accomplish agency missions; 


‘‘(3) develop and maintain an ongoing process to— 
‘‘(A) ensure that information resources management 


operations and decisions are integrated with organizational 
planning, budget, financial management, human resources 
management, and program decisions; 


‘‘(B) in cooperation with the agency Chief Financial 
Officer (or comparable official), develop a full and accurate 
accounting of information technology expenditures, related 
expenses, and results; and 


‘‘(C) establish goals for improving information 
resources management’s contribution to program productiv
ity, efficiency, and effectiveness, methods for measuring 
progress towards those goals, and clear roles and respon
sibilities for achieving those goals; 
‘‘(4) in consultation with the Director, the Administrator 


of General Services, and the Archivist of the United States, 
maintain a current and complete inventory of the agency’s 
information resources, including directories necessary to fulfill 
the requirements of section 3511 of this chapter; and 


‘‘(5) in consultation with the Director and the Director 
of the Office of Personnel Management, conduct formal training 
programs to educate agency program and management officials 
about information resources management. 
‘‘(c) With respect to the collection of information and the control 


of paperwork, each agency shall— 
‘‘(1) establish a process within the office headed by the 


official designated under subsection (a), that is sufficiently 
independent of program responsibility to evaluate fairly 
whether proposed collections of information should be approved 
under this chapter, to— 


‘‘(A) review each collection of information before 
submission to the Director for review under this chapter, 
including— 


‘‘(i) an evaluation of the need for the collection 
of information; 


‘‘(ii) a functional description of the information 
to be collected; 


‘‘(iii) a plan for the collection of the information; 
‘‘(iv) a specific, objectively supported estimate of 


burden; 
‘‘(v) a test of the collection of information through 


a pilot program, if appropriate; and 
‘‘(vi) a plan for the efficient and effective manage


ment and use of the information to be collected, includ
ing necessary resources; 
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‘‘(B) ensure that each information collection— 
‘‘(i) is inventoried, displays a control number and, 


if appropriate, an expiration date; 
‘‘(ii) indicates the collection is in accordance with 


the clearance requirements of section 3507; and 
‘‘(iii) informs the person receiving the collection 


of information of— 
‘‘(I) the reasons the information is being col


lected; 
‘‘(II) the way such information is to be used; 
‘‘(III) an estimate, to the extent practicable, 


of the burden of the collection; 
‘‘(IV) whether responses to the collection of 


information are voluntary, required to obtain a 
benefit, or mandatory; and 


‘‘(V) the fact that an agency may not conduct 
or sponsor, and a person is not required to respond 
to, a collection of information unless it displays 
a valid control number; and 


‘‘(C) assess the information collection burden of pro
posed legislation affecting the agency; 
‘‘(2)(A) except as provided under subparagraph (B) or sec


tion 3507(j), provide 60-day notice in the Federal Register, 
and otherwise consult with members of the public and affected 
agencies concerning each proposed collection of information, 
to solicit comment to— 


‘‘(i) evaluate whether the proposed collection of 
information is necessary for the proper performance of 
the functions of the agency, including whether the informa
tion shall have practical utility; 


‘‘(ii) evaluate the accuracy of the agency’s estimate 
of the burden of the proposed collection of information; 


‘‘(iii) enhance the quality, utility, and clarity of the 
information to be collected; and 


‘‘(iv) minimize the burden of the collection of informa
tion on those who are to respond, including through the 
use of automated collection techniques or other forms of 
information technology; and 
‘‘(B) for any proposed collection of information contained 


in a proposed rule (to be reviewed by the Director under section 
3507(d)), provide notice and comment through the notice of 
proposed rulemaking for the proposed rule and such notice 
shall have the same purposes specified under subparagraph 
(A) (i) through (iv); and 


‘‘(3) certify (and provide a record supporting such certifi
cation, including public comments received by the agency) that 
each collection of information submitted to the Director for 
review under section 3507— 


‘‘(A) is necessary for the proper performance of the 
functions of the agency, including that the information 
has practical utility; 


‘‘(B) is not unnecessarily duplicative of information 
otherwise reasonably accessible to the agency; 


‘‘(C) reduces to the extent practicable and appropriate 
the burden on persons who shall provide information to 
or for the agency, including with respect to small entities, 


Federal Register, 
publication. 


Regulations. 
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as defined under section 601(6) of title 5, the use of such 
techniques as— 


‘‘(i) establishing differing compliance or reporting 
requirements or timetables that take into account the 
resources available to those who are to respond; 


‘‘(ii) the clarification, consolidation, or simplifica
tion of compliance and reporting requirements; or 


‘‘(iii) an exemption from coverage of the collection 
of information, or any part thereof; 
‘‘(D) is written using plain, coherent, and unambiguous 


terminology and is understandable to those who are to 
respond; 


‘‘(E) is to be implemented in ways consistent and 
compatible, to the maximum extent practicable, with the 
existing reporting and recordkeeping practices of those who 
are to respond; 


‘‘(F) indicates for each recordkeeping requirement the 
length of time persons are required to maintain the records 
specified; 


‘‘(G) contains the statement required under paragraph 
(1)(B)(iii); 


‘‘(H) has been developed by an office that has planned 
and allocated resources for the efficient and effective 
management and use of the information to be collected, 
including the processing of the information in a manner 
which shall enhance, where appropriate, the utility of the 
information to agencies and the public; 


‘‘(I) uses effective and efficient statistical survey meth
odology appropriate to the purpose for which the informa
tion is to be collected; and 


‘‘(J) to the maximum extent practicable, uses informa
tion technology to reduce burden and improve data quality, 
agency efficiency and responsiveness to the public. 


Public ‘‘(d) With respect to information dissemination, each agency
information. shall— 


‘‘(1) ensure that the public has timely and equitable access 
to the agency’s public information, including ensuring such 
access through— 


‘‘(A) encouraging a diversity of public and private 
sources for information based on government public 
information; 


‘‘(B) in cases in which the agency provides public 
information maintained in electronic format, providing 
timely and equitable access to the underlying data (in 
whole or in part); and 


‘‘(C) agency dissemination of public information in an 
efficient, effective, and economical manner; 
‘‘(2) regularly solicit and consider public input on the agen


cy’s information dissemination activities; 
‘‘(3) provide adequate notice when initiating, substantially 


modifying, or terminating significant information dissemination 
products; and 


‘‘(4) not, except where specifically authorized by statute— 
‘‘(A) establish an exclusive, restricted, or other distribu


tion arrangement that interferes with timely and equitable 
availability of public information to the public; 
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‘‘(B) restrict or regulate the use, resale, or 
redissemination of public information by the public; 


‘‘(C) charge fees or royalties for resale or 
redissemination of public information; or 


‘‘(D) establish user fees for public information that 
exceed the cost of dissemination. 


‘‘(e) With respect to statistical policy and coordination, each 
agency shall— 


‘‘(1) ensure the relevance, accuracy, timeliness, integrity, 
and objectivity of information collected or created for statistical 
purposes; 


‘‘(2) inform respondents fully and accurately about the spon
sors, purposes, and uses of statistical surveys and studies; 


‘‘(3) protect respondents’ privacy and ensure that disclosure 
policies fully honor pledges of confidentiality; 


‘‘(4) observe Federal standards and practices for data collec
tion, analysis, documentation, sharing, and dissemination of 
information; 


‘‘(5) ensure the timely publication of the results of statistical 
surveys and studies, including information about the quality 
and limitations of the surveys and studies; and 


‘‘(6) make data available to statistical agencies and readily 
accessible to the public. 
‘‘(f) With respect to records management, each agency shall 


implement and enforce applicable policies and procedures, including 
requirements for archiving information maintained in electronic 
format, particularly in the planning, design and operation of 
information systems. 


‘‘(g) With respect to privacy and security, each agency shall— 
‘‘(1) implement and enforce applicable policies, procedures, 


standards, and guidelines on privacy, confidentiality, security, 
disclosure and sharing of information collected or maintained 
by or for the agency; 


‘‘(2) assume responsibility and accountability for compliance 
with and coordinated management of sections 552 and 552a 
of title 5, the Computer Security Act of 1987 (40 U.S.C. 759 
note), and related information management laws; and 


‘‘(3) consistent with the Computer Security Act of 1987 
(40 U.S.C. 759 note), identify and afford security protections 
commensurate with the risk and magnitude of the harm result
ing from the loss, misuse, or unauthorized access to or modifica
tion of information collected or maintained by or on behalf 
of an agency. 
‘‘(h) With respect to Federal information technology, each 


agency shall— 
‘‘(1) implement and enforce applicable Governmentwide and 


agency information technology management policies, principles, 
standards, and guidelines; 


‘‘(2) assume responsibility and accountability for informa
tion technology investments; 


‘‘(3) promote the use of information technology by the 
agency to improve the productivity, efficiency, and effectiveness 
of agency programs, including the reduction of information 
collection burdens on the public and improved dissemination 
of public information; 


‘‘(4) propose changes in legislation, regulations, and agency 
procedures to improve information technology practices, includ-


Records. 


Privacy. 
Computer 
technology. 


Science and 
technology. 
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Federal Register, 
publication. 


ing changes that improve the ability of the agency to use 
technology to reduce burden; and 


‘‘(5) assume responsibility for maximizing the value and 
assessing and managing the risks of major information systems 
initiatives through a process that is— 


‘‘(A) integrated with budget, financial, and program 
management decisions; and 


‘‘(B) used to select, control, and evaluate the results 
of major information systems initiatives. 


‘‘§ 3507. Public information collection activities; submission
to Director; approval and delegation 


‘‘(a) An agency shall not conduct or sponsor the collection of 
information unless in advance of the adoption or revision of the 
collection of information— 


‘‘(1) the agency has— 
‘‘(A) conducted the review established under section 


3506(c)(1); 
‘‘(B) evaluated the public comments received under 


section 3506(c)(2); 
‘‘(C) submitted to the Director the certification required 


under section 3506(c)(3), the proposed collection of informa
tion, copies of pertinent statutory authority, regulations, 
and other related materials as the Director may specify; 
and 


‘‘(D) published a notice in the Federal Register— 
‘‘(i) stating that the agency has made such submis


sion; and 
‘‘(ii) setting forth— 


‘‘(I) a title for the collection of information; 
‘‘(II) a summary of the collection of informa


tion; 
‘‘(III) a brief description of the need for the 


information and the proposed use of the informa
tion; 


‘‘(IV) a description of the likely respondents 
and proposed frequency of response to the collec
tion of information; 


‘‘(V) an estimate of the burden that shall result 
from the collection of information; and 


‘‘(VI) notice that comments may be submitted 
to the agency and Director; 


‘‘(2) the Director has approved the proposed collection of 
information or approval has been inferred, under the provisions 
of this section; and 


‘‘(3) the agency has obtained from the Director a control 
number to be displayed upon the collection of information. 
‘‘(b) The Director shall provide at least 30 days for public 


comment prior to making a decision under subsection (c), (d), or 
(h), except as provided under subsection (j). 


‘‘(c)(1) For any proposed collection of information not contained 
in a proposed rule, the Director shall notify the agency involved 
of the decision to approve or disapprove the proposed collection 
of information. 


‘‘(2) The Director shall provide the notification under paragraph 
(1), within 60 days after receipt or publication of the notice under 
subsection (a)(1)(D), whichever is later. 
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‘‘(3) If the Director does not notify the agency of a denial 
or approval within the 60-day period described under paragraph 
(2)— 


‘‘(A) the approval may be inferred; 
‘‘(B) a control number shall be assigned without further 


delay; and 
‘‘(C) the agency may collect the information for not more 


than 1 year. 
‘‘(d)(1) For any proposed collection of information contained 


in a proposed rule— 
‘‘(A) as soon as practicable, but no later than the date 


of publication of a notice of proposed rulemaking in the Federal 
Register, each agency shall forward to the Director a copy 
of any proposed rule which contains a collection of information 
and any information requested by the Director necessary to 
make the determination required under this subsection; and 


‘‘(B) within 60 days after the notice of proposed rulemaking 
is published in the Federal Register, the Director may file 
public comments pursuant to the standards set forth in section 
3508 on the collection of information contained in the proposed 
rule; 
‘‘(2) When a final rule is published in the Federal Register, 


the agency shall explain— 
‘‘(A) how any collection of information contained in the 


final rule responds to the comments, if any, filed by the Director 
or the public; or 


‘‘(B) the reasons such comments were rejected. 
‘‘(3) If the Director has received notice and failed to comment 


on an agency rule within 60 days after the notice of proposed 
rulemaking, the Director may not disapprove any collection of 
information specifically contained in an agency rule. 


‘‘(4) No provision in this section shall be construed to prevent 
the Director, in the Director’s discretion— 


‘‘(A) from disapproving any collection of information which 
was not specifically required by an agency rule; 


‘‘(B) from disapproving any collection of information con
tained in an agency rule, if the agency failed to comply with 
the requirements of paragraph (1) of this subsection; 


‘‘(C) from disapproving any collection of information con
tained in a final agency rule, if the Director finds within 60 
days after the publication of the final rule that the agency’s 
response to the Director’s comments filed under paragraph 
(2) of this subsection was unreasonable; or 


‘‘(D) from disapproving any collection of information con
tained in a final rule, if— 


‘‘(i) the Director determines that the agency has 
substantially modified in the final rule the collection of 
information contained in the proposed rule; and 


‘‘(ii) the agency has not given the Director the informa
tion required under paragraph (1) with respect to the modi
fied collection of information, at least 60 days before the 
issuance of the final rule. 


‘‘(5) This subsection shall apply only when an agency publishes 
a notice of proposed rulemaking and requests public comments. 


‘‘(6) The decision by the Director to approve or not act upon 
a collection of information contained in an agency rule shall not 
be subject to judicial review. 


Proposed rule. 


Federal Register, 
publication. 
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‘‘(e)(1) Any decision by the Director under subsection (c), (d), 
(h), or (j) to disapprove a collection of information, or to instruct 
the agency to make substantive or material change to a collection 
of information, shall be publicly available and include an expla
nation of the reasons for such decision. 


‘‘(2) Any written communication between the Administrator 
of the Office of Information and Regulatory Affairs, or any employee 
of the Office of Information and Regulatory Affairs, and an agency 
or person not employed by the Federal Government concerning 
a proposed collection of information shall be made available to 
the public. 


‘‘(3) This subsection shall not require the disclosure of— 
‘‘(A) any information which is protected at all times by 


procedures established for information which has been specifi
cally authorized under criteria established by an Executive 
order or an Act of Congress to be kept secret in the interest 
of national defense or foreign policy; or 


‘‘(B) any communication relating to a collection of informa
tion which is not approved under this chapter, the disclosure 
of which could lead to retaliation or discrimination against 
the communicator. 
‘‘(f)(1) An independent regulatory agency which is administered 


by 2 or more members of a commission, board, or similar body, 
may by majority vote void— 


‘‘(A) any disapproval by the Director, in whole or in part, 
of a proposed collection of information of that agency; or 


‘‘(B) an exercise of authority under subsection (d) of section 
3507 concerning that agency. 
‘‘(2) The agency shall certify each vote to void such disapproval 


or exercise to the Director, and explain the reasons for such vote. 
The Director shall without further delay assign a control number 
to such collection of information, and such vote to void the dis
approval or exercise shall be valid for a period of 3 years. 


‘‘(g) The Director may not approve a collection of information 
for a period in excess of 3 years. 


‘‘(h)(1) If an agency decides to seek extension of the Director’s 
approval granted for a currently approved collection of information, 
the agency shall— 


‘‘(A) conduct the review established under section 3506(c), 
including the seeking of comment from the public on the contin
ued need for, and burden imposed by the collection of informa
tion; and 


‘‘(B) after having made a reasonable effort to seek public 
comment, but no later than 60 days before the expiration date 
of the control number assigned by the Director for the currently 
approved collection of information, submit the collection of 
information for review and approval under this section, which 
shall include an explanation of how the agency has used the 
information that it has collected. 
‘‘(2) If under the provisions of this section, the Director dis


approves a collection of information contained in an existing rule, 
or recommends or instructs the agency to make a substantive 
or material change to a collection of information contained in an 
existing rule, the Director shall— 


Federal Register, ‘‘(A) publish an explanation thereof in the Federal Register;
publication. and 
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‘‘(B) instruct the agency to undertake a rulemaking within 
a reasonable time limited to consideration of changes to the 
collection of information contained in the rule and thereafter 
to submit the collection of information for approval or dis
approval under this chapter. 
‘‘(3) An agency may not make a substantive or material modi


fication to a collection of information after such collection has been 
approved by the Director, unless the modification has been submit
ted to the Director for review and approval under this chapter. 


‘‘(i)(1) If the Director finds that a senior official of an agency 
designated under section 3506(a) is sufficiently independent of pro
gram responsibility to evaluate fairly whether proposed collections 
of information should be approved and has sufficient resources 
to carry out this responsibility effectively, the Director may, by 
rule in accordance with the notice and comment provisions of chap
ter 5 of title 5, United States Code, delegate to such official the 
authority to approve proposed collections of information in specific 
program areas, for specific purposes, or for all agency purposes. 


‘‘(2) A delegation by the Director under this section shall not 
preclude the Director from reviewing individual collections of 
information if the Director determines that circumstances warrant 
such a review. The Director shall retain authority to revoke such 
delegations, both in general and with regard to any specific matter. 
In acting for the Director, any official to whom approval authority 
has been delegated under this section shall comply fully with the 
rules and regulations promulgated by the Director. 


‘‘(j)(1) The agency head may request the Director to authorize 
a collection of information, if an agency head determines that— 


‘‘(A) a collection of information— 
‘‘(i) is needed prior to the expiration of time periods 


established under this chapter; and 
‘‘(ii) is essential to the mission of the agency; and 


‘‘(B) the agency cannot reasonably comply with the provi
sions of this chapter because— 


‘‘(i) public harm is reasonably likely to result if normal 
clearance procedures are followed; 


‘‘(ii) an unanticipated event has occurred; or 
‘‘(iii) the use of normal clearance procedures is reason


ably likely to prevent or disrupt the collection of informa
tion or is reasonably likely to cause a statutory or court 
ordered deadline to be missed. 


‘‘(2) The Director shall approve or disapprove any such 
authorization request within the time requested by the agency 
head and, if approved, shall assign the collection of information 
a control number. Any collection of information conducted under 
this subsection may be conducted without compliance with the 
provisions of this chapter for a maximum of 90 days after the 
date on which the Director received the request to authorize such 
collection. 


‘‘§ 3508. Determination of necessity for information; hearing 
‘‘Before approving a proposed collection of information, the 


Director shall determine whether the collection of information by 
the agency is necessary for the proper performance of the functions 
of the agency, including whether the information shall have prac
tical utility. Before making a determination the Director may give 
the agency and other interested persons an opportunity to be heard 
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Establishment. 


or to submit statements in writing. To the extent, if any, that 
the Director determines that the collection of information by an 
agency is unnecessary for any reason, the agency may not engage 
in the collection of information. 


‘‘§ 3509. Designation of central collection agency 
‘‘The Director may designate a central collection agency to 


obtain information for two or more agencies if the Director deter
mines that the needs of such agencies for information will be 
adequately served by a single collection agency, and such sharing 
of data is not inconsistent with applicable law. In such cases the 
Director shall prescribe (with reference to the collection of informa
tion) the duties and functions of the collection agency so designated 
and of the agencies for which it is to act as agent (including 
reimbursement for costs). While the designation is in effect, an 
agency covered by the designation may not obtain for itself informa
tion for the agency which is the duty of the collection agency 
to obtain. The Director may modify the designation from time 
to time as circumstances require. The authority to designate under 
this section is subject to the provisions of section 3507(f) of this 
chapter. 


‘‘§ 3510. Cooperation of agencies in making information avail
able 


‘‘(a) The Director may direct an agency to make available to 
another agency, or an agency may make available to another agency, 
information obtained by a collection of information if the disclosure 
is not inconsistent with applicable law. 


‘‘(b)(1) If information obtained by an agency is released by 
that agency to another agency, all the provisions of law (including 
penalties) that relate to the unlawful disclosure of information 
apply to the officers and employees of the agency to which informa
tion is released to the same extent and in the same manner as 
the provisions apply to the officers and employees of the agency 
which originally obtained the information. 


‘‘(2) The officers and employees of the agency to which the 
information is released, in addition, shall be subject to the same 
provisions of law, including penalties, relating to the unlawful 
disclosure of information as if the information had been collected 
directly by that agency. 


‘‘§ 3511. Establishment and operation of Government Infor
mation Locator Service 


‘‘(a) In order to assist agencies and the public in locating 
information and to promote information sharing and equitable 
access by the public, the Director shall— 


‘‘(1) cause to be established and maintained a distributed 
agency-based electronic Government Information Locator Serv
ice (hereafter in this section referred to as the ‘Service’), which 
shall identify the major information systems, holdings, and 
dissemination products of each agency; 


‘‘(2) require each agency to establish and maintain an 
agency information locator service as a component of, and to 
support the establishment and operation of the Service; 


‘‘(3) in cooperation with the Archivist of the United States, 
the Administrator of General Services, the Public Printer, and 
the Librarian of Congress, establish an interagency committee 
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to advise the Secretary of Commerce on the development of 
technical standards for the Service to ensure compatibility, 
promote information sharing, and uniform access by the public; 


‘‘(4) consider public access and other user needs in the 
establishment and operation of the Service; 


‘‘(5) ensure the security and integrity of the Service, includ
ing measures to ensure that only information which is intended 
to be disclosed to the public is disclosed through the Service; 
and 


‘‘(6) periodically review the development and effectiveness 
of the Service and make recommendations for improvement, 
including other mechanisms for improving public access to Fed
eral agency public information. 
‘‘(b) This section shall not apply to operational files as defined 


by the Central Intelligence Agency Information Act (50 U.S.C. 431 
et seq.). 


‘‘§ 3512. Public protection 
‘‘(a) Notwithstanding any other provision of law, no person 


shall be subject to any penalty for failing to comply with a collection 
of information that is subject to this chapter if— 


‘‘(1) the collection of information does not display a valid 
control number assigned by the Director in accordance with 
this chapter; or 


‘‘(2) the agency fails to inform the person who is to respond 
to the collection of information that such person is not required 
to respond to the collection of information unless it displays 
a valid control number. 
‘‘(b) The protection provided by this section may be raised 


in the form of a complete defense, bar, or otherwise at any time 
during the agency administrative process or judicial action 
applicable thereto. 


‘‘§ 3513. Director review of agency activities; reporting; 
agency response 


‘‘(a) In consultation with the Administrator of General Services, 
the Archivist of the United States, the Director of the National 
Institute of Standards and Technology, and the Director of the 
Office of Personnel Management, the Director shall periodically 
review selected agency information resources management activities 
to ascertain the efficiency and effectiveness of such activities to 
improve agency performance and the accomplishment of agency 
missions. 


‘‘(b) Each agency having an activity reviewed under subsection 
(a) shall, within 60 days after receipt of a report on the review, 
provide a written plan to the Director describing steps (including 
milestones) to— 


‘‘(1) be taken to address information resources management 
problems identified in the report; and 


‘‘(2) improve agency performance and the accomplishment 
of agency missions. 


‘‘§ 3514. Responsiveness to Congress 
‘‘(a)(1) The Director shall— 


‘‘(A) keep the Congress and congressional committees fully 
and currently informed of the major activities under this chap
ter; and 
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Reports. ‘‘(B) submit a report on such activities to the President 
of the Senate and the Speaker of the House of Representatives 
annually and at such other times as the Director determines 
necessary. 
‘‘(2) The Director shall include in any such report a description 


of the extent to which agencies have— 
‘‘(A) reduced information collection burdens on the public, 


including— 
‘‘(i) a summary of accomplishments and planned initia


tives to reduce collection of information burdens; 
‘‘(ii) a list of all violations of this chapter and of any 


rules, guidelines, policies, and procedures issued pursuant 
to this chapter; 


‘‘(iii) a list of any increase in the collection of informa
tion burden, including the authority for each such collec
tion; and 


‘‘(iv) a list of agencies that in the preceding year did 
not reduce information collection burdens in accordance 
with section 3505(a)(1), a list of the programs and statutory 
responsibilities of those agencies that precluded that reduc
tion, and recommendations to assist those agencies to 
reduce information collection burdens in accordance with 
that section; 
‘‘(B) improved the quality and utility of statistical informa


tion; 
‘‘(C) improved public access to Government information; 


and 
‘‘(D) improved program performance and the accomplish


ment of agency missions through information resources 
management. 
‘‘(b) The preparation of any report required by this section 


shall be based on performance results reported by the agencies 
and shall not increase the collection of information burden on 
persons outside the Federal Government. 


‘‘§ 3515. Administrative powers 
‘‘Upon the request of the Director, each agency (other than 


an independent regulatory agency) shall, to the extent practicable, 
make its services, personnel, and facilities available to the Director 
for the performance of functions under this chapter. 


‘‘§ 3516. Rules and regulations 
‘‘The Director shall promulgate rules, regulations, or procedures 


necessary to exercise the authority provided by this chapter. 


‘‘§ 3517. Consultation with other agencies and the public 
‘‘(a) In developing information resources management policies, 


plans, rules, regulations, procedures, and guidelines and in review
ing collections of information, the Director shall provide interested 
agencies and persons early and meaningful opportunity to comment. 


‘‘(b) Any person may request the Director to review any collec
tion of information conducted by or for an agency to determine, 
if, under this chapter, a person shall maintain, provide, or disclose 
the information to or for the agency. Unless the request is frivolous, 
the Director shall, in coordination with the agency responsible 
for the collection of information— 
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‘‘(1) respond to the request within 60 days after receiving 
the request, unless such period is extended by the Director 
to a specified date and the person making the request is given 
notice of such extension; and 


‘‘(2) take appropriate remedial action, if necessary. 


‘‘§ 3518. Effect on existing laws and regulations 
‘‘(a) Except as otherwise provided in this chapter, the authority 


of an agency under any other law to prescribe policies, rules, regula
tions, and procedures for Federal information resources manage
ment activities is subject to the authority of the Director under 
this chapter. 


‘‘(b) Nothing in this chapter shall be deemed to affect or reduce 
the authority of the Secretary of Commerce or the Director of 
the Office of Management and Budget pursuant to Reorganization 
Plan No. 1 of 1977 (as amended) and Executive order, relating 
to telecommunications and information policy, procurement and 
management of telecommunications and information systems, spec
trum use, and related matters. 


‘‘(c)(1) Except as provided in paragraph (2), this chapter shall 
not apply to the collection of information— 


‘‘(A) during the conduct of a Federal criminal investigation 
or prosecution, or during the disposition of a particular criminal 
matter; 


‘‘(B) during the conduct of— 
‘‘(i) a civil action to which the United States or any 


official or agency thereof is a party; or 
‘‘(ii) an administrative action or investigation involving 


an agency against specific individuals or entities; 
‘‘(C) by compulsory process pursuant to the Antitrust Civil 


Process Act and section 13 of the Federal Trade Commission 
Improvements Act of 1980; or 


‘‘(D) during the conduct of intelligence activities as defined 
in section 3.4(e) of Executive Order No. 12333, issued December 
4, 1981, or successor orders, or during the conduct of cryptologic 
activities that are communications security activities. 
‘‘(2) This chapter applies to the collection of information during 


the conduct of general investigations (other than information col
lected in an antitrust investigation to the extent provided in 
subparagraph (C) of paragraph (1)) undertaken with reference to 
a category of individuals or entities such as a class of licensees 
or an entire industry. 


‘‘(d) Nothing in this chapter shall be interpreted as increasing 
or decreasing the authority conferred by Public Law 89–306 on 
the Administrator of the General Services Administration, the Sec
retary of Commerce, or the Director of the Office of Management 
and Budget. 


‘‘(e) Nothing in this chapter shall be interpreted as increasing 
or decreasing the authority of the President, the Office of Manage
ment and Budget or the Director thereof, under the laws of the 
United States, with respect to the substantive policies and programs 
of departments, agencies and offices, including the substantive 
authority of any Federal agency to enforce the civil rights laws. 


‘‘§ 3519. Access to information 
‘‘Under the conditions and procedures prescribed in section 


716 of title 31, the Director and personnel in the Office of Informa
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tion and Regulatory Affairs shall furnish such information as the 
Comptroller General may require for the discharge of the respon
sibilities of the Comptroller General. For the purpose of obtaining 
such information, the Comptroller General or representatives 
thereof shall have access to all books, documents, papers and 
records, regardless of form or format, of the Office. 


‘‘§ 3520. Authorization of appropriations 
‘‘There are authorized to be appropriated to the Office of 


Information and Regulatory Affairs to carry out the provisions 
of this chapter, and for no other purpose, $8,000,000 for each 
of the fiscal years 1996, 1997, 1998, 1999, 2000, and 2001.’’. 


SEC. 3. BURDEN REDUCTION REGARDING QUARTERLY FINANCIAL 
REPORT PROGRAM AT BUREAU OF THE CENSUS. 


Section 91 of title 13, United States Code, is amended by 
adding at the end the following new subsection: 


‘‘(d)(1) The Secretary shall not select an organization or entity 
for participation in a survey, if— 


‘‘(A) the organization or entity— 
‘‘(i) has assets of less than $50,000,000; 
‘‘(ii) completed participation in a prior survey in the 


preceding 10-year period, as determined by the Secretary; 
and 


‘‘(iii) was selected for that prior survey participation 
after September 30, 1990; or 
‘‘(B) the organization or entity— 


‘‘(i) has assets of more than $50,000,000 and less than 
$100,000,000; 


‘‘(ii) completed participation in a prior survey in the 
preceding 2-year period, as determined by the Secretary; 
and 


‘‘(iii) was selected for that prior survey participation 
after September 30, 1995. 


‘‘(2)(A) The Secretary shall furnish advice and similar assist
ance to ease the burden of a small business concern which is 
attempting to compile and furnish the business information required 
of organizations and entities participating in the survey. 


‘‘(B) To facilitate the provision of the assistance under subpara
graph (A), the Secretary shall establish a toll-free telephone number. 


‘‘(C) The Secretary shall expand the use of statistical sampling 
techniques to select organizations and entities having assets less 
than $100,000,000 to participate in the survey. 


‘‘(3) The Secretary may undertake such additional paperwork 
burden reduction initiatives with respect to the conduct of the 
survey as may be deemed appropriate by the Secretary. 


‘‘(4) For purposes of this subsection: 
‘‘(A) The term ‘small business concern’ means a business 


concern that meets the requirements of section 3(a) of the 
Small Business Act and the regulations promulgated pursuant 
thereto. 


‘‘(B) The term ‘survey’ means the collection of information 
by the Secretary pursuant to this section for the purpose of 
preparing the publication entitled ‘Quarterly Financial Report 
for Manufacturing, Mining, and Trade Corporations’.’’. 
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SEC. 4. EFFECTIVE DATE.	 44 USC 3501 
note.(a) IN GENERAL.—Except as otherwise provided in this section, 


this Act and the amendments made by this Act shall take effect 
on October 1, 1995. 


(b) AUTHORIZATION OF APPROPRIATIONS.—Section 3520 of title 
44, United States Code, as amended by this Act, shall take effect 
on the date of enactment of this Act. 


(c) DELAYED APPLICATION.—In the case of a collection of 
information for which there is in effect on September 30, 1995, 
a control number issued by the Office of Management and Budget 
under chapter 35 of title 44, United States Code— 


(1) the amendments made by this Act shall apply to the
 
collection of information beginning on the earlier of—
 


(A) the first renewal or modification of that collection 
of information after September 30, 1995; or 


(B) the expiration of its control number after Septem
ber 30, 1995. 
(2) prior to such renewal, modification, or expiration, the
 


collection of information shall be subject to chapter 35 of title
 
44, United States Code, as in effect on September 30, 1995.
 


Approved May 22, 1995. 
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-CITE-
    15 USC CHAPTER 91 - CHILDREN'S ONLINE PRIVACY PROTECTION    01/07/2011


-EXPCITE-
    TITLE 15 - COMMERCE AND TRADE
    CHAPTER 91 - CHILDREN'S ONLINE PRIVACY PROTECTION


-HEAD-
             CHAPTER 91 - CHILDREN'S ONLINE PRIVACY PROTECTION         


-MISC1-
    Sec.                                                     
    6501.       Definitions.                                          
    6502.       Regulation of unfair and deceptive acts and practices
                 in connection with collection and use of personal
                 information from and about children on the Internet. 
    6503.       Safe harbors.                                         
    6504.       Actions by States.                                    
    6505.       Administration and applicability.                     
    6506.       Review.                                               


-End-


-CITE-
    15 USC Sec. 6501                                            01/07/2011


-EXPCITE-
    TITLE 15 - COMMERCE AND TRADE
    CHAPTER 91 - CHILDREN'S ONLINE PRIVACY PROTECTION


-HEAD-
    Sec. 6501. Definitions


-STATUTE-
      In this chapter:
      (1) Child
        The term "child" means an individual under the age of 13.
      (2) Operator
        The term "operator" - 
          (A) means any person who operates a website located on the
        Internet or an online service and who collects or maintains
        personal information from or about the users of or visitors to
        such website or online service, or on whose behalf such
        information is collected or maintained, where such website or
        online service is operated for commercial purposes, including
        any person offering products or services for sale through that
        website or online service, involving commerce - 
            (i) among the several States or with 1 or more foreign
          nations;
            (ii) in any territory of the United States or in the
          District of Columbia, or between any such territory and - 
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              (I) another such territory; or
              (II) any State or foreign nation; or


            (iii) between the District of Columbia and any State,
          territory, or foreign nation; but


          (B) does not include any nonprofit entity that would
        otherwise be exempt from coverage under section 45 of this
        title.
      (3) Commission
        The term "Commission" means the Federal Trade Commission.
      (4) Disclosure
        The term "disclosure" means, with respect to personal
      information - 
          (A) the release of personal information collected from a
        child in identifiable form by an operator for any purpose,
        except where such information is provided to a person other
        than the operator who provides support for the internal
        operations of the website and does not disclose or use that
        information for any other purpose; and
          (B) making personal information collected from a child by a
        website or online service directed to children or with actual
        knowledge that such information was collected from a child,
        publicly available in identifiable form, by any means including
        by a public posting, through the Internet, or through - 
            (i) a home page of a website;
            (ii) a pen pal service;
            (iii) an electronic mail service;
            (iv) a message board; or
            (v) a chat room.
      (5) Federal agency
        The term "Federal agency" means an agency, as that term is
      defined in section 551(1) of title 5.
      (6) Internet
        The term "Internet" means collectively the myriad of computer
      and telecommunications facilities, including equipment and
      operating software, which comprise the interconnected world-wide
      network of networks that employ the Transmission Control
      Protocol/Internet Protocol, or any predecessor or successor
      protocols to such protocol, to communicate information of all
      kinds by wire or radio.
      (7) Parent
        The term "parent" includes a legal guardian.
      (8) Personal information
        The term "personal information" means individually identifiable
      information about an individual collected online, including - 
          (A) a first and last name;
          (B) a home or other physical address including street name
        and name of a city or town;
          (C) an e-mail address;
          (D) a telephone number;
          (E) a Social Security number;
          (F) any other identifier that the Commission determines
        permits the physical or online contacting of a specific
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        individual; or
          (G) information concerning the child or the parents of that
        child that the website collects online from the child and
        combines with an identifier described in this paragraph.
      (9) Verifiable parental consent
        The term "verifiable parental consent" means any reasonable
      effort (taking into consideration available technology),
      including a request for authorization for future collection, use,
      and disclosure described in the notice, to ensure that a parent
      of a child receives notice of the operator's personal information
      collection, use, and disclosure practices, and authorizes the
      collection, use, and disclosure, as applicable, of personal
      information and the subsequent use of that information before
      that information is collected from that child.
      (10) Website or online service directed to children
        (A) In general
          The term "website or online service directed to children"
        means - 
            (i) a commercial website or online service that is targeted
          to children; or
            (ii) that portion of a commercial website or online service
          that is targeted to children.
        (B) Limitation
          A commercial website or online service, or a portion of a
        commercial website or online service, shall not be deemed
        directed to children solely for referring or linking to a
        commercial website or online service directed to children by
        using information location tools, including a directory, index,
        reference, pointer, or hypertext link.
      (11) Person
        The term "person" means any individual, partnership,
      corporation, trust, estate, cooperative, association, or other
      entity.
      (12) Online contact information
        The term "online contact information" means an e-mail address
      or another substantially similar identifier that permits direct
      contact with a person online.


-SOURCE-
    (Pub. L. 105-277, div. C, title XIII, Sec. 1302, Oct. 21, 1998, 112
    Stat. 2681-728.)


-MISC1-
                              EFFECTIVE DATE                          
      Pub. L. 105-277, div. C, title XIII, Sec. 1308, Oct. 21, 1998,
    112 Stat. 2681-735, provided that: "Sections 1303(a), 1305, and
    1306 of this title [enacting sections 6502(a), 6504, and 6505 of
    this title] take effect on the later of - 
        "(1) the date that is 18 months after the date of enactment of
      this Act [Oct. 21, 1998]; or
        "(2) the date on which the Commission rules on the first
      application filed for safe harbor treatment under section 1304
      [enacting section 6503 of this title] if the Commission does not
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      rule on the first such application within one year after the date
      of enactment of this Act, but in no case later than the date that
      is 30 months after the date of enactment of this Act."


                                SHORT TITLE                            
      Pub. L. 105-277, div. C, title XIII, Sec. 1301, Oct. 21, 1998,
    112 Stat. 2681-728, provided that: "This title [enacting this
    chapter] may be cited as the 'Children's Online Privacy Protection
    Act of 1998'."


-End-


-CITE-
    15 USC Sec. 6502                                            01/07/2011


-EXPCITE-
    TITLE 15 - COMMERCE AND TRADE
    CHAPTER 91 - CHILDREN'S ONLINE PRIVACY PROTECTION


-HEAD-
    Sec. 6502. Regulation of unfair and deceptive acts and practices in
      connection with collection and use of personal information from
      and about children on the Internet


-STATUTE-
    (a) Acts prohibited
      (1) In general
        It is unlawful for an operator of a website or online service
      directed to children, or any operator that has actual knowledge
      that it is collecting personal information from a child, to
      collect personal information from a child in a manner that
      violates the regulations prescribed under subsection (b) of this
      section.
      (2) Disclosure to parent protected
        Notwithstanding paragraph (1), neither an operator of such a
      website or online service nor the operator's agent shall be held
      to be liable under any Federal or State law for any disclosure
      made in good faith and following reasonable procedures in
      responding to a request for disclosure of personal information
      under subsection (b)(1)(B)(iii) of this section to the parent of
      a child.
    (b) Regulations
      (1) In general
        Not later than 1 year after October 21, 1998, the Commission
      shall promulgate under section 553 of title 5 regulations that - 
          (A) require the operator of any website or online service
        directed to children that collects personal information from
        children or the operator of a website or online service that
        has actual knowledge that it is collecting personal information
        from a child - 
            (i) to provide notice on the website of what information is
          collected from children by the operator, how the operator







file:///H|/...rements/MCFP%20IT%20Support/Support%20Documents/Final%20to%20DOI/Appendix%20B/Public%20Law%20105-277.txt[4/10/2012 12:31:00 PM]


          uses such information, and the operator's disclosure
          practices for such information; and
            (ii) to obtain verifiable parental consent for the
          collection, use, or disclosure of personal information from
          children;


          (B) require the operator to provide, upon request of a parent
        under this subparagraph whose child has provided personal
        information to that website or online service, upon proper
        identification of that parent, to such parent - 
            (i) a description of the specific types of personal
          information collected from the child by that operator;
            (ii) the opportunity at any time to refuse to permit the
          operator's further use or maintenance in retrievable form, or
          future online collection, of personal information from that
          child; and
            (iii) notwithstanding any other provision of law, a means
          that is reasonable under the circumstances for the parent to
          obtain any personal information collected from that child;


          (C) prohibit conditioning a child's participation in a game,
        the offering of a prize, or another activity on the child
        disclosing more personal information than is reasonably
        necessary to participate in such activity; and
          (D) require the operator of such a website or online service
        to establish and maintain reasonable procedures to protect the
        confidentiality, security, and integrity of personal
        information collected from children.
      (2) When consent not required
        The regulations shall provide that verifiable parental consent
      under paragraph (1)(A)(ii) is not required in the case of - 
          (A) online contact information collected from a child that is
        used only to respond directly on a one-time basis to a specific
        request from the child and is not used to recontact the child
        and is not maintained in retrievable form by the operator;
          (B) a request for the name or online contact information of a
        parent or child that is used for the sole purpose of obtaining
        parental consent or providing notice under this section and
        where such information is not maintained in retrievable form by
        the operator if parental consent is not obtained after a
        reasonable time;
          (C) online contact information collected from a child that is
        used only to respond more than once directly to a specific
        request from the child and is not used to recontact the child
        beyond the scope of that request - 
            (i) if, before any additional response after the initial
          response to the child, the operator uses reasonable efforts
          to provide a parent notice of the online contact information
          collected from the child, the purposes for which it is to be
          used, and an opportunity for the parent to request that the
          operator make no further use of the information and that it
          not be maintained in retrievable form; or
            (ii) without notice to the parent in such circumstances as
          the Commission may determine are appropriate, taking into
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          consideration the benefits to the child of access to
          information and services, and risks to the security and
          privacy of the child, in regulations promulgated under this
          subsection;


          (D) the name of the child and online contact information (to
        the extent reasonably necessary to protect the safety of a
        child participant on the site) - 
            (i) used only for the purpose of protecting such safety;
            (ii) not used to recontact the child or for any other
          purpose; and
            (iii) not disclosed on the site,


        if the operator uses reasonable efforts to provide a parent
        notice of the name and online contact information collected
        from the child, the purposes for which it is to be used, and an
        opportunity for the parent to request that the operator make no
        further use of the information and that it not be maintained in
        retrievable form; or
          (E) the collection, use, or dissemination of such information
        by the operator of such a website or online service necessary -
        
            (i) to protect the security or integrity of its website;
            (ii) to take precautions against liability;
            (iii) to respond to judicial process; or
            (iv) to the extent permitted under other provisions of law,
          to provide information to law enforcement agencies or for an
          investigation on a matter related to public safety.
      (3) Termination of service
        The regulations shall permit the operator of a website or an
      online service to terminate service provided to a child whose
      parent has refused, under the regulations prescribed under
      paragraph (1)(B)(ii), to permit the operator's further use or
      maintenance in retrievable form, or future online collection, of
      personal information from that child.
    (c) Enforcement
      Subject to sections 6503 and 6505 of this title, a violation of a
    regulation prescribed under subsection (a) of this section shall be
    treated as a violation of a rule defining an unfair or deceptive
    act or practice prescribed under section 57a(a)(1)(B) of this
    title.
    (d) Inconsistent State law
      No State or local government may impose any liability for
    commercial activities or actions by operators in interstate or
    foreign commerce in connection with an activity or action described
    in this chapter that is inconsistent with the treatment of those
    activities or actions under this section.


-SOURCE-
    (Pub. L. 105-277, div. C, title XIII, Sec. 1303, Oct. 21, 1998, 112
    Stat. 2681-730.)


-MISC1-
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                              EFFECTIVE DATE                          
      For effective date of subsec. (a) of this section, see section
    1308 of Pub. L. 105-277, set out as a note under section 6501 of
    this title.


-End-


-CITE-
    15 USC Sec. 6503                                            01/07/2011


-EXPCITE-
    TITLE 15 - COMMERCE AND TRADE
    CHAPTER 91 - CHILDREN'S ONLINE PRIVACY PROTECTION


-HEAD-
    Sec. 6503. Safe harbors


-STATUTE-
    (a) Guidelines
      An operator may satisfy the requirements of regulations issued
    under section 6502(b) of this title by following a set of self-
    regulatory guidelines, issued by representatives of the marketing
    or online industries, or by other persons, approved under
    subsection (b) of this section.
    (b) Incentives
      (1) Self-regulatory incentives
        In prescribing regulations under section 6502 of this title,
      the Commission shall provide incentives for self-regulation by
      operators to implement the protections afforded children under
      the regulatory requirements described in subsection (b) of that
      section.
      (2) Deemed compliance
        Such incentives shall include provisions for ensuring that a
      person will be deemed to be in compliance with the requirements
      of the regulations under section 6502 of this title if that
      person complies with guidelines that, after notice and comment,
      are approved by the Commission upon making a determination that
      the guidelines meet the requirements of the regulations issued
      under section 6502 of this title.
      (3) Expedited response to requests
        The Commission shall act upon requests for safe harbor
      treatment within 180 days of the filing of the request, and shall
      set forth in writing its conclusions with regard to such
      requests.
    (c) Appeals
      Final action by the Commission on a request for approval of
    guidelines, or the failure to act within 180 days on a request for
    approval of guidelines, submitted under subsection (b) of this
    section may be appealed to a district court of the United States of
    appropriate jurisdiction as provided for in section 706 of title 5.


-SOURCE-
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    (Pub. L. 105-277, div. C, title XIII, Sec. 1304, Oct. 21, 1998, 112
    Stat. 2681-732.)


-End-


-CITE-
    15 USC Sec. 6504                                            01/07/2011


-EXPCITE-
    TITLE 15 - COMMERCE AND TRADE
    CHAPTER 91 - CHILDREN'S ONLINE PRIVACY PROTECTION


-HEAD-
    Sec. 6504. Actions by States


-STATUTE-
    (a) In general
      (1) Civil actions
        In any case in which the attorney general of a State has reason
      to believe that an interest of the residents of that State has
      been or is threatened or adversely affected by the engagement of
      any person in a practice that violates any regulation of the
      Commission prescribed under section 6502(b) of this title, the
      State, as parens patriae, may bring a civil action on behalf of
      the residents of the State in a district court of the United
      States of appropriate jurisdiction to - 
          (A) enjoin that practice;
          (B) enforce compliance with the regulation;
          (C) obtain damage, restitution, or other compensation on
        behalf of residents of the State; or
          (D) obtain such other relief as the court may consider to be
        appropriate.
      (2) Notice
        (A) In general
          Before filing an action under paragraph (1), the attorney
        general of the State involved shall provide to the Commission -
        
            (i) written notice of that action; and
            (ii) a copy of the complaint for that action.
        (B) Exemption
          (i) In general
            Subparagraph (A) shall not apply with respect to the filing
          of an action by an attorney general of a State under this
          subsection, if the attorney general determines that it is not
          feasible to provide the notice described in that subparagraph
          before the filing of the action.
          (ii) Notification
            In an action described in clause (i), the attorney general
          of a State shall provide notice and a copy of the complaint
          to the Commission at the same time as the attorney general
          files the action.
    (b) Intervention







file:///H|/...rements/MCFP%20IT%20Support/Support%20Documents/Final%20to%20DOI/Appendix%20B/Public%20Law%20105-277.txt[4/10/2012 12:31:00 PM]


      (1) In general
        On receiving notice under subsection (a)(2) of this section,
      the Commission shall have the right to intervene in the action
      that is the subject of the notice.
      (2) Effect of intervention
        If the Commission intervenes in an action under subsection (a)
      of this section, it shall have the right - 
          (A) to be heard with respect to any matter that arises in
        that action; and
          (B) to file a petition for appeal.
      (3) Amicus curiae
        Upon application to the court, a person whose self-regulatory
      guidelines have been approved by the Commission and are relied
      upon as a defense by any defendant to a proceeding under this
      section may file amicus curiae in that proceeding.
    (c) Construction
      For purposes of bringing any civil action under subsection (a) of
    this section, nothing in this chapter shall be construed to prevent
    an attorney general of a State from exercising the powers conferred
    on the attorney general by the laws of that State to - 
        (1) conduct investigations;
        (2) administer oaths or affirmations; or
        (3) compel the attendance of witnesses or the production of
      documentary and other evidence.
    (d) Actions by Commission
      In any case in which an action is instituted by or on behalf of
    the Commission for violation of any regulation prescribed under
    section 6502 of this title, no State may, during the pendency of
    that action, institute an action under subsection (a) of this
    section against any defendant named in the complaint in that action
    for violation of that regulation.
    (e) Venue; service of process
      (1) Venue
        Any action brought under subsection (a) of this section may be
      brought in the district court of the United States that meets
      applicable requirements relating to venue under section 1391 of
      title 28.
      (2) Service of process
        In an action brought under subsection (a) of this section,
      process may be served in any district in which the defendant - 
          (A) is an inhabitant; or
          (B) may be found.


-SOURCE-
    (Pub. L. 105-277, div. C, title XIII, Sec. 1305, Oct. 21, 1998, 112
    Stat. 2681-733.)


-MISC1-
                              EFFECTIVE DATE                          
      For effective date of section, see section 1308 of Pub. L. 105-
    277, set out as a note under section 6501 of this title.


-End-
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-CITE-
    15 USC Sec. 6505                                            01/07/2011


-EXPCITE-
    TITLE 15 - COMMERCE AND TRADE
    CHAPTER 91 - CHILDREN'S ONLINE PRIVACY PROTECTION


-HEAD-
    Sec. 6505. Administration and applicability


-STATUTE-
    (a) In general
      Except as otherwise provided, this chapter shall be enforced by
    the Commission under the Federal Trade Commission Act (15 U.S.C. 41
    et seq.).
    (b) Provisions
      Compliance with the requirements imposed under this chapter shall
    be enforced under - 
        (1) section 8 of the Federal Deposit Insurance Act (12 U.S.C.
      1818), in the case of - 
          (A) national banks, and Federal branches and Federal agencies
        of foreign banks, by the Office of the Comptroller of the
        Currency;
          (B) member banks of the Federal Reserve System (other than
        national banks), branches and agencies of foreign banks (other
        than Federal branches, Federal agencies, and insured State
        branches of foreign banks), commercial lending companies owned
        or controlled by foreign banks, and organizations operating
        under section 25 or 25(a) (!1) of the Federal Reserve Act (12
        U.S.C. 601 et seq. and 611 et. seq.), by the Board; and


          (C) banks insured by the Federal Deposit Insurance
        Corporation (other than members of the Federal Reserve System)
        and insured State branches of foreign banks, by the Board of
        Directors of the Federal Deposit Insurance Corporation;


        (2) section 8 of the Federal Deposit Insurance Act (12 U.S.C.
      1818), by the Director of the Office of Thrift Supervision, in
      the case of a savings association the deposits of which are
      insured by the Federal Deposit Insurance Corporation;
        (3) the Federal Credit Union Act (12 U.S.C. 1751 et seq.) by
      the National Credit Union Administration Board with respect to
      any Federal credit union;
        (4) part A of subtitle VII of title 49 by the Secretary of
      Transportation with respect to any air carrier or foreign air
      carrier subject to that part;
        (5) the Packers and Stockyards Act, 1921 (7 U.S.C. 181 et.
      seq.) (except as provided in section 406 of that Act (7 U.S.C.
      226, 227)), by the Secretary of Agriculture with respect to any
      activities subject to that Act; and
        (6) the Farm Credit Act of 1971 (12 U.S.C. 2001 et seq.) by the
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      Farm Credit Administration with respect to any Federal land bank,
      Federal land bank association, Federal intermediate credit bank,
      or production credit association.
    (c) Exercise of certain powers
      For the purpose of the exercise by any agency referred to in
    subsection (a) (!2) of this section of its powers under any Act
    referred to in that subsection, a violation of any requirement
    imposed under this chapter shall be deemed to be a violation of a
    requirement imposed under that Act. In addition to its powers under
    any provision of law specifically referred to in subsection (a)
    (!2) of this section, each of the agencies referred to in that
    subsection may exercise, for the purpose of enforcing compliance
    with any requirement imposed under this chapter, any other
    authority conferred on it by law.


    (d) Actions by Commission
      The Commission shall prevent any person from violating a rule of
    the Commission under section 6502 of this title in the same manner,
    by the same means, and with the same jurisdiction, powers, and
    duties as though all applicable terms and provisions of the Federal
    Trade Commission Act (15 U.S.C. 41 et seq.) were incorporated into
    and made a part of this chapter. Any entity that violates such rule
    shall be subject to the penalties and entitled to the privileges
    and immunities provided in the Federal Trade Commission Act in the
    same manner, by the same means, and with the same jurisdiction,
    power, and duties as though all applicable terms and provisions of
    the Federal Trade Commission Act were incorporated into and made a
    part of this chapter.
    (e) Effect on other laws
      Nothing contained in this chapter shall be construed to limit the
    authority of the Commission under any other provisions of law.


-SOURCE-
    (Pub. L. 105-277, div. C, title XIII, Sec. 1306, Oct. 21, 1998, 112
    Stat. 2681-734.)


-REFTEXT-
                            REFERENCES IN TEXT                        
      The Federal Trade Commission Act, referred to in subsecs. (a) and
    (d), is act Sept. 26, 1914, ch. 311, 38 Stat. 717, as amended,
    which is classified generally to subchapter I (Sec. 41 et seq.) of
    chapter 2 of this title. For complete classification of this Act to
    the Code, see section 58 of this title and Tables.
      Section 25(a) of the Federal Reserve Act, referred to in subsec.
    (b)(1)(B), which is classified to subchapter II (Sec. 611 et seq.)
    of chapter 6 of Title 12, Banks and Banking, was renumbered section
    25A of that act by Pub. L. 102-242, title I, Sec. 142(e)(2), Dec.
    19, 1991, 105 Stat. 2281. Section 25 of the Federal Reserve Act is
    classified to subchapter I (Sec. 601 et seq.) of chapter 6 of Title
    12.
      The Federal Credit Union Act, referred to in subsec. (b)(3), is
    act June 26, 1934, ch. 750, 48 Stat. 1216, as amended, which is
    classified generally to chapter 14 (Sec. 1751 et seq.) of Title 12,
    Banks and Banking. For complete classification of this Act to the
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    Code, see section 1751 of Title 12 and Tables.
      The Packers and Stockyards Act, 1921, referred to in subsec.
    (b)(5), is act Aug. 15, 1921, ch. 64, 42 Stat. 159, as amended,
    which is classified generally to chapter 9 (Sec. 181 et seq.) of
    Title 7, Agriculture. For complete classification of this Act to
    the Code, see section 181 of Title 7 and Tables.
      The Farm Credit Act of 1971, referred to in subsec. (b)(6), is
    Pub. L. 92-181, Dec. 10, 1971, 85 Stat. 583, as amended, which is
    classified generally to chapter 23 (Sec. 2001 et seq.) of Title 12,
    Banks and Banking. For complete classification of this Act to the
    Code, see Short Title note set out under section 2001 of Title 12
    and Tables.
      This chapter, referred to in subsec. (e), was in the original
    "Act" and "the Act", respectively, and was translated as reading
    "this title" to reflect the probable intent of Congress.


-MISC1-
                              EFFECTIVE DATE                          
      For effective date of section, see section 1308 of Pub. L. 105-
    277, set out as a note under section 6501 of this title.


-FOOTNOTE-
    (!1) See References in Text note below.


    (!2) So in original. Probably should be subsection "(b)".


-End-


-CITE-
    15 USC Sec. 6506                                            01/07/2011


-EXPCITE-
    TITLE 15 - COMMERCE AND TRADE
    CHAPTER 91 - CHILDREN'S ONLINE PRIVACY PROTECTION


-HEAD-
    Sec. 6506. Review


-STATUTE-
      Not later than 5 years after the effective date of the
    regulations initially issued under section 6502 of this title, the
    Commission shall - 
        (1) review the implementation of this chapter, including the
      effect of the implementation of this chapter on practices
      relating to the collection and disclosure of information relating
      to children, children's ability to obtain access to information
      of their choice online, and on the availability of websites
      directed to children; and
        (2) prepare and submit to Congress a report on the results of
      the review under paragraph (1).
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-SOURCE-
    (Pub. L. 105-277, div. C, title XIII, Sec. 1307, Oct. 21, 1998, 112
    Stat. 2681-735.)


-End-
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116 STAT. 2899PUBLIC LAW 107–347—DEC. 17 2002


Public Law 107–347
107th Congress


An Act
To enhance the management and promotion of electronic Government services and


processes by establishing a Federal Chief Information Officer within the Office
of Management and Budget, and by establishing a broad framework of measures
that require using Internet-based information technology to enhance citizen access
to Government information and services, and for other purposes.


Be it enacted by the Senate and House of Representatives of
the United States of America in Congress assembled,
SECTION 1. SHORT TITLE; TABLE OF CONTENTS.


(a) SHORT TITLE.—This Act may be cited as the ‘‘E-Government
Act of 2002’’.


(b) TABLE OF CONTENTS.—The table of contents for this Act
is as follows:
Sec. 1. Short title; table of contents.
Sec. 2. Findings and purposes.


TITLE I—OFFICE OF MANAGEMENT AND BUDGET ELECTRONIC
GOVERNMENT SERVICES


Sec. 101. Management and promotion of electronic government services.
Sec. 102. Conforming amendments.


TITLE II—FEDERAL MANAGEMENT AND PROMOTION OF ELECTRONIC
GOVERNMENT SERVICES


Sec. 201. Definitions.
Sec. 202. Federal agency responsibilities.
Sec. 203. Compatibility of executive agency methods for use and acceptance of elec-


tronic signatures.
Sec. 204. Federal Internet portal.
Sec. 205. Federal courts.
Sec. 206. Regulatory agencies.
Sec. 207. Accessibility, usability, and preservation of government information.
Sec. 208. Privacy provisions.
Sec. 209. Federal information technology workforce development.
Sec. 210. Share-in-savings initiatives.
Sec. 211. Authorization for acquisition of information technology by State and local


governments through Federal supply schedules.
Sec. 212. Integrated reporting study and pilot projects.
Sec. 213. Community technology centers.
Sec. 214. Enhancing crisis management through advanced information technology.
Sec. 215. Disparities in access to the Internet.
Sec. 216. Common protocols for geographic information systems.


TITLE III—INFORMATION SECURITY
Sec. 301. Information security.
Sec. 302. Management of information technology.
Sec. 303. National Institute of Standards and Technology.
Sec. 304. Information Security and Privacy Advisory Board.
Sec. 305. Technical and conforming amendments.


TITLE IV—AUTHORIZATION OF APPROPRIATIONS AND EFFECTIVE DATES
Sec. 401. Authorization of appropriations.


44 USC 101 note.


E-Government
Act of 2002.


Dec. 17, 2002
[H.R. 2458]
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Sec. 402. Effective dates.


TITLE V—CONFIDENTIAL INFORMATION PROTECTION AND STATISTICAL
EFFICIENCY


Sec. 501. Short title.
Sec. 502. Definitions.
Sec. 503. Coordination and oversight of policies.
Sec. 504. Effect on other laws.


Subtitle A—Confidential Information Protection
Sec. 511. Findings and purposes.
Sec. 512. Limitations on use and disclosure of data and information.
Sec. 513. Fines and penalties.


Subtitle B—Statistical Efficiency
Sec. 521. Findings and purposes.
Sec. 522. Designation of statistical agencies.
Sec. 523. Responsibilities of designated statistical agencies.
Sec. 524. Sharing of business data among designated statistical agencies.
Sec. 525. Limitations on use of business data provided by designated statistical


agencies.
Sec. 526. Conforming amendments.


SEC. 2. FINDINGS AND PURPOSES.


(a) FINDINGS.—Congress finds the following:
(1) The use of computers and the Internet is rapidly trans-


forming societal interactions and the relationships among citi-
zens, private businesses, and the Government.


(2) The Federal Government has had uneven success in
applying advances in information technology to enhance govern-
mental functions and services, achieve more efficient perform-
ance, increase access to Government information, and increase
citizen participation in Government.


(3) Most Internet-based services of the Federal Government
are developed and presented separately, according to the juris-
dictional boundaries of an individual department or agency,
rather than being integrated cooperatively according to function
or topic.


(4) Internet-based Government services involving inter-
agency cooperation are especially difficult to develop and pro-
mote, in part because of a lack of sufficient funding mechanisms
to support such interagency cooperation.


(5) Electronic Government has its impact through improved
Government performance and outcomes within and across agen-
cies.


(6) Electronic Government is a critical element in the
management of Government, to be implemented as part of
a management framework that also addresses finance, procure-
ment, human capital, and other challenges to improve the
performance of Government.


(7) To take full advantage of the improved Government
performance that can be achieved through the use of Internet-
based technology requires strong leadership, better organiza-
tion, improved interagency collaboration, and more focused
oversight of agency compliance with statutes related to informa-
tion resource management.
(b) PURPOSES.—The purposes of this Act are the following:


(1) To provide effective leadership of Federal Government
efforts to develop and promote electronic Government services
and processes by establishing an Administrator of a new Office
of Electronic Government within the Office of Management
and Budget.


44 USC 3601
note.
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(2) To promote use of the Internet and other information
technologies to provide increased opportunities for citizen
participation in Government.


(3) To promote interagency collaboration in providing elec-
tronic Government services, where this collaboration would
improve the service to citizens by integrating related functions,
and in the use of internal electronic Government processes,
where this collaboration would improve the efficiency and
effectiveness of the processes.


(4) To improve the ability of the Government to achieve
agency missions and program performance goals.


(5) To promote the use of the Internet and emerging tech-
nologies within and across Government agencies to provide
citizen-centric Government information and services.


(6) To reduce costs and burdens for businesses and other
Government entities.


(7) To promote better informed decisionmaking by policy
makers.


(8) To promote access to high quality Government informa-
tion and services across multiple channels.


(9) To make the Federal Government more transparent
and accountable.


(10) To transform agency operations by utilizing, where
appropriate, best practices from public and private sector
organizations.


(11) To provide enhanced access to Government information
and services in a manner consistent with laws regarding protec-
tion of personal privacy, national security, records retention,
access for persons with disabilities, and other relevant laws.


TITLE I—OFFICE OF MANAGEMENT AND
BUDGET ELECTRONIC GOVERNMENT
SERVICES


SEC. 101. MANAGEMENT AND PROMOTION OF ELECTRONIC GOVERN-
MENT SERVICES.


(a) IN GENERAL.—Title 44, United States Code, is amended
by inserting after chapter 35 the following:


‘‘CHAPTER 36—MANAGEMENT AND PROMOTION OF
ELECTRONIC GOVERNMENT SERVICES


‘‘Sec.
‘‘3601. Definitions.
‘‘3602. Office of Electronic Government.
‘‘3603. Chief Information Officers Council.
‘‘3604. E-Government Fund.
‘‘3605. Program to encourage innovative solutions to enhance electronic Government


services and processes.
‘‘3606. E-Government report.


‘‘§ 3601. Definitions
‘‘In this chapter, the definitions under section 3502 shall apply,


and the term—
‘‘(1) ‘Administrator’ means the Administrator of the Office


of Electronic Government established under section 3602;
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‘‘(2) ‘Council’ means the Chief Information Officers Council
established under section 3603;


‘‘(3) ‘electronic Government’ means the use by the Govern-
ment of web-based Internet applications and other information
technologies, combined with processes that implement these
technologies, to—


‘‘(A) enhance the access to and delivery of Government
information and services to the public, other agencies, and
other Government entities; or


‘‘(B) bring about improvements in Government oper-
ations that may include effectiveness, efficiency, service
quality, or transformation;
‘‘(4) ‘enterprise architecture’—


‘‘(A) means—
‘‘(i) a strategic information asset base, which


defines the mission;
‘‘(ii) the information necessary to perform the mis-


sion;
‘‘(iii) the technologies necessary to perform the mis-


sion; and
‘‘(iv) the transitional processes for implementing


new technologies in response to changing mission
needs; and
‘‘(B) includes—


‘‘(i) a baseline architecture;
‘‘(ii) a target architecture; and
‘‘(iii) a sequencing plan;


‘‘(5) ‘Fund’ means the E-Government Fund established
under section 3604;


‘‘(6) ‘interoperability’ means the ability of different oper-
ating and software systems, applications, and services to
communicate and exchange data in an accurate, effective, and
consistent manner;


‘‘(7) ‘integrated service delivery’ means the provision of
Internet-based Federal Government information or services
integrated according to function or topic rather than separated
according to the boundaries of agency jurisdiction; and


‘‘(8) ‘tribal government’ means—
‘‘(A) the governing body of any Indian tribe, band,


nation, or other organized group or community located
in the continental United States (excluding the State of
Alaska) that is recognized as eligible for the special pro-
grams and services provided by the United States to
Indians because of their status as Indians, and


‘‘(B) any Alaska Native regional or village corporation
established pursuant to the Alaska Native Claims Settle-
ment Act (43 U.S.C. 1601 et seq.).


‘‘§ 3602. Office of Electronic Government
‘‘(a) There is established in the Office of Management and


Budget an Office of Electronic Government.
‘‘(b) There shall be at the head of the Office an Administrator


who shall be appointed by the President.
‘‘(c) The Administrator shall assist the Director in carrying


out—
‘‘(1) all functions under this chapter;


President.


Establishment.
Government
organization.
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‘‘(2) all of the functions assigned to the Director under
title II of the E-Government Act of 2002; and


‘‘(3) other electronic government initiatives, consistent with
other statutes.
‘‘(d) The Administrator shall assist the Director and the Deputy


Director for Management and work with the Administrator of the
Office of Information and Regulatory Affairs in setting strategic
direction for implementing electronic Government, under relevant
statutes, including—


‘‘(1) chapter 35;
‘‘(2) subtitle III of title 40, United States Code;
‘‘(3) section 552a of title 5 (commonly referred to as the


‘Privacy Act’);
‘‘(4) the Government Paperwork Elimination Act (44 U.S.C.


3504 note); and
‘‘(5) the Federal Information Security Management Act of


2002.
‘‘(e) The Administrator shall work with the Administrator of


the Office of Information and Regulatory Affairs and with other
offices within the Office of Management and Budget to oversee
implementation of electronic Government under this chapter,
chapter 35, the E-Government Act of 2002, and other relevant
statutes, in a manner consistent with law, relating to—


‘‘(1) capital planning and investment control for information
technology;


‘‘(2) the development of enterprise architectures;
‘‘(3) information security;
‘‘(4) privacy;
‘‘(5) access to, dissemination of, and preservation of Govern-


ment information;
‘‘(6) accessibility of information technology for persons with


disabilities; and
‘‘(7) other areas of electronic Government.


‘‘(f) Subject to requirements of this chapter, the Administrator
shall assist the Director by performing electronic Government func-
tions as follows:


‘‘(1) Advise the Director on the resources required to
develop and effectively administer electronic Government initia-
tives.


‘‘(2) Recommend to the Director changes relating to
Governmentwide strategies and priorities for electronic Govern-
ment.


‘‘(3) Provide overall leadership and direction to the execu-
tive branch on electronic Government.


‘‘(4) Promote innovative uses of information technology by
agencies, particularly initiatives involving multiagency
collaboration, through support of pilot projects, research,
experimentation, and the use of innovative technologies.


‘‘(5) Oversee the distribution of funds from, and ensure
appropriate administration and coordination of, the E-Govern-
ment Fund established under section 3604.


‘‘(6) Coordinate with the Administrator of General Services
regarding programs undertaken by the General Services
Administration to promote electronic government and the effi-
cient use of information technologies by agencies.
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‘‘(7) Lead the activities of the Chief Information Officers
Council established under section 3603 on behalf of the Deputy
Director for Management, who shall chair the council.


‘‘(8) Assist the Director in establishing policies which shall
set the framework for information technology standards for
the Federal Government developed by the National Institute
of Standards and Technology and promulgated by the Secretary
of Commerce under section 11331 of title 40, taking into
account, if appropriate, recommendations of the Chief Informa-
tion Officers Council, experts, and interested parties from the
private and nonprofit sectors and State, local, and tribal govern-
ments, and maximizing the use of commercial standards as
appropriate, including the following:


‘‘(A) Standards and guidelines for interconnectivity and
interoperability as described under section 3504.


‘‘(B) Consistent with the process under section 207(d)
of the E-Government Act of 2002, standards and guidelines
for categorizing Federal Government electronic information
to enable efficient use of technologies, such as through
the use of extensible markup language.


‘‘(C) Standards and guidelines for Federal Government
computer system efficiency and security.
‘‘(9) Sponsor ongoing dialogue that—


‘‘(A) shall be conducted among Federal, State, local,
and tribal government leaders on electronic Government
in the executive, legislative, and judicial branches, as well
as leaders in the private and nonprofit sectors, to encourage
collaboration and enhance understanding of best practices
and innovative approaches in acquiring, using, and man-
aging information resources;


‘‘(B) is intended to improve the performance of govern-
ments in collaborating on the use of information technology
to improve the delivery of Government information and
services; and


‘‘(C) may include—
‘‘(i) development of innovative models—


‘‘(I) for electronic Government management
and Government information technology contracts;
and


‘‘(II) that may be developed through focused
discussions or using separately sponsored research;
‘‘(ii) identification of opportunities for public-pri-


vate collaboration in using Internet-based technology
to increase the efficiency of Government-to-business
transactions;


‘‘(iii) identification of mechanisms for providing
incentives to program managers and other Government
employees to develop and implement innovative uses
of information technologies; and


‘‘(iv) identification of opportunities for public, pri-
vate, and intergovernmental collaboration in
addressing the disparities in access to the Internet
and information technology.


‘‘(10) Sponsor activities to engage the general public in
the development and implementation of policies and programs,
particularly activities aimed at fulfilling the goal of using the
most effective citizen-centered strategies and those activities
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which engage multiple agencies providing similar or related
information and services.


‘‘(11) Oversee the work of the General Services Administra-
tion and other agencies in developing the integrated Internet-
based system under section 204 of the E-Government Act of
2002.


‘‘(12) Coordinate with the Administrator for Federal
Procurement Policy to ensure effective implementation of elec-
tronic procurement initiatives.


‘‘(13) Assist Federal agencies, including the General Serv-
ices Administration, the Department of Justice, and the United
States Access Board in—


‘‘(A) implementing accessibility standards under sec-
tion 508 of the Rehabilitation Act of 1973 (29 U.S.C. 794d);
and


‘‘(B) ensuring compliance with those standards through
the budget review process and other means.
‘‘(14) Oversee the development of enterprise architectures


within and across agencies.
‘‘(15) Assist the Director and the Deputy Director for


Management in overseeing agency efforts to ensure that elec-
tronic Government activities incorporate adequate, risk-based,
and cost-effective security compatible with business processes.


‘‘(16) Administer the Office of Electronic Government estab-
lished under this section.


‘‘(17) Assist the Director in preparing the E-Government
report established under section 3606.
‘‘(g) The Director shall ensure that the Office of Management


and Budget, including the Office of Electronic Government, the
Office of Information and Regulatory Affairs, and other relevant
offices, have adequate staff and resources to properly fulfill all
functions under the E-Government Act of 2002.


‘‘§ 3603. Chief Information Officers Council
‘‘(a) There is established in the executive branch a Chief


Information Officers Council.
‘‘(b) The members of the Council shall be as follows:


‘‘(1) The Deputy Director for Management of the Office
of Management and Budget, who shall act as chairperson of
the Council.


‘‘(2) The Administrator of the Office of Electronic Govern-
ment.


‘‘(3) The Administrator of the Office of Information and
Regulatory Affairs.


‘‘(4) The chief information officer of each agency described
under section 901(b) of title 31.


‘‘(5) The chief information officer of the Central Intelligence
Agency.


‘‘(6) The chief information officer of the Department of
the Army, the Department of the Navy, and the Department
of the Air Force, if chief information officers have been des-
ignated for such departments under section 3506(a)(2)(B).


‘‘(7) Any other officer or employee of the United States
designated by the chairperson.
‘‘(c)(1) The Administrator of the Office of Electronic Government


shall lead the activities of the Council on behalf of the Deputy
Director for Management.


Establishment.
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‘‘(2)(A) The Vice Chairman of the Council shall be selected
by the Council from among its members.


‘‘(B) The Vice Chairman shall serve a 1-year term, and may
serve multiple terms.


‘‘(3) The Administrator of General Services shall provide
administrative and other support for the Council.


‘‘(d) The Council is designated the principal interagency forum
for improving agency practices related to the design, acquisition,
development, modernization, use, operation, sharing, and perform-
ance of Federal Government information resources.


‘‘(e) In performing its duties, the Council shall consult regularly
with representatives of State, local, and tribal governments.


‘‘(f) The Council shall perform functions that include the fol-
lowing:


‘‘(1) Develop recommendations for the Director on Govern-
ment information resources management policies and require-
ments.


‘‘(2) Share experiences, ideas, best practices, and innovative
approaches related to information resources management.


‘‘(3) Assist the Administrator in the identification, develop-
ment, and coordination of multiagency projects and other
innovative initiatives to improve Government performance
through the use of information technology.


‘‘(4) Promote the development and use of common perform-
ance measures for agency information resources management
under this chapter and title II of the E-Government Act of
2002.


‘‘(5) Work as appropriate with the National Institute of
Standards and Technology and the Administrator to develop
recommendations on information technology standards devel-
oped under section 20 of the National Institute of Standards
and Technology Act (15 U.S.C. 278g–3) and promulgated under
section 11331 of title 40, and maximize the use of commercial
standards as appropriate, including the following:


‘‘(A) Standards and guidelines for interconnectivity and
interoperability as described under section 3504.


‘‘(B) Consistent with the process under section 207(d)
of the E-Government Act of 2002, standards and guidelines
for categorizing Federal Government electronic information
to enable efficient use of technologies, such as through
the use of extensible markup language.


‘‘(C) Standards and guidelines for Federal Government
computer system efficiency and security.
‘‘(6) Work with the Office of Personnel Management to


assess and address the hiring, training, classification, and
professional development needs of the Government related to
information resources management.


‘‘(7) Work with the Archivist of the United States to assess
how the Federal Records Act can be addressed effectively by
Federal information resources management activities.


‘‘§ 3604. E-Government Fund
‘‘(a)(1) There is established in the Treasury of the United States


the E-Government Fund.
‘‘(2) The Fund shall be administered by the Administrator of


the General Services Administration to support projects approved
by the Director, assisted by the Administrator of the Office of
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Electronic Government, that enable the Federal Government to
expand its ability, through the development and implementation
of innovative uses of the Internet or other electronic methods,
to conduct activities electronically.


‘‘(3) Projects under this subsection may include efforts to—
‘‘(A) make Federal Government information and services


more readily available to members of the public (including
individuals, businesses, grantees, and State and local govern-
ments);


‘‘(B) make it easier for the public to apply for benefits,
receive services, pursue business opportunities, submit informa-
tion, and otherwise conduct transactions with the Federal
Government; and


‘‘(C) enable Federal agencies to take advantage of informa-
tion technology in sharing information and conducting trans-
actions with each other and with State and local governments.
‘‘(b)(1) The Administrator shall—


‘‘(A) establish procedures for accepting and reviewing pro-
posals for funding;


‘‘(B) consult with interagency councils, including the Chief
Information Officers Council, the Chief Financial Officers
Council, and other interagency management councils, in estab-
lishing procedures and reviewing proposals; and


‘‘(C) assist the Director in coordinating resources that agen-
cies receive from the Fund with other resources available to
agencies for similar purposes.
‘‘(2) When reviewing proposals and managing the Fund, the


Administrator shall observe and incorporate the following proce-
dures:


‘‘(A) A project requiring substantial involvement or funding
from an agency shall be approved by a senior official with
agencywide authority on behalf of the head of the agency,
who shall report directly to the head of the agency.


‘‘(B) Projects shall adhere to fundamental capital planning
and investment control processes.


‘‘(C) Agencies shall identify in their proposals resource
commitments from the agencies involved and how these
resources would be coordinated with support from the Fund,
and include plans for potential continuation of projects after
all funds made available from the Fund are expended.


‘‘(D) After considering the recommendations of the inter-
agency councils, the Director, assisted by the Administrator,
shall have final authority to determine which of the candidate
projects shall be funded from the Fund.


‘‘(E) Agencies shall assess the results of funded projects.
‘‘(c) In determining which proposals to recommend for funding,


the Administrator—
‘‘(1) shall consider criteria that include whether a


proposal—
‘‘(A) identifies the group to be served, including citi-


zens, businesses, the Federal Government, or other govern-
ments;


‘‘(B) indicates what service or information the project
will provide that meets needs of groups identified under
subparagraph (A);


‘‘(C) ensures proper security and protects privacy;


Procedures.
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‘‘(D) is interagency in scope, including projects imple-
mented by a primary or single agency that—


‘‘(i) could confer benefits on multiple agencies; and
‘‘(ii) have the support of other agencies; and


‘‘(E) has performance objectives that tie to agency mis-
sions and strategic goals, and interim results that relate
to the objectives; and
‘‘(2) may also rank proposals based on criteria that include


whether a proposal—
‘‘(A) has Governmentwide application or implications;
‘‘(B) has demonstrated support by the public to be


served;
‘‘(C) integrates Federal with State, local, or tribal


approaches to service delivery;
‘‘(D) identifies resource commitments from nongovern-


mental sectors;
‘‘(E) identifies resource commitments from the agencies


involved;
‘‘(F) uses web-based technologies to achieve objectives;
‘‘(G) identifies records management and records access


strategies;
‘‘(H) supports more effective citizen participation in


and interaction with agency activities that further progress
toward a more citizen-centered Government;


‘‘(I) directly delivers Government information and serv-
ices to the public or provides the infrastructure for delivery;


‘‘(J) supports integrated service delivery;
‘‘(K) describes how business processes across agencies


will reflect appropriate transformation simultaneous to
technology implementation; and


‘‘(L) is new or innovative and does not supplant existing
funding streams within agencies.


‘‘(d) The Fund may be used to fund the integrated Internet-
based system under section 204 of the E-Government Act of 2002.


‘‘(e) None of the funds provided from the Fund may be trans-
ferred to any agency until 15 days after the Administrator of
the General Services Administration has submitted to the Commit-
tees on Appropriations of the Senate and the House of Representa-
tives, the Committee on Governmental Affairs of the Senate, the
Committee on Government Reform of the House of Representatives,
and the appropriate authorizing committees of the Senate and
the House of Representatives, a notification and description of how
the funds are to be allocated and how the expenditure will further
the purposes of this chapter.


‘‘(f)(1) The Director shall report annually to Congress on the
operation of the Fund, through the report established under section
3606.


‘‘(2) The report under paragraph (1) shall describe—
‘‘(A) all projects which the Director has approved for


funding from the Fund; and
‘‘(B) the results that have been achieved to date for these


funded projects.
‘‘(g)(1) There are authorized to be appropriated to the Fund—


‘‘(A) $45,000,000 for fiscal year 2003;
‘‘(B) $50,000,000 for fiscal year 2004;
‘‘(C) $100,000,000 for fiscal year 2005;
‘‘(D) $150,000,000 for fiscal year 2006; and


Reports.


Notification.
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‘‘(E) such sums as are necessary for fiscal year 2007.
‘‘(2) Funds appropriated under this subsection shall remain


available until expended.


‘‘§ 3605. Program to encourage innovative solutions to
enhance electronic Government services and
processes


‘‘(a) ESTABLISHMENT OF PROGRAM.—The Administrator shall
establish and promote a Governmentwide program to encourage
contractor innovation and excellence in facilitating the development
and enhancement of electronic Government services and processes.


‘‘(b) ISSUANCE OF ANNOUNCEMENTS SEEKING INNOVATIVE SOLU-
TIONS.—Under the program, the Administrator, in consultation with
the Council and the Administrator for Federal Procurement Policy,
shall issue announcements seeking unique and innovative solutions
to facilitate the development and enhancement of electronic Govern-
ment services and processes.


‘‘(c) MULTIAGENCY TECHNICAL ASSISTANCE TEAM.—(1) The
Administrator, in consultation with the Council and the Adminis-
trator for Federal Procurement Policy, shall convene a multiagency
technical assistance team to assist in screening proposals submitted
to the Administrator to provide unique and innovative solutions
to facilitate the development and enhancement of electronic Govern-
ment services and processes. The team shall be composed of
employees of the agencies represented on the Council who have
expertise in scientific and technical disciplines that would facilitate
the assessment of the feasibility of the proposals.


‘‘(2) The technical assistance team shall—
‘‘(A) assess the feasibility, scientific and technical merits,


and estimated cost of each proposal; and
‘‘(B) submit each proposal, and the assessment of the pro-


posal, to the Administrator.
‘‘(3) The technical assistance team shall not consider or evaluate


proposals submitted in response to a solicitation for offers for a
pending procurement or for a specific agency requirement.


‘‘(4) After receiving proposals and assessments from the tech-
nical assistance team, the Administrator shall consider recom-
mending appropriate proposals for funding under the E-Government
Fund established under section 3604 or, if appropriate, forward
the proposal and the assessment of it to the executive agency
whose mission most coincides with the subject matter of the pro-
posal.


‘‘§ 3606. E-Government report
‘‘(a) Not later than March 1 of each year, the Director shall


submit an E-Government status report to the Committee on Govern-
mental Affairs of the Senate and the Committee on Government
Reform of the House of Representatives.


‘‘(b) The report under subsection (a) shall contain—
‘‘(1) a summary of the information reported by agencies


under section 202(f) of the E-Government Act of 2002;
‘‘(2) the information required to be reported by section


3604(f); and
‘‘(3) a description of compliance by the Federal Government


with other goals and provisions of the E-Government Act of
2002.’’.


Deadline.
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(b) TECHNICAL AND CONFORMING AMENDMENT.—The table of
chapters for title 44, United States Code, is amended by inserting
after the item relating to chapter 35 the following:
‘‘36. Management and Promotion of Electronic Government Services 3601’’.


SEC. 102. CONFORMING AMENDMENTS.


(a) ELECTRONIC GOVERNMENT AND INFORMATION TECH-
NOLOGIES.—


(1) IN GENERAL.—Chapter 3 of title 40, United States Code,
is amended by inserting after section 304 the following new
section:


‘‘§ 305. Electronic Government and information technologies
‘‘The Administrator of General Services shall consult with the


Administrator of the Office of Electronic Government on programs
undertaken by the General Services Administration to promote
electronic Government and the efficient use of information tech-
nologies by Federal agencies.’’.


(2) TECHNICAL AND CONFORMING AMENDMENT.—The table
of sections for chapter 3 of such title is amended by inserting
after the item relating to section 304 the following:


‘‘305. Electronic Government and information technologies.’’.


(b) MODIFICATION OF DEPUTY DIRECTOR FOR MANAGEMENT
FUNCTIONS.—Section 503(b) of title 31, United States Code, is
amended—


(1) by redesignating paragraphs (5), (6), (7), (8), and (9),
as paragraphs (6), (7), (8), (9), and (10), respectively; and


(2) by inserting after paragraph (4) the following:
‘‘(5) Chair the Chief Information Officers Council estab-


lished under section 3603 of title 44.’’.
(c) OFFICE OF ELECTRONIC GOVERNMENT.—


(1) IN GENERAL.—Chapter 5 of title 31, United States Code,
is amended by inserting after section 506 the following:


‘‘§ 507. Office of Electronic Government
‘‘The Office of Electronic Government, established under section


3602 of title 44, is an office in the Office of Management and
Budget.’’.


(2) TECHNICAL AND CONFORMING AMENDMENT.—The table
of sections for chapter 5 of title 31, United States Code, is
amended by inserting after the item relating to section 506
the following:


‘‘507. Office of Electronic Government.’’.


TITLE II—FEDERAL MANAGEMENT AND
PROMOTION OF ELECTRONIC GOV-
ERNMENT SERVICES


SEC. 201. DEFINITIONS.


Except as otherwise provided, in this title the definitions under
sections 3502 and 3601 of title 44, United States Code, shall apply.


44 USC 3501
note.


VerDate 11-MAY-2000 21:45 Jan 02, 2003 Jkt 019139 PO 00347 Frm 00012 Fmt 6580 Sfmt 6581 E:\PUBLAW\PUBL347.107 APPS24 PsN: PUBL347







116 STAT. 2911PUBLIC LAW 107–347—DEC. 17 2002


SEC. 202. FEDERAL AGENCY RESPONSIBILITIES.


(a) IN GENERAL.—The head of each agency shall be responsible
for—


(1) complying with the requirements of this Act (including
the amendments made by this Act), the related information
resource management policies and guidance established by the
Director of the Office of Management and Budget, and the
related information technology standards promulgated by the
Secretary of Commerce;


(2) ensuring that the information resource management
policies and guidance established under this Act by the Director,
and the related information technology standards promulgated
by the Secretary of Commerce are communicated promptly
and effectively to all relevant officials within their agency;
and


(3) supporting the efforts of the Director and the Adminis-
trator of the General Services Administration to develop, main-
tain, and promote an integrated Internet-based system of deliv-
ering Federal Government information and services to the
public under section 204.
(b) PERFORMANCE INTEGRATION.—


(1) Agencies shall develop performance measures that dem-
onstrate how electronic government enables progress toward
agency objectives, strategic goals, and statutory mandates.


(2) In measuring performance under this section, agencies
shall rely on existing data collections to the extent practicable.


(3) Areas of performance measurement that agencies should
consider include—


(A) customer service;
(B) agency productivity; and
(C) adoption of innovative information technology,


including the appropriate use of commercial best practices.
(4) Agencies shall link their performance goals, as appro-


priate, to key groups, including citizens, businesses, and other
governments, and to internal Federal Government operations.


(5) As appropriate, agencies shall work collectively in
linking their performance goals to groups identified under para-
graph (4) and shall use information technology in delivering
Government information and services to those groups.
(c) AVOIDING DIMINISHED ACCESS.—When promulgating policies


and implementing programs regarding the provision of Government
information and services over the Internet, agency heads shall
consider the impact on persons without access to the Internet,
and shall, to the extent practicable—


(1) ensure that the availability of Government information
and services has not been diminished for individuals who lack
access to the Internet; and


(2) pursue alternate modes of delivery that make Govern-
ment information and services more accessible to individuals
who do not own computers or lack access to the Internet.
(d) ACCESSIBILITY TO PEOPLE WITH DISABILITIES.—All actions


taken by Federal departments and agencies under this Act shall
be in compliance with section 508 of the Rehabilitation Act of
1973 (29 U.S.C. 794d).


(e) SPONSORED ACTIVITIES.—Agencies shall sponsor activities
that use information technology to engage the public in the develop-
ment and implementation of policies and programs.


44 USC 3501
note.
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(f) CHIEF INFORMATION OFFICERS.—The Chief Information
Officer of each of the agencies designated under chapter 36 of
title 44, United States Code (as added by this Act) shall be respon-
sible for—


(1) participating in the functions of the Chief Information
Officers Council; and


(2) monitoring the implementation, within their respective
agencies, of information technology standards promulgated by
the Secretary of Commerce, including common standards for
interconnectivity and interoperability, categorization of Federal
Government electronic information, and computer system effi-
ciency and security.
(g) E-GOVERNMENT STATUS REPORT.—


(1) IN GENERAL.—Each agency shall compile and submit
to the Director an annual E-Government Status Report on—


(A) the status of the implementation by the agency
of electronic government initiatives;


(B) compliance by the agency with this Act; and
(C) how electronic Government initiatives of the agency


improve performance in delivering programs to constitu-
encies.
(2) SUBMISSION.—Each agency shall submit an annual


report under this subsection—
(A) to the Director at such time and in such manner


as the Director requires;
(B) consistent with related reporting requirements; and
(C) which addresses any section in this title relevant


to that agency.
(h) USE OF TECHNOLOGY.—Nothing in this Act supersedes the


responsibility of an agency to use or manage information technology
to deliver Government information and services that fulfill the
statutory mission and programs of the agency.


(i) NATIONAL SECURITY SYSTEMS.—
(1) INAPPLICABILITY.—Except as provided under paragraph


(2), this title does not apply to national security systems as
defined in section 11103 of title 40, United States Code.


(2) APPLICABILITY.—This section, section 203, and section
214 do apply to national security systems to the extent prac-
ticable and consistent with law.


SEC. 203. COMPATIBILITY OF EXECUTIVE AGENCY METHODS FOR USE
AND ACCEPTANCE OF ELECTRONIC SIGNATURES.


(a) PURPOSE.—The purpose of this section is to achieve inter-
operable implementation of electronic signatures for appropriately
secure electronic transactions with Government.


(b) ELECTRONIC SIGNATURES.—In order to fulfill the objectives
of the Government Paperwork Elimination Act (Public Law 105–
277; 112 Stat. 2681–749 through 2681–751), each Executive agency
(as defined under section 105 of title 5, United States Code) shall
ensure that its methods for use and acceptance of electronic signa-
tures are compatible with the relevant policies and procedures
issued by the Director.


(c) AUTHORITY FOR ELECTRONIC SIGNATURES.—The Adminis-
trator of General Services shall support the Director by establishing
a framework to allow efficient interoperability among Executive
agencies when using electronic signatures, including processing of
digital signatures.


44 USC 3501
note.
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(d) AUTHORIZATION OF APPROPRIATIONS.—There are authorized
to be appropriated to the General Services Administration, to ensure
the development and operation of a Federal bridge certification
authority for digital signature compatibility, and for other activities
consistent with this section, $8,000,000 or such sums as are nec-
essary in fiscal year 2003, and such sums as are necessary for
each fiscal year thereafter.
SEC. 204. FEDERAL INTERNET PORTAL.


(a) IN GENERAL.—
(1) PUBLIC ACCESS.—The Director shall work with the


Administrator of the General Services Administration and other
agencies to maintain and promote an integrated Internet-based
system of providing the public with access to Government
information and services.


(2) CRITERIA.—To the extent practicable, the integrated
system shall be designed and operated according to the fol-
lowing criteria:


(A) The provision of Internet-based Government
information and services directed to key groups, including
citizens, business, and other governments, and integrated
according to function or topic rather than separated
according to the boundaries of agency jurisdiction.


(B) An ongoing effort to ensure that Internet-based
Government services relevant to a given citizen activity
are available from a single point.


(C) Access to Federal Government information and
services consolidated, as appropriate, with Internet-based
information and services provided by State, local, and tribal
governments.


(D) Access to Federal Government information held
by 1 or more agencies shall be made available in a manner
that protects privacy, consistent with law.


(b) AUTHORIZATION OF APPROPRIATIONS.—There are authorized
to be appropriated to the General Services Administration
$15,000,000 for the maintenance, improvement, and promotion of
the integrated Internet-based system for fiscal year 2003, and such
sums as are necessary for fiscal years 2004 through 2007.
SEC. 205. FEDERAL COURTS.


(a) INDIVIDUAL COURT WEBSITES.—The Chief Justice of the
United States, the chief judge of each circuit and district and
of the Court of Federal Claims, and the chief bankruptcy judge
of each district shall cause to be established and maintained, for
the court of which the judge is chief justice or judge, a website
that contains the following information or links to websites with
the following information:


(1) Location and contact information for the courthouse,
including the telephone numbers and contact names for the
clerk’s office and justices’ or judges’ chambers.


(2) Local rules and standing or general orders of the court.
(3) Individual rules, if in existence, of each justice or judge


in that court.
(4) Access to docket information for each case.
(5) Access to the substance of all written opinions issued


by the court, regardless of whether such opinions are to be
published in the official court reporter, in a text searchable
format.


44 USC 3501
note.


44 USC 3501
note.
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(6) Access to documents filed with the courthouse in elec-
tronic form, to the extent provided under subsection (c).


(7) Any other information (including forms in a format
that can be downloaded) that the court determines useful to
the public.
(b) MAINTENANCE OF DATA ONLINE.—


(1) UPDATE OF INFORMATION.—The information and rules
on each website shall be updated regularly and kept reasonably
current.


(2) CLOSED CASES.—Electronic files and docket information
for cases closed for more than 1 year are not required to
be made available online, except all written opinions with a
date of issuance after the effective date of this section shall
remain available online.
(c) ELECTRONIC FILINGS.—


(1) IN GENERAL.—Except as provided under paragraph (2)
or in the rules prescribed under paragraph (3), each court
shall make any document that is filed electronically publicly
available online. A court may convert any document that is
filed in paper form to electronic form. To the extent such
conversions are made, all such electronic versions of the docu-
ment shall be made available online.


(2) EXCEPTIONS.—Documents that are filed that are not
otherwise available to the public, such as documents filed under
seal, shall not be made available online.


(3) PRIVACY AND SECURITY CONCERNS.—(A)(i) The Supreme
Court shall prescribe rules, in accordance with sections 2072
and 2075 of title 28, United States Code, to protect privacy
and security concerns relating to electronic filing of documents
and the public availability under this subsection of documents
filed electronically.


(ii) Such rules shall provide to the extent practicable for
uniform treatment of privacy and security issues throughout
the Federal courts.


(iii) Such rules shall take into consideration best practices
in Federal and State courts to protect private information or
otherwise maintain necessary information security.


(iv) To the extent that such rules provide for the redaction
of certain categories of information in order to protect privacy
and security concerns, such rules shall provide that a party
that wishes to file an otherwise proper document containing
such information may file an unredacted document under seal,
which shall be retained by the court as part of the record,
and which, at the discretion of the court and subject to any
applicable rules issued in accordance with chapter 131 of title
28, United States Code, shall be either in lieu of, or in addition,
to, a redacted copy in the public file.


(B)(i) Subject to clause (ii), the Judicial Conference of the
United States may issue interim rules, and interpretive state-
ments relating to the application of such rules, which conform
to the requirements of this paragraph and which shall cease
to have effect upon the effective date of the rules required
under subparagraph (A).


(ii) Pending issuance of the rules required under subpara-
graph (A), any rule or order of any court, or of the Judicial
Conference, providing for the redaction of certain categories
of information in order to protect privacy and security concerns


Regulations.


Public
information.
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arising from electronic filing shall comply with, and be con-
strued in conformity with, subparagraph (A)(iv).


(C) Not later than 1 year after the rules prescribed under
subparagraph (A) take effect, and every 2 years thereafter,
the Judicial Conference shall submit to Congress a report on
the adequacy of those rules to protect privacy and security.
(d) DOCKETS WITH LINKS TO DOCUMENTS.—The Judicial Con-


ference of the United States shall explore the feasibility of tech-
nology to post online dockets with links allowing all filings,
decisions, and rulings in each case to be obtained from the docket
sheet of that case.


(e) COST OF PROVIDING ELECTRONIC DOCKETING INFORMA-
TION.—Section 303(a) of the Judiciary Appropriations Act, 1992
(28 U.S.C. 1913 note) is amended in the first sentence by striking
‘‘shall hereafter’’ and inserting ‘‘may, only to the extent necessary,’’.


(f) TIME REQUIREMENTS.—Not later than 2 years after the
effective date of this title, the websites under subsection (a) shall
be established, except that access to documents filed in electronic
form shall be established not later than 4 years after that effective
date.


(g) DEFERRAL.—
(1) IN GENERAL.—


(A) ELECTION.—
(i) NOTIFICATION.—The Chief Justice of the United


States, a chief judge, or chief bankruptcy judge may
submit a notification to the Administrative Office of
the United States Courts to defer compliance with
any requirement of this section with respect to the
Supreme Court, a court of appeals, district, or the
bankruptcy court of a district.


(ii) CONTENTS.—A notification submitted under
this subparagraph shall state—


(I) the reasons for the deferral; and
(II) the online methods, if any, or any alter-


native methods, such court or district is using
to provide greater public access to information.


(B) EXCEPTION.—To the extent that the Supreme
Court, a court of appeals, district, or bankruptcy court
of a district maintains a website under subsection (a),
the Supreme Court or that court of appeals or district
shall comply with subsection (b)(1).
(2) REPORT.—Not later than 1 year after the effective date


of this title, and every year thereafter, the Judicial Conference
of the United States shall submit a report to the Committees
on Governmental Affairs and the Judiciary of the Senate and
the Committees on Government Reform and the Judiciary of
the House of Representatives that—


(A) contains all notifications submitted to the Adminis-
trative Office of the United States Courts under this sub-
section; and


(B) summarizes and evaluates all notifications.


SEC. 206. REGULATORY AGENCIES.


(a) PURPOSES.—The purposes of this section are to—
(1) improve performance in the development and issuance


of agency regulations by using information technology to
increase access, accountability, and transparency; and


44 USC 3501
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(2) enhance public participation in Government by elec-
tronic means, consistent with requirements under subchapter
II of chapter 5 of title 5, United States Code, (commonly referred
to as the ‘‘Administrative Procedures Act’’).
(b) INFORMATION PROVIDED BY AGENCIES ONLINE.—To the


extent practicable as determined by the agency in consultation
with the Director, each agency (as defined under section 551 of
title 5, United States Code) shall ensure that a publicly accessible
Federal Government website includes all information about that
agency required to be published in the Federal Register under
paragraphs (1) and (2) of section 552(a) of title 5, United States
Code.


(c) SUBMISSIONS BY ELECTRONIC MEANS.—To the extent prac-
ticable, agencies shall accept submissions under section 553(c) of
title 5, United States Code, by electronic means.


(d) ELECTRONIC DOCKETING.—
(1) IN GENERAL.—To the extent practicable, as determined


by the agency in consultation with the Director, agencies shall
ensure that a publicly accessible Federal Government website
contains electronic dockets for rulemakings under section 553
of title 5, United States Code.


(2) INFORMATION AVAILABLE.—Agency electronic dockets
shall make publicly available online to the extent practicable,
as determined by the agency in consultation with the Director—


(A) all submissions under section 553(c) of title 5,
United States Code; and


(B) other materials that by agency rule or practice
are included in the rulemaking docket under section 553(c)
of title 5, United States Code, whether or not submitted
electronically.


(e) TIME LIMITATION.—Agencies shall implement the require-
ments of this section consistent with a timetable established by
the Director and reported to Congress in the first annual report
under section 3606 of title 44 (as added by this Act).


SEC. 207. ACCESSIBILITY, USABILITY, AND PRESERVATION OF
GOVERNMENT INFORMATION.


(a) PURPOSE.—The purpose of this section is to improve the
methods by which Government information, including information
on the Internet, is organized, preserved, and made accessible to
the public.


(b) DEFINITIONS.—In this section, the term—
(1) ‘‘Committee’’ means the Interagency Committee on


Government Information established under subsection (c); and
(2) ‘‘directory’’ means a taxonomy of subjects linked to


websites that—
(A) organizes Government information on the Internet


according to subject matter; and
(B) may be created with the participation of human


editors.
(c) INTERAGENCY COMMITTEE.—


(1) ESTABLISHMENT.—Not later than 180 days after the
date of enactment of this title, the Director shall establish
the Interagency Committee on Government Information.


(2) MEMBERSHIP.—The Committee shall be chaired by the
Director or the designee of the Director and—


(A) shall include representatives from—


Deadline.
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(i) the National Archives and Records Administra-
tion;


(ii) the offices of the Chief Information Officers
from Federal agencies; and


(iii) other relevant officers from the executive
branch; and
(B) may include representatives from the Federal legis-


lative and judicial branches.
(3) FUNCTIONS.—The Committee shall—


(A) engage in public consultation to the maximum
extent feasible, including consultation with interested
communities such as public advocacy organizations;


(B) conduct studies and submit recommendations, as
provided under this section, to the Director and Congress;
and


(C) share effective practices for access to, dissemination
of, and retention of Federal information.
(4) TERMINATION.—The Committee may be terminated on


a date determined by the Director, except the Committee may
not terminate before the Committee submits all recommenda-
tions required under this section.
(d) CATEGORIZING OF INFORMATION.—


(1) COMMITTEE FUNCTIONS.—Not later than 2 years after
the date of enactment of this Act, the Committee shall submit
recommendations to the Director on—


(A) the adoption of standards, which are open to the
maximum extent feasible, to enable the organization and
categorization of Government information—


(i) in a way that is searchable electronically,
including by searchable identifiers; and


(ii) in ways that are interoperable across agencies;
(B) the definition of categories of Government informa-


tion which should be classified under the standards; and
(C) determining priorities and developing schedules


for the initial implementation of the standards by agencies.
(2) FUNCTIONS OF THE DIRECTOR.—Not later than 1 year


after the submission of recommendations under paragraph (1),
the Director shall issue policies—


(A) requiring that agencies use standards, which are
open to the maximum extent feasible, to enable the
organization and categorization of Government
information—


(i) in a way that is searchable electronically,
including by searchable identifiers;


(ii) in ways that are interoperable across agencies;
and


(iii) that are, as appropriate, consistent with the
provisions under section 3602(f)(8) of title 44, United
States Code;
(B) defining categories of Government information


which shall be required to be classified under the stand-
ards; and


(C) determining priorities and developing schedules
for the initial implementation of the standards by agencies.
(3) MODIFICATION OF POLICIES.—After the submission of


agency reports under paragraph (4), the Director shall modify


Deadline.
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the policies, as needed, in consultation with the Committee
and interested parties.


(4) AGENCY FUNCTIONS.—Each agency shall report annually
to the Director, in the report established under section 202(g),
on compliance of that agency with the policies issued under
paragraph (2)(A).
(e) PUBLIC ACCESS TO ELECTRONIC INFORMATION.—


(1) COMMITTEE FUNCTIONS.—Not later than 2 years after
the date of enactment of this Act, the Committee shall submit
recommendations to the Director and the Archivist of the
United States on—


(A) the adoption by agencies of policies and procedures
to ensure that chapters 21, 25, 27, 29, and 31 of title
44, United States Code, are applied effectively and com-
prehensively to Government information on the Internet
and to other electronic records; and


(B) the imposition of timetables for the implementation
of the policies and procedures by agencies.
(2) FUNCTIONS OF THE ARCHIVIST.—Not later than 1 year


after the submission of recommendations by the Committee
under paragraph (1), the Archivist of the United States shall
issue policies—


(A) requiring the adoption by agencies of policies and
procedures to ensure that chapters 21, 25, 27, 29, and
31 of title 44, United States Code, are applied effectively
and comprehensively to Government information on the
Internet and to other electronic records; and


(B) imposing timetables for the implementation of the
policies, procedures, and technologies by agencies.
(3) MODIFICATION OF POLICIES.—After the submission of


agency reports under paragraph (4), the Archivist of the United
States shall modify the policies, as needed, in consultation
with the Committee and interested parties.


(4) AGENCY FUNCTIONS.—Each agency shall report annually
to the Director, in the report established under section 202(g),
on compliance of that agency with the policies issued under
paragraph (2)(A).
(f) AGENCY WEBSITES.—


(1) STANDARDS FOR AGENCY WEBSITES.—Not later than 2
years after the effective date of this title, the Director shall
promulgate guidance for agency websites that includes—


(A) requirements that websites include direct links
to—


(i) descriptions of the mission and statutory
authority of the agency;


(ii) information made available to the public under
subsections (a)(1) and (b) of section 552 of title 5,
United States Code (commonly referred to as the
‘‘Freedom of Information Act’’);


(iii) information about the organizational structure
of the agency; and


(iv) the strategic plan of the agency developed
under section 306 of title 5, United States Code; and
(B) minimum agency goals to assist public users to


navigate agency websites, including—
(i) speed of retrieval of search results;
(ii) the relevance of the results;
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(iii) tools to aggregate and disaggregate data; and
(iv) security protocols to protect information.


(2) AGENCY REQUIREMENTS.—(A) Not later than 2 years
after the date of enactment of this Act, each agency shall—


(i) consult with the Committee and solicit public com-
ment;


(ii) establish a process for determining which Govern-
ment information the agency intends to make available
and accessible to the public on the Internet and by other
means;


(iii) develop priorities and schedules for making
Government information available and accessible;


(iv) make such final determinations, priorities, and
schedules available for public comment;


(v) post such final determinations, priorities, and
schedules on the Internet; and


(vi) submit such final determinations, priorities, and
schedules to the Director, in the report established under
section 202(g).
(B) Each agency shall update determinations, priorities,


and schedules of the agency, as needed, after consulting with
the Committee and soliciting public comment, if appropriate.


(3) PUBLIC DOMAIN DIRECTORY OF PUBLIC FEDERAL GOVERN-
MENT WEBSITES.—


(A) ESTABLISHMENT.—Not later than 2 years after the
effective date of this title, the Director and each agency
shall—


(i) develop and establish a public domain directory
of public Federal Government websites; and


(ii) post the directory on the Internet with a link
to the integrated Internet-based system established
under section 204.
(B) DEVELOPMENT.—With the assistance of each


agency, the Director shall—
(i) direct the development of the directory through


a collaborative effort, including input from—
(I) agency librarians;
(II) information technology managers;
(III) program managers;
(IV) records managers;
(V) Federal depository librarians; and
(VI) other interested parties; and


(ii) develop a public domain taxonomy of subjects
used to review and categorize public Federal Govern-
ment websites.
(C) UPDATE.—With the assistance of each agency, the


Administrator of the Office of Electronic Government
shall—


(i) update the directory as necessary, but not less
than every 6 months; and


(ii) solicit interested persons for improvements to
the directory.


(g) ACCESS TO FEDERALLY FUNDED RESEARCH AND DEVELOP-
MENT.—


(1) DEVELOPMENT AND MAINTENANCE OF GOVERNMENTWIDE
REPOSITORY AND WEBSITE.—
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(A) REPOSITORY AND WEBSITE.—The Director of the
Office of Management and Budget (or the Director’s dele-
gate), in consultation with the Director of the Office of
Science and Technology Policy and other relevant agencies,
shall ensure the development and maintenance of—


(i) a repository that fully integrates, to the max-
imum extent feasible, information about research and
development funded by the Federal Government, and
the repository shall—


(I) include information about research and
development funded by the Federal Government,
consistent with any relevant protections for the
information under section 552 of title 5, United
States Code, and performed by—


(aa) institutions not a part of the Federal
Government, including State, local, and for-
eign governments; industrial firms; edu-
cational institutions; not-for-profit organiza-
tions; federally funded research and develop-
ment centers; and private individuals; and


(bb) entities of the Federal Government,
including research and development labora-
tories, centers, and offices; and
(II) integrate information about each separate


research and development task or award,
including—


(aa) the dates upon which the task or
award is expected to start and end;


(bb) a brief summary describing the objec-
tive and the scientific and technical focus of
the task or award;


(cc) the entity or institution performing
the task or award and its contact information;


(dd) the total amount of Federal funds
expected to be provided to the task or award
over its lifetime and the amount of funds
expected to be provided in each fiscal year
in which the work of the task or award is
ongoing;


(ee) any restrictions attached to the task
or award that would prevent the sharing with
the general public of any or all of the informa-
tion required by this subsection, and the rea-
sons for such restrictions; and


(ff) such other information as may be
determined to be appropriate; and


(ii) 1 or more websites upon which all or part
of the repository of Federal research and development
shall be made available to and searchable by Federal
agencies and non-Federal entities, including the gen-
eral public, to facilitate—


(I) the coordination of Federal research and
development activities;


(II) collaboration among those conducting Fed-
eral research and development;


Public
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(III) the transfer of technology among Federal
agencies and between Federal agencies and non-
Federal entities; and


(IV) access by policymakers and the public
to information concerning Federal research and
development activities.


(B) OVERSIGHT.—The Director of the Office of Manage-
ment and Budget shall issue any guidance determined
necessary to ensure that agencies provide all information
requested under this subsection.
(2) AGENCY FUNCTIONS.—Any agency that funds Federal


research and development under this subsection shall provide
the information required to populate the repository in the
manner prescribed by the Director of the Office of Management
and Budget.


(3) COMMITTEE FUNCTIONS.—Not later than 18 months after
the date of enactment of this Act, working with the Director
of the Office of Science and Technology Policy, and after con-
sultation with interested parties, the Committee shall submit
recommendations to the Director on—


(A) policies to improve agency reporting of information
for the repository established under this subsection; and


(B) policies to improve dissemination of the results
of research performed by Federal agencies and federally
funded research and development centers.
(4) FUNCTIONS OF THE DIRECTOR.—After submission of rec-


ommendations by the Committee under paragraph (3), the
Director shall report on the recommendations of the Committee
and Director to Congress, in the E-Government report under
section 3606 of title 44 (as added by this Act).


(5) AUTHORIZATION OF APPROPRIATIONS.—There are author-
ized to be appropriated for the development, maintenance, and
operation of the Governmentwide repository and website under
this subsection—


(A) $2,000,000 in each of the fiscal years 2003 through
2005; and


(B) such sums as are necessary in each of the fiscal
years 2006 and 2007.


SEC. 208. PRIVACY PROVISIONS.


(a) PURPOSE.—The purpose of this section is to ensure sufficient
protections for the privacy of personal information as agencies
implement citizen-centered electronic Government.


(b) PRIVACY IMPACT ASSESSMENTS.—
(1) RESPONSIBILITIES OF AGENCIES.—


(A) IN GENERAL.—An agency shall take actions
described under subparagraph (B) before—


(i) developing or procuring information technology
that collects, maintains, or disseminates information
that is in an identifiable form; or


(ii) initiating a new collection of information that—
(I) will be collected, maintained, or dissemi-


nated using information technology; and
(II) includes any information in an identifiable


form permitting the physical or online contacting
of a specific individual, if identical questions have
been posed to, or identical reporting requirements
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imposed on, 10 or more persons, other than agen-
cies, instrumentalities, or employees of the Federal
Government.


(B) AGENCY ACTIVITIES.—To the extent required under
subparagraph (A), each agency shall—


(i) conduct a privacy impact assessment;
(ii) ensure the review of the privacy impact assess-


ment by the Chief Information Officer, or equivalent
official, as determined by the head of the agency; and


(iii) if practicable, after completion of the review
under clause (ii), make the privacy impact assessment
publicly available through the website of the agency,
publication in the Federal Register, or other means.
(C) SENSITIVE INFORMATION.—Subparagraph (B)(iii)


may be modified or waived for security reasons, or to
protect classified, sensitive, or private information con-
tained in an assessment.


(D) COPY TO DIRECTOR.—Agencies shall provide the
Director with a copy of the privacy impact assessment
for each system for which funding is requested.
(2) CONTENTS OF A PRIVACY IMPACT ASSESSMENT.—


(A) IN GENERAL.—The Director shall issue guidance
to agencies specifying the required contents of a privacy
impact assessment.


(B) GUIDANCE.—The guidance shall—
(i) ensure that a privacy impact assessment is


commensurate with the size of the information system
being assessed, the sensitivity of information that is
in an identifiable form in that system, and the risk
of harm from unauthorized release of that information;
and


(ii) require that a privacy impact assessment
address—


(I) what information is to be collected;
(II) why the information is being collected;
(III) the intended use of the agency of the


information;
(IV) with whom the information will be shared;
(V) what notice or opportunities for consent


would be provided to individuals regarding what
information is collected and how that information
is shared;


(VI) how the information will be secured; and
(VII) whether a system of records is being


created under section 552a of title 5, United States
Code, (commonly referred to as the ‘‘Privacy Act’’).


(3) RESPONSIBILITIES OF THE DIRECTOR.—The Director
shall—


(A) develop policies and guidelines for agencies on the
conduct of privacy impact assessments;


(B) oversee the implementation of the privacy impact
assessment process throughout the Government; and


(C) require agencies to conduct privacy impact assess-
ments of existing information systems or ongoing collections
of information that is in an identifiable form as the Director
determines appropriate.


(c) PRIVACY PROTECTIONS ON AGENCY WEBSITES.—


Guidelines.
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(1) PRIVACY POLICIES ON WEBSITES.—
(A) GUIDELINES FOR NOTICES.—The Director shall


develop guidance for privacy notices on agency websites
used by the public.


(B) CONTENTS.—The guidance shall require that a pri-
vacy notice address, consistent with section 552a of title
5, United States Code—


(i) what information is to be collected;
(ii) why the information is being collected;
(iii) the intended use of the agency of the informa-


tion;
(iv) with whom the information will be shared;
(v) what notice or opportunities for consent would


be provided to individuals regarding what information
is collected and how that information is shared;


(vi) how the information will be secured; and
(vii) the rights of the individual under section 552a


of title 5, United States Code (commonly referred to
as the ‘‘Privacy Act’’), and other laws relevant to the
protection of the privacy of an individual.


(2) PRIVACY POLICIES IN MACHINE-READABLE FORMATS.—
The Director shall issue guidance requiring agencies to trans-
late privacy policies into a standardized machine-readable for-
mat.
(d) DEFINITION.—In this section, the term ‘‘identifiable form’’


means any representation of information that permits the identity
of an individual to whom the information applies to be reasonably
inferred by either direct or indirect means.


SEC. 209. FEDERAL INFORMATION TECHNOLOGY WORKFORCE
DEVELOPMENT.


(a) PURPOSE.—The purpose of this section is to improve the
skills of the Federal workforce in using information technology
to deliver Government information and services.


(b) WORKFORCE DEVELOPMENT.—
(1) IN GENERAL.—In consultation with the Director of the


Office of Management and Budget, the Chief Information Offi-
cers Council, and the Administrator of General Services, the
Director of the Office of Personnel Management shall—


(A) analyze, on an ongoing basis, the personnel needs
of the Federal Government related to information tech-
nology and information resource management;


(B) identify where current information technology and
information resource management training do not satisfy
the personnel needs described in subparagraph (A);


(C) oversee the development of curricula, training
methods, and training priorities that correspond to the
projected personnel needs of the Federal Government
related to information technology and information resource
management; and


(D) assess the training of Federal employees in
information technology disciplines in order to ensure that
the information resource management needs of the Federal
Government are addressed.
(2) INFORMATION TECHNOLOGY TRAINING PROGRAMS.—The


head of each Executive agency, after consultation with the
Director of the Office of Personnel Management, the Chief
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Information Officers Council, and the Administrator of General
Services, shall establish and operate information technology
training programs consistent with the requirements of this
subsection. Such programs shall—


(A) have curricula covering a broad range of informa-
tion technology disciplines corresponding to the specific
information technology and information resource manage-
ment needs of the agency involved;


(B) be developed and applied according to rigorous
standards; and


(C) be designed to maximize efficiency, through the
use of self-paced courses, online courses, on-the-job
training, and the use of remote instructors, wherever such
features can be applied without reducing the effectiveness
of the training or negatively impacting academic standards.
(3) GOVERNMENTWIDE POLICIES AND EVALUATION.—The


Director of the Office of Personnel Management, in coordination
with the Director of the Office of Management and Budget,
shall issue policies to promote the development of performance
standards for training and uniform implementation of this sub-
section by Executive agencies, with due regard for differences
in program requirements among agencies that may be appro-
priate and warranted in view of the agency mission. The
Director of the Office of Personnel Management shall evaluate
the implementation of the provisions of this subsection by
Executive agencies.


(4) CHIEF INFORMATION OFFICER AUTHORITIES AND RESPON-
SIBILITIES.—Subject to the authority, direction, and control of
the head of an Executive agency, the chief information officer
of such agency shall carry out all powers, functions, and duties
of the head of the agency with respect to implementation of
this subsection. The chief information officer shall ensure that
the policies of the agency head established in accordance with
this subsection are implemented throughout the agency.


(5) INFORMATION TECHNOLOGY TRAINING REPORTING.—The
Director of the Office of Management and Budget shall ensure
that the heads of Executive agencies collect and maintain
standardized information on the information technology and
information resources management workforce related to the
implementation of this subsection.


(6) AUTHORITY TO DETAIL EMPLOYEES TO NON-FEDERAL
EMPLOYERS.—In carrying out the preceding provisions of this
subsection, the Director of the Office of Personnel Management
may provide for a program under which a Federal employee
may be detailed to a non-Federal employer. The Director of
the Office of Personnel Management shall prescribe regulations
for such program, including the conditions for service and duties
as the Director considers necessary.


(7) COORDINATION PROVISION.—An assignment described in
section 3703 of title 5, United States Code, may not be made
unless a program under paragraph (6) is established, and the
assignment is made in accordance with the requirements of
such program.


(8) EMPLOYEE PARTICIPATION.—Subject to information
resource management needs and the limitations imposed by
resource needs in other occupational areas, and consistent with
their overall workforce development strategies, agencies shall


Regulations.
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encourage employees to participate in occupational information
technology training.


(9) AUTHORIZATION OF APPROPRIATIONS.—There are author-
ized to be appropriated to the Office of Personnel Management
for the implementation of this subsection, $15,000,000 in fiscal
year 2003, and such sums as are necessary for each fiscal
year thereafter.


(10) EXECUTIVE AGENCY DEFINED.—For purposes of this
subsection, the term ‘‘Executive agency’’ has the meaning given
the term ‘‘agency’’ under section 3701 of title 5, United States
Code (as added by subsection (c)).
(c) INFORMATION TECHNOLOGY EXCHANGE PROGRAM.—


(1) IN GENERAL.—Subpart B of part III of title 5, United
States Code, is amended by adding at the end the following:


‘‘CHAPTER 37—INFORMATION TECHNOLOGY EXCHANGE
PROGRAM


‘‘Sec.
‘‘3701. Definitions.
‘‘3702. General provisions.
‘‘3703. Assignment of employees to private sector organizations.
‘‘3704. Assignment of employees from private sector organizations.
‘‘3705. Application to Office of the Chief Technology Officer of the District of Colum-


bia.
‘‘3706. Reporting requirement.
‘‘3707. Regulations.


‘‘§ 3701. Definitions
‘‘For purposes of this chapter—


‘‘(1) the term ‘agency’ means an Executive agency, but
does not include the General Accounting Office; and


‘‘(2) the term ‘detail’ means—
‘‘(A) the assignment or loan of an employee of an


agency to a private sector organization without a change
of position from the agency that employs the individual,
or


‘‘(B) the assignment or loan of an employee of a private
sector organization to an agency without a change of posi-
tion from the private sector organization that employs the
individual,


whichever is appropriate in the context in which such term
is used.


‘‘§ 3702. General provisions
‘‘(a) ASSIGNMENT AUTHORITY.—On request from or with the


agreement of a private sector organization, and with the consent
of the employee concerned, the head of an agency may arrange
for the assignment of an employee of the agency to a private
sector organization or an employee of a private sector organization
to the agency. An eligible employee is an individual who—


‘‘(1) works in the field of information technology manage-
ment;


‘‘(2) is considered an exceptional performer by the individ-
ual’s current employer; and


‘‘(3) is expected to assume increased information technology
management responsibilities in the future.


An employee of an agency shall be eligible to participate in this
program only if the employee is employed at the GS–11 level


Eligibility.
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or above (or equivalent) and is serving under a career or career-
conditional appointment or an appointment of equivalent tenure
in the excepted service, and applicable requirements of section
209(b) of the E-Government Act of 2002 are met with respect
to the proposed assignment of such employee.


‘‘(b) AGREEMENTS.—Each agency that exercises its authority
under this chapter shall provide for a written agreement between
the agency and the employee concerned regarding the terms and
conditions of the employee’s assignment. In the case of an employee
of the agency, the agreement shall—


‘‘(1) require the employee to serve in the civil service,
upon completion of the assignment, for a period equal to the
length of the assignment; and


‘‘(2) provide that, in the event the employee fails to carry
out the agreement (except for good and sufficient reason, as
determined by the head of the agency from which assigned)
the employee shall be liable to the United States for payment
of all expenses of the assignment.


An amount under paragraph (2) shall be treated as a debt due
the United States.


‘‘(c) TERMINATION.—Assignments may be terminated by the
agency or private sector organization concerned for any reason
at any time.


‘‘(d) DURATION.—Assignments under this chapter shall be for
a period of between 3 months and 1 year, and may be extended
in 3-month increments for a total of not more than 1 additional
year, except that no assignment under this chapter may commence
after the end of the 5-year period beginning on the date of the
enactment of this chapter.


‘‘(e) ASSISTANCE.—The Chief Information Officers Council, by
agreement with the Office of Personnel Management, may assist
in the administration of this chapter, including by maintaining
lists of potential candidates for assignment under this chapter,
establishing mentoring relationships for the benefit of individuals
who are given assignments under this chapter, and publicizing
the program.


‘‘(f) CONSIDERATIONS.—In exercising any authority under this
chapter, an agency shall take into consideration—


‘‘(1) the need to ensure that small business concerns are
appropriately represented with respect to the assignments
described in sections 3703 and 3704, respectively; and


‘‘(2) how assignments described in section 3703 might best
be used to help meet the needs of the agency for the training
of employees in information technology management.


‘‘§ 3703. Assignment of employees to private sector organiza-
tions


‘‘(a) IN GENERAL.—An employee of an agency assigned to a
private sector organization under this chapter is deemed, during
the period of the assignment, to be on detail to a regular work
assignment in his agency.


‘‘(b) COORDINATION WITH CHAPTER 81.—Notwithstanding any
other provision of law, an employee of an agency assigned to a
private sector organization under this chapter is entitled to retain
coverage, rights, and benefits under subchapter I of chapter 81,
and employment during the assignment is deemed employment
by the United States, except that, if the employee or the employee’s


VerDate 11-MAY-2000 21:45 Jan 02, 2003 Jkt 019139 PO 00347 Frm 00028 Fmt 6580 Sfmt 6581 E:\PUBLAW\PUBL347.107 APPS24 PsN: PUBL347







116 STAT. 2927PUBLIC LAW 107–347—DEC. 17 2002


dependents receive from the private sector organization any pay-
ment under an insurance policy for which the premium is wholly
paid by the private sector organization, or other benefit of any
kind on account of the same injury or death, then, the amount
of such payment or benefit shall be credited against any compensa-
tion otherwise payable under subchapter I of chapter 81.


‘‘(c) REIMBURSEMENTS.—The assignment of an employee to a
private sector organization under this chapter may be made with
or without reimbursement by the private sector organization for
the travel and transportation expenses to or from the place of
assignment, subject to the same terms and conditions as apply
with respect to an employee of a Federal agency or a State or
local government under section 3375, and for the pay, or a part
thereof, of the employee during assignment. Any reimbursements
shall be credited to the appropriation of the agency used for paying
the travel and transportation expenses or pay.


‘‘(d) TORT LIABILITY; SUPERVISION.—The Federal Tort Claims
Act and any other Federal tort liability statute apply to an employee
of an agency assigned to a private sector organization under this
chapter. The supervision of the duties of an employee of an agency
so assigned to a private sector organization may be governed by
an agreement between the agency and the organization.


‘‘(e) SMALL BUSINESS CONCERNS.—
‘‘(1) IN GENERAL.—The head of each agency shall take


such actions as may be necessary to ensure that, of the assign-
ments made under this chapter from such agency to private
sector organizations in each year, at least 20 percent are to
small business concerns.


‘‘(2) DEFINITIONS.—For purposes of this subsection—
‘‘(A) the term ‘small business concern’ means a business


concern that satisfies the definitions and standards speci-
fied by the Administrator of the Small Business Adminis-
tration under section 3(a)(2) of the Small Business Act
(as from time to time amended by the Administrator);


‘‘(B) the term ‘year’ refers to the 12-month period begin-
ning on the date of the enactment of this chapter, and
each succeeding 12-month period in which any assignments
under this chapter may be made; and


‘‘(C) the assignments ‘made’ in a year are those com-
mencing in such year.
‘‘(3) REPORTING REQUIREMENT.—An agency which fails to


comply with paragraph (1) in a year shall, within 90 days
after the end of such year, submit a report to the Committees
on Government Reform and Small Business of the House of
Representatives and the Committees on Governmental Affairs
and Small Business of the Senate. The report shall include—


‘‘(A) the total number of assignments made under this
chapter from such agency to private sector organizations
in the year;


‘‘(B) of that total number, the number (and percentage)
made to small business concerns; and


‘‘(C) the reasons for the agency’s noncompliance with
paragraph (1).
‘‘(4) EXCLUSION.—This subsection shall not apply to an


agency in any year in which it makes fewer than 5 assignments
under this chapter to private sector organizations.


Deadline.
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‘‘§ 3704. Assignment of employees from private sector
organizations


‘‘(a) IN GENERAL.—An employee of a private sector organization
assigned to an agency under this chapter is deemed, during the
period of the assignment, to be on detail to such agency.


‘‘(b) TERMS AND CONDITIONS.—An employee of a private sector
organization assigned to an agency under this chapter—


‘‘(1) may continue to receive pay and benefits from the
private sector organization from which he is assigned;


‘‘(2) is deemed, notwithstanding subsection (a), to be an
employee of the agency for the purposes of—


‘‘(A) chapter 73;
‘‘(B) sections 201, 203, 205, 207, 208, 209, 603, 606,


607, 643, 654, 1905, and 1913 of title 18;
‘‘(C) sections 1343, 1344, and 1349(b) of title 31;
‘‘(D) the Federal Tort Claims Act and any other Federal


tort liability statute;
‘‘(E) the Ethics in Government Act of 1978;
‘‘(F) section 1043 of the Internal Revenue Code of 1986;


and
‘‘(G) section 27 of the Office of Federal Procurement


Policy Act;
‘‘(3) may not have access to any trade secrets or to any


other nonpublic information which is of commercial value to
the private sector organization from which he is assigned; and


‘‘(4) is subject to such regulations as the President may
prescribe.


The supervision of an employee of a private sector organization
assigned to an agency under this chapter may be governed by
agreement between the agency and the private sector organization
concerned. Such an assignment may be made with or without
reimbursement by the agency for the pay, or a part thereof, of
the employee during the period of assignment, or for any contribu-
tion of the private sector organization to employee benefit systems.


‘‘(c) COORDINATION WITH CHAPTER 81.—An employee of a pri-
vate sector organization assigned to an agency under this chapter
who suffers disability or dies as a result of personal injury sustained
while performing duties during the assignment shall be treated,
for the purpose of subchapter I of chapter 81, as an employee
as defined by section 8101 who had sustained the injury in the
performance of duty, except that, if the employee or the employee’s
dependents receive from the private sector organization any pay-
ment under an insurance policy for which the premium is wholly
paid by the private sector organization, or other benefit of any
kind on account of the same injury or death, then, the amount
of such payment or benefit shall be credited against any compensa-
tion otherwise payable under subchapter I of chapter 81.


‘‘(d) PROHIBITION AGAINST CHARGING CERTAIN COSTS TO THE
FEDERAL GOVERNMENT.—A private sector organization may not
charge the Federal Government, as direct or indirect costs under
a Federal contract, the costs of pay or benefits paid by the organiza-
tion to an employee assigned to an agency under this chapter
for the period of the assignment.
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‘‘§ 3705. Application to Office of the Chief Technology Officer
of the District of Columbia


‘‘(a) IN GENERAL.—The Chief Technology Officer of the District
of Columbia may arrange for the assignment of an employee of
the Office of the Chief Technology Officer to a private sector
organization, or an employee of a private sector organization to
such Office, in the same manner as the head of an agency under
this chapter.


‘‘(b) TERMS AND CONDITIONS.—An assignment made pursuant
to subsection (a) shall be subject to the same terms and conditions
as an assignment made by the head of an agency under this
chapter, except that in applying such terms and conditions to an
assignment made pursuant to subsection (a), any reference in this
chapter to a provision of law or regulation of the United States
shall be deemed to be a reference to the applicable provision of
law or regulation of the District of Columbia, including the
applicable provisions of the District of Columbia Government Com-
prehensive Merit Personnel Act of 1978 (sec. 1–601.01 et seq.,
D.C. Official Code) and section 601 of the District of Columbia
Campaign Finance Reform and Conflict of Interest Act (sec. 1–
1106.01, D.C. Official Code).


‘‘(c) DEFINITION.—For purposes of this section, the term ‘Office
of the Chief Technology Officer’ means the office established in
the executive branch of the government of the District of Columbia
under the Office of the Chief Technology Officer Establishment
Act of 1998 (sec. 1–1401 et seq., D.C. Official Code).


‘‘§ 3706. Reporting requirement
‘‘(a) IN GENERAL.—The Office of Personnel Management shall,


not later than April 30 and October 31 of each year, prepare
and submit to the Committee on Government Reform of the House
of Representatives and the Committee on Governmental Affairs
of the Senate a semiannual report summarizing the operation of
this chapter during the immediately preceding 6-month period
ending on March 31 and September 30, respectively.


‘‘(b) CONTENT.—Each report shall include, with respect to the
6-month period to which such report relates—


‘‘(1) the total number of individuals assigned to, and the
total number of individuals assigned from, each agency during
such period;


‘‘(2) a brief description of each assignment included under
paragraph (1), including—


‘‘(A) the name of the assigned individual, as well as
the private sector organization and the agency (including
the specific bureau or other agency component) to or from
which such individual was assigned;


‘‘(B) the respective positions to and from which the
individual was assigned, including the duties and respon-
sibilities and the pay grade or level associated with each;
and


‘‘(C) the duration and objectives of the individual’s
assignment; and
‘‘(3) such other information as the Office considers appro-


priate.
‘‘(c) PUBLICATION.—A copy of each report submitted under sub-


section (a)—
‘‘(1) shall be published in the Federal Register; and Federal Register,


publication.


Deadline.
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‘‘(2) shall be made publicly available on the Internet.
‘‘(d) AGENCY COOPERATION.—On request of the Office, agencies


shall furnish such information and reports as the Office may require
in order to carry out this section.


‘‘§ 3707. Regulations
‘‘The Director of the Office of Personnel Management shall


prescribe regulations for the administration of this chapter.’’.
(2) REPORT.—Not later than 4 years after the date of the


enactment of this Act, the General Accounting Office shall
prepare and submit to the Committee on Government Reform
of the House of Representatives and the Committee on Govern-
mental Affairs of the Senate a report on the operation of chapter
37 of title 5, United States Code (as added by this subsection).
Such report shall include—


(A) an evaluation of the effectiveness of the program
established by such chapter; and


(B) a recommendation as to whether such program
should be continued (with or without modification) or
allowed to lapse.
(3) CLERICAL AMENDMENT.—The analysis for part III of


title 5, United States Code, is amended by inserting after
the item relating to chapter 35 the following:


‘‘37. Information Technology Exchange Program ................................................ 3701’’.


(d) ETHICS PROVISIONS.—
(1) ONE-YEAR RESTRICTION ON CERTAIN COMMUNICATIONS.—


Section 207(c)(2)(A) of title 18, United States Code, is
amended—


(A) by striking ‘‘or’’ at the end of clause (iii);
(B) by striking the period at the end of clause (iv)


and inserting ‘‘; or’’; and
(C) by adding at the end the following:
‘‘(v) assigned from a private sector organization to an


agency under chapter 37 of title 5.’’.
(2) DISCLOSURE OF CONFIDENTIAL INFORMATION.—Section


1905 of title 18, United States Code, is amended by inserting
‘‘or being an employee of a private sector organization who
is or was assigned to an agency under chapter 37 of title
5,’’ after ‘‘(15 U.S.C. 1311–1314),’’.


(3) CONTRACT ADVICE.—Section 207 of title 18, United
States Code, is amended by adding at the end the following:
‘‘(l) CONTRACT ADVICE BY FORMER DETAILS.—Whoever, being


an employee of a private sector organization assigned to an agency
under chapter 37 of title 5, within one year after the end of that
assignment, knowingly represents or aids, counsels, or assists in
representing any other person (except the United States) in connec-
tion with any contract with that agency shall be punished as pro-
vided in section 216 of this title.’’.


(4) RESTRICTION ON DISCLOSURE OF PROCUREMENT INFORMA-
TION.—Section 27 of the Office of Federal Procurement Policy
Act (41 U.S.C. 423) is amended in subsection (a)(1) by adding
at the end the following new sentence: ‘‘In the case of an
employee of a private sector organization assigned to an agency
under chapter 37 of title 5, United States Code, in addition
to the restriction in the preceding sentence, such employee
shall not, other than as provided by law, knowingly disclose
contractor bid or proposal information or source selection


Deadline.


Public
information.
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information during the three-year period after the end of the
assignment of such employee.’’.
(e) REPORT ON EXISTING EXCHANGE PROGRAMS.—


(1) EXCHANGE PROGRAM DEFINED.—For purposes of this
subsection, the term ‘‘exchange program’’ means an executive
exchange program, the program under subchapter VI of chapter
33 of title 5, United States Code, and any other program
which allows for—


(A) the assignment of employees of the Federal Govern-
ment to non-Federal employers;


(B) the assignment of employees of non-Federal
employers to the Federal Government; or


(C) both.
(2) REPORTING REQUIREMENT.—Not later than 1 year after


the date of the enactment of this Act, the Office of Personnel
Management shall prepare and submit to the Committee on
Government Reform of the House of Representatives and the
Committee on Governmental Affairs of the Senate a report
identifying all existing exchange programs.


(3) SPECIFIC INFORMATION.—The report shall, for each such
program, include—


(A) a brief description of the program, including its
size, eligibility requirements, and terms or conditions for
participation;


(B) specific citation to the law or other authority under
which the program is established;


(C) the names of persons to contact for more informa-
tion, and how they may be reached; and


(D) any other information which the Office considers
appropriate.


(f) REPORT ON THE ESTABLISHMENT OF A GOVERNMENTWIDE
INFORMATION TECHNOLOGY TRAINING PROGRAM.—


(1) IN GENERAL.—Not later January 1, 2003, the Office
of Personnel Management, in consultation with the Chief
Information Officers Council and the Administrator of General
Services, shall review and submit to the Committee on Govern-
ment Reform of the House of Representatives and the Com-
mittee on Governmental Affairs of the Senate a written report
on the following:


(A) The adequacy of any existing information tech-
nology training programs available to Federal employees
on a Governmentwide basis.


(B)(i) If one or more such programs already exist, rec-
ommendations as to how they might be improved.


(ii) If no such program yet exists, recommendations
as to how such a program might be designed and estab-
lished.


(C) With respect to any recommendations under
subparagraph (B), how the program under chapter 37 of
title 5, United States Code, might be used to help carry
them out.
(2) COST ESTIMATE.—The report shall, for any recommended


program (or improvements) under paragraph (1)(B), include
the estimated costs associated with the implementation and
operation of such program as so established (or estimated dif-
ference in costs of any such program as so improved).
(g) TECHNICAL AND CONFORMING AMENDMENTS.—


Deadline.


Deadline.
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(1) AMENDMENTS TO TITLE 5, UNITED STATES CODE.—Title
5, United States Code, is amended—


(A) in section 3111, by adding at the end the following:
‘‘(d) Notwithstanding section 1342 of title 31, the head of an


agency may accept voluntary service for the United States under
chapter 37 of this title and regulations of the Office of Personnel
Management.’’;


(B) in section 4108, by striking subsection (d); and
(C) in section 7353(b), by adding at the end the fol-


lowing:
‘‘(4) Nothing in this section precludes an employee of a private


sector organization, while assigned to an agency under chapter
37, from continuing to receive pay and benefits from such organiza-
tion in accordance with such chapter.’’.


(2) AMENDMENT TO TITLE 18, UNITED STATES CODE.—Section
209 of title 18, United States Code, is amended by adding
at the end the following:
‘‘(g)(1) This section does not prohibit an employee of a private


sector organization, while assigned to an agency under chapter
37 of title 5, from continuing to receive pay and benefits from
such organization in accordance with such chapter.


‘‘(2) For purposes of this subsection, the term ‘agency’ means
an agency (as defined by section 3701 of title 5) and the Office
of the Chief Technology Officer of the District of Columbia.’’.


(3) OTHER AMENDMENTS.—Section 125(c)(1) of Public Law
100–238 (5 U.S.C. 8432 note) is amended—


(A) in subparagraph (B), by striking ‘‘or’’ at the end;
(B) in subparagraph (C), by striking ‘‘and’’ at the end


and inserting ‘‘or’’; and
(C) by adding at the end the following:
‘‘(D) an individual assigned from a Federal agency


to a private sector organization under chapter 37 of title
5, United States Code; and’’.


SEC. 210. SHARE-IN-SAVINGS INITIATIVES.


(a) DEFENSE CONTRACTS.—(1) Chapter 137 of title 10, United
States Code, is amended by adding at the end the following new
section:


‘‘§ 2332. Share-in-savings contracts
‘‘(a) AUTHORITY TO ENTER INTO SHARE-IN-SAVINGS CON-


TRACTS.—(1) The head of an agency may enter into a share-in-
savings contract for information technology (as defined in section
11101(6) of title 40) in which the Government awards a contract
to improve mission-related or administrative processes or to accel-
erate the achievement of its mission and share with the contractor
in savings achieved through contract performance.


‘‘(2)(A) Except as provided in subparagraph (B), a share-in-
savings contract shall be awarded for a period of not more than
five years.


‘‘(B) A share-in-savings contract may be awarded for a period
greater than five years, but not more than 10 years, if the head
of the agency determines in writing prior to award of the contract
that—


‘‘(i) the level of risk to be assumed and the investment
to be undertaken by the contractor is likely to inhibit the
government from obtaining the needed information technology


44 USC 3501
note.
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competitively at a fair and reasonable price if the contract
is limited in duration to a period of five years or less; and


‘‘(ii) usage of the information technology to be acquired
is likely to continue for a period of time sufficient to generate
reasonable benefit for the government.
‘‘(3) Contracts awarded pursuant to the authority of this section


shall, to the maximum extent practicable, be performance-based
contracts that identify objective outcomes and contain performance
standards that will be used to measure achievement and milestones
that must be met before payment is made.


‘‘(4) Contracts awarded pursuant to the authority of this section
shall include a provision containing a quantifiable baseline that
is to be the basis upon which a savings share ratio is established
that governs the amount of payment a contractor is to receive
under the contract. Before commencement of performance of such
a contract, the senior procurement executive of the agency shall
determine in writing that the terms of the provision are quantifiable
and will likely yield value to the Government.


‘‘(5)(A) The head of the agency may retain savings realized
through the use of a share-in-savings contract under this section
that are in excess of the total amount of savings paid to the
contractor under the contract, but may not retain any portion
of such savings that is attributable to a decrease in the number
of civilian employees of the Federal Government performing the
function. Except as provided in subparagraph (B), savings shall
be credited to the appropriation or fund against which charges
were made to carry out the contract and shall be used for informa-
tion technology.


‘‘(B) Amounts retained by the agency under this subsection
shall—


‘‘(i) without further appropriation, remain available until
expended; and


‘‘(ii) be applied first to fund any contingent liabilities associ-
ated with share-in-savings procurements that are not fully
funded.
‘‘(b) CANCELLATION AND TERMINATION.—(1) If funds are not


made available for the continuation of a share-in-savings contract
entered into under this section in a subsequent fiscal year, the
contract shall be canceled or terminated. The costs of cancellation
or termination may be paid out of—


‘‘(A) appropriations available for the performance of the
contract;


‘‘(B) appropriations available for acquisition of the informa-
tion technology procured under the contract, and not otherwise
obligated; or


‘‘(C) funds subsequently appropriated for payments of costs
of cancellation or termination, subject to the limitations in
paragraph (3).
‘‘(2) The amount payable in the event of cancellation or termi-


nation of a share-in-savings contract shall be negotiated with the
contractor at the time the contract is entered into.


‘‘(3)(A) Subject to subparagraph (B), the head of an agency
may enter into share-in-savings contracts under this section in
any given fiscal year even if funds are not made specifically avail-
able for the full costs of cancellation or termination of the contract
if funds are available and sufficient to make payments with respect
to the first fiscal year of the contract and the following conditions
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are met regarding the funding of cancellation and termination
liability:


‘‘(i) The amount of unfunded contingent liability for the
contract does not exceed the lesser of—


‘‘(I) 25 percent of the estimated costs of a cancellation
or termination; or


‘‘(II) $5,000,000.
‘‘(ii) Unfunded contingent liability in excess of $1,000,000


has been approved by the Director of the Office of Management
and Budget or the Director’s designee.
‘‘(B) The aggregate number of share-in-savings contracts that


may be entered into under subparagraph (A) by all agencies to
which this chapter applies in a fiscal year may not exceed 5 in
each of fiscal years 2003, 2004, and 2005.


‘‘(c) DEFINITIONS.—In this section:
‘‘(1) The term ‘contractor’ means a private entity that enters


into a contract with an agency.
‘‘(2) The term ‘savings’ means—


‘‘(A) monetary savings to an agency; or
‘‘(B) savings in time or other benefits realized by the


agency, including enhanced revenues (other than enhanced
revenues from the collection of fees, taxes, debts, claims,
or other amounts owed the Federal Government).
‘‘(3) The term ‘share-in-savings contract’ means a contract


under which—
‘‘(A) a contractor provides solutions for—


‘‘(i) improving the agency’s mission-related or
administrative processes; or


‘‘(ii) accelerating the achievement of agency mis-
sions; and
‘‘(B) the head of the agency pays the contractor an


amount equal to a portion of the savings derived by the
agency from—


‘‘(i) any improvements in mission-related or
administrative processes that result from implementa-
tion of the solution; or


‘‘(ii) acceleration of achievement of agency mis-
sions.


‘‘(d) TERMINATION.—No share-in-savings contracts may be
entered into under this section after September 30, 2005.’’.


(2) The table of sections at the beginning of such chapter
is amended by adding at the end of the following new item:


‘‘2332. Share-in-savings contracts.’’.


(b) OTHER CONTRACTS.—Title III of the Federal Property and
Administrative Services Act of 1949 is amended by adding at the
end the following:
‘‘SEC. 317. SHARE-IN-SAVINGS CONTRACTS.


‘‘(a) AUTHORITY TO ENTER INTO SHARE-IN-SAVINGS CON-
TRACTS.—(1) The head of an executive agency may enter into a
share-in-savings contract for information technology (as defined
in section 11101(6) of title 40, United States Code) in which the
Government awards a contract to improve mission-related or
administrative processes or to accelerate the achievement of its
mission and share with the contractor in savings achieved through
contract performance.


41 USC 266a.
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‘‘(2)(A) Except as provided in subparagraph (B), a share-in-
savings contract shall be awarded for a period of not more than
five years.


‘‘(B) A share-in-savings contract may be awarded for a period
greater than five years, but not more than 10 years, if the head
of the agency determines in writing prior to award of the contract
that—


‘‘(i) the level of risk to be assumed and the investment
to be undertaken by the contractor is likely to inhibit the
government from obtaining the needed information technology
competitively at a fair and reasonable price if the contract
is limited in duration to a period of five years or less; and


‘‘(ii) usage of the information technology to be acquired
is likely to continue for a period of time sufficient to generate
reasonable benefit for the government.
‘‘(3) Contracts awarded pursuant to the authority of this section


shall, to the maximum extent practicable, be performance-based
contracts that identify objective outcomes and contain performance
standards that will be used to measure achievement and milestones
that must be met before payment is made.


‘‘(4) Contracts awarded pursuant to the authority of this section
shall include a provision containing a quantifiable baseline that
is to be the basis upon which a savings share ratio is established
that governs the amount of payment a contractor is to receive
under the contract. Before commencement of performance of such
a contract, the senior procurement executive of the agency shall
determine in writing that the terms of the provision are quantifiable
and will likely yield value to the Government.


‘‘(5)(A) The head of the agency may retain savings realized
through the use of a share-in-savings contract under this section
that are in excess of the total amount of savings paid to the
contractor under the contract, but may not retain any portion
of such savings that is attributable to a decrease in the number
of civilian employees of the Federal Government performing the
function. Except as provided in subparagraph (B), savings shall
be credited to the appropriation or fund against which charges
were made to carry out the contract and shall be used for informa-
tion technology.


‘‘(B) Amounts retained by the agency under this subsection
shall—


‘‘(i) without further appropriation, remain available until
expended; and


‘‘(ii) be applied first to fund any contingent liabilities associ-
ated with share-in-savings procurements that are not fully
funded.
‘‘(b) CANCELLATION AND TERMINATION.—(1) If funds are not


made available for the continuation of a share-in-savings contract
entered into under this section in a subsequent fiscal year, the
contract shall be canceled or terminated. The costs of cancellation
or termination may be paid out of—


‘‘(A) appropriations available for the performance of the
contract;


‘‘(B) appropriations available for acquisition of the informa-
tion technology procured under the contract, and not otherwise
obligated; or
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‘‘(C) funds subsequently appropriated for payments of costs
of cancellation or termination, subject to the limitations in
paragraph (3).
‘‘(2) The amount payable in the event of cancellation or termi-


nation of a share-in-savings contract shall be negotiated with the
contractor at the time the contract is entered into.


‘‘(3)(A) Subject to subparagraph (B), the head of an executive
agency may enter into share-in-savings contracts under this section
in any given fiscal year even if funds are not made specifically
available for the full costs of cancellation or termination of the
contract if funds are available and sufficient to make payments
with respect to the first fiscal year of the contract and the following
conditions are met regarding the funding of cancellation and termi-
nation liability:


‘‘(i) The amount of unfunded contingent liability for the
contract does not exceed the lesser of—


‘‘(I) 25 percent of the estimated costs of a cancellation
or termination; or


‘‘(II) $5,000,000.
‘‘(ii) Unfunded contingent liability in excess of $1,000,000


has been approved by the Director of the Office of Management
and Budget or the Director’s designee.
‘‘(B) The aggregate number of share-in-savings contracts that


may be entered into under subparagraph (A) by all executive agen-
cies to which this chapter applies in a fiscal year may not exceed
5 in each of fiscal years 2003, 2004, and 2005.


‘‘(c) DEFINITIONS.—In this section:
‘‘(1) The term ‘contractor’ means a private entity that enters


into a contract with an agency.
‘‘(2) The term ‘savings’ means—


‘‘(A) monetary savings to an agency; or
‘‘(B) savings in time or other benefits realized by the


agency, including enhanced revenues (other than enhanced
revenues from the collection of fees, taxes, debts, claims,
or other amounts owed the Federal Government).
‘‘(3) The term ‘share-in-savings contract’ means a contract


under which—
‘‘(A) a contractor provides solutions for—


‘‘(i) improving the agency’s mission-related or
administrative processes; or


‘‘(ii) accelerating the achievement of agency mis-
sions; and
‘‘(B) the head of the agency pays the contractor an


amount equal to a portion of the savings derived by the
agency from—


‘‘(i) any improvements in mission-related or
administrative processes that result from implementa-
tion of the solution; or


‘‘(ii) acceleration of achievement of agency mis-
sions.


‘‘(d) TERMINATION.—No share-in-savings contracts may be
entered into under this section after September 30, 2005.’’.


(c) DEVELOPMENT OF INCENTIVES.—The Director of the Office
of Management and Budget shall, in consultation with the Com-
mittee on Governmental Affairs of the Senate, the Committee on
Government Reform of the House of Representatives, and executive
agencies, develop techniques to permit an executive agency to retain
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a portion of the savings (after payment of the contractor’s share
of the savings) derived from share-in-savings contracts as funds
are appropriated to the agency in future fiscal years.


(d) REGULATIONS.—Not later than 270 days after the date of
the enactment of this Act, the Federal Acquisition Regulation shall
be revised to implement the provisions enacted by this section.
Such revisions shall—


(1) provide for the use of competitive procedures in the
selection and award of share-in-savings contracts to—


(A) ensure the contractor’s share of savings reflects
the risk involved and market conditions; and


(B) otherwise yield greatest value to the government;
and
(2) allow appropriate regulatory flexibility to facilitate the


use of share-in-savings contracts by executive agencies,
including the use of innovative provisions for technology
refreshment and nonstandard Federal Acquisition Regulation
contract clauses.
(e) ADDITIONAL GUIDANCE.—The Administrator of General Serv-


ices shall—
(1) identify potential opportunities for the use of share-


in-savings contracts; and
(2) in consultation with the Director of the Office of


Management and Budget, provide guidance to executive agen-
cies for determining mutually beneficial savings share ratios
and baselines from which savings may be measured.
(f) OMB REPORT TO CONGRESS.—In consultation with executive


agencies, the Director of the Office of Management and Budget
shall, not later than 2 years after the date of the enactment of
this Act, submit to Congress a report containing—


(1) a description of the number of share-in-savings contracts
entered into by each executive agency under by this section
and the amendments made by this section, and, for each con-
tract identified—


(A) the information technology acquired;
(B) the total amount of payments made to the con-


tractor; and
(C) the total amount of savings or other measurable


benefits realized;
(2) a description of the ability of agencies to determine


the baseline costs of a project against which savings can be
measured; and


(3) any recommendations, as the Director deems appro-
priate, regarding additional changes in law that may be nec-
essary to ensure effective use of share-in-savings contracts by
executive agencies.
(g) GAO REPORT TO CONGRESS.—The Comptroller General shall,


not later than 6 months after the report required under subsection
(f) is submitted to Congress, conduct a review of that report and
submit to Congress a report containing—


(1) the results of the review;
(2) an independent assessment by the Comptroller General


of the effectiveness of the use of share-in-savings contracts
in improving the mission-related and administrative processes
of the executive agencies and the achievement of agency mis-
sions; and
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(3) a recommendation on whether the authority to enter
into share-in-savings contracts should be continued.
(h) REPEAL OF SHARE-IN-SAVINGS PILOT PROGRAM.—


(1) REPEAL.—Section 11521 of title 40, United States Code,
is repealed.


(2) CONFORMING AMENDMENTS TO PILOT PROGRAM
AUTHORITY.—


(A) Section 11501 of title 40, United States Code, is
amended—


(i) in the section heading, by striking ‘‘PROGRAMS’’
and inserting ‘‘PROGRAM’’;


(ii) in subsection (a)(1), by striking ‘‘conduct pilot
programs’’ and inserting ‘‘conduct a pilot program
pursuant to the requirements of section 11521 of this
title’’;


(iii) in subsection (a)(2), by striking ‘‘each pilot
program’’ and inserting ‘‘the pilot program’’;


(iv) in subsection (b), by striking ‘‘LIMITATIONS.—
’’ and all that follows through ‘‘$750,000,000.’’ and
inserting the following: ‘‘LIMITATION ON AMOUNT.—The
total amount obligated for contracts entered into under
the pilot program conducted under this chapter may
not exceed $375,000,000.’’; and


(v) in subsection (c)(1), by striking ‘‘a pilot’’ and
inserting ‘‘the pilot’’.
(B) The following provisions of chapter 115 of such


title are each amended by striking ‘‘a pilot’’ each place
it appears and inserting ‘‘the pilot’’:


(i) Section 11502(a).
(ii) Section 11502(b).
(iii) Section 11503(a).
(iv) Section 11504.


(C) Section 11505 of such chapter is amended by
striking ‘‘programs’’ and inserting ‘‘program’’.
(3) ADDITIONAL CONFORMING AMENDMENTS.—


(A) Section 11522 of title 40, United States Code, is
redesignated as section 11521.


(B) The chapter heading for chapter 115 of such title
is amended by striking ‘‘PROGRAMS’’ and inserting
‘‘PROGRAM’’.


(C) The subchapter heading for subchapter I and for
subchapter II of such chapter are each amended by striking
‘‘PROGRAMS’’ and inserting ‘‘PROGRAM’’.


(D) The item relating to subchapter I in the table
of sections at the beginning of such chapter is amended
to read as follows:


‘‘SUBCHAPTER I—CONDUCT OF PILOT PROGRAM’’.


(E) The item relating to subchapter II in the table
of sections at the beginning of such chapter is amended
to read as follows:


‘‘SUBCHAPTER II—SPECIFIC PILOT PROGRAM’’.


(F) The item relating to section 11501 in the table
of sections at the beginning of such is amended by striking
‘‘programs’’ and inserting ‘‘program’’.
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(G) The table of sections at the beginning of such
chapter is amended by striking the item relating to section
11521 and redesignating the item relating to section 11522
as section 11521.


(H) The item relating to chapter 115 in the table of
chapters for subtitle III of title 40, United States Code,
is amended to read as follows:


‘‘115. INFORMATION TECHNOLOGY ACQUISITION PILOT PROGRAM ....11501’’.


(i) DEFINITIONS.—In this section, the terms ‘‘contractor’’,
‘‘savings’’, and ‘‘share-in-savings contract’’ have the meanings given
those terms in section 317 of the Federal Property and Administra-
tive Services Act of 1949 (as added by subsection (b)).
SEC. 211. AUTHORIZATION FOR ACQUISITION OF INFORMATION TECH-


NOLOGY BY STATE AND LOCAL GOVERNMENTS THROUGH
FEDERAL SUPPLY SCHEDULES.


(a) AUTHORITY TO USE CERTAIN SUPPLY SCHEDULES.—Section
502 of title 40, United States Code, is amended by adding at
the end the following new subsection:


‘‘(c) USE OF CERTAIN SUPPLY SCHEDULES.—
‘‘(1) IN GENERAL.—The Administrator may provide for the


use by State or local governments of Federal supply schedules
of the General Services Administration for automated data
processing equipment (including firmware), software, supplies,
support equipment, and services (as contained in Federal supply
classification code group 70).


‘‘(2) VOLUNTARY USE.—In any case of the use by a State
or local government of a Federal supply schedule pursuant
to paragraph (1), participation by a firm that sells to the
Federal Government through the supply schedule shall be vol-
untary with respect to a sale to the State or local government
through such supply schedule.


‘‘(3) DEFINITIONS.—In this subsection:
‘‘(A) The term ‘State or local government’ includes any


State, local, regional, or tribal government, or any
instrumentality thereof (including any local educational
agency or institution of higher education).


‘‘(B) The term ‘tribal government’ means—
‘‘(i) the governing body of any Indian tribe, band,


nation, or other organized group or community located
in the continental United States (excluding the State
of Alaska) that is recognized as eligible for the special
programs and services provided by the United States
to Indians because of their status as Indians, and


‘‘(ii) any Alaska Native regional or village corpora-
tion established pursuant to the Alaska Native Claims
Settlement Act (43 U.S.C. 1601 et seq.).
‘‘(C) The term ‘local educational agency’ has the


meaning given that term in section 8013 of the Elementary
and Secondary Education Act of 1965 (20 U.S.C. 7713).


‘‘(D) The term ‘institution of higher education’ has the
meaning given that term in section 101(a) of the Higher
Education Act of 1965 (20 U.S.C. 1001(a)).’’.


(b) PROCEDURES.—Not later than 30 days after the date of
the enactment of this Act, the Administrator of General Services
shall establish procedures to implement section 501(c) of title 40,
United States Code (as added by subsection (a)).


Deadline.
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(c) REPORT.—Not later than December 31, 2004, the Adminis-
trator shall submit to the Committee on Government Reform of
the House of Representatives and the Committee on Governmental
Affairs of the Senate a report on the implementation and effects
of the amendment made by subsection (a).


SEC. 212. INTEGRATED REPORTING STUDY AND PILOT PROJECTS.


(a) PURPOSES.—The purposes of this section are to—
(1) enhance the interoperability of Federal information sys-


tems;
(2) assist the public, including the regulated community,


in electronically submitting information to agencies under Fed-
eral requirements, by reducing the burden of duplicate collec-
tion and ensuring the accuracy of submitted information; and


(3) enable any person to integrate and obtain similar
information held by 1 or more agencies under 1 or more Federal
requirements without violating the privacy rights of an indi-
vidual.
(b) DEFINITIONS.—In this section, the term—


(1) ‘‘agency’’ means an Executive agency as defined under
section 105 of title 5, United States Code; and


(2) ‘‘person’’ means any individual, trust, firm, joint stock
company, corporation (including a government corporation),
partnership, association, State, municipality, commission, polit-
ical subdivision of a State, interstate body, or agency or compo-
nent of the Federal Government.
(c) REPORT.—


(1) IN GENERAL.—Not later than 3 years after the date
of enactment of this Act, the Director shall oversee a study,
in consultation with agencies, the regulated community, public
interest organizations, and the public, and submit a report
to the Committee on Governmental Affairs of the Senate and
the Committee on Government Reform of the House of Rep-
resentatives on progress toward integrating Federal informa-
tion systems across agencies.


(2) CONTENTS.—The report under this section shall—
(A) address the integration of data elements used in


the electronic collection of information within databases
established under Federal statute without reducing the
quality, accessibility, scope, or utility of the information
contained in each database;


(B) address the feasibility of developing, or enabling
the development of, software, including Internet-based
tools, for use by reporting persons in assembling, docu-
menting, and validating the accuracy of information elec-
tronically submitted to agencies under nonvoluntary, statu-
tory, and regulatory requirements;


(C) address the feasibility of developing a distributed
information system involving, on a voluntary basis, at least
2 agencies, that—


(i) provides consistent, dependable, and timely
public access to the information holdings of 1 or more
agencies, or some portion of such holdings, without
requiring public users to know which agency holds
the information; and


(ii) allows the integration of public information
held by the participating agencies;
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(D) address the feasibility of incorporating other ele-
ments related to the purposes of this section at the discre-
tion of the Director; and


(E) make any recommendations that the Director
deems appropriate on the use of integrated reporting and
information systems, to reduce the burden on reporting
and strengthen public access to databases within and across
agencies.


(d) PILOT PROJECTS TO ENCOURAGE INTEGRATED COLLECTION
AND MANAGEMENT OF DATA AND INTEROPERABILITY OF FEDERAL
INFORMATION SYSTEMS.—


(1) IN GENERAL.—In order to provide input to the study
under subsection (c), the Director shall designate, in consulta-
tion with agencies, a series of no more than 5 pilot projects
that integrate data elements. The Director shall consult with
agencies, the regulated community, public interest organiza-
tions, and the public on the implementation of the pilot projects.


(2) GOALS OF PILOT PROJECTS.—
(A) IN GENERAL.—Each goal described under subpara-


graph (B) shall be addressed by at least 1 pilot project
each.


(B) GOALS.—The goals under this paragraph are to—
(i) reduce information collection burdens by elimi-


nating duplicative data elements within 2 or more
reporting requirements;


(ii) create interoperability between or among public
databases managed by 2 or more agencies using tech-
nologies and techniques that facilitate public access;
and


(iii) develop, or enable the development of, software
to reduce errors in electronically submitted informa-
tion.


(3) INPUT.—Each pilot project shall seek input from users
on the utility of the pilot project and areas for improvement.
To the extent practicable, the Director shall consult with rel-
evant agencies and State, tribal, and local governments in
carrying out the report and pilot projects under this section.
(e) PROTECTIONS.—The activities authorized under this section


shall afford protections for—
(1) confidential business information consistent with section


552(b)(4) of title 5, United States Code, and other relevant
law;


(2) personal privacy information under sections 552(b) (6)
and (7)(C) and 552a of title 5, United States Code, and other
relevant law;


(3) other information consistent with section 552(b)(3) of
title 5, United States Code, and other relevant law; and


(4) confidential statistical information collected under a
confidentiality pledge, solely for statistical purposes, consistent
with the Office of Management and Budget’s Federal Statistical
Confidentiality Order, and other relevant law.


SEC. 213. COMMUNITY TECHNOLOGY CENTERS.


(a) PURPOSES.—The purposes of this section are to—
(1) study and enhance the effectiveness of community tech-


nology centers, public libraries, and other institutions that pro-
vide computer and Internet access to the public; and


44 USC 3501
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(2) promote awareness of the availability of on-line govern-
ment information and services, to users of community tech-
nology centers, public libraries, and other public facilities that
provide access to computer technology and Internet access to
the public.
(b) STUDY AND REPORT.—Not later than 2 years after the effec-


tive date of this title, the Administrator shall—
(1) ensure that a study is conducted to evaluate the best


practices of community technology centers that have received
Federal funds; and


(2) submit a report on the study to—
(A) the Committee on Governmental Affairs of the


Senate;
(B) the Committee on Health, Education, Labor, and


Pensions of the Senate;
(C) the Committee on Government Reform of the House


of Representatives; and
(D) the Committee on Education and the Workforce


of the House of Representatives.
(c) CONTENTS.—The report under subsection (b) may consider—


(1) an evaluation of the best practices being used by
successful community technology centers;


(2) a strategy for—
(A) continuing the evaluation of best practices used


by community technology centers; and
(B) establishing a network to share information and


resources as community technology centers evolve;
(3) the identification of methods to expand the use of best


practices to assist community technology centers, public
libraries, and other institutions that provide computer and
Internet access to the public;


(4) a database of all community technology centers that
have received Federal funds, including—


(A) each center’s name, location, services provided,
director, other points of contact, number of individuals
served; and


(B) other relevant information;
(5) an analysis of whether community technology centers


have been deployed effectively in urban and rural areas
throughout the Nation; and


(6) recommendations of how to—
(A) enhance the development of community technology


centers; and
(B) establish a network to share information and


resources.
(d) COOPERATION.—All agencies that fund community tech-


nology centers shall provide to the Administrator any information
and assistance necessary for the completion of the study and the
report under this section.


(e) ASSISTANCE.—
(1) IN GENERAL.—The Administrator, in consultation with


the Secretary of Education, shall work with other relevant
Federal agencies, and other interested persons in the private
and nonprofit sectors to—


(A) assist in the implementation of recommendations;
and
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(B) identify other ways to assist community technology
centers, public libraries, and other institutions that provide
computer and Internet access to the public.
(2) TYPES OF ASSISTANCE.—Assistance under this subsection


may include—
(A) contribution of funds;
(B) donations of equipment, and training in the use


and maintenance of the equipment; and
(C) the provision of basic instruction or training mate-


rial in computer skills and Internet usage.
(f) ONLINE TUTORIAL.—


(1) IN GENERAL.—The Administrator, in consultation with
the Secretary of Education, the Director of the Institute of
Museum and Library Services, other relevant agencies, and
the public, shall develop an online tutorial that—


(A) explains how to access Government information
and services on the Internet; and


(B) provides a guide to available online resources.
(2) DISTRIBUTION.—The Administrator, with assistance


from the Secretary of Education, shall distribute information
on the tutorial to community technology centers, public
libraries, and other institutions that afford Internet access to
the public.
(g) PROMOTION OF COMMUNITY TECHNOLOGY CENTERS.—The


Administrator, with assistance from the Department of Education
and in consultation with other agencies and organizations, shall
promote the availability of community technology centers to raise
awareness within each community where such a center is located.


(h) AUTHORIZATION OF APPROPRIATIONS.—There are authorized
to be appropriated for the study of best practices at community
technology centers, for the development and dissemination of the
online tutorial, and for the promotion of community technology
centers under this section—


(1) $2,000,000 in fiscal year 2003;
(2) $2,000,000 in fiscal year 2004; and
(3) such sums as are necessary in fiscal years 2005 through


2007.


SEC. 214. ENHANCING CRISIS MANAGEMENT THROUGH ADVANCED
INFORMATION TECHNOLOGY.


(a) PURPOSE.—The purpose of this section is to improve how
information technology is used in coordinating and facilitating
information on disaster preparedness, response, and recovery, while
ensuring the availability of such information across multiple access
channels.


(b) IN GENERAL.—
(1) STUDY ON ENHANCEMENT OF CRISIS RESPONSE.—Not


later than 90 days after the date of enactment of this Act,
the Administrator, in consultation with the Federal Emergency
Management Agency, shall ensure that a study is conducted
on using information technology to enhance crisis preparedness,
response, and consequence management of natural and man-
made disasters.


(2) CONTENTS.—The study under this subsection shall
address—


(A) a research and implementation strategy for effec-
tive use of information technology in crisis response and
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consequence management, including the more effective use
of technologies, management of information technology
research initiatives, and incorporation of research advances
into the information and communications systems of—


(i) the Federal Emergency Management Agency;
and


(ii) other Federal, State, and local agencies respon-
sible for crisis preparedness, response, and con-
sequence management; and
(B) opportunities for research and development on


enhanced technologies into areas of potential improvement
as determined during the course of the study.
(3) REPORT.—Not later than 2 years after the date on


which a contract is entered into under paragraph (1), the
Administrator shall submit a report on the study, including
findings and recommendations to—


(A) the Committee on Governmental Affairs of the
Senate; and


(B) the Committee on Government Reform of the House
of Representatives.
(4) INTERAGENCY COOPERATION.—Other Federal depart-


ments and agencies with responsibility for disaster relief and
emergency assistance shall fully cooperate with the Adminis-
trator in carrying out this section.


(5) AUTHORIZATION OF APPROPRIATIONS.—There are author-
ized to be appropriated for research under this subsection,
such sums as are necessary for fiscal year 2003.
(c) PILOT PROJECTS.—Based on the results of the research con-


ducted under subsection (b), the Administrator, in consultation
with the Federal Emergency Management Agency, shall initiate
pilot projects or report to Congress on other activities that further
the goal of maximizing the utility of information technology in
disaster management. The Administrator shall cooperate with other
relevant agencies, and, if appropriate, State, local, and tribal
governments, in initiating such pilot projects.


SEC. 215. DISPARITIES IN ACCESS TO THE INTERNET.


(a) STUDY AND REPORT.—
(1) STUDY.—Not later than 90 days after the date of enact-


ment of this Act, the Administrator of General Services shall
request that the National Academy of Sciences, acting through
the National Research Council, enter into a contract to conduct
a study on disparities in Internet access for online Government
services.


(2) REPORT.—Not later than 2 years after the date of enact-
ment of this Act, the Administrator of General Services shall
submit to the Committee on Governmental Affairs of the Senate
and the Committee on Government Reform of the House of
Representatives a final report of the study under this section,
which shall set forth the findings, conclusions, and rec-
ommendations of the National Research Council.
(b) CONTENTS.—The report under subsection (a) shall include


a study of—
(1) how disparities in Internet access influence the effective-


ness of online Government services, including a review of—
(A) the nature of disparities in Internet access;
(B) the affordability of Internet service;


Deadlines.


44 USC 3501
note.


Deadline.


VerDate 11-MAY-2000 21:45 Jan 02, 2003 Jkt 019139 PO 00347 Frm 00046 Fmt 6580 Sfmt 6581 E:\PUBLAW\PUBL347.107 APPS24 PsN: PUBL347







116 STAT. 2945PUBLIC LAW 107–347—DEC. 17 2002


(C) the incidence of disparities among different groups
within the population; and


(D) changes in the nature of personal and public Inter-
net access that may alleviate or aggravate effective access
to online Government services;
(2) how the increase in online Government services is influ-


encing the disparities in Internet access and how technology
development or diffusion trends may offset such adverse influ-
ences; and


(3) related societal effects arising from the interplay of
disparities in Internet access and the increase in online Govern-
ment services.
(c) RECOMMENDATIONS.—The report shall include recommenda-


tions on actions to ensure that online Government initiatives shall
not have the unintended result of increasing any deficiency in
public access to Government services.


(d) AUTHORIZATION OF APPROPRIATIONS.—There are authorized
to be appropriated $950,000 in fiscal year 2003 to carry out this
section.


SEC. 216. COMMON PROTOCOLS FOR GEOGRAPHIC INFORMATION SYS-
TEMS.


(a) PURPOSES.—The purposes of this section are to—
(1) reduce redundant data collection and information; and
(2) promote collaboration and use of standards for govern-


ment geographic information.
(b) DEFINITION.—In this section, the term ‘‘geographic informa-


tion’’ means information systems that involve locational data, such
as maps or other geospatial information resources.


(c) IN GENERAL.—
(1) COMMON PROTOCOLS.—The Administrator, in consulta-


tion with the Secretary of the Interior, working with the
Director and through an interagency group, and working with
private sector experts, State, local, and tribal governments,
commercial and international standards groups, and other
interested parties, shall facilitate the development of common
protocols for the development, acquisition, maintenance, dis-
tribution, and application of geographic information. If prac-
ticable, the Administrator shall incorporate intergovernmental
and public private geographic information partnerships into
efforts under this subsection.


(2) INTERAGENCY GROUP.—The interagency group referred
to under paragraph (1) shall include representatives of the
National Institute of Standards and Technology and other agen-
cies.
(d) DIRECTOR.—The Director shall oversee—


(1) the interagency initiative to develop common protocols;
(2) the coordination with State, local, and tribal govern-


ments, public private partnerships, and other interested per-
sons on effective and efficient ways to align geographic informa-
tion and develop common protocols; and


(3) the adoption of common standards relating to the proto-
cols.
(e) COMMON PROTOCOLS.—The common protocols shall be


designed to—


44 USC 3501
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(1) maximize the degree to which unclassified geographic
information from various sources can be made electronically
compatible and accessible; and


(2) promote the development of interoperable geographic
information systems technologies that shall—


(A) allow widespread, low-cost use and sharing of
geographic data by Federal agencies, State, local, and tribal
governments, and the public; and


(B) enable the enhancement of services using
geographic data.


(f) AUTHORIZATION OF APPROPRIATIONS.—There are authorized
to be appropriated such sums as are necessary to carry out this
section, for each of the fiscal years 2003 through 2007.


TITLE III—INFORMATION SECURITY


SEC. 301. INFORMATION SECURITY.


(a) SHORT TITLE.—This title may be cited as the ‘‘Federal
Information Security Management Act of 2002’’.


(b) INFORMATION SECURITY.—
(1) IN GENERAL.—Chapter 35 of title 44, United States


Code, is amended by adding at the end the following new
subchapter:


‘‘SUBCHAPTER III—INFORMATION SECURITY


‘‘§ 3541. Purposes
‘‘The purposes of this subchapter are to—


‘‘(1) provide a comprehensive framework for ensuring the
effectiveness of information security controls over information
resources that support Federal operations and assets;


‘‘(2) recognize the highly networked nature of the current
Federal computing environment and provide effective
governmentwide management and oversight of the related
information security risks, including coordination of information
security efforts throughout the civilian, national security, and
law enforcement communities;


‘‘(3) provide for development and maintenance of minimum
controls required to protect Federal information and informa-
tion systems;


‘‘(4) provide a mechanism for improved oversight of Federal
agency information security programs;


‘‘(5) acknowledge that commercially developed information
security products offer advanced, dynamic, robust, and effective
information security solutions, reflecting market solutions for
the protection of critical information infrastructures important
to the national defense and economic security of the nation
that are designed, built, and operated by the private sector;
and


‘‘(6) recognize that the selection of specific technical hard-
ware and software information security solutions should be
left to individual agencies from among commercially developed
products.


44 USC 101 note.


Federal
Information
Security
Management
Act of 2002.
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‘‘§ 3542. Definitions
‘‘(a) IN GENERAL.—Except as provided under subsection (b),


the definitions under section 3502 shall apply to this subchapter.
‘‘(b) ADDITIONAL DEFINITIONS.—As used in this subchapter:


‘‘(1) The term ‘information security’ means protecting
information and information systems from unauthorized access,
use, disclosure, disruption, modification, or destruction in order
to provide—


‘‘(A) integrity, which means guarding against improper
information modification or destruction, and includes
ensuring information nonrepudiation and authenticity;


‘‘(B) confidentiality, which means preserving author-
ized restrictions on access and disclosure, including means
for protecting personal privacy and proprietary information;
and


‘‘(C) availability, which means ensuring timely and
reliable access to and use of information.
‘‘(2)(A) The term ‘national security system’ means any


information system (including any telecommunications system)
used or operated by an agency or by a contractor of an agency,
or other organization on behalf of an agency—


‘‘(i) the function, operation, or use of which—
‘‘(I) involves intelligence activities;
‘‘(II) involves cryptologic activities related to


national security;
‘‘(III) involves command and control of military


forces;
‘‘(IV) involves equipment that is an integral part


of a weapon or weapons system; or
‘‘(V) subject to subparagraph (B), is critical to the


direct fulfillment of military or intelligence missions;
or
‘‘(ii) is protected at all times by procedures established


for information that have been specifically authorized under
criteria established by an Executive order or an Act of
Congress to be kept classified in the interest of national
defense or foreign policy.
‘‘(B) Subparagraph (A)(i)(V) does not include a system that


is to be used for routine administrative and business applica-
tions (including payroll, finance, logistics, and personnel
management applications).


‘‘(3) The term ‘information technology’ has the meaning
given that term in section 11101 of title 40.


‘‘§ 3543. Authority and functions of the Director
‘‘(a) IN GENERAL.—The Director shall oversee agency informa-


tion security policies and practices, including—
‘‘(1) developing and overseeing the implementation of poli-


cies, principles, standards, and guidelines on information secu-
rity, including through ensuring timely agency adoption of and
compliance with standards promulgated under section 11331
of title 40;


‘‘(2) requiring agencies, consistent with the standards
promulgated under such section 11331 and the requirements
of this subchapter, to identify and provide information security
protections commensurate with the risk and magnitude of the
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harm resulting from the unauthorized access, use, disclosure,
disruption, modification, or destruction of—


‘‘(A) information collected or maintained by or on behalf
of an agency; or


‘‘(B) information systems used or operated by an agency
or by a contractor of an agency or other organization on
behalf of an agency;
‘‘(3) coordinating the development of standards and guide-


lines under section 20 of the National Institute of Standards
and Technology Act (15 U.S.C. 278g–3) with agencies and offices
operating or exercising control of national security systems
(including the National Security Agency) to assure, to the max-
imum extent feasible, that such standards and guidelines are
complementary with standards and guidelines developed for
national security systems;


‘‘(4) overseeing agency compliance with the requirements
of this subchapter, including through any authorized action
under section 11303 of title 40, to enforce accountability for
compliance with such requirements;


‘‘(5) reviewing at least annually, and approving or dis-
approving, agency information security programs required
under section 3544(b);


‘‘(6) coordinating information security policies and proce-
dures with related information resources management policies
and procedures;


‘‘(7) overseeing the operation of the Federal information
security incident center required under section 3546; and


‘‘(8) reporting to Congress no later than March 1 of each
year on agency compliance with the requirements of this sub-
chapter, including—


‘‘(A) a summary of the findings of evaluations required
by section 3545;


‘‘(B) an assessment of the development, promulgation,
and adoption of, and compliance with, standards developed
under section 20 of the National Institute of Standards
and Technology Act (15 U.S.C. 278g-3) and promulgated
under section 11331 of title 40;


‘‘(C) significant deficiencies in agency information secu-
rity practices;


‘‘(D) planned remedial action to address such defi-
ciencies; and


‘‘(E) a summary of, and the views of the Director on,
the report prepared by the National Institute of Standards
and Technology under section 20(d)(10) of the National
Institute of Standards and Technology Act (15 U.S.C. 278g–
3).


‘‘(b) NATIONAL SECURITY SYSTEMS.—Except for the authorities
described in paragraphs (4) and (8) of subsection (a), the authorities
of the Director under this section shall not apply to national security
systems.


‘‘(c) DEPARTMENT OF DEFENSE AND CENTRAL INTELLIGENCE
AGENCY SYSTEMS.—(1) The authorities of the Director described
in paragraphs (1) and (2) of subsection (a) shall be delegated to
the Secretary of Defense in the case of systems described in para-
graph (2) and to the Director of Central Intelligence in the case
of systems described in paragraph (3).
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‘‘(2) The systems described in this paragraph are systems that
are operated by the Department of Defense, a contractor of the
Department of Defense, or another entity on behalf of the Depart-
ment of Defense that processes any information the unauthorized
access, use, disclosure, disruption, modification, or destruction of
which would have a debilitating impact on the mission of the
Department of Defense.


‘‘(3) The systems described in this paragraph are systems that
are operated by the Central Intelligence Agency, a contractor of
the Central Intelligence Agency, or another entity on behalf of
the Central Intelligence Agency that processes any information
the unauthorized access, use, disclosure, disruption, modification,
or destruction of which would have a debilitating impact on the
mission of the Central Intelligence Agency.


‘‘§ 3544. Federal agency responsibilities
‘‘(a) IN GENERAL.—The head of each agency shall—


‘‘(1) be responsible for—
‘‘(A) providing information security protections


commensurate with the risk and magnitude of the harm
resulting from unauthorized access, use, disclosure, disrup-
tion, modification, or destruction of—


‘‘(i) information collected or maintained by or on
behalf of the agency; and


‘‘(ii) information systems used or operated by an
agency or by a contractor of an agency or other
organization on behalf of an agency;
‘‘(B) complying with the requirements of this sub-


chapter and related policies, procedures, standards, and
guidelines, including—


‘‘(i) information security standards promulgated
under section 11331 of title 40; and


‘‘(ii) information security standards and guidelines
for national security systems issued in accordance with
law and as directed by the President; and
‘‘(C) ensuring that information security management


processes are integrated with agency strategic and oper-
ational planning processes;
‘‘(2) ensure that senior agency officials provide information


security for the information and information systems that sup-
port the operations and assets under their control, including
through—


‘‘(A) assessing the risk and magnitude of the harm
that could result from the unauthorized access, use, disclo-
sure, disruption, modification, or destruction of such
information or information systems;


‘‘(B) determining the levels of information security
appropriate to protect such information and information
systems in accordance with standards promulgated under
section 11331 of title 40, for information security classifica-
tions and related requirements;


‘‘(C) implementing policies and procedures to cost-effec-
tively reduce risks to an acceptable level; and


‘‘(D) periodically testing and evaluating information
security controls and techniques to ensure that they are
effectively implemented;
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‘‘(3) delegate to the agency Chief Information Officer estab-
lished under section 3506 (or comparable official in an agency
not covered by such section) the authority to ensure compliance
with the requirements imposed on the agency under this sub-
chapter, including—


‘‘(A) designating a senior agency information security
officer who shall—


‘‘(i) carry out the Chief Information Officer’s
responsibilities under this section;


‘‘(ii) possess professional qualifications, including
training and experience, required to administer the
functions described under this section;


‘‘(iii) have information security duties as that offi-
cial’s primary duty; and


‘‘(iv) head an office with the mission and resources
to assist in ensuring agency compliance with this sec-
tion;
‘‘(B) developing and maintaining an agencywide


information security program as required by subsection
(b);


‘‘(C) developing and maintaining information security
policies, procedures, and control techniques to address all
applicable requirements, including those issued under sec-
tion 3543 of this title, and section 11331 of title 40;


‘‘(D) training and overseeing personnel with significant
responsibilities for information security with respect to
such responsibilities; and


‘‘(E) assisting senior agency officials concerning their
responsibilities under paragraph (2);
‘‘(4) ensure that the agency has trained personnel sufficient


to assist the agency in complying with the requirements of
this subchapter and related policies, procedures, standards,
and guidelines; and


‘‘(5) ensure that the agency Chief Information Officer, in
coordination with other senior agency officials, reports annually
to the agency head on the effectiveness of the agency informa-
tion security program, including progress of remedial actions.
‘‘(b) AGENCY PROGRAM.—Each agency shall develop, document,


and implement an agencywide information security program,
approved by the Director under section 3543(a)(5), to provide
information security for the information and information systems
that support the operations and assets of the agency, including
those provided or managed by another agency, contractor, or other
source, that includes—


‘‘(1) periodic assessments of the risk and magnitude of
the harm that could result from the unauthorized access, use,
disclosure, disruption, modification, or destruction of informa-
tion and information systems that support the operations and
assets of the agency;


‘‘(2) policies and procedures that—
‘‘(A) are based on the risk assessments required by


paragraph (1);
‘‘(B) cost-effectively reduce information security risks


to an acceptable level;
‘‘(C) ensure that information security is addressed


throughout the life cycle of each agency information system;
and
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‘‘(D) ensure compliance with—
‘‘(i) the requirements of this subchapter;
‘‘(ii) policies and procedures as may be prescribed


by the Director, and information security standards
promulgated under section 11331 of title 40;


‘‘(iii) minimally acceptable system configuration
requirements, as determined by the agency; and


‘‘(iv) any other applicable requirements, including
standards and guidelines for national security systems
issued in accordance with law and as directed by the
President;


‘‘(3) subordinate plans for providing adequate information
security for networks, facilities, and systems or groups of
information systems, as appropriate;


‘‘(4) security awareness training to inform personnel,
including contractors and other users of information systems
that support the operations and assets of the agency, of—


‘‘(A) information security risks associated with their
activities; and


‘‘(B) their responsibilities in complying with agency
policies and procedures designed to reduce these risks;
‘‘(5) periodic testing and evaluation of the effectiveness


of information security policies, procedures, and practices, to
be performed with a frequency depending on risk, but no less
than annually, of which such testing—


‘‘(A) shall include testing of management, operational,
and technical controls of every information system identi-
fied in the inventory required under section 3505(c); and


‘‘(B) may include testing relied on in a evaluation under
section 3545;
‘‘(6) a process for planning, implementing, evaluating, and


documenting remedial action to address any deficiencies in
the information security policies, procedures, and practices of
the agency;


‘‘(7) procedures for detecting, reporting, and responding
to security incidents, consistent with standards and guidelines
issued pursuant to section 3546(b), including—


‘‘(A) mitigating risks associated with such incidents
before substantial damage is done;


‘‘(B) notifying and consulting with the Federal informa-
tion security incident center referred to in section 3546;
and


‘‘(C) notifying and consulting with, as appropriate—
‘‘(i) law enforcement agencies and relevant Offices


of Inspector General;
‘‘(ii) an office designated by the President for any


incident involving a national security system; and
‘‘(iii) any other agency or office, in accordance with


law or as directed by the President; and
‘‘(8) plans and procedures to ensure continuity of operations


for information systems that support the operations and assets
of the agency.
‘‘(c) AGENCY REPORTING.—Each agency shall—


‘‘(1) report annually to the Director, the Committees on
Government Reform and Science of the House of Representa-
tives, the Committees on Governmental Affairs and Commerce,
Science, and Transportation of the Senate, the appropriate
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authorization and appropriations committees of Congress, and
the Comptroller General on the adequacy and effectiveness
of information security policies, procedures, and practices, and
compliance with the requirements of this subchapter, including
compliance with each requirement of subsection (b);


‘‘(2) address the adequacy and effectiveness of information
security policies, procedures, and practices in plans and reports
relating to—


‘‘(A) annual agency budgets;
‘‘(B) information resources management under sub-


chapter 1 of this chapter;
‘‘(C) information technology management under sub-


title III of title 40;
‘‘(D) program performance under sections 1105 and


1115 through 1119 of title 31, and sections 2801 and 2805
of title 39;


‘‘(E) financial management under chapter 9 of title
31, and the Chief Financial Officers Act of 1990 (31 U.S.C.
501 note; Public Law 101–576) (and the amendments made
by that Act);


‘‘(F) financial management systems under the Federal
Financial Management Improvement Act (31 U.S.C. 3512
note); and


‘‘(G) internal accounting and administrative controls
under section 3512 of title 31, (known as the ‘Federal
Managers Financial Integrity Act’); and
‘‘(3) report any significant deficiency in a policy, procedure,


or practice identified under paragraph (1) or (2)—
‘‘(A) as a material weakness in reporting under section


3512 of title 31; and
‘‘(B) if relating to financial management systems, as


an instance of a lack of substantial compliance under the
Federal Financial Management Improvement Act (31
U.S.C. 3512 note).


‘‘(d) PERFORMANCE PLAN.—(1) In addition to the requirements
of subsection (c), each agency, in consultation with the Director,
shall include as part of the performance plan required under section
1115 of title 31 a description of—


‘‘(A) the time periods, and
‘‘(B) the resources, including budget, staffing, and training,


that are necessary to implement the program required under sub-
section (b).


‘‘(2) The description under paragraph (1) shall be based on
the risk assessments required under subsection (b)(2)(1).


‘‘(e) PUBLIC NOTICE AND COMMENT.—Each agency shall provide
the public with timely notice and opportunities for comment on
proposed information security policies and procedures to the extent
that such policies and procedures affect communication with the
public.


‘‘§ 3545. Annual independent evaluation
‘‘(a) IN GENERAL.—(1) Each year each agency shall have per-


formed an independent evaluation of the information security pro-
gram and practices of that agency to determine the effectiveness
of such program and practices.


‘‘(2) Each evaluation under this section shall include—


VerDate 11-MAY-2000 21:45 Jan 02, 2003 Jkt 019139 PO 00347 Frm 00054 Fmt 6580 Sfmt 6581 E:\PUBLAW\PUBL347.107 APPS24 PsN: PUBL347







116 STAT. 2953PUBLIC LAW 107–347—DEC. 17 2002


‘‘(A) testing of the effectiveness of information security
policies, procedures, and practices of a representative subset
of the agency’s information systems;


‘‘(B) an assessment (made on the basis of the results of
the testing) of compliance with—


‘‘(i) the requirements of this subchapter; and
‘‘(ii) related information security policies, procedures,


standards, and guidelines; and
‘‘(C) separate presentations, as appropriate, regarding


information security relating to national security systems.
‘‘(b) INDEPENDENT AUDITOR.—Subject to subsection (c)—


‘‘(1) for each agency with an Inspector General appointed
under the Inspector General Act of 1978, the annual evaluation
required by this section shall be performed by the Inspector
General or by an independent external auditor, as determined
by the Inspector General of the agency; and


‘‘(2) for each agency to which paragraph (1) does not apply,
the head of the agency shall engage an independent external
auditor to perform the evaluation.
‘‘(c) NATIONAL SECURITY SYSTEMS.—For each agency operating


or exercising control of a national security system, that portion
of the evaluation required by this section directly relating to a
national security system shall be performed—


‘‘(1) only by an entity designated by the agency head;
and


‘‘(2) in such a manner as to ensure appropriate protection
for information associated with any information security vulner-
ability in such system commensurate with the risk and in
accordance with all applicable laws.
‘‘(d) EXISTING EVALUATIONS.—The evaluation required by this


section may be based in whole or in part on an audit, evaluation,
or report relating to programs or practices of the applicable agency.


‘‘(e) AGENCY REPORTING.—(1) Each year, not later than such
date established by the Director, the head of each agency shall
submit to the Director the results of the evaluation required under
this section.


‘‘(2) To the extent an evaluation required under this section
directly relates to a national security system, the evaluation results
submitted to the Director shall contain only a summary and assess-
ment of that portion of the evaluation directly relating to a national
security system.


‘‘(f) PROTECTION OF INFORMATION.—Agencies and evaluators
shall take appropriate steps to ensure the protection of information
which, if disclosed, may adversely affect information security. Such
protections shall be commensurate with the risk and comply with
all applicable laws and regulations.


‘‘(g) OMB REPORTS TO CONGRESS.—(1) The Director shall
summarize the results of the evaluations conducted under this
section in the report to Congress required under section 3543(a)(8).


‘‘(2) The Director’s report to Congress under this subsection
shall summarize information regarding information security
relating to national security systems in such a manner as to ensure
appropriate protection for information associated with any informa-
tion security vulnerability in such system commensurate with the
risk and in accordance with all applicable laws.


‘‘(3) Evaluations and any other descriptions of information sys-
tems under the authority and control of the Director of Central


Deadline.
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Intelligence or of National Foreign Intelligence Programs systems
under the authority and control of the Secretary of Defense shall
be made available to Congress only through the appropriate over-
sight committees of Congress, in accordance with applicable laws.


‘‘(h) COMPTROLLER GENERAL.—The Comptroller General shall
periodically evaluate and report to Congress on—


‘‘(1) the adequacy and effectiveness of agency information
security policies and practices; and


‘‘(2) implementation of the requirements of this subchapter.


‘‘§ 3546. Federal information security incident center
‘‘(a) IN GENERAL.—The Director shall ensure the operation of


a central Federal information security incident center to—
‘‘(1) provide timely technical assistance to operators of


agency information systems regarding security incidents,
including guidance on detecting and handling information secu-
rity incidents;


‘‘(2) compile and analyze information about incidents that
threaten information security;


‘‘(3) inform operators of agency information systems about
current and potential information security threats, and
vulnerabilities; and


‘‘(4) consult with the National Institute of Standards and
Technology, agencies or offices operating or exercising control
of national security systems (including the National Security
Agency), and such other agencies or offices in accordance with
law and as directed by the President regarding information
security incidents and related matters.
‘‘(b) NATIONAL SECURITY SYSTEMS.—Each agency operating or


exercising control of a national security system shall share informa-
tion about information security incidents, threats, and
vulnerabilities with the Federal information security incident center
to the extent consistent with standards and guidelines for national
security systems, issued in accordance with law and as directed
by the President.


‘‘§ 3547. National security systems
‘‘The head of each agency operating or exercising control of


a national security system shall be responsible for ensuring that
the agency—


‘‘(1) provides information security protections commensu-
rate with the risk and magnitude of the harm resulting from
the unauthorized access, use, disclosure, disruption, modifica-
tion, or destruction of the information contained in such system;


‘‘(2) implements information security policies and practices
as required by standards and guidelines for national security
systems, issued in accordance with law and as directed by
the President; and


‘‘(3) complies with the requirements of this subchapter.


‘‘§ 3548. Authorization of appropriations
‘‘There are authorized to be appropriated to carry out the


provisions of this subchapter such sums as may be necessary for
each of fiscal years 2003 through 2007.


Reports.
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‘‘§ 3549. Effect on existing law
‘‘Nothing in this subchapter, section 11331 of title 40, or section


20 of the National Standards and Technology Act (15 U.S.C. 278g–
3) may be construed as affecting the authority of the President,
the Office of Management and Budget or the Director thereof,
the National Institute of Standards and Technology, or the head
of any agency, with respect to the authorized use or disclosure
of information, including with regard to the protection of personal
privacy under section 552a of title 5, the disclosure of information
under section 552 of title 5, the management and disposition of
records under chapters 29, 31, or 33 of title 44, the management
of information resources under subchapter I of chapter 35 of this
title, or the disclosure of information to the Congress or the Comp-
troller General of the United States. While this subchapter is in
effect, subchapter II of this chapter shall not apply.’’.


(2) CLERICAL AMENDMENT.—The table of sections at the
beginning of such chapter 35 is amended by adding at the
end the following:


‘‘SUBCHAPTER III—INFORMATION SECURITY
‘‘Sec.
‘‘3541. Purposes.
‘‘3542. Definitions.
‘‘3543. Authority and functions of the Director.
‘‘3544. Federal agency responsibilities.
‘‘3545. Annual independent evaluation.
‘‘3546. Federal information security incident center.
‘‘3547. National security systems.
‘‘3548. Authorization of appropriations.
‘‘3549. Effect on existing law.’’.


(c) INFORMATION SECURITY RESPONSIBILITIES OF CERTAIN AGEN-
CIES.—


(1) NATIONAL SECURITY RESPONSIBILITIES.—(A) Nothing in
this Act (including any amendment made by this Act) shall
supersede any authority of the Secretary of Defense, the
Director of Central Intelligence, or other agency head, as
authorized by law and as directed by the President, with regard
to the operation, control, or management of national security
systems, as defined by section 3542(b)(2) of title 44, United
States Code.


(B) Section 2224 of title 10, United States Code, is
amended—


(i) in subsection (b), by striking ‘‘(b) OBJECTIVES AND
MINIMUM REQUIREMENTS.—(1)’’ and inserting ‘‘(b) OBJEC-
TIVES OF THE PROGRAM.—’’;


(ii) in subsection (b), by striking paragraph (2); and
(iii) in subsection (c), in the matter preceding para-


graph (1), by inserting ‘‘, including through compliance
with subchapter III of chapter 35 of title 44’’ after ‘‘infra-
structure’’.
(2) ATOMIC ENERGY ACT OF 1954.—Nothing in this Act shall


supersede any requirement made by or under the Atomic
Energy Act of 1954 (42 U.S.C. 2011 et seq.). Restricted data
or formerly restricted data shall be handled, protected, classi-
fied, downgraded, and declassified in conformity with the
Atomic Energy Act of 1954 (42 U.S.C. 2011 et seq.).


44 USC 3501
note.


44 USC 3501
note.
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SEC. 302. MANAGEMENT OF INFORMATION TECHNOLOGY.


(a) IN GENERAL.—Section 11331 of title 40, United States Code,
is amended to read as follows:


‘‘§ 11331. Responsibilities for Federal information systems
standards


‘‘(a) STANDARDS AND GUIDELINES.—
‘‘(1) AUTHORITY TO PRESCRIBE.—Except as provided under


paragraph (2), the Secretary of Commerce shall, on the basis
of standards and guidelines developed by the National Institute
of Standards and Technology pursuant to paragraphs (2) and
(3) of section 20(a) of the National Institute of Standards and
Technology Act (15 U.S.C. 278g–3(a)), prescribe standards and
guidelines pertaining to Federal information systems.


‘‘(2) NATIONAL SECURITY SYSTEMS.—Standards and guide-
lines for national security systems (as defined under this sec-
tion) shall be developed, prescribed, enforced, and overseen
as otherwise authorized by law and as directed by the Presi-
dent.
‘‘(b) MANDATORY REQUIREMENTS.—


‘‘(1) AUTHORITY TO MAKE MANDATORY.—Except as provided
under paragraph (2), the Secretary shall make standards pre-
scribed under subsection (a)(1) compulsory and binding to the
extent determined necessary by the Secretary to improve the
efficiency of operation or security of Federal information sys-
tems.


‘‘(2) REQUIRED MANDATORY STANDARDS.—(A) Standards pre-
scribed under subsection (a)(1) shall include information secu-
rity standards that—


‘‘(i) provide minimum information security require-
ments as determined under section 20(b) of the National
Institute of Standards and Technology Act (15 U.S.C. 278g–
3(b)); and


‘‘(ii) are otherwise necessary to improve the security
of Federal information and information systems.
‘‘(B) Information security standards described in subpara-


graph (A) shall be compulsory and binding.
‘‘(c) AUTHORITY TO DISAPPROVE OR MODIFY.—The President may


disapprove or modify the standards and guidelines referred to in
subsection (a)(1) if the President determines such action to be
in the public interest. The President’s authority to disapprove or
modify such standards and guidelines may not be delegated. Notice
of such disapproval or modification shall be published promptly
in the Federal Register. Upon receiving notice of such disapproval
or modification, the Secretary of Commerce shall immediately
rescind or modify such standards or guidelines as directed by the
President.


‘‘(d) EXERCISE OF AUTHORITY.—To ensure fiscal and policy
consistency, the Secretary shall exercise the authority conferred
by this section subject to direction by the President and in coordina-
tion with the Director of the Office of Management and Budget.


‘‘(e) APPLICATION OF MORE STRINGENT STANDARDS.—The head
of an executive agency may employ standards for the cost-effective
information security for information systems within or under the
supervision of that agency that are more stringent than the stand-
ards the Secretary prescribes under this section if the more strin-
gent standards—


Federal Register,
publication.
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‘‘(1) contain at least the applicable standards made compul-
sory and binding by the Secretary; and


‘‘(2) are otherwise consistent with policies and guidelines
issued under section 3543 of title 44.
‘‘(f) DECISIONS ON PROMULGATION OF STANDARDS.—The decision


by the Secretary regarding the promulgation of any standard under
this section shall occur not later than 6 months after the submission
of the proposed standard to the Secretary by the National Institute
of Standards and Technology, as provided under section 20 of the
National Institute of Standards and Technology Act (15 U.S.C.
278g–3).


‘‘(g) DEFINITIONS.—In this section:
‘‘(1) FEDERAL INFORMATION SYSTEM.—The term ‘Federal


information system’ means an information system used or oper-
ated by an executive agency, by a contractor of an executive
agency, or by another organization on behalf of an executive
agency.


‘‘(2) INFORMATION SECURITY.—The term ‘information secu-
rity’ has the meaning given that term in section 3542(b)(1)
of title 44.


‘‘(3) NATIONAL SECURITY SYSTEM.—The term ‘national secu-
rity system’ has the meaning given that term in section
3542(b)(2) of title 44.’’.
(b) CLERICAL AMENDMENT.—The item relating to section 11331


in the table of sections at the beginning of chapter 113 of such
title is amended to read as follows:


‘‘11331. Responsibilities for Federal information systems standards.’’.


SEC. 303. NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY.


Section 20 of the National Institute of Standards and Tech-
nology Act (15 U.S.C. 278g–3), is amended by striking the text
and inserting the following:


‘‘(a) IN GENERAL.—The Institute shall—
‘‘(1) have the mission of developing standards, guidelines,


and associated methods and techniques for information sys-
tems;


‘‘(2) develop standards and guidelines, including minimum
requirements, for information systems used or operated by an
agency or by a contractor of an agency or other organization
on behalf of an agency, other than national security systems
(as defined in section 3542(b)(2) of title 44, United States Code);
and


‘‘(3) develop standards and guidelines, including minimum
requirements, for providing adequate information security for
all agency operations and assets, but such standards and guide-
lines shall not apply to national security systems.
‘‘(b) MINIMUM REQUIREMENTS FOR STANDARDS AND GUIDE-


LINES.—The standards and guidelines required by subsection (a)
shall include, at a minimum—


‘‘(1)(A) standards to be used by all agencies to categorize
all information and information systems collected or maintained
by or on behalf of each agency based on the objectives of
providing appropriate levels of information security according
to a range of risk levels;


‘‘(B) guidelines recommending the types of information and
information systems to be included in each such category; and


Deadline.
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‘‘(C) minimum information security requirements for
information and information systems in each such category;


‘‘(2) a definition of and guidelines concerning detection
and handling of information security incidents; and


‘‘(3) guidelines developed in conjunction with the Depart-
ment of Defense, including the National Security Agency, for
identifying an information system as a national security system
consistent with applicable requirements for national security
systems, issued in accordance with law and as directed by
the President.
‘‘(c) DEVELOPMENT OF STANDARDS AND GUIDELINES.—In devel-


oping standards and guidelines required by subsections (a) and
(b), the Institute shall—


‘‘(1) consult with other agencies and offices and the private
sector (including the Director of the Office of Management
and Budget, the Departments of Defense and Energy, the
National Security Agency, the General Accounting Office, and
the Secretary of Homeland Security) to assure—


‘‘(A) use of appropriate information security policies,
procedures, and techniques, in order to improve information
security and avoid unnecessary and costly duplication of
effort; and


‘‘(B) that such standards and guidelines are com-
plementary with standards and guidelines employed for
the protection of national security systems and information
contained in such systems;
‘‘(2) provide the public with an opportunity to comment


on proposed standards and guidelines;
‘‘(3) submit to the Secretary of Commerce for promulgation


under section 11331 of title 40, United States Code—
‘‘(A) standards, as required under subsection (b)(1)(A),


no later than 12 months after the date of the enactment
of this section; and


‘‘(B) minimum information security requirements for
each category, as required under subsection (b)(1)(C), no
later than 36 months after the date of the enactment
of this section;
‘‘(4) issue guidelines as required under subsection (b)(1)(B),


no later than 18 months after the date of the enactment of
this section;


‘‘(5) to the maximum extent practicable, ensure that such
standards and guidelines do not require the use or procurement
of specific products, including any specific hardware or software;


‘‘(6) to the maximum extent practicable, ensure that such
standards and guidelines provide for sufficient flexibility to
permit alternative solutions to provide equivalent levels of
protection for identified information security risks; and


‘‘(7) to the maximum extent practicable, use flexible,
performance-based standards and guidelines that permit the
use of off-the-shelf commercially developed information security
products.
‘‘(d) INFORMATION SECURITY FUNCTIONS.—The Institute shall—


‘‘(1) submit standards developed pursuant to subsection
(a), along with recommendations as to the extent to which
these should be made compulsory and binding, to the Secretary
of Commerce for promulgation under section 11331 of title
40, United States Code;


Deadline.


Deadlines.
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‘‘(2) provide technical assistance to agencies, upon request,
regarding—


‘‘(A) compliance with the standards and guidelines
developed under subsection (a);


‘‘(B) detecting and handling information security
incidents; and


‘‘(C) information security policies, procedures, and prac-
tices;
‘‘(3) conduct research, as needed, to determine the nature


and extent of information security vulnerabilities and tech-
niques for providing cost-effective information security;


‘‘(4) develop and periodically revise performance indicators
and measures for agency information security policies and prac-
tices;


‘‘(5) evaluate private sector information security policies
and practices and commercially available information tech-
nologies to assess potential application by agencies to
strengthen information security;


‘‘(6) assist the private sector, upon request, in using and
applying the results of activities under this section;


‘‘(7) evaluate security policies and practices developed for
national security systems to assess potential application by
agencies to strengthen information security;


‘‘(8) periodically assess the effectiveness of standards and
guidelines developed under this section and undertake revisions
as appropriate;


‘‘(9) solicit and consider the recommendations of the
Information Security and Privacy Advisory Board, established
by section 21, regarding standards and guidelines developed
under subsection (a) and submit such recommendations to the
Secretary of Commerce with such standards submitted to the
Secretary; and


‘‘(10) prepare an annual public report on activities under-
taken in the previous year, and planned for the coming year,
to carry out responsibilities under this section.
‘‘(e) DEFINITIONS.—As used in this section—


‘‘(1) the term ‘agency’ has the same meaning as provided
in section 3502(1) of title 44, United States Code;


‘‘(2) the term ‘information security’ has the same meaning
as provided in section 3542(b)(1) of such title;


‘‘(3) the term ‘information system’ has the same meaning
as provided in section 3502(8) of such title;


‘‘(4) the term ‘information technology’ has the same
meaning as provided in section 11101 of title 40, United States
Code; and


‘‘(5) the term ‘national security system’ has the same
meaning as provided in section 3542(b)(2) of title 44, United
States Code.
‘‘(f) AUTHORIZATION OF APPROPRIATIONS.—There are authorized


to be appropriated to the Secretary of Commerce $20,000,000 for
each of fiscal years 2003, 2004, 2005, 2006, and 2007 to enable
the National Institute of Standards and Technology to carry out
the provisions of this section.’’.


SEC. 304. INFORMATION SECURITY AND PRIVACY ADVISORY BOARD.


Section 21 of the National Institute of Standards and Tech-
nology Act (15 U.S.C. 278g–4), is amended—
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(1) in subsection (a), by striking ‘‘Computer System Security
and Privacy Advisory Board’’ and inserting ‘‘Information Secu-
rity and Privacy Advisory Board’’;


(2) in subsection (a)(1), by striking ‘‘computer or tele-
communications’’ and inserting ‘‘information technology’’;


(3) in subsection (a)(2)—
(A) by striking ‘‘computer or telecommunications tech-


nology’’ and inserting ‘‘information technology’’; and
(B) by striking ‘‘computer or telecommunications equip-


ment’’ and inserting ‘‘information technology’’;
(4) in subsection (a)(3)—


(A) by striking ‘‘computer systems’’ and inserting
‘‘information system’’; and


(B) by striking ‘‘computer systems security’’ and
inserting ‘‘information security’’;
(5) in subsection (b)(1) by striking ‘‘computer systems secu-


rity’’ and inserting ‘‘information security’’;
(6) in subsection (b) by striking paragraph (2) and inserting


the following:
‘‘(2) to advise the Institute, the Secretary of Commerce,


and the Director of the Office of Management and Budget
on information security and privacy issues pertaining to Federal
Government information systems, including through review of
proposed standards and guidelines developed under section 20;
and’’;


(7) in subsection (b)(3) by inserting ‘‘annually’’ after
‘‘report’’;


(8) by inserting after subsection (e) the following new sub-
section:
‘‘(f) The Board shall hold meetings at such locations and at


such time and place as determined by a majority of the Board.’’;
(9) by redesignating subsections (f) and (g) as subsections


(g) and (h), respectively; and
(10) by striking subsection (h), as redesignated by para-


graph (9), and inserting the following:
‘‘(h) As used in this section, the terms ‘information system’


and ‘information technology’ have the meanings given in section
20.’’.


SEC. 305. TECHNICAL AND CONFORMING AMENDMENTS.


(a) COMPUTER SECURITY ACT.—Section 11332 of title 40, United
States Code, and the item relating to that section in the table
of sections for chapter 113 of such title, are repealed.


(b) FLOYD D. SPENCE NATIONAL DEFENSE AUTHORIZATION ACT
FOR FISCAL YEAR 2001.—The Floyd D. Spence National Defense
Authorization Act for Fiscal Year 2001 (Public Law 106–398) is
amended by striking section 1062 (44 U.S.C. 3531 note).


(c) PAPERWORK REDUCTION ACT.—(1) Section 3504(g) of title
44, United States Code, is amended—


(A) by adding ‘‘and’’ at the end of paragraph (1);
(B) in paragraph (2)—


(i) by striking ‘‘sections 11331 and 11332(b) and (c)
of title 40’’ and inserting ‘‘section 11331 of title 40 and
subchapter II of this chapter’’; and


(ii) by striking ‘‘; and’’ and inserting a period; and
(C) by striking paragraph (3).
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(2) Section 3505 of such title is amended by adding at the
end—


‘‘(c) INVENTORY OF MAJOR INFORMATION SYSTEMS.—(1) The head
of each agency shall develop and maintain an inventory of major
information systems (including major national security systems)
operated by or under the control of such agency.


‘‘(2) The identification of information systems in an inventory
under this subsection shall include an identification of the interfaces
between each such system and all other systems or networks,
including those not operated by or under the control of the agency.


‘‘(3) Such inventory shall be—
‘‘(A) updated at least annually;
‘‘(B) made available to the Comptroller General; and
‘‘(C) used to support information resources management,


including—
‘‘(i) preparation and maintenance of the inventory of


information resources under section 3506(b)(4);
‘‘(ii) information technology planning, budgeting,


acquisition, and management under section 3506(h), sub-
title III of title 40, and related laws and guidance;


‘‘(iii) monitoring, testing, and evaluation of information
security controls under subchapter II;


‘‘(iv) preparation of the index of major information
systems required under section 552(g) of title 5, United
States Code; and


‘‘(v) preparation of information system inventories
required for records management under chapters 21, 29,
31, and 33.


‘‘(4) The Director shall issue guidance for and oversee the
implementation of the requirements of this subsection.’’.


(3) Section 3506(g) of such title is amended—
(A) by adding ‘‘and’’ at the end of paragraph (1);
(B) in paragraph (2)—


(i) by striking ‘‘section 11332 of title 40’’ and inserting
‘‘subchapter II of this chapter’’; and


(ii) by striking ‘‘; and’’ and inserting a period; and
(C) by striking paragraph (3).


TITLE IV—AUTHORIZATION OF APPRO-
PRIATIONS AND EFFECTIVE DATES


SEC. 401. AUTHORIZATION OF APPROPRIATIONS.


Except for those purposes for which an authorization of appro-
priations is specifically provided in title I or II, including the amend-
ments made by such titles, there are authorized to be appropriated
such sums as are necessary to carry out titles I and II for each
of fiscal years 2003 through 2007.


SEC. 402. EFFECTIVE DATES.


(a) TITLES I AND II.—
(1) IN GENERAL.—Except as provided under paragraph (2),


titles I and II and the amendments made by such titles shall
take effect 120 days after the date of enactment of this Act.


(2) IMMEDIATE ENACTMENT.—Sections 207, 214, and 215
shall take effect on the date of enactment of this Act.


44 USC 3601
note.
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(b) TITLES III AND IV.—Title III and this title shall take effect
on the date of enactment of this Act.


TITLE V—CONFIDENTIAL INFORMATION
PROTECTION AND STATISTICAL EFFI-
CIENCY


SEC. 501. SHORT TITLE.


This title may be cited as the ‘‘Confidential Information Protec-
tion and Statistical Efficiency Act of 2002’’.


SEC. 502. DEFINITIONS.


As used in this title:
(1) The term ‘‘agency’’ means any entity that falls within


the definition of the term ‘‘executive agency’’ as defined in
section 102 of title 31, United States Code, or ‘‘agency’’, as
defined in section 3502 of title 44, United States Code.


(2) The term ‘‘agent’’ means an individual—
(A)(i) who is an employee of a private organization


or a researcher affiliated with an institution of higher
learning (including a person granted special sworn status
by the Bureau of the Census under section 23(c) of title
13, United States Code), and with whom a contract or
other agreement is executed, on a temporary basis, by
an executive agency to perform exclusively statistical activi-
ties under the control and supervision of an officer or
employee of that agency;


(ii) who is working under the authority of a government
entity with which a contract or other agreement is executed
by an executive agency to perform exclusively statistical
activities under the control of an officer or employee of
that agency;


(iii) who is a self-employed researcher, a consultant,
a contractor, or an employee of a contractor, and with
whom a contract or other agreement is executed by an
executive agency to perform a statistical activity under
the control of an officer or employee of that agency; or


(iv) who is a contractor or an employee of a contractor,
and who is engaged by the agency to design or maintain
the systems for handling or storage of data received under
this title; and


(B) who agrees in writing to comply with all provisions
of law that affect information acquired by that agency.
(3) The term ‘‘business data’’ means operating and financial


data and information about businesses, tax-exempt organiza-
tions, and government entities.


(4) The term ‘‘identifiable form’’ means any representation
of information that permits the identity of the respondent to
whom the information applies to be reasonably inferred by
either direct or indirect means.


(5) The term ‘‘nonstatistical purpose’’—
(A) means the use of data in identifiable form for


any purpose that is not a statistical purpose, including


44 USC 3501
note.


44 USC 3501
note.
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any administrative, regulatory, law enforcement, adjudica-
tory, or other purpose that affects the rights, privileges,
or benefits of a particular identifiable respondent; and


(B) includes the disclosure under section 552 of title
5, United States Code (popularly known as the Freedom
of Information Act) of data that are acquired for exclusively
statistical purposes under a pledge of confidentiality.
(6) The term ‘‘respondent’’ means a person who, or organiza-


tion that, is requested or required to supply information to
an agency, is the subject of information requested or required
to be supplied to an agency, or provides that information to
an agency.


(7) The term ‘‘statistical activities’’—
(A) means the collection, compilation, processing, or


analysis of data for the purpose of describing or making
estimates concerning the whole, or relevant groups or
components within, the economy, society, or the natural
environment; and


(B) includes the development of methods or resources
that support those activities, such as measurement
methods, models, statistical classifications, or sampling
frames.
(8) The term ‘‘statistical agency or unit’’ means an agency


or organizational unit of the executive branch whose activities
are predominantly the collection, compilation, processing, or
analysis of information for statistical purposes.


(9) The term ‘‘statistical purpose’’—
(A) means the description, estimation, or analysis of


the characteristics of groups, without identifying the
individuals or organizations that comprise such groups;
and


(B) includes the development, implementation, or
maintenance of methods, technical or administrative proce-
dures, or information resources that support the purposes
described in subparagraph (A).


SEC. 503. COORDINATION AND OVERSIGHT OF POLICIES.


(a) IN GENERAL.—The Director of the Office of Management
and Budget shall coordinate and oversee the confidentiality and
disclosure policies established by this title. The Director may
promulgate rules or provide other guidance to ensure consistent
interpretation of this title by the affected agencies.


(b) AGENCY RULES.—Subject to subsection (c), agencies may
promulgate rules to implement this title. Rules governing disclo-
sures of information that are authorized by this title shall be
promulgated by the agency that originally collected the information.


(c) REVIEW AND APPROVAL OF RULES.—The Director shall review
any rules proposed by an agency pursuant to this title for consist-
ency with the provisions of this title and chapter 35 of title 44,
United States Code, and such rules shall be subject to the approval
of the Director.


(d) REPORTS.—
(1) The head of each agency shall provide to the Director


of the Office of Management and Budget such reports and
other information as the Director requests.


(2) Each Designated Statistical Agency referred to in sec-
tion 522 shall report annually to the Director of the Office


44 USC 3501
note.
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of Management and Budget, the Committee on Government
Reform of the House of Representatives, and the Committee
on Governmental Affairs of the Senate on the actions it has
taken to implement sections 523 and 524. The report shall
include copies of each written agreement entered into pursuant
to section 524(a) for the applicable year.


(3) The Director of the Office of Management and Budget
shall include a summary of reports submitted to the Director
under paragraph (2) and actions taken by the Director to
advance the purposes of this title in the annual report to
the Congress on statistical programs prepared under section
3504(e)(2) of title 44, United States Code.


SEC. 504. EFFECT ON OTHER LAWS.


(a) TITLE 44, UNITED STATES CODE.—This title, including
amendments made by this title, does not diminish the authority
under section 3510 of title 44, United States Code, of the Director
of the Office of Management and Budget to direct, and of an
agency to make, disclosures that are not inconsistent with any
applicable law.


(b) TITLE 13 AND TITLE 44, UNITED STATES CODE.—This title,
including amendments made by this title, does not diminish the
authority of the Bureau of the Census to provide information in
accordance with sections 8, 16, 301, and 401 of title 13, United
States Code, and section 2108 of title 44, United States Code.


(c) TITLE 13, UNITED STATES CODE.—This title, including
amendments made by this title, shall not be construed as author-
izing the disclosure for nonstatistical purposes of demographic data
or information collected by the Census Bureau pursuant to section
9 of title 13, United States Code.


(d) VARIOUS ENERGY STATUTES.—Data or information acquired
by the Energy Information Administration under a pledge of con-
fidentiality and designated by the Energy Information Administra-
tion to be used for exclusively statistical purposes shall not be
disclosed in identifiable form for nonstatistical purposes under—


(1) section 12, 20, or 59 of the Federal Energy Administra-
tion Act of 1974 (15 U.S.C. 771, 779, 790h);


(2) section 11 of the Energy Supply and Environmental
Coordination Act of 1974 (15 U.S.C. 796); or


(3) section 205 or 407 of the Department of the Energy
Organization Act of 1977 (42 U.S.C. 7135, 7177).
(e) SECTION 201 OF CONGRESSIONAL BUDGET ACT OF 1974.—


This title, including amendments made by this title, shall not
be construed to limit any authorities of the Congressional Budget
Office to work (consistent with laws governing the confidentiality
of information the disclosure of which would be a violation of
law) with databases of Designated Statistical Agencies (as defined
in section 522), either separately or, for data that may be shared
pursuant to section 524 of this title or other authority, jointly
in order to improve the general utility of these databases for the
statistical purpose of analyzing pension and health care financing
issues.


(f) PREEMPTION OF STATE LAW.—Nothing in this title shall
preempt applicable State law regarding the confidentiality of data
collected by the States.


44 USC 3501
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(g) STATUTES REGARDING FALSE STATEMENTS.—Notwith-
standing section 512, information collected by an agency for exclu-
sively statistical purposes under a pledge of confidentiality may
be provided by the collecting agency to a law enforcement agency
for the prosecution of submissions to the collecting agency of false
statistical information under statutes that authorize criminal pen-
alties (such as section 221 of title 13, United States Code) or
civil penalties for the provision of false statistical information,
unless such disclosure or use would otherwise be prohibited under
Federal law.


(h) CONSTRUCTION.—Nothing in this title shall be construed
as restricting or diminishing any confidentiality protections or pen-
alties for unauthorized disclosure that otherwise apply to data
or information collected for statistical purposes or nonstatistical
purposes, including, but not limited to, section 6103 of the Internal
Revenue Code of 1986 (26 U.S.C. 6103).


(i) AUTHORITY OF CONGRESS.—Nothing in this title shall be
construed to affect the authority of the Congress, including its
committees, members, or agents, to obtain data or information
for a statistical purpose, including for oversight of an agency’s
statistical activities.


Subtitle A—Confidential Information
Protection


SEC. 511. FINDINGS AND PURPOSES.


(a) FINDINGS.—The Congress finds the following:
(1) Individuals, businesses, and other organizations have


varying degrees of legal protection when providing information
to the agencies for strictly statistical purposes.


(2) Pledges of confidentiality by agencies provide assur-
ances to the public that information about individuals or
organizations or provided by individuals or organizations for
exclusively statistical purposes will be held in confidence and
will not be used against such individuals or organizations in
any agency action.


(3) Protecting the confidentiality interests of individuals
or organizations who provide information under a pledge of
confidentiality for Federal statistical programs serves both the
interests of the public and the needs of society.


(4) Declining trust of the public in the protection of informa-
tion provided under a pledge of confidentiality to the agencies
adversely affects both the accuracy and completeness of statis-
tical analyses.


(5) Ensuring that information provided under a pledge
of confidentiality for statistical purposes receives protection
is essential in continuing public cooperation in statistical pro-
grams.
(b) PURPOSES.—The purposes of this subtitle are the following:


(1) To ensure that information supplied by individuals or
organizations to an agency for statistical purposes under a
pledge of confidentiality is used exclusively for statistical pur-
poses.


(2) To ensure that individuals or organizations who supply
information under a pledge of confidentiality to agencies for
statistical purposes will neither have that information disclosed


44 USC 3501
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in identifiable form to anyone not authorized by this title nor
have that information used for any purpose other than a statis-
tical purpose.


(3) To safeguard the confidentiality of individually identifi-
able information acquired under a pledge of confidentiality
for statistical purposes by controlling access to, and uses made
of, such information.


SEC. 512. LIMITATIONS ON USE AND DISCLOSURE OF DATA AND
INFORMATION.


(a) USE OF STATISTICAL DATA OR INFORMATION.—Data or
information acquired by an agency under a pledge of confidentiality
and for exclusively statistical purposes shall be used by officers,
employees, or agents of the agency exclusively for statistical pur-
poses.


(b) DISCLOSURE OF STATISTICAL DATA OR INFORMATION.—
(1) Data or information acquired by an agency under a


pledge of confidentiality for exclusively statistical purposes shall
not be disclosed by an agency in identifiable form, for any
use other than an exclusively statistical purpose, except with
the informed consent of the respondent.


(2) A disclosure pursuant to paragraph (1) is authorized
only when the head of the agency approves such disclosure
and the disclosure is not prohibited by any other law.


(3) This section does not restrict or diminish any confiden-
tiality protections in law that otherwise apply to data or
information acquired by an agency under a pledge of confiden-
tiality for exclusively statistical purposes.
(c) RULE FOR USE OF DATA OR INFORMATION FOR NONSTATIS-


TICAL PURPOSES.—A statistical agency or unit shall clearly distin-
guish any data or information it collects for nonstatistical purposes
(as authorized by law) and provide notice to the public, before
the data or information is collected, that the data or information
could be used for nonstatistical purposes.


(d) DESIGNATION OF AGENTS.—A statistical agency or unit may
designate agents, by contract or by entering into a special agreement
containing the provisions required under section 502(2) for treat-
ment as an agent under that section, who may perform exclusively
statistical activities, subject to the limitations and penalties
described in this title.


SEC. 513. FINES AND PENALTIES.


Whoever, being an officer, employee, or agent of an agency
acquiring information for exclusively statistical purposes, having
taken and subscribed the oath of office, or having sworn to observe
the limitations imposed by section 512, comes into possession of
such information by reason of his or her being an officer, employee,
or agent and, knowing that the disclosure of the specific information
is prohibited under the provisions of this title, willfully discloses
the information in any manner to a person or agency not entitled
to receive it, shall be guilty of a class E felony and imprisoned
for not more than 5 years, or fined not more than $250,000, or
both.


44 USC 3501
note.
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Subtitle B—Statistical Efficiency


SEC. 521. FINDINGS AND PURPOSES.


(a) FINDINGS.—The Congress finds the following:
(1) Federal statistics are an important source of information


for public and private decision-makers such as policymakers,
consumers, businesses, investors, and workers.


(2) Federal statistical agencies should continuously seek
to improve their efficiency. Statutory constraints limit the
ability of these agencies to share data and thus to achieve
higher efficiency for Federal statistical programs.


(3) The quality of Federal statistics depends on the willing-
ness of businesses to respond to statistical surveys. Reducing
reporting burdens will increase response rates, and therefore
lead to more accurate characterizations of the economy.


(4) Enhanced sharing of business data among the Bureau
of the Census, the Bureau of Economic Analysis, and the
Bureau of Labor Statistics for exclusively statistical purposes
will improve their ability to track more accurately the large
and rapidly changing nature of United States business. In
particular, the statistical agencies will be able to better ensure
that businesses are consistently classified in appropriate indus-
tries, resolve data anomalies, produce statistical samples that
are consistently adjusted for the entry and exit of new
businesses in a timely manner, and correct faulty reporting
errors quickly and efficiently.


(5) The Congress enacted the International Investment and
Trade in Services Act of 1990 that allowed the Bureau of
the Census, the Bureau of Economic Analysis, and the Bureau
of Labor Statistics to share data on foreign-owned companies.
The Act not only expanded detailed industry coverage from
135 industries to over 800 industries with no increase in the
data collected from respondents but also demonstrated how
data sharing can result in the creation of valuable data prod-
ucts.


(6) With subtitle A of this title, the sharing of business
data among the Bureau of the Census, the Bureau of Economic
Analysis, and the Bureau of Labor Statistics continues to ensure
the highest level of confidentiality for respondents to statistical
surveys.
(b) PURPOSES.—The purposes of this subtitle are the following:


(1) To authorize the sharing of business data among the
Bureau of the Census, the Bureau of Economic Analysis, and
the Bureau of Labor Statistics for exclusively statistical pur-
poses.


(2) To reduce the paperwork burdens imposed on businesses
that provide requested information to the Federal Government.


(3) To improve the comparability and accuracy of Federal
economic statistics by allowing the Bureau of the Census, the
Bureau of Economic Analysis, and the Bureau of Labor Statis-
tics to update sample frames, develop consistent classifications
of establishments and companies into industries, improve cov-
erage, and reconcile significant differences in data produced
by the three agencies.


(4) To increase understanding of the United States
economy, especially for key industry and regional statistics,


44 USC 3501
note.
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to develop more accurate measures of the impact of technology
on productivity growth, and to enhance the reliability of the
Nation’s most important economic indicators, such as the
National Income and Product Accounts.


SEC. 522. DESIGNATION OF STATISTICAL AGENCIES.


For purposes of this subtitle, the term ‘‘Designated Statistical
Agency’’ means each of the following:


(1) The Bureau of the Census of the Department of Com-
merce.


(2) The Bureau of Economic Analysis of the Department
of Commerce.


(3) The Bureau of Labor Statistics of the Department of
Labor.


SEC. 523. RESPONSIBILITIES OF DESIGNATED STATISTICAL AGENCIES.


The head of each of the Designated Statistical Agencies shall—
(1) identify opportunities to eliminate duplication and


otherwise reduce reporting burden and cost imposed on the
public in providing information for statistical purposes;


(2) enter into joint statistical projects to improve the quality
and reduce the cost of statistical programs; and


(3) protect the confidentiality of individually identifiable
information acquired for statistical purposes by adhering to
safeguard principles, including—


(A) emphasizing to their officers, employees, and agents
the importance of protecting the confidentiality of informa-
tion in cases where the identity of individual respondents
can reasonably be inferred by either direct or indirect
means;


(B) training their officers, employees, and agents in
their legal obligations to protect the confidentiality of
individually identifiable information and in the procedures
that must be followed to provide access to such information;


(C) implementing appropriate measures to assure the
physical and electronic security of confidential data;


(D) establishing a system of records that identifies
individuals accessing confidential data and the project for
which the data were required; and


(E) being prepared to document their compliance with
safeguard principles to other agencies authorized by law
to monitor such compliance.


SEC. 524. SHARING OF BUSINESS DATA AMONG DESIGNATED STATIS-
TICAL AGENCIES.


(a) IN GENERAL.—A Designated Statistical Agency may provide
business data in an identifiable form to another Designated Statis-
tical Agency under the terms of a written agreement among the
agencies sharing the business data that specifies—


(1) the business data to be shared;
(2) the statistical purposes for which the business data


are to be used;
(3) the officers, employees, and agents authorized to


examine the business data to be shared; and
(4) appropriate security procedures to safeguard the con-


fidentiality of the business data.
(b) RESPONSIBILITIES OF AGENCIES UNDER OTHER LAWS.—The


provision of business data by an agency to a Designated Statistical


44 USC 3501
note.
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Agency under this subtitle shall in no way alter the responsibility
of the agency providing the data under other statutes (including
section 552 of title 5, United States Code (popularly known as
the Freedom of Information Act), and section 552b of title 5, United
States Code (popularly known as the Privacy Act of 1974)) with
respect to the provision or withholding of such information by
the agency providing the data.


(c) RESPONSIBILITIES OF OFFICERS, EMPLOYEES, AND AGENTS.—
Examination of business data in identifiable form shall be limited
to the officers, employees, and agents authorized to examine the
individual reports in accordance with written agreements pursuant
to this section. Officers, employees, and agents of a Designated
Statistical Agency who receive data pursuant to this subtitle shall
be subject to all provisions of law, including penalties, that relate—


(1) to the unlawful provision of the business data that
would apply to the officers, employees, and agents of the agency
that originally obtained the information; and


(2) to the unlawful disclosure of the business data that
would apply to officers, employees, and agents of the agency
that originally obtained the information.
(d) NOTICE.—Whenever a written agreement concerns data that


respondents were required by law to report and the respondents
were not informed that the data could be shared among the Des-
ignated Statistical Agencies, for exclusively statistical purposes,
the terms of such agreement shall be described in a public notice
issued by the agency that intends to provide the data. Such notice
shall allow a minimum of 60 days for public comment.


SEC. 525. LIMITATIONS ON USE OF BUSINESS DATA PROVIDED BY DES-
IGNATED STATISTICAL AGENCIES.


(a) USE, GENERALLY.—Business data provided by a Designated
Statistical Agency pursuant to this subtitle shall be used exclusively
for statistical purposes.


(b) PUBLICATION.—Publication of business data acquired by a
Designated Statistical Agency shall occur in a manner whereby
the data furnished by any particular respondent are not in identifi-
able form.


SEC. 526. CONFORMING AMENDMENTS.


(a) DEPARTMENT OF COMMERCE.—Section 1 of the Act of
January 27, 1938 (15 U.S.C. 176a) is amended by striking ‘‘The’’
and inserting ‘‘Except as provided in the Confidential Information
Protection and Statistical Efficiency Act of 2002, the’’.


(b) TITLE 13.—Chapter 10 of title 13, United States Code,
is amended—


(1) by adding after section 401 the following:


‘‘§ 402. Providing business data to Designated Statistical
Agencies


‘‘The Bureau of the Census may provide business data to the
Bureau of Economic Analysis and the Bureau of Labor Statistics
(‘Designated Statistical Agencies’) if such information is required
for an authorized statistical purpose and the provision is the subject
of a written agreement with that Designated Statistical Agency,
or their successors, as defined in the Confidential Information
Protection and Statistical Efficiency Act of 2002.’’; and


44 USC 3501
note.


44 USC 3501
note.


Public
information.
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LEGISLATIVE HISTORY—H.R. 2458 (S. 803):
HOUSE REPORTS: No. 107–787, Pt. 1 (Comm. on Government Reform).
SENATE REPORTS: No. 107–174 accompanying S. 803 (Comm. on Governmental


Affairs).
CONGRESSIONAL RECORD, Vol. 148 (2002):


Nov. 14, considered and passed House.
Nov. 15, considered and passed Senate.


WEEKLY COMPILATION OF PRESIDENTIAL DOCUMENTS, Vol. 38 (2002):
Dec. 17, Presidential statement.


Æ


(2) in the table of sections for the chapter by adding after
the item relating to section 401 the following:


‘‘402. Providing business data to Designated Statistical Agencies.’’.


Approved December 17, 2002.
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-CITE- 
 
    10 USC Sec. 2224                                            01/07/2011 
 
-EXPCITE- 
 
    TITLE 10 - ARMED FORCES 
 
    Subtitle A - General Military Law 
 
    PART IV - SERVICE, SUPPLY, AND PROCUREMENT 
 
    CHAPTER 131 - PLANNING AND COORDINATION 
 
-HEAD- 
 
    Sec. 2224. Defense Information Assurance Program 
 
-STATUTE- 
 
      (a) Defense Information Assurance Program. - The Secretary of 
 
    Defense shall carry out a program, to be known as the "Defense 
 
    Information Assurance Program", to protect and defend Department of 
 
    Defense information, information systems, and information networks 
 
    that are critical to the Department and the armed forces during day- 
 
    to-day operations and operations in times of crisis. 
 
      (b) Objectives of the Program. - The objectives of the program 
 
    shall be to provide continuously for the availability, integrity, 
 
    authentication, confidentiality, nonrepudiation, and rapid 
 
    restitution of information and information systems that are 
 
    essential elements of the Defense Information Infrastructure. 
 
      (c) Program Strategy. - In carrying out the program, the 
 
    Secretary shall develop a program strategy that encompasses those 
 
    actions necessary to assure the readiness, reliability, continuity, 
 
    and integrity of Defense information systems, networks, and 
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    infrastructure, including through compliance with subchapter II of 
 
    chapter 35 of title 44, including through compliance with 
 
    subchapter III of chapter 35 of title 44. The program strategy 
 
    shall include the following: 
 
        (1) A vulnerability and threat assessment of elements of the 
 
      defense and supporting nondefense information infrastructures 
 
      that are essential to the operations of the Department and the 
 
      armed forces. 
 
        (2) Development of essential information assurances 
 
      technologies and programs. 
 
        (3) Organization of the Department, the armed forces, and 
 
      supporting activities to defend against information warfare. 
 
        (4) Joint activities of the Department with other departments 
 
      and agencies of the Government, State and local agencies, and 
 
      elements of the national information infrastructure. 
 
        (5) The conduct of exercises, war games, simulations, 
 
      experiments, and other activities designed to prepare the 
 
      Department to respond to information warfare threats. 
 
        (6) Development of proposed legislation that the Secretary 
 
      considers necessary for implementing the program or for otherwise 
 
      responding to the information warfare threat. 
 
      (d) Coordination. - In carrying out the program, the Secretary 
 
    shall coordinate, as appropriate, with the head of any relevant 
 
    Federal agency and with representatives of those national critical 
 
    information infrastructure systems that are essential to the 
 
    operations of the Department and the armed forces on information 
 
    assurance measures necessary to the protection of these systems. 
 
      [(e) Repealed. Pub. L. 108-136, div. A, title X, Sec. 
 
    1031(a)(12), Nov. 24, 2003, 117 Stat. 1597.] 
 
      (f) Information Assurance Test Bed. - The Secretary shall develop 
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    an information assurance test bed within the Department of Defense 
 
    to provide -  
 
        (1) an integrated organization structure to plan and facilitate 
 
      the conduct of simulations, war games, exercises, experiments, 
 
      and other activities to prepare and inform the Department 
 
      regarding information warfare threats; and 
 
        (2) organization and planning means for the conduct by the 
 
      Department of the integrated or joint exercises and experiments 
 
      with elements of the national information systems infrastructure 
 
      and other non-Department of Defense organizations that are 
 
      responsible for the oversight and management of critical 
 
      information systems and infrastructures on which the Department, 
 
      the armed forces, and supporting activities depend for the 
 
      conduct of daily operations and operations during crisis. 
 
-SOURCE- 
 
    (Added Pub. L. 106-65, div. A, title X, Sec. 1043(a), Oct. 5, 1999, 
 
    113 Stat. 760; amended Pub. L. 106-398, Sec. 1 [[div. A], title X, 
 
    Sec. 1063], Oct. 30, 2000, 114 Stat. 1654, 1654A-274; Pub. L. 107- 
 
    296, title X, Sec. 1001(c)(1)(B), Nov. 25, 2002, 116 Stat. 2267; 
 
    Pub. L. 107-347, title III, Sec. 301(c)(1)(B), Dec. 17, 2002, 116 
 
    Stat. 2955; Pub. L. 108-136, div. A, title X, Sec. 1031(a)(12), 
 
    Nov. 24, 2003, 117 Stat. 1597; Pub. L. 108-375, div. A, title X, 
 
    Sec. 1084(d)(17), Oct. 28, 2004, 118 Stat. 2062.) 
 
-MISC1- 
 
                                AMENDMENTS                             
 
      2004 - Subsec. (c). Pub. L. 108-375 substituted "subchapter II" 
 
    for "subtitle II" in introductory provisions. 
 
      2003 - Subsec. (e). Pub. L. 108-136 struck out subsec. (e) which 
 
    directed the Secretary of Defense to annually submit to Congress a 
 
    report on the Defense Information Assurance Program. 
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      2002 - Subsec. (b). Pub. L. 107-296, Sec. 1001(c)(1)(B)(i), and 
 
    Pub. L. 107-347, Sec. 301(c)(1)(B)(i), amended subsec. (b) 
 
    identically, substituting "Objectives of the Program" for 
 
    "Objectives and Minimum Requirements" in heading and striking out 
 
    par. (1) designation before "The objectives". 
 
      Subsec. (b)(2). Pub. L. 107-347, Sec. 301(c)(1)(B)(ii), struck 
 
    out par. (2) which read as follows: "The program shall at a minimum 
 
    meet the requirements of sections 3534 and 3535 of title 44." 
 
      Pub. L. 107-296, Sec. 1001(c)(1)(B)(ii), which directed the 
 
    striking out of "(2) the program shall at a minimum meet the 
 
    requirements of section 3534 and 3535 of title 44, United States 
 
    Code." could not be executed. See above par. 
 
      Subsec. (c). Pub. L. 107-347, Sec. 301(c)(1)(B)(iii), inserted ", 
 
    including through compliance with subchapter III of chapter 35 of 
 
    title 44" after "infrastructure" in introductory provisions. 
 
      Pub. L. 107-296, Sec. 1001(c)(1)(B)(iii), inserted ", including 
 
    through compliance with subtitle II of chapter 35 of title 44" 
 
    after "infrastructure" in introductory provisions. 
 
      2000 - Subsec. (b). Pub. L. 106-398, Sec. 1 [[div. A], title X, 
 
    Sec. 1063(a)], substituted "Objectives and Minimum Requirements" 
 
    for "Objectives of the Program" in heading, designated existing 
 
    provisions as par. (1), and added par. (2). 
 
      Subsec. (e)(7). Pub. L. 106-398, Sec. 1 [[div. A], title X, Sec. 
 
    1063(b)], added par. (7). 
 
                     EFFECTIVE DATE OF 2002 AMENDMENT                  
 
      Amendment by Pub. L. 107-296 effective 60 days after Nov. 25, 
 
    2002, see section 4 of Pub. L. 107-296, set out as an Effective 
 
    Date note under section 101 of Title 6, Domestic Security. 
 
                     EFFECTIVE DATE OF 2000 AMENDMENT                  
 
      Amendment by Pub. L. 106-398 effective 30 days after Oct. 30, 
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    2000, see section 1 [[div. A], title X, Sec. 1065] of Pub. L. 106- 
 
    398, set out as an Effective Date note under section 3531 of Title 
 
    44, Public Printing and Documents. 
 
                  STRATEGY ON COMPUTER SOFTWARE ASSURANCE               
 
      Pub. L. 111-383, div. A, title IX, Sec. 932, Jan. 7, 2011, 124 
 
    Stat. 4335, provided that: 
 
      "(a) Strategy Required. - The Secretary of Defense shall develop 
 
    and implement, by not later than October 1, 2011, a strategy for 
 
    assuring the security of software and software-based applications 
 
    for all covered systems. 
 
      "(b) Covered Systems. - For purposes of this section, a covered 
 
    system is any critical information system or weapon system of the 
 
    Department of Defense, including the following: 
 
        "(1) A major system, as that term is defined in section 2302(5) 
 
      of title 10, United States Code. 
 
        "(2) A national security system, as that term is defined in 
 
      section 3542(b)(2) of title 44, United States Code. 
 
        "(3) Any Department of Defense information system categorized 
 
      as Mission Assurance Category I. 
 
        "(4) Any Department of Defense information system categorized 
 
      as Mission Assurance Category II in accordance with Department of 
 
      Defense Directive 8500.01E. 
 
      "(c) Elements. - The strategy required by subsection (a) shall 
 
    include the following: 
 
        "(1) Policy and regulations on the following: 
 
          "(A) Software assurance generally. 
 
          "(B) Contract requirements for software assurance for covered 
 
        systems in development and production. 
 
          "(C) Inclusion of software assurance in milestone reviews and 
 
        milestone approvals. 
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          "(D) Rigorous test and evaluation of software assurance in 
 
        development, acceptance, and operational tests. 
 
          "(E) Certification and accreditation requirements for 
 
        software assurance for new systems and for updates for legacy 
 
        systems, including mechanisms to monitor and enforce 
 
        reciprocity of certification and accreditation processes among 
 
        the military departments and Defense Agencies. 
 
          "(F) Remediation in legacy systems of critical software 
 
        assurance deficiencies that are defined as critical in 
 
        accordance with the Application Security Technical 
 
        Implementation Guide of the Defense Information Systems Agency. 
 
        "(2) Allocation of adequate facilities and other resources for 
 
      test and evaluation and certification and accreditation of 
 
      software to meet applicable requirements for research and 
 
      development, systems acquisition, and operations. 
 
        "(3) Mechanisms for protection against compromise of 
 
      information systems through the supply chain or cyber attack by 
 
      acquiring and improving automated tools for -  
 
          "(A) assuring the security of software and software 
 
        applications during software development; 
 
          "(B) detecting vulnerabilities during testing of software; 
 
        and 
 
          "(C) detecting intrusions during real-time monitoring of 
 
        software applications. 
 
        "(4) Mechanisms providing the Department of Defense with the 
 
      capabilities -  
 
          "(A) to monitor systems and applications in order to detect 
 
        and defeat attempts to penetrate or disable such systems and 
 
        applications; and 
 
          "(B) to ensure that such monitoring capabilities are 
 


Page 6 of 9U.S. Code


2/28/2012http://uscode.house.gov/uscode-cgi/fastweb.exe?getdoc+uscview+t09t12+1376+0++1.5.2....







        integrated into the Department of Defense system of cyber 
 
        defense-in-depth capabilities. 
 
        "(5) An update to Committee for National Security Systems 
 
      Instruction No. 4009, entitled 'National Information Assurance 
 
      Glossary', to include a standard definition for software security 
 
      assurance. 
 
        "(6) Either -  
 
          "(A) mechanisms to ensure that vulnerable Mission Assurance 
 
        Category III information systems, if penetrated, cannot be used 
 
        as a foundation for penetration of protected covered systems, 
 
        and means for assessing the effectiveness of such mechanisms; 
 
        or 
 
          "(B) plans to address critical vulnerabilities in Mission 
 
        Assurance Category III information systems to prevent their use 
 
        for intrusions of Mission Assurance Category I systems and 
 
        Mission Assurance Category II systems. 
 
        "(7) A funding mechanism for remediation of critical software 
 
      assurance vulnerabilities in legacy systems. 
 
      "(d) Report. - Not later than October 1, 2011, the Secretary of 
 
    Defense shall submit to the congressional defense committees 
 
    [Committees on Armed Services and Appropriations of the Senate and 
 
    the House of Representatives] a report on the strategy required by 
 
    subsection (a). The report shall include the following: 
 
        "(1) A description of the current status of the strategy 
 
      required by subsection (a) and of the implementation of the 
 
      strategy, including a description of the role of the strategy in 
 
      the risk management by the Department regarding the supply chain 
 
      and in operational planning for cyber security. 
 
        "(2) A description of the risks, if any, that the Department 
 
      will accept in the strategy due to limitations on funds or other 
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      applicable constraints." 
 
    INSTITUTE FOR DEFENSE COMPUTER SECURITY AND INFORMATION PROTECTION 
 
      Pub. L. 106-398, Sec. 1 [[div. A], title IX, Sec. 921], Oct. 30, 
 
    2000, 114 Stat. 1654, 1654A-233, provided that: 
 
      "(a) Establishment. - The Secretary of Defense shall establish an 
 
    Institute for Defense Computer Security and Information Protection. 
 
      "(b) Mission. - The Secretary shall require the institute -  
 
        "(1) to conduct research and technology development that is 
 
      relevant to foreseeable computer and network security 
 
      requirements and information assurance requirements of the 
 
      Department of Defense with a principal focus on areas not being 
 
      carried out by other organizations in the private or public 
 
      sector; and 
 
        "(2) to facilitate the exchange of information regarding 
 
      cyberthreats, technology, tools, and other relevant issues. 
 
      "(c) Contractor Operation. - The Secretary shall enter into a 
 
    contract with a not-for-profit entity, or a consortium of not-for- 
 
    profit entities, to organize and operate the institute. The 
 
    Secretary shall use competitive procedures for the selection of the 
 
    contractor to the extent determined necessary by the Secretary. 
 
      "(d) Funding. - Of the amount authorized to be appropriated by 
 
    section 301(5) [114 Stat. 1654A-52], $5,000,000 shall be available 
 
    for the Institute for Defense Computer Security and Information 
 
    Protection. 
 
      "(e) Report. - Not later than April 1, 2001, the Secretary shall 
 
    submit to the congressional defense committees [Committees on Armed 
 
    Services and Appropriations of the Senate and the House of 
 
    Representatives] the Secretary's plan for implementing this 
 
    section." 
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-CITE- 
 
    16 USC Sec. 1451                                            01/07/2011 
 
-EXPCITE- 
 
    TITLE 16 - CONSERVATION 
 
    CHAPTER 33 - COASTAL ZONE MANAGEMENT 
 
-HEAD- 
 
    Sec. 1451. Congressional findings 
 
-STATUTE- 
 
      The Congress finds that -  
 
      (a) There is a national interest in the effective management, 
 
    beneficial use, protection, and development of the coastal zone. 
 
      (b) The coastal zone is rich in a variety of natural, commercial, 
 
    recreational, ecological, industrial, and esthetic resources of 
 
    immediate and potential value to the present and future well-being 
 
    of the Nation. 
 
      (c) The increasing and competing demands upon the lands and 
 
    waters of our coastal zone occasioned by population growth and 
 
    economic development, including requirements for industry, 
 
    commerce, residential development, recreation, extraction of 
 
    mineral resources and fossil fuels, transportation and navigation, 
 
    waste disposal, and harvesting of fish, shellfish, and other living 
 
    marine resources, have resulted in the loss of living marine 
 
    resources, wildlife, nutrient-rich areas, permanent and adverse 
 
    changes to ecological systems, decreasing open space for public 
 
    use, and shoreline erosion. 
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      (d) The habitat areas of the coastal zone, and the fish, 
 
    shellfish, other living marine resources, and wildlife therein, are 
 
    ecologically fragile and consequently extremely vulnerable to 
 
    destruction by man's alterations. 
 
      (e) Important ecological, cultural, historic, and esthetic values 
 
    in the coastal zone which are essential to the well-being of all 
 
    citizens are being irretrievably damaged or lost. 
 
      (f) New and expanding demands for food, energy, minerals, defense 
 
    needs, recreation, waste disposal, transportation, and industrial 
 
    activities in the Great Lakes, territorial sea, exclusive economic 
 
    zone, and Outer Continental Shelf are placing stress on these areas 
 
    and are creating the need for resolution of serious conflicts among 
 
    important and competing uses and values in coastal and ocean 
 
    waters; (!1) 
 
      (g) Special natural and scenic characteristics are being damaged 
 
    by ill-planned development that threatens these values. 
 
      (h) In light of competing demands and the urgent need to protect 
 
    and to give high priority to natural systems in the coastal zone, 
 
    present state and local institutional arrangements for planning and 
 
    regulating land and water uses in such areas are inadequate. 
 
      (i) The key to more effective protection and use of the land and 
 
    water resources of the coastal zone is to encourage the states to 
 
    exercise their full authority over the lands and waters in the 
 
    coastal zone by assisting the states, in cooperation with Federal 
 
    and local governments and other vitally affected interests, in 
 
    developing land and water use programs for the coastal zone, 
 
    including unified policies, criteria, standards, methods, and 
 
    processes for dealing with land and water use decisions of more 
 
    than local significance. 
 
      (j) The national objective of attaining a greater degree of 
 


Page 2 of 29U.S. Code


2/28/2012http://uscode.house.gov/uscode-cgi/fastweb.exe?getdoc+uscview+t13t16+7319+0++1.5.3....







    energy self-sufficiency would be advanced by providing Federal 
 
    financial assistance to meet state and local needs resulting from 
 
    new or expanded energy activity in or affecting the coastal zone. 
 
      (k) Land uses in the coastal zone, and the uses of adjacent lands 
 
    which drain into the coastal zone, may significantly affect the 
 
    quality of coastal waters and habitats, and efforts to control 
 
    coastal water pollution from land use activities must be improved. 
 
      (l) Because global warming may result in a substantial sea level 
 
    rise with serious adverse effects in the coastal zone, coastal 
 
    states must anticipate and plan for such an occurrence. 
 
      (m) Because of their proximity to and reliance upon the ocean and 
 
    its resources, the coastal states have substantial and significant 
 
    interests in the protection, management, and development of the 
 
    resources of the exclusive economic zone that can only be served by 
 
    the active participation of coastal states in all Federal programs 
 
    affecting such resources and, wherever appropriate, by the 
 
    development of state ocean resource plans as part of their 
 
    federally approved coastal zone management programs. 
 
-SOURCE- 
 
    (Pub. L. 89-454, title III, Sec. 302, as added Pub. L. 92-583, Oct. 
 
    27, 1972, 86 Stat. 1280; amended Pub. L. 94-370, Sec. 2, July 26, 
 
    1976, 90 Stat. 1013; Pub. L. 96-464, Sec. 2, Oct. 17, 1980, 94 
 
    Stat. 2060; Pub. L. 101-508, title VI, Sec. 6203(a), Nov. 5, 1990, 
 
    104 Stat. 1388-300.) 
 
-MISC1- 
 
                                AMENDMENTS                             
 
      1990 - Subsec. (d). Pub. L. 101-508, Sec. 6203(a)(1), inserted 
 
    "habitat areas of the" before "coastal zone". 
 
      Subsec. (f). Pub. L. 101-508, Sec. 6203(a)(2), inserted 
 
    "exclusive economic zone," after "territorial sea,". 
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      Subsecs. (k) to (m). Pub. L. 101-508, Sec. 6203(a)(3), added 
 
    subsecs. (k) to (m). 
 
      1980 - Subsecs. (f) to (j). Pub. L. 96-464, Sec. 2(1), (2), added 
 
    subsec. (f) and redesignated former subsecs. (f) to (i) as (g) to 
 
    (j), respectively. 
 
      1976 - Subsec. (b). Pub. L. 94-370, Sec. 2(1), inserted 
 
    "ecological," after "recreational,". 
 
      Subsec. (i). Pub. L. 94-370, Sec. 2(3), added subsec. (i). 
 
                       SHORT TITLE OF 2009 AMENDMENT                    
 
      Pub. L. 111-11, title XII, Sec. 12501, Mar. 30, 2009, 123 Stat. 
 
    1442, provided that: "This Act [probably should be "subtitle", 
 
    meaning subtitle E (Secs. 12501, 12502) of title XII of Pub. L. 111- 
 
    11, enacting section 1456-1 of this title] may be cited as the 
 
    'Coastal and Estuarine Land Conservation Program Act'." 
 
                       SHORT TITLE OF 2004 AMENDMENT                    
 
      Pub. L. 108-456, title I, Sec. 101, Dec. 10, 2004, 118 Stat. 
 
    3630, provided that: "This title [enacting and amending provisions 
 
    set out as notes under this section] may be cited as the 'Harmful 
 
    Algal Bloom and Hypoxia Amendments Act of 2004'." 
 
                       SHORT TITLE OF 1996 AMENDMENT                    
 
      Pub. L. 104-150, Sec. 1, June 3, 1996, 110 Stat. 1380, provided 
 
    that: "This Act [enacting section 1465 of this title, amending 
 
    sections 1454, 1455a, 1456a, 1456b, 1461, and 1464 of this title, 
 
    and enacting provisions set out as a note under section 1454 of 
 
    this title] may be cited as the 'Coastal Zone Protection Act of 
 
    1996'." 
 
                       SHORT TITLE OF 1990 AMENDMENT                    
 
      Section 6201 of title VI of Pub. L. 101-508 provided that: "This 
 
    subtitle [subtitle C (Secs. 6201-6217) of title VI of Pub. L. 101- 
 
    508, enacting sections 1455b, 1456c, and 1460 of this title, 
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    amending this section and sections 1452 to 1456b, 1458, 1461, and 
 
    1464 of this title, and enacting provisions set out as notes under 
 
    this section and section 1455 of this title] may be cited as the 
 
    'Coastal Zone Act Reauthorization Amendments of 1990'." 
 
                       SHORT TITLE OF 1986 AMENDMENT                    
 
      Pub. L. 99-272, title VI, Sec. 6041, Apr. 7, 1986, 100 Stat. 124, 
 
    provided that: "This subtitle [subtitle D (Secs. 6041-6047) of 
 
    title VI of Pub. L. 99-272, amending sections 1455, 1455a, 1456a, 
 
    1458, 1461, and 1464 of this title, repealing sections 1456c and 
 
    1460 of this title, and repealing provisions set out as a note 
 
    under this section] may be cited as the 'Coastal Zone Management 
 
    Reauthorization Act of 1985'." 
 
                       SHORT TITLE OF 1980 AMENDMENT                    
 
      Section 1 of Pub. L. 96-464 provided: "That this Act [enacting 
 
    sections 1455a and 1463a of this title, amending this section and 
 
    sections 1452, 1453, 1455, 1456a, 1456b, 1458, 1461, 1462, and 1464 
 
    of this title, and enacting provisions set out as notes under 
 
    sections 1455, 1458, and 1463a of this title] may be cited as the 
 
    'Coastal Zone Management Improvement Act of 1980'." 
 
                       SHORT TITLE OF 1976 AMENDMENT                    
 
      Section 1 of Pub. L. 94-370 provided: "That this Act [enacting 
 
    section 1511a of Title 15, Commerce and Trade, and sections 1456a 
 
    to 1456c of this title, amending this section, sections 1453 to 
 
    1456 and 1457 to 1464 of this title, and section 5316 of Title 5, 
 
    Government Organization and Employees, and enacting provisions set 
 
    out as notes under section 1511a of Title 15 and section 1462 of 
 
    this title] may be cited as the 'Coastal Zone Management Act 
 
    Amendments of 1976'." 
 
                                SHORT TITLE                             
 
      Section 301 of title III of Pub. L. 89-454, as added by Pub. L. 
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    92-583, provided that: "This title [enacting this chapter] may be 
 
    cited as the 'Coastal Zone Management Act of 1972'." 
 
                            HYPOXIA ASSESSMENT                         
 
      Pub. L. 110-114, title V, Sec. 5022, Nov. 8, 2007, 121 Stat. 
 
    1203, provided that: "The Secretary [of the Army] may participate 
 
    with Federal, State, and local agencies, non-Federal and nonprofit 
 
    entities, regional researchers, and other interested parties to 
 
    assess hypoxia in the Gulf of Mexico." 
 
           HARMFUL ALGAL BLOOMS AND HYPOXIA RESEARCH AND CONTROL        
 
      Pub. L. 108-456, title I, Sec. 102, Dec. 10, 2004, 118 Stat. 
 
    3630, provided in part that: "In developing the assessments, 
 
    reports, and plans under the amendments made by this title [see 
 
    Short Title of 2004 Amendment note above], the Task Force [Inter- 
 
    Agency Task Force on Harmful Algal Blooms and Hypoxia] shall 
 
    consult with the coastal States, Indian tribes, local governments, 
 
    appropriate industries (including fisheries, agriculture, and 
 
    fertilizer), academic institutions, and nongovernmental 
 
    organizations with expertise in coastal zone science and 
 
    management." 
 
      Pub. L. 105-383, title VI, Nov. 13, 1998, 112 Stat. 3447, as 
 
    amended by Pub. L. 108-456, title I, Secs. 102-105, Dec. 10, 2004, 
 
    118 Stat. 3630-3633; Pub. L. 110-161, div. B, title V, Sec. 528, 
 
    Dec. 26, 2007, 121 Stat. 1930, provided that: 
 
      "SEC. 601. SHORT TITLE. 
 
      "This title may be cited as the 'Harmful Algal Bloom and Hypoxia 
 
    Research and Control Act of 1998'. 
 
      "SEC. 602. FINDINGS. 
 
      "The Congress finds that -  
 
        "(1) the recent outbreak of the harmful microbe Pfiesteria 
 
      piscicida in the coastal waters of the United States is one 
 


Page 6 of 29U.S. Code


2/28/2012http://uscode.house.gov/uscode-cgi/fastweb.exe?getdoc+uscview+t13t16+7319+0++1.5.3....







      example of potentially harmful algal blooms composed of naturally 
 
      occurring species that reproduce explosively and that are 
 
      increasing in frequency and intensity in the Nation's coastal 
 
      waters; 
 
        "(2) other recent occurrences of harmful algal blooms include 
 
      red tides in the Gulf of Mexico and the Southeast; brown tides in 
 
      New York and Texas; ciguatera fish poisoning in Hawaii, Florida, 
 
      Puerto Rico, and the United States Virgin Islands; and shellfish 
 
      poisonings in the Gulf of Maine, the Pacific Northwest, and the 
 
      Gulf of Alaska; 
 
        "(3) in certain cases, harmful algal blooms have resulted in 
 
      fish kills, the deaths of numerous endangered West Indian 
 
      manatees, beach and shellfish bed closures, threats to public 
 
      health and safety, and concern among the public about the safety 
 
      of seafood; 
 
        "(4) according to some scientists, the factors causing or 
 
      contributing to harmful algal blooms may include excessive 
 
      nutrients in coastal waters, other forms of pollution, the 
 
      transfer of harmful species through ship ballast water, and ocean 
 
      currents; 
 
        "(5) harmful algal blooms may have been responsible for an 
 
      estimated $1,000,000,000 in economic losses during the past 
 
      decade; 
 
        "(6) harmful algal blooms and blooms of non-toxic algal species 
 
      may lead to other damaging marine conditions such as hypoxia 
 
      (reduced oxygen concentrations), which are harmful or fatal to 
 
      fish, shellfish, and benthic organisms; 
 
        "(7) according to the National Oceanic and Atmospheric 
 
      Administration in the Department of Commerce, 53 percent of 
 
      United States estuaries experience hypoxia for at least part of 
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      the year and a 7,000 square mile area in the Gulf of Mexico off 
 
      Louisiana and Texas suffers from hypoxia; 
 
        "(8) according to some scientists, a factor believed to cause 
 
      hypoxia is excessive nutrient loading into coastal waters; 
 
        "(9) there is a need to identify more workable and effective 
 
      actions to reduce nutrient loadings to coastal waters; 
 
        "(10) the National Oceanic and Atmospheric Administration, 
 
      through its ongoing research, education, grant, and coastal 
 
      resource management programs, possesses a full range of 
 
      capabilities necessary to support a near and long-term 
 
      comprehensive effort to prevent, reduce, and control harmful 
 
      algal blooms and hypoxia; 
 
        "(11) funding for the research and related programs of the 
 
      National Oceanic and Atmospheric Administration will aid in 
 
      improving the Nation's understanding and capabilities for 
 
      addressing the human and environmental costs associated with 
 
      harmful algal blooms and hypoxia; and 
 
        "(12) other Federal agencies such as the Environmental 
 
      Protection Agency, the Department of Agriculture, and the 
 
      National Science Foundation, along with the States, Indian 
 
      tribes, and local governments, conduct important work related to 
 
      the prevention, reduction, and control of harmful algal blooms 
 
      and hypoxia. 
 
      "SEC. 603. ASSESSMENTS. 
 
      "(a) Establishment of Inter-Agency Task Force. - The President, 
 
    through the Committee on Environment and Natural Resources of the 
 
    National Science and Technology Council, shall establish an Inter- 
 
    Agency Task Force on Harmful Algal Blooms and Hypoxia (hereinafter 
 
    referred to as the 'Task Force'). The Task Force shall consist of 
 
    the following representatives from -  
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        "(1) the Department of Commerce (who shall serve as Chairman of 
 
      the Task Force); 
 
        "(2) the Environmental Protection Agency; 
 
        "(3) the Department of Agriculture; 
 
        "(4) the Department of the Interior; 
 
        "(5) the Department of the Navy; 
 
        "(6) the Department of Health and Human Services; 
 
        "(7) the National Science Foundation; 
 
        "(8) the National Aeronautics and Space Administration; 
 
        "(9) the Food and Drug Administration; 
 
        "(10) the Office of Science and Technology Policy; 
 
        "(11) the Council on Environmental Quality; and 
 
        "(12) such other Federal agencies as the President considers 
 
      appropriate. 
 
      "(b) Assessment of Harmful Algal Blooms. -  
 
        "(1) Not later than 12 months after the date of the enactment 
 
      of this title [Nov. 13, 1998], the Task Force, in cooperation 
 
      with the coastal States, Indian tribes, and local governments, 
 
      industry (including agricultural organizations), academic 
 
      institutions, and non-governmental organizations with expertise 
 
      in coastal zone management, shall complete and submit to the 
 
      Congress an assessment which examines the ecological and economic 
 
      consequences of harmful algal blooms, alternatives for reducing, 
 
      mitigating, and controlling harmful algal blooms, and the social 
 
      and economic costs and benefits of such alternatives. 
 
        "(2) The assessment shall -  
 
          "(A) identify alternatives for preventing unnecessary 
 
        duplication of effort among Federal agencies and departments 
 
        with respect to harmful algal blooms; and 
 
          "(B) provide for Federal cooperation and coordination with 
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        and assistance to the coastal States, Indian tribes, and local 
 
        governments in the prevention, reduction, management, 
 
        mitigation, and control of harmful algal blooms and their 
 
        environmental and public health impacts. 
 
      "(c) Assessment of Hypoxia. -  
 
        "(1) Not later than 12 months after the date of the enactment 
 
      of this title [Nov. 13, 1998], the Task Force, in cooperation 
 
      with the States, Indian tribes, local governments, industry, 
 
      agricultural, academic institutions, and non-governmental 
 
      organizations with expertise in watershed and coastal zone 
 
      management, shall complete and submit to the Congress an 
 
      assessment which examines the ecological and economic 
 
      consequences of hypoxia in United States coastal waters, 
 
      alternatives for reducing, mitigating, and controlling hypoxia, 
 
      and the social and economic costs and benefits of such 
 
      alternatives. 
 
        "(2) The assessment shall -  
 
          "(A) establish needs, priorities, and guidelines for a peer- 
 
        reviewed, inter-agency research program on the causes, 
 
        characteristics, and impacts of hypoxia; 
 
          "(B) identify alternatives for preventing unnecessary 
 
        duplication of effort among Federal agencies and departments 
 
        with respect to hypoxia; and 
 
          "(C) provide for Federal cooperation and coordination with 
 
        and assistance to the States, Indian tribes, and local 
 
        governments in the prevention, reduction, management, 
 
        mitigation, and control of hypoxia and its environmental 
 
        impacts. 
 
      "(d) Report to Congress on Harmful Algal Bloom Impacts. -  
 
        "(1) Development. - Not later than 12 months after the date of 
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      enactment of the Harmful Algal Bloom and Hypoxia Amendments Act 
 
      of 2004 [Dec. 10, 2004], the President, in consultation with the 
 
      chief executive officers of the States, shall develop and submit 
 
      to the Congress a report that describes and evaluates the 
 
      effectiveness of measures described in paragraph (2) that may be 
 
      utilized to protect environmental and public health from impacts 
 
      of harmful algal blooms. In developing the report, the President 
 
      shall consult with the Task Force, the coastal States, Indian 
 
      tribes, local governments, appropriate industries (including 
 
      fisheries, agriculture, and fertilizer), academic institutions, 
 
      and nongovernmental organizations with expertise in coastal zone 
 
      science and management, and also consider the scientific 
 
      assessments developed under this Act. 
 
        "(2) Requirements. - The report shall -  
 
          "(A) review techniques for prediction of the onset, course, 
 
        and impacts of harmful algal blooms including evaluation of 
 
        their accuracy and utility in protecting environmental and 
 
        public health and provisions for their development; 
 
          "(B) identify innovative research and development methods for 
 
        the prevention, control, and mitigation of harmful algal blooms 
 
        and provisions for their development; and 
 
          "(C) include incentive-based partnership approaches regarding 
 
        subparagraphs (A) and (B) where practicable. 
 
        "(3) Publication and opportunity for comment. - At least 90 
 
      days before submitting the report to the Congress, the President 
 
      shall cause a summary of the proposed plan to be published in the 
 
      Federal Register for a public comment period of not less than 60 
 
      days. 
 
        "(4) Federal assistance. - The Secretary of Commerce, in 
 
      coordination with the Task Force and to the extent of funds 
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      available, shall provide for Federal cooperation with and 
 
      assistance to the coastal States, Indian tribes, and local 
 
      governments regarding the measures described in paragraph (2), as 
 
      requested. 
 
      "(e) Local and Regional Scientific Assessments. -  
 
        "(1) In general. - The Secretary of Commerce, in coordination 
 
      with the Task Force and appropriate State, Indian tribe, and 
 
      local governments, to the extent of funds available, shall 
 
      provide for local and regional scientific assessments of hypoxia 
 
      and harmful algal blooms, as requested by States, Indian tribes, 
 
      and local governments, or for affected areas as identified by the 
 
      Secretary. If the Secretary receives multiple requests, the 
 
      Secretary shall ensure, to the extent practicable, that 
 
      assessments under this subsection cover geographically and 
 
      ecologically diverse locations with significant ecological and 
 
      economic impacts from hypoxia or harmful algal blooms. The 
 
      Secretary shall establish a procedure for reviewing requests for 
 
      local and regional assessments. The Secretary shall ensure, 
 
      through consultation with Sea Grant Programs, that the findings 
 
      of the assessments are communicated to the appropriate State, 
 
      Indian tribe, and local governments, and to the general public. 
 
        "(2) Purpose. - Local and regional assessments shall examine -  
 
          "(A) the causes and ecological consequences, and the economic 
 
        cost, of hypoxia or harmful algal blooms in that area; 
 
          "(B) potential methods to prevent, control, and mitigate 
 
        hypoxia or harmful algal blooms in that area and the potential 
 
        ecological and economic costs and benefits of such methods; and 
 
          "(C) other topics the Task Force considers appropriate. 
 
      "(f) Scientific Assessment of Freshwater Harmful Algal Blooms. - 
 
    (1) Not later than 24 months after the date of enactment of the 
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    Harmful Algal Bloom and Hypoxia Amendments Act of 2004 [Dec. 10, 
 
    2004] the Task Force shall complete and submit to Congress a 
 
    scientific assessment of current knowledge about harmful algal 
 
    blooms in freshwater, such as the Great Lakes and upper reaches of 
 
    estuaries, including a research plan for coordinating Federal 
 
    efforts to better understand freshwater harmful algal blooms. 
 
      "(2) The freshwater harmful algal bloom scientific assessment 
 
    shall -  
 
        "(A) examine the causes and ecological consequences, and the 
 
      economic costs, of harmful algal blooms with significant effects 
 
      on freshwater, including estimations of the frequency and 
 
      occurrence of significant events; 
 
        "(B) establish priorities and guidelines for a competitive, 
 
      peer-reviewed, merit-based interagency research program, as part 
 
      of the Ecology and Oceanography of Harmful Algal Blooms (ECOHAB) 
 
      project, to better understand the causes, characteristics, and 
 
      impacts of harmful algal blooms in freshwater locations; and 
 
        "(C) identify ways to improve coordination and to prevent 
 
      unnecessary duplication of effort among Federal agencies and 
 
      departments with respect to research on harmful algal blooms in 
 
      freshwater locations. 
 
      "(g) Scientific Assessments of Hypoxia. - (1) Not less than once 
 
    every 5 years the Task Force shall complete and submit to the 
 
    Congress a scientific assessment of hypoxia in United States 
 
    coastal waters including the Great Lakes. The first such assessment 
 
    shall be completed not less than 24 months after the date of 
 
    enactment of the Harmful Algal Bloom and Hypoxia Amendments Act of 
 
    2004 [Dec. 10, 2004]. 
 
      "(2) The assessments under this subsection shall -  
 
        "(A) examine the causes and ecological consequences, and the 
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      economic costs, of hypoxia; 
 
        "(B) describe the potential ecological and economic costs and 
 
      benefits of possible policy and management actions for 
 
      preventing, controlling, and mitigating hypoxia; 
 
        "(C) evaluate progress made by, and the needs of, Federal 
 
      research programs on the causes, characteristics, and impacts of 
 
      hypoxia, including recommendations of how to eliminate 
 
      significant gaps in hypoxia modeling and monitoring data; and 
 
        "(D) identify ways to improve coordination and to prevent 
 
      unnecessary duplication of effort among Federal agencies and 
 
      departments with respect to research on hypoxia. 
 
      "(h) Scientific Assessments of Harmful Algal Blooms. - (1) Not 
 
    less than once every 5 years the Task Force shall complete and 
 
    submit to Congress a scientific assessment of harmful algal blooms 
 
    in United States coastal waters. The first such assessment shall be 
 
    completed not later than 24 months after the date of enactment of 
 
    the Harmful Algal Bloom and Hypoxia Amendments Act of 2004 [Dec. 
 
    10, 2004] and shall consider only marine harmful algal blooms. All 
 
    subsequent assessments shall examine both marine and freshwater 
 
    harmful algal blooms, including those in the Great Lakes and upper 
 
    reaches of estuaries. 
 
      "(2) The assessments under this subsection shall -  
 
        "(A) examine the causes and ecological consequences, and 
 
      economic costs, of harmful algal blooms; 
 
        "(B) describe the potential ecological and economic costs and 
 
      benefits of possible actions for preventing, controlling, and 
 
      mitigating harmful algal blooms; 
 
        "(C) evaluate progress made by, and the needs of, Federal 
 
      research programs on the causes, characteristics, and impacts of 
 
      harmful algal blooms; and 
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        "(D) identify ways to improve coordination and to prevent 
 
      unnecessary duplication of effort among Federal agencies and 
 
      departments with respect to research on harmful algal blooms. 
 
      "(i) National Scientific Research, Development, Demonstration, 
 
    and Technology Transfer Plan on Reducing Impacts From Harmful Algal 
 
    Blooms. - (1) Not later than 12 months after the date of enactment 
 
    of the Harmful Algal Bloom and Hypoxia Amendments Act of 2004 [Dec. 
 
    10, 2004], the Task Force shall develop and submit to Congress a 
 
    plan providing for a comprehensive and coordinated national 
 
    research program to develop and demonstrate prevention, control, 
 
    and mitigation methods to reduce the impacts of harmful algal 
 
    blooms on coastal ecosystems (including the Great Lakes), public 
 
    health, and the economy. 
 
      "(2) The plan shall -  
 
        "(A) establish priorities and guidelines for a competitive, 
 
      peer reviewed, merit based interagency research, development, 
 
      demonstration, and technology transfer program on methods for the 
 
      prevention, control, and mitigation of harmful algal blooms; 
 
        "(B) identify ways to improve coordination and to prevent 
 
      unnecessary duplication of effort among Federal agencies and 
 
      departments with respect to the actions described in paragraph 
 
      (1); and 
 
        "(C) include to the maximum extent practicable diverse 
 
      institutions, including Historically Black Colleges and 
 
      Universities and those serving large proportions of Hispanics, 
 
      Native Americans, Asian Pacific Americans, and other 
 
      underrepresented populations. 
 
      "(3) The Secretary of Commerce, in conjunction with other 
 
    appropriate Federal agencies, shall establish a research, 
 
    development, demonstration, and technology transfer program that 
 


Page 15 of 29U.S. Code


2/28/2012http://uscode.house.gov/uscode-cgi/fastweb.exe?getdoc+uscview+t13t16+7319+0++1.5.3....







    meets the priorities and guidelines established under paragraph 
 
    (2)(A). The Secretary shall ensure, through consultation with Sea 
 
    Grant Programs, that the results and findings of the program are 
 
    communicated to State, Indian tribe, and local governments, and to 
 
    the general public. 
 
      "SEC. 604. NORTHERN GULF OF MEXICO HYPOXIA. 
 
      "(a) Assessment Report. - Not later than May 30, 1999, the Task 
 
    Force shall complete and submit to Congress and the President an 
 
    integrated assessment of hypoxia in the northern Gulf of Mexico 
 
    that examines: the distribution, dynamics, and causes; ecological 
 
    and economic consequences; sources and loads of nutrients 
 
    transported by the Mississippi River to the Gulf of Mexico; effects 
 
    of reducing nutrient loads; methods for reducing nutrient loads; 
 
    and the social and economic costs and benefits of such methods. 
 
      "(b) Submission of a Plan. - No later than March 30, 2000, the 
 
    President, in conjunction with the chief executive officers of the 
 
    States, shall develop and submit to Congress a plan, based on the 
 
    integrated assessment submitted under subsection (a), for reducing, 
 
    mitigating, and controlling hypoxia in the northern Gulf of Mexico. 
 
    In developing such plan, the President shall consult with State, 
 
    Indian tribe, and local governments, academic, agricultural, 
 
    industry, and environmental groups and representatives. Such plan 
 
    shall include incentive-based partnership approaches. The plan 
 
    shall also include the social and economic costs and benefits of 
 
    the measures for reducing, mitigating, and controlling hypoxia. At 
 
    least 90 days before the President submits such plan to the 
 
    Congress, a summary of the proposed plan shall be published in the 
 
    Federal Register for a public comment period of not less than 60 
 
    days. 
 
      "SEC. 605. AUTHORIZATION OF APPROPRIATIONS. 
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      "There are authorized to be appropriated to the Secretary of 
 
    Commerce for research, education, and monitoring activities related 
 
    to the prevention, reduction, and control of harmful algal blooms 
 
    and hypoxia, $15,000,000 for fiscal year 1999, $18,250,000 for 
 
    fiscal year 2000, $19,000,000 for fiscal year 2001, $23,500,000 for 
 
    fiscal year 2005, $24,500,000 for fiscal year 2006, $25,000,000 for 
 
    fiscal year 2007, and $30,000,000 for each of fiscal years 2008 
 
    through 2010, to remain available until expended. The Secretary 
 
    shall consult with the States on a regular basis regarding the 
 
    development and implementation of the activities authorized under 
 
    this section. Of such amounts for each fiscal year -  
 
        "(1) $1,500,000 for fiscal year 1999, $1,500,000 for fiscal 
 
      year 2000, $2,000,000 for fiscal year 2001, and $2,500,000 for 
 
      each of fiscal years 2005 through 2010 may be used to enable the 
 
      National Oceanic and Atmospheric Administration to carry out 
 
      research and assessment activities, including procurement of 
 
      necessary research equipment, at research laboratories of the 
 
      National Ocean Service and the National Marine Fisheries Service; 
 
        "(2) $4,000,000 for fiscal year 1999, $5,500,000 for fiscal 
 
      year 2000, $5,500,000 for fiscal year 2001, and $6,500,000, of 
 
      which $1,000,000 shall be used for the research program described 
 
      in section 603(f)(2)(B), for each of fiscal years 2005 through 
 
      2010 may be used to carry out the Ecology and Oceanography of 
 
      Harmful Algal Blooms (ECOHAB) project under the Coastal Ocean 
 
      Program established under section 201(c) of Public Law 102-567 
 
      [106 Stat. 4280]; 
 
        "(3) $1,000,000 for fiscal year 1999, $2,000,000 for fiscal 
 
      year 2000, $2,000,000 for fiscal year 2001, and $3,000,000 for 
 
      each of fiscal years 2005 through 2010 may be used by the 
 
      National Ocean Service of the National Oceanic and Atmospheric 
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      Administration to carry out a peer-reviewed research project on 
 
      management measures that can be taken to prevent, reduce, 
 
      control, and mitigate harmful algal blooms and to carry out 
 
      section 603(d); 
 
        "(4) $5,500,000 for each of the fiscal years 1999, 2000, 2001, 
 
      and $6,000,000 for each of fiscal years 2005 through 2010 may be 
 
      used to carry out Federal and State annual monitoring and 
 
      analysis activities for harmful algal blooms administered by the 
 
      National Ocean Service of the National Oceanic and Atmospheric 
 
      Administration; 
 
        "(5) $3,000,000 for fiscal year 1999, $3,750,000 for fiscal 
 
      year 2000, $4,000,000 for fiscal year 2001, $4,000,000 for fiscal 
 
      year 2005, $5,000,000 for fiscal year 2006, $5,500,000 for fiscal 
 
      year 2007, and $6,000,000 for each of fiscal years 2008 through 
 
      2010 may be used for activities related to research and 
 
      monitoring on hypoxia by the National Ocean Service and the 
 
      Office of Oceanic and Atmospheric Research of the National 
 
      Oceanic and Atmospheric Administration; and 
 
        "(6) $1,500,000 for each of fiscal years 2005 through 2010 to 
 
      carry out section 603(e). 
 
      "SEC. 606. PROTECTION OF STATES' RIGHTS. 
 
      "(a) Nothing in this title shall be interpreted to adversely 
 
    affect existing State regulatory or enforcement power which has 
 
    been granted to any State through the Clean Water Act [33 U.S.C. 
 
    1251 et seq.] or Coastal Zone Management Act of 1972 [16 U.S.C. 
 
    1451 et seq.]. 
 
      "(b) Nothing in this title shall be interpreted to expand the 
 
    regulatory or enforcement power of the Federal Government which has 
 
    been delegated to any State through the Clean Water Act or Coastal 
 
    Zone Management Act of 1972." 
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    FINDINGS AND PURPOSE OF COASTAL ZONE ACT REAUTHORIZATION AMENDMENTS 
 
                                  OF 1990 
 
      Section 6202 of Pub. L. 101-508 provided that: 
 
      "(a) Findings. - Congress finds and declares the following: 
 
        "(1) Our oceans, coastal waters, and estuaries constitute a 
 
      unique resource. The condition of the water quality in and around 
 
      the coastal areas is significantly declining. Growing human 
 
      pressures on the coastal ecosystem will continue to degrade this 
 
      resource until adequate actions and policies are implemented. 
 
        "(2) Almost one-half of our total population now lives in 
 
      coastal areas. By 2010, the coastal population will have grown 
 
      from 80,000,000 in 1960 to 127,000,000 people, an increase of 
 
      approximately 60 percent, and population density in coastal 
 
      counties will be among the highest in the Nation. 
 
        "(3) Marine resources contribute to the Nation's economic 
 
      stability. Commercial and recreational fishery activities support 
 
      an industry with an estimated value of $12,000,000,000 a year. 
 
        "(4) Wetlands play a vital role in sustaining the coastal 
 
      economy and environment. Wetlands support and nourish fishery and 
 
      marine resources. They also protect the Nation's shores from 
 
      storm and wave damage. Coastal wetlands contribute an estimated 
 
      $5,000,000,000 to the production of fish and shellfish in the 
 
      United States coastal waters. Yet, 50 percent of the Nation's 
 
      coastal wetlands have been destroyed, and more are likely to 
 
      decline in the near future. 
 
        "(5) Nonpoint source pollution is increasingly recognized as a 
 
      significant factor in coastal water degradation. In urban areas, 
 
      storm water and combined sewer overflow are linked to major 
 
      coastal problems, and in rural areas, run-off from agricultural 
 
      activities may add to coastal pollution. 
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        "(6) Coastal planning and development control measures are 
 
      essential to protect coastal water quality, which is subject to 
 
      continued ongoing stresses. Currently, not enough is being done 
 
      to manage and protect our coastal resources. 
 
        "(7) Global warming results from the accumulation of man-made 
 
      gases, released into the atmosphere from such activities as the 
 
      burning of fossil fuels, deforestation, and the production of 
 
      chlorofluorocarbons, which trap solar heat in the atmosphere and 
 
      raise temperatures worldwide. Global warming could result in 
 
      significant global sea level rise by 2050 resulting from ocean 
 
      expansion, the melting of snow and ice, and the gradual melting 
 
      of the polar ice cap. Sea level rise will result in the loss of 
 
      natural resources such as beaches, dunes, estuaries, and 
 
      wetlands, and will contribute to the salinization of drinking 
 
      water supplies. Sea level rise will also result in damage to 
 
      properties, infrastructures, and public works. There is a growing 
 
      need to plan for sea level rise. 
 
        "(8) There is a clear link between coastal water quality and 
 
      land use activities along the shore. State management programs 
 
      under the Coastal Zone Management Act of 1972 (16 U.S.C. 1451 et 
 
      seq.) are among the best tools for protecting coastal resources 
 
      and must play a larger role, particularly in improving coastal 
 
      zone water quality. 
 
        "(9) All coastal States should have coastal zone management 
 
      programs in place that conform to the Coastal Zone Management Act 
 
      of 1972, as amended by this Act. 
 
      "(b) Purpose. - It is the purpose of Congress in this subtitle 
 
    [see Short Title of 1990 Amendment note above] to enhance the 
 
    effectiveness of the Coastal Zone Management Act of 1972 [16 U.S.C. 
 
    1451 et seq.] by increasing our understanding of the coastal 
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    environment and expanding the ability of State coastal zone 
 
    management programs to address coastal environmental problems." 
 
    ESTABLISHMENT OF POSITIONS AND FIXING OF COMPENSATION BY SECRETARY 
 
                         OF COMMERCE; APPOINTMENTS 
 
      Section 15(c) of Pub. L. 94-370 related to establishment and 
 
    compensation of four new positions without regard to the provisions 
 
    of chapter 51 of Title 5, Government Organization and Employees, 
 
    prior to repeal by Pub. L. 99-272, title VI, Sec. 6045(3), Apr. 7, 
 
    1986, 100 Stat. 127. 
 
-EXEC- 
 
                     TERRITORIAL SEA OF UNITED STATES                  
 
      For extension of territorial sea of United States, see Proc. No. 
 
    5928, set out as a note under section 1331 of Title 43, Public 
 
    Lands. 
 
         EX. ORD. NO. 13554. ESTABLISHING THE GULF COAST ECOSYSTEM 
 
                          RESTORATION TASK FORCE 
 
      Ex. Ord. No. 13554, Oct. 5, 2010, 75 F.R. 62313, provided: 
 
      By the authority vested in me as President by the Constitution 
 
    and the laws of the United States of America, it is hereby ordered 
 
    as follows: 
 
      Section 1. Purpose. The Gulf Coast is a national treasure. Its 
 
    natural resources are an important economic engine for the entire 
 
    United States; its waters sustain a diverse and vibrant ecosystem; 
 
    and the Gulf's culture, natural beauty, and historic significance 
 
    are unique. Each year, millions of tourists visit the Gulf to 
 
    vacation, swim, boat, fish, hunt, and bird-watch; and, together, 
 
    the Gulf's tourism and commercial and recreational fishing 
 
    industries make a significant contribution to the United States 
 
    economy. More than 90 percent of the Nation's offshore oil and gas 
 
    is produced in the Gulf, and it is where nearly one-third of 
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    seafood production in the continental United States is harvested. 
 
      The United States needs a vibrant Gulf Coast, and the Federal 
 
    Government is committed to helping Gulf Coast residents conserve 
 
    and restore resilient and healthy ecosystems in the Gulf of Mexico 
 
    and surrounding regions that support the diverse economies, 
 
    communities, and cultures of the region. To effectively address the 
 
    damage caused by the BP Deepwater Horizon Oil Spill, address the 
 
    longstanding ecological decline, and begin moving toward a more 
 
    resilient Gulf Coast ecosystem, ecosystem restoration is needed. 
 
    Ecosystem restoration will support economic vitality, enhance human 
 
    health and safety, protect infrastructure, enable communities to 
 
    better withstand impact from storms and climate change, sustain 
 
    safe seafood and clean water, provide recreational and cultural 
 
    opportunities, protect and preserve sites that are of historical 
 
    and cultural significance, and contribute to the overall resilience 
 
    of our coastal communities and Nation. 
 
      In order to achieve these objectives, it is necessary that 
 
    Federal efforts be efficiently integrated with those of local 
 
    stakeholders and that particular focus be given to innovative 
 
    solutions and complex, large-scale restoration projects. Efforts 
 
    must be science-based and well-coordinated to minimize duplication 
 
    and ensure effective delivery of services. This order establishes a 
 
    Gulf Coast Ecosystem Restoration Task Force to coordinate 
 
    intergovernmental responsibilities, planning, and exchange of 
 
    information so as to better implement Gulf Coast ecosystem 
 
    restoration and to facilitate appropriate accountability and 
 
    support throughout the restoration process. 
 
      Sec. 2. Establishment of the Gulf Coast Ecosystem Restoration 
 
    Task Force. There is established the Gulf Coast Ecosystem 
 
    Restoration Task Force (Task Force). 
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      (a) The Task Force shall consist of: 
 
      (1) A senior official from each of the following executive 
 
    departments, agencies, and offices, selected by the head of the 
 
    respective department, agency, or office: 
 
        a. the Department of Defense; 
 
        b. the Department of Justice; 
 
        c. the Department of the Interior; 
 
        d. the Department of Agriculture; 
 
        e. the Department of Commerce; 
 
        f. the Department of Transportation; 
 
        g. the Environmental Protection Agency; 
 
        h. the Office of Management and Budget; 
 
        i. the Council on Environmental Quality; 
 
        j. the Office of Science and Technology Policy; 
 
        k. the Domestic Policy Council; and 
 
        l. other executive departments, agencies, and offices as the 
 
      President may, from time to time, designate. 
 
      (2) Five State representatives, appointed by the President upon 
 
    recommendation of the Governors of each Gulf State, who shall be 
 
    elected officers of State governments (or their designated 
 
    employees with authority to act on their behalf) acting in their 
 
    official capacities. 
 
      (b) The Task Force may include representatives from affected 
 
    tribes, who shall be elected officers of those tribes (or their 
 
    designated employees with authority to act on their behalf) acting 
 
    in their official capacities. The Task Force shall, in 
 
    collaboration with affected tribes, determine an appropriate 
 
    structure for tribal participation in matters within the scope of 
 
    the Task Force's responsibilities. 
 
      (c) The President shall designate a Chair of the Task Force from 
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    among senior officials of executive departments, agencies, and 
 
    offices represented on the Task Force. The Chair shall lead the 
 
    coordination of intergovernmental Gulf Coast ecosystem restoration 
 
    efforts and oversee the work of the Task Force. The Chair shall 
 
    regularly convene and preside at meetings of the Task Force, 
 
    determine its agenda, and direct its work. The Chair's duties shall 
 
    also include: 
 
      (1) facilitating a smooth transition from the response phase of 
 
    addressing the BP Deepwater Horizon Oil Spill to the restoration 
 
    phase; 
 
      (2) communicating and engaging with States, tribes, local 
 
    governments, other stakeholders in the Gulf Coast region, and the 
 
    public on ecosystem restoration, as well as other aspects of Gulf 
 
    recovery, including economic recovery and public health efforts; 
 
    and 
 
      (3) coordinating the efforts of executive departments, agencies, 
 
    and offices related to the functions of the Task Force. 
 
      (d) Representatives of the Gulf States under subsection (a)(2) of 
 
    this section shall select from among themselves a Vice-Chair of the 
 
    Task Force. 
 
      Sec. 3. Functions of the Task Force. The Task Force shall be an 
 
    advisory body to: 
 
      (a) coordinate intergovernmental efforts to improve efficiency 
 
    and effectiveness in the implementation of Gulf Coast ecosystem 
 
    restoration actions; 
 
      (b) support the Natural Resource Damage Assessment process by 
 
    referring potential ecosystem restoration actions to the Natural 
 
    Resource Damage Assessment Trustee Council for consideration and 
 
    facilitating coordination among the relevant departments, agencies, 
 
    and offices, as appropriate, subject to the independent statutory 
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    responsibilities of the trustees; 
 
      (c) present to the President a Gulf of Mexico Regional Ecosystem 
 
    Restoration Strategy (Strategy) as provided in section 4 of this 
 
    order; 
 
      (d) engage local stakeholders, communities, the public, and other 
 
    officials throughout the Gulf Coast region to ensure that they have 
 
    an opportunity to share their needs and viewpoints to inform the 
 
    work of the Task Force, including the development of the Strategy; 
 
      (e) provide leadership and coordination of research needs in 
 
    support of ecosystem restoration planning and decisionmaking in the 
 
    Gulf Coast region, and work with existing Federal and State 
 
    advisory committees, as appropriate, to facilitate consideration of 
 
    relevant scientific and technical knowledge; 
 
      (f) prepare a biennial update for the President on progress 
 
    toward the goals of Gulf Coast ecosystem restoration, as outlined 
 
    in the Strategy; 
 
      (g) communicate with affected tribes in a manner consistent with 
 
    Executive Order 13175 of November 6, 2000, on consultation and 
 
    coordination with Indian tribal governments; and 
 
      (h) coordinate with relevant executive departments, agencies, and 
 
    offices on ways to encourage health and economic benefits 
 
    associated with proposed ecosystem restoration actions. 
 
      Sec. 4. Gulf of Mexico Regional Ecosystem Restoration Strategy. 
 
    (a) Within 1 year of the date of this order, the Task Force shall 
 
    prepare a Strategy that proposes a Gulf Coast ecosystem restoration 
 
    agenda, including goals for ecosystem restoration, development of a 
 
    set of performance indicators to track progress, and means of 
 
    coordinating intergovernmental restoration efforts guided by shared 
 
    priorities. In developing the Strategy, the Task Force shall: 
 
      (1) define ecosystem restoration goals and describe milestones 
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    for making progress toward attainment of those goals; 
 
      (2) consider existing research and ecosystem restoration planning 
 
    efforts in the region, including initiatives undertaken by the 
 
    National Ocean Council and the Mississippi River/Gulf of Mexico 
 
    Watershed Nutrient Task Force (Gulf Hypoxia Task Force), in order 
 
    to identify planning and restoration needs and ways under existing 
 
    authorities to address those needs; 
 
      (3) identify major policy areas where coordinated 
 
    intergovernmental action is necessary; 
 
      (4) propose new programs or actions to implement elements of the 
 
    Strategy where existing authorities are not sufficient; 
 
      (5) identify monitoring, research, and scientific assessments 
 
    needed to support decisionmaking for ecosystem restoration efforts 
 
    and evaluate existing monitoring programs and gaps in current data 
 
    collection; and 
 
      (6) describe the circumstances under which termination of the 
 
    Task Force would be appropriate. 
 
      (b) The executive departments, agencies, and offices enumerated 
 
    in section 2(a)(1) of this order shall, to the extent permitted by 
 
    law, consider ways to align their relevant programs and authorities 
 
    with the Strategy. 
 
      Sec. 5. Administration. (a) The Task Force shall have a staff, 
 
    headed by an Executive Director, which shall provide support for 
 
    the functions of the Task Force. 
 
      (b) The Executive Director shall be selected by the Chair and 
 
    shall supervise, direct, and be accountable for the administration 
 
    and operation of the Task Force. 
 
      (c) The Departments of Commerce (through the National Oceanic and 
 
    Atmospheric Administration), the Interior (through the Fish and 
 
    Wildlife Service), and Justice shall identify linkages and 
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    opportunities for the Task Force to complement the restoration 
 
    progress of the Natural Resource Damage Assessment Trustee Council. 
 
      (d) At the request of the Chair, executive departments and 
 
    agencies, including the Departments of Labor, Health and Human 
 
    Services, Energy, and Homeland Security, the Small Business 
 
    Administration, and the National Science Foundation, shall serve in 
 
    an advisory role to the Task Force on issues within their 
 
    expertise. 
 
      (e) The Task Force may establish such technical working groups as 
 
    necessary to support its function. These working groups may include 
 
    additional representatives from State and tribal governments, as 
 
    appropriate, to provide for greater collaboration. 
 
      (f) The first meeting of the Task Force shall be held within 90 
 
    days of the date of this order. 
 
      Sec. 6. Definitions. (a) "Affected tribe" means any Indian tribe, 
 
    band, nation, pueblo, village, or community that the Secretary of 
 
    the Interior acknowledges to exist as an Indian tribe as defined in 
 
    [section 102(2) of] the Federally Recognized [Indian] Tribe List 
 
    Act of 1994 (25 U.S.C. 479a(2)), physically located in a Gulf 
 
    State. 
 
      (b) "Ecosystem restoration" means all activities, projects, 
 
    methods, and procedures appropriate to enhance the health and 
 
    resilience of the Gulf Coast ecosystem, as measured in terms of the 
 
    physical, biological, or chemical properties of the ecosystem, or 
 
    the services it provides, and to strengthen its ability to support 
 
    the diverse economies, communities, and cultures of the region. It 
 
    includes activity that initiates or accelerates the recovery of an 
 
    ecosystem with respect to its health, integrity, and 
 
    sustainability. It also includes protecting and conserving 
 
    ecosystems so they can continue to reduce impacts from tropical 
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    storms and other disasters, support robust economies, and assist in 
 
    mitigating and adapting to the impacts of climate change. 
 
      (c) "Gulf State" means any of the States of Texas, Louisiana, 
 
    Mississippi, Alabama, and Florida. 
 
      (d) "Natural Resource Damage Assessment" means the process of 
 
    collecting and analyzing information to evaluate the nature and 
 
    extent of natural resource injuries resulting from the BP Deepwater 
 
    Horizon Oil Spill and to determine the restoration actions needed 
 
    to bring injured natural resources and services back to baseline 
 
    conditions and make the environment and public whole for interim 
 
    losses as defined in 15 CFR 990.30. 
 
      (e) "Natural Resource Damage Assessment Trustee Council" means 
 
    the designated Federal, State, local, and tribal trustees as 
 
    provided in 33 U.S.C. 2706, with trusteeship over natural resources 
 
    injured, lost, or destroyed as a result of the BP Deepwater Horizon 
 
    Oil Spill. 
 
      Sec. 7. General Provisions. (a) To the extent permitted by law 
 
    and subject to the availability of appropriations, the department, 
 
    agency, or office represented by the Chair shall provide the Task 
 
    Force with such administrative services, funds, facilities, staff, 
 
    and other support services as may be necessary for the Task Force 
 
    to carry out its function. 
 
      (b) In addition to staff provided by the department, agency, or 
 
    office represented by the Chair, other executive departments, 
 
    agencies, and offices represented on the Task Force are requested 
 
    to make services, staff, and facilities available to the Task Force 
 
    for the performance of its function to the maximum extent 
 
    practicable, to the extent permitted by law and subject to the 
 
    availability of appropriations. 
 
      (c) Members of the Task Force shall serve without any additional 
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    compensation for their work on the Task Force. 
 
      (d) Nothing in this order shall be construed to impair or 
 
    otherwise affect: (i) authority granted by law to an executive 
 
    department, agency, or the head thereof, or the status of that 
 
    department or agency within the Federal Government; or (ii) 
 
    functions of the Director of the Office of Management and Budget 
 
    relating to budgetary, administrative, or legislative proposals. 
 
      (e) Nothing in this order shall interfere with the statutory 
 
    responsibilities and authority of the Natural Resource Damage 
 
    Assessment Trustee Council or the individual trustees to carry out 
 
    their statutory responsibilities to assess natural resource damages 
 
    and implement restoration actions under 33 U.S.C. 2706 and other 
 
    applicable law. 
 
      (f) This order shall be implemented consistent with applicable 
 
    law and subject to the availability of appropriations. 
 
      (g) This order is not intended to, and does not, create any right 
 
    or benefit, substantive or procedural, enforceable at law or in 
 
    equity by any party against the United States, its departments, 
 
    agencies, or entities, its officers, employees, or agents, or any 
 
    other person. 
 
                                                           Barack Obama. 
 
-FOOTNOTE-                
 
    (!1) So in original. The semicolon probably should be a period. 
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Executive Order 10450, 9397; and Public Law 99-474, the Computer Fraud and Abuse Act.
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access to Department of Defense (DoD) systems and information.  NOTE:  Records may be maintained in both electronic
and/or paper form.
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       Contract Number, Expiration Date.  Use Block 27 if needed.)
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15. USER REQUIRES ACCESS TO: UNCLASSIFIED CLASSIFIED (Specify category)
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20.  SUPERVISOR'S ORGANIZATION/DEPARTMENT                                                                                          20b. PHONE NUMBER
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A. PART I:  The following information is provided by the user when
establishing or modifying their USER ID.


(1) Name.  The last name, first name, and middle initial of the user.
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and government agency or commercial firm).


(3) Office Symbol/Department.  The office symbol within the current
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privilege to amend or change system configuration, parameters, or
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(15) User Requires Access To:  Place an "X" in the appropriate box. 
Specify category.


(16) Verification of Need to Know.  To verify that the user requires
access as requested.


(16a)  Expiration Date for Access.  The user must specify expiration
date if less than 1 year.


(17) Supervisor's Name (Print Name).  The supervisor or representative
prints his/her name to indicate that the above information has been
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(18)  Supervisor's Signature.  Supervisor's signature is required by the
endorser or his/her representative.


(19)  Date.  Date supervisor signs the form.


(20)  Supervisor's Organization/Department.  Supervisor's organization
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(20a)  E-mail Address.  Supervisor's e-mail address.


(20b)  Phone Number.  Supervisor's telephone number.
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The prescribing document is as issued by using DoD Component.


(21) Signature of Information Owner/OPR.  Signature of the functional
appointee responsible for approving access to the system being
requested.


(21a) Phone Number.  Functional appointee telephone number.


(21b) Date.  The date the functional appointee signs the DD Form
2875.


(22) Signature of Information Assurance Officer (IAO) or Appointee.
Signature of the IAO or Appointee of the office responsible for
approving access to the system being requested.


(23) Organization/Department.  IAO's organization and department.


(24) Phone Number.  IAO's telephone number.


(25) Date.  The date IAO signs the DD Form 2875.
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information, as required.
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or Level III).
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(30) Security Manager Telephone Number.  The telephone number of
the Security Manager or his/her representative.
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representative indicates that the above clearance and investigation
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(32) Date.  The date that the form was signed by the Security Manager
or his/her representative.


D.  PART IV:  This information is site specific and can be customized
by either the DoD, functional activity, or the customer with approval of
the DoD.  This information will specifically identify the access required
by the user.


E.  DISPOSITION OF FORM:


TRANSMISSION:  Form may be electronically transmitted, faxed, or
mailed.  Adding a password to this form makes it a minimum of "FOR
OFFICIAL USE ONLY" and must be protected as such.
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IAO.  Recommend file be maintained by IAO adding the user to the
system.
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FOREWORD 


 
This Regulation is reissued under the authority of DoD Directive 5400.11, “DoD Privacy 
Program,” May 8, 2007 (Reference (a)).  It provides guidance on section 552a of title 5 United 
States Code (U.S.C.), the Privacy Act of 1974, as amended, (Reference (b)), and prescribes uniform 
procedures for implementation of the DoD Privacy Program. 
 
DoD 5400.11-R, “Department of Defense Privacy Program,” August 13, 1983, is hereby canceled.   
 
This Regulation applies to the Office of the Secretary of Defense, the Military Departments, the 
Chairman of the Joint Chiefs of Staff, the Combatant Commands, the Inspector General of the 
Department of Defense, the Defense Agencies, the DoD Field Activities, and all other 
organizational entities within the Department of Defense (hereafter referred to as the “DoD 
Components”). 
 
The provisions of this Regulation shall be applicable by contract or other legally binding action to 
U.S. Government contractors whenever a DoD contract requires the performance of any activities 
associated with maintaining a system of records, including the collection, use, and dissemination of 
records on behalf of the contracting DoD Component.  When maintaining a system of records or a 
portion of a system of records, contractors and their employees shall be considered employees of 
the contracting DoD Component for purposes of the criminal penalties of the Act.   
 
This Regulation does not apply to: 
 


• Requests for information made under the Freedom of Information Act (DoD Directive 
5400.7) (Reference (c)).  They are processed in accordance with DoD 5400.7-R (Reference 
(d)). 


 
• Requests for information from systems of records controlled by the Office of Personnel 


Management (OPM), although maintained by a DoD Component.  These are processed in 
accordance with policies established by OPM (Reference (e)).  


 
• Requests for personal information from the General Accountability Office.  These are 


processed in accordance with DoD Directive 7650.1 (Reference (f)).  
 


• Requests for personal information from Congress.  These are processed in accordance with 
DoD Directive 5400.4 (Reference (g)), except for the specific provisions in Chapter 4 of 
this Regulation. 
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This Regulation is effective immediately and its use is mandatory for all DoD Components.  The 
Heads of the DoD Components may issue supplementary instructions only when necessary to 
provide for unique requirements within their Components.  Such instructions may not conflict with 
the provisions of this Regulation. 
 
Send recommended changes to this Regulation to the following address:  
 


Director, Defense Privacy Office 
1901 South Bell Street, Room 920 
Arlington, VA  22202-4512 


 
The DoD Components may obtain copies of this Regulation through their own publication 
channels.  Approved for public release; distribution unlimited.  Copies are available via the World 
Wide Web at http://www.dtic.mil/whs/directives.  Authorized registered users may obtain copies of 
the publication from the Defense Technical Information Center, 8725 John J. Kingman Road, Fort 
Belvoir, VA 22060-6218.  Other Federal Agencies and the public may obtain copies from the U.S 
Department of Commerce, National Technical Information Service, 5285 Port Royal Road, 
Springfield, VA 22161.  
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DL1.  DEFINITIONS 


 
DL1.1.  Access.  For the purposes of this Regulation, the review of a record or a copy of a record, 
or parts thereof, in a system of records by any individual.  
 
DL1.2.  Agency.  For the purposes of disclosing records subject to the Privacy Act (Reference (b)) 
among the DoD Components, the Department of Defense is a considered a single agency.  For all 
other purposes, to include requests for access and amendment, denial of access, or amendment, 
appeals from denials, and record keeping, as relating to the release of records to non-DoD 
Agencies, each DoD Component is considered an agency within the meaning of Reference (b).  
 
DL1.3.  Computer Matches.  The computerized comparison of two or more automated systems of 
records or a system of records with non-Federal records.  Manual comparison of systems of records 
or a system of records with non-Federal records are not covered.   
 
DL1.4.  Confidential Source.  A person or organization who has furnished information to the 
Federal Government under an express promise, if made on or after September 27, 1975,  that the 
person’s or the organization’s identity shall be held in confidence or under an implied promise of 
such confidentiality if this implied promise was made on or before September 26, 1975. 
 
DL1.5.  Disclosure.  The transfer of any personal information from a system of records by any 
means of communication (such as oral, written, electronic, mechanical, or actual review) to any 
person, private entity, or Government Agency, other than the subject of the record, the subject’s 
designated agent, or the subject’s legal guardian. 
 
DL1.6.  Federal Benefit Program.  A program administered or funded by the Federal Government, 
or by any agent or State on behalf of the Federal Government, providing cash or in-kind assistance 
in the form of payments, grants, loans, or loan guarantees to individuals.  
 
DL1.7.  Federal Personnel.  Officers and employees of the Government of the United States, 
members of the uniformed services (including members of the Reserve Components), individuals 
entitled to receive immediate or deferred retirement benefits under any retirement program of the 
United States (including survivor benefits).   
 
DL1.8.  Individual.  A living person who is a citizen of the United States or an alien lawfully 
admitted for permanent residence.  The parent of a minor or the legal guardian of any individual 
may also act on behalf of an individual.  Members of the U.S. Armed Forces are “individuals.”  
Corporations, partnerships, sole proprietorships, professional groups, businesses, whether 
incorporated or unincorporated, and other commercial entities are not “individuals” when acting in 
an entrepreneurial capacity with the Department of Defense, but are “individuals” when acting in a 
personal capacity (e.g., security clearances, entitlement to DoD privileges or benefits, etc.).  
 
DL1.9.  Individual Access.  Access to information pertaining to the individual by the individual or 
his or her designated agent or legal guardian. 
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DL1.10.  Lost, Stolen, or Compromised Information.  Actual or possible loss of control, 
unauthorized disclosure, or unauthorized access of personal information where persons other than 
authorized users gain access or potential access to such information for an other than authorized 
purposes where one or more individuals will be adversely affected.  Such incidents also are known 
as breaches.  
 
DL1.11.  Maintain.  To maintain, collect, use, or disseminate records contained in a system of 
records.  
 
DL1.12.  Non-Federal Agency.  Any state or local government, or agency thereof, which receives 
records contained in a system of records from a source agency for use in a computer matching 
program.   
 
DL1.13.  Official Use.  Within the context of this Regulation, this term is used when officials and 
employees of a DoD Component have demonstrated a need for the use of any record or the 
information contained therein in the performance of their official duties, subject to DoD 5200.1-R 
(Reference h)). 


DL1.14.  Personal Information.  Information about an individual that identifies, links, relates, or is 
unique to, or describes him or her, e.g., a social security number; age; military rank; civilian grade; 
marital status; race; salary; home/office phone numbers; other demographic, biometric, personnel, 
medical, and financial information, etc.  Such information is also known as personally identifiable 
information (i.e., information which can be used to distinguish or trace an individual’s identity, 
such as their name, social security number, date and place of birth, mother’s maiden name, 
biometric records, including any other personal information which is linked or linkable to a 
specified individual).    
 
DL1.15.  Privacy Act.   The Privacy Act of 1974, as amended, 5 U.S.C. 552a (Reference (b)). 
 
DL1.16.  Privacy Act Request.  A request from an individual for notification as to the existence of, 
access to, or amendment of records pertaining to that individual.  These records must be maintained 
in a system of records.    
 
DL1.17.  Member of the Public.  Any individual or party acting in a private capacity to include 
Federal employees or military personnel. 
 
DL1.18.  Recipient (matching) Agency.  Any agency, or contractor thereof, receiving records 
contained in a system of records from a source agency for use in a computer matching program.  
 
DL1.19.  Record.  Any item, collection, or grouping of information, whatever the storage media 
(paper, electronic, etc.), about an individual that is maintained by a DoD Component, including, but 
not limited to, an individual’s education, financial transactions, medical history, criminal or 
employment history, and that contains his or her name, or the identifying number, symbol, or other 
identifying particular assigned to the individual, such as a finger or voice print, or a photograph.  
 
DL1.20.  Risk Assessment.   An analysis considering information sensitivity, vulnerabilities, and 
cost in safeguarding personal information processed or stored in the facility or activity. 
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DL1.21.  Routine Use.  The disclosure of a record outside the Department of Defense for a use that 
is compatible with the purpose for which the information was collected and maintained by the 
Department of Defense.  The routine use must be included in the published system notice for the 
system of records involved.   
 
DL1.22.  Source Agency.  Any agency which discloses records contained in a system of records to 
be used in a computer-matching program, or any state or local government or agency thereof, 
which discloses records to be used in a computer-matching program.     
 
DL1.23.  Statistical Record.  A record maintained only for statistical research or reporting purposes 
and not used in whole or in part in making determinations about specific individuals. 
 
DL1.24.  System of Records.   A group of records under the control of a DoD Component from 
which personal information about an individual is retrieved by the name of the individual, or by 
some other identifying number, symbol, or other identifying particular assigned, that is unique to 
the individual.  
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C1.  CHAPTER 1 


 
SYSTEMS OF RECORDS 


 
C1.1.  GENERAL  
 
 C1.1.1.  System of Records.  To be subject to the provisions of this Regulation a “system of 
records” must: 
 
  C1.1.1.1.  Consist of “records,” (as defined in paragraph DL1.19) that are retrieved by  
the name of an individual or some other personal identifier; and 
 
  C1.1.1.2.  Be under the control of a DoD Component. 
 
 C1.1.2.  Retrieval Practices  
 
  C1.1.2.1.  Records in a group of records that may be retrieved by a name or personal  
identifier are not covered by this Regulation, even if the records contain personal data and are 
under control of a DoD Component.  The records must be retrieved by name or other personal 
identifier to become a system of records for the purpose of this Regulation. 
 
   C1.1.2.1.1.  When records are contained in an automated Information Technology (IT)  
 system that is capable of being manipulated to retrieve information about an individual, this does 
not automatically transform the system into a system of records, as defined in this Regulation.   
 
   C1.1.2.1.2.  In determining whether an automated system is a system of records that is 
subject to this Regulation, retrieval policies and practices shall be evaluated.  If DoD Component 
policy is to retrieve personal information by name or other unique personal identifier, it is a system 
of records.  If DoD Component policy prohibits retrieval by name or other identifier, but the actual 
practice of the Component is to retrieve information by name or identifier, even if done 
infrequently, it is a system of records.   
 
  C1.1.2.2.  If records are retrieved by name or personal identifier, a system notice must be 
submitted in accordance with paragraph C6.4 of Chapter 6.  
 
  C1.1.2.3.  If records that are not retrieved by name or personal identifier but then are  
rearranged in such a manner that they are retrieved by name or personal identifier, a new systems 
notice must be submitted in accordance with paragraph C6.4 of Chapter 6. 
 
  C1.1.2.4.  If records in a system of records are rearranged so that retrieval is no longer 
by name or other personal identifier, the records are no longer subject to this Regulation, and the 
system notice for the records shall be deleted in accordance with paragraph C6.5 of  
Chapter 6. 
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 C1.1.3.  Relevance and Necessity.  Information or records about an individual shall only be 
maintained in a system of records that is relevant and necessary to accomplish a DoD Component 
purpose required by a Federal statute or an Executive Order. 
 
 C1.1.4.  Authority to Establish Systems of Records.  Identify the specific statute or the 
Executive Order that authorizes maintaining personal information in each system of records.  The 
existence of a statute or Executive Order mandating the maintenance of a system of records does 
not abrogate the responsibility to ensure that the information in the system of records is relevant 
and necessary. 
If a statute or Executive Order does not expressly direct the creation of a system of records, but the 
establishment of a system of records is necessary in order to discharge the requirements of the 
statute or Executive Order, the statute or Executive Order shall be cited as the authority.   
 
 C1.1.5.  Exercise of First Amendment Rights  
 
  C1.1.5.1.  Do not maintain any records describing how an individual exercises his or her 
rights guaranteed by the First Amendment of the U.S. Constitution, except when: 
 
   C1.1.5.1.1.  Expressly authorized by Federal statute; 
 
   C1.1.5.1.2.  Expressly authorized by the individual; or 
 
   C1.1.5.1.3.  Maintenance of the information is pertinent to and within the scope of an  
authorized law enforcement activity. 
 
  C1.1.5.2.  First Amendment rights include, but are not limited to, freedom of religion,  
freedom of political beliefs, freedom of speech, freedom of the press, the right to assemble, and the 
right to petition. 
 
 C1.1.6.  System Manager’s Evaluation  
 
  C1.1.6.1.  Evaluate the information to be included in each new system before establishing 
the System, and evaluate periodically the information contained in each existing system of records 
for relevancy and necessity.  Such a review shall also occur when a system notice alteration or 
amendment is prepared.  See sections C6.4 and C6.5 of Chapter 6. 
 
  C1.1.6.2.  Consider the following: 
 
   C1.1.6.2.1.  The relationship of each item of information retained and collected to the  
purpose for which the system is maintained; 
 
   C1.1.6.2.2.  The specific impact on the purpose or mission of not collecting each  
category of information contained in the system; 
 
   C1.1.6.2.3.  The possibility of meeting the informational requirements through use of  
information not individually identifiable or through other techniques, such as sampling; 
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   C1.1.6.2.4.  The length of time each item of personal information must be retained; 
 
   C1.1.6.2.5.  The cost of maintaining the information; and 
 
   C1.1.6.2.6.  The necessity and relevancy of the information to the purpose for which it  
was collected. 
 
 C1.1.7.  Discontinued Information Requirements  
 
  C1.1.7.1.  Stop collecting immediately any category or item of personal information for 
which retention is no longer justified.  Also delete this information from existing records, when 
feasible. 
 
  C1.1.7.2.  Do not destroy any records that must be retained in accordance with disposal 
authorizations established under Section 3303a of 44 U.S.C. (Reference (i)). 
 
 
C1.2.  STANDARDS OF ACCURACY  
 
 C1.2.1.  Accuracy of Information Maintained.  Maintain all personal information that is used or 
may be used to make any determination about an individual with such accuracy, relevance, 
timeliness, and completeness as is reasonably necessary to ensure fairness to the individual in 
making any such determination. 
 
 C1.2.2.  Accuracy Determinations before Dissemination.  Before disseminating any personal 
information from a system of records to any person outside the Department of Defense, other than a 
Federal Agency, make reasonable efforts to ensure that the information to be disclosed is accurate, 
relevant, timely, and complete for the purpose it is being maintained.  See also paragraph C4.1.4 of 
Chapter 4. 
 
 
C1.3.  GOVERNMENT CONTRACTORS  
 
 C1.3.1.  Applicability to Government Contractors  
 
  C1.3.1.1.  When a DoD Component contract requires the operation or maintenance of a  
system of records or a portion of a system of records or requires the performance of any activities 
associated with maintaining a system of records, including the collection, use, and dissemination of 
records, the record system or the portion of the record system affected are considered to be 
maintained by the DoD Component and are subject to this Regulation.  The Component is 
responsible for applying the requirements of this Regulation to the contractor.  The contractor and 
its employees are to be considered employees of the DoD Component for the purposes of the 
criminal provisions of Reference (b) during the performance of the contract.  Consistent with 
subpart 24.1 of the Federal Acquisition Regulation (Reference (j)), contracts requiring the 
maintenance or operation of a system of records or the portion of a system of records shall include 
in the solicitation and resulting contract such terms as are prescribed by Reference (j). 
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  C1.3.1.2.  If the contractor must use, have access to, or disseminate individually identifiable  
information subject to this Regulation in order to perform any part of a contract, and the 
information would have been collected, maintained, used, or disseminated by the DoD Component 
but for the award of the contract, these contractor activities are subject to this Regulation. 
 
  C1.3.1.3.  The restriction in subparagraphs C1.3.1.1 and C1.3.1.2 of this Chapter do not  
apply to records: 
 
   C1.3.1.3.1.  Established and maintained to assist in making internal contractor  
management decisions, such as records maintained by the contractor for use in managing the 
contract; 
 
   C1.3.1.3.2.  Maintained as internal contractor employee records even when used in  
conjunction with providing goods and services to the Department of Defense;  
 
   C1.3.1.3.3.  Maintained as training records by an educational organization contracted by  
a DoD Component to provide training when the records of the contract students are similar to and 
commingled with training records of other students (for example, admission forms, transcripts, 
academic counseling and similar records); 
 
   C1.3.1.3.4.  Maintained by a consumer reporting agency to which records have been  
disclosed under contract in accordance with section 3711(e) of 31 U.S.C., the Federal Claims 
Collection Act of 1966, (Reference (k)); or 
 
   C1.3.1.3.5.  Maintained by the contractor incident to normal business practices and  
operations. 
 
  C1.3.1.4.  The DoD Components shall publish instructions that:  
 
   C1.3.1.4.1.  Furnish DoD Privacy Program guidance to their personnel who solicit,  
award, or administer Government contracts; 
 
   C1.3.1.4.2.  Inform prospective contractors of their responsibilities, and provide 
training, as appropriate, regarding the DoD Privacy Program; and 
 
   C1.3.1.4.3.  Establish an internal system of contractor performance review to ensure  
compliance with the DoD Privacy Program. 
 
 C1.3.2.  Contracting Procedures.  The Defense Acquisition Regulations Council is responsible 
for developing the specific policies and procedures to be followed when soliciting bids, awarding 
contracts or administering contracts that are subject to this Regulation. 
 
 C1.3.3.  Contractor Compliance.  Through the various contract surveillance programs, ensure 
contractors comply with the procedures established in accordance with paragraph C1.3.2 of this 
Chapter. 
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 C1.3.4.  Disclosure of Records to Contractors.  Disclosure of records contained in a system of 
records by a DoD Component to a contractor for use in the performance of a DoD contract is 
considered a disclosure within the Department of Defense.  See paragraph C4.1.2 of Chapter 4.  
The contractor is considered the agent of the contracting DoD Component and to be maintaining 
and receiving the records for that Component. 
 
 
C1.4.  SAFEGUARDING PERSONAL INFORMATION  
 
 C1.4.1.  General Responsibilities.  DoD Components shall establish appropriate administrative, 
technical and physical safeguards to ensure that the records in each system of records are protected 
from unauthorized access,  alteration, or disclosure and that their confidentiality is preserved and 
protected.  Records shall be protected against reasonably anticipated threats or hazards that could 
result in substantial harm, embarrassment, inconvenience, or unfairness to any individual about 
whom information is kept. 
 
 C1.4.2.  Minimum Standards  
 
  C1.4.2.1.  Tailor system safeguards to conform to the type of records in the system, the  
sensitivity of the personal information stored, the storage medium used and, to a degree, the 
number of records maintained. 
 
  C1.4.2.2.  Treat all unclassified records that contain personal information that normally  
would be withheld from the public under Freedom of Information Exemption Numbers 6 and 7, 
chapter 3 of Reference (d) as “For Official Use Only (FOUO),” and safeguard  them accordingly, in 
accordance with DoD 5200.1-R (Reference (h)), even if they are not actually marked “FOUO.” 
 
  C1.4.2.3.  Personal information that does not meet the criteria discussed in paragraph  
C1.4.2.2 of this Chapter shall be accorded protection commensurate with the nature and type of 
information involved. 
 
  C1.4.2.4.  Special administrative, physical, and technical procedures are required to protect  
data that is stored or processed in an IT system to protect against threats unique to an automated 
environment.  See Appendix 1. 
 
  C1.4.2.5.  Tailor safeguards specifically to the vulnerabilities of the system. 
 
 C1.4.3.  Records Disposal  
 
  C1.4.3.1.  Dispose of records containing personal data so as to prevent inadvertent  
compromise.  Disposal methods are those approved by the Component or the National Institute of 
Standards and Technology.  For paper records, disposal methods, such as tearing, burning, melting, 
chemical decomposition, pulping, pulverizing, shredding, or mutilation are acceptable.  For 
electronic records and media, disposal methods, such as overwriting, degaussing, disintegration, 
pulverization, burning, melting, incineration, shredding or sanding are acceptable.    







DoD 5400.11-R, May 14, 2007 


CHAPTER 1 16


 
  C1.4.3.2.   Disposal methods are considered adequate if the personal data is rendered  
unrecognizable or beyond reconstruction. 
 
 
C1.5.  NOTIFICATION WHEN INFORMATION IS LOST, STOLEN, OR COMPROMISED  
 
 C1.5.1.   If records containing personal information are lost, stolen, or compromised (see 
paragraph DL1.1.10), the potential exists that the records may be used for unlawful purposes, such 
as identity theft, fraud, stalking, etc.  The personal impact on the affected individual may be severe 
if the records are misused.  To assist the individual, the Component shall promptly notify the 
individual of any loss, theft, or compromise.  See also, paragraph 10.6.1 of Chapter 10 for reporting 
of the breach to the Senior Component Official for Privacy and the Defense Privacy Office.   
 
  C1.5.1.1.  The notification shall be made whenever a breach occurs that involves personal  
information pertaining to a service member, civilian employee (appropriated or non-appropriated 
fund), military retiree, family member, DoD contractor, other persons that are affiliated with the 
Component (e.g., volunteers), and/or any other member of the public on whom information is 
maintained by the Component or by a contractor on behalf of the Component.    
 
  C1.5.1.2.  The notification shall be made as soon as possible, but not later than 10 working  
days after the loss, theft, or compromise is discovered and the identities of the individuals 
ascertained.    
   
   C1.5.1.2.1.   The 10-day period begins after the Component is able to determine the 
identities of the individuals whose records were lost.  
 
   C1.5.1.2.2.   If the Component is only able to identify some but not all of the affected 
individuals, notification shall be given to those that can be identified with follow-up notifications 
made to those subsequently identified.    
 
   C1.5.1.2.3.  If the Component cannot readily identify the affected individuals or will not 
be able to identify the individuals, the Component shall provide a generalized notice to the 
potentially impacted population by whatever means the Component believes is most likely to reach 
the affected individuals.   
 
  C1.5.1.3.  When personal information is maintained by a DoD contractor on behalf of the  
Component, the contractor shall notify the Component immediately upon discovery that a loss, 
theft, or compromise has occurred.   
 
   C1.5.1.3.1.  The Component shall determine whether the Component or the contractor 
shall make the required notification.   
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C1.5.1.3.2.  If the contractor is to notify the impacted population, it shall submit the  
notification letters to the Component for review and approval.  The Component shall coordinate 
with the contractor to ensure that the letters meet the requirements of subparagraph C1.5.   
 
  C1.5.1.4.  Subject to subparagraph C1.5.1.2, the Component shall inform the Deputy  
Secretary of Defense of the reasons why notice was not provided to the individuals or the affected 
population within the 10-day period.   
 
   C1.5.1.4.1.  If for good cause (e.g., law enforcement authorities request delayed  
notification as immediate notification will jeopardize investigative efforts), notice can be delayed, 
but the delay shall only be for a reasonable period of time.  In determining what constitutes a 
reasonable period of delay, the potential harm to the individual must be weighed against the 
necessity for delayed notification.        
 
   C1.5.1.4.2.  The required notification shall be prepared and forwarded to the Senior  
Component Official for Privacy (Reference (a)) who shall forward it to the Defense Privacy Office.   
The Defense Privacy Office, in coordination with the Office of the Under Secretary of Defense for 
Personnel and Readiness, shall forward the notice to the Deputy Secretary.      
 
  C1.5.1.5.  The notice to the individual, at a minimum, shall include the following:  
 
   C1.5.1.5.1.  The individuals shall be advised of what specific data was involved.  It is  
insufficient to simply state that personal information has been lost.  Where names, Social Security 
Numbers (SSNs), and dates of birth are involved, it is critical that the individual be advised that 
these data elements potentially have been compromised.   
 
   C1.5.1.5.2.  The individual shall be informed of the facts and circumstances surrounding  
the loss, theft, or compromise.  The description of the loss should be sufficiently detailed so that the 
individual clearly understands how the compromise occurred.   
 
   C1.5.1.5.3.  The individual shall be informed of what protective actions the Component 
is taking or the individual can take to mitigate against potential future harm.  The Component 
should refer the individual to the Federal Trade Commission’s public web site on identity theft at 
http://www.consumer.gov/idtheft/con_steps.htm.  The site provides valuable information as to what 
steps individuals can take to protect themselves if their identities potentially have been or are 
stolen.  
 
   C1.5.1.5.4.  A sample notification letter is at Appendix 2.   
 
 C1.5.2.  The notification shall be made whether or not the personal information is contained in 
a system of records.  See subparagraph C1.1.1 of this Chapter.    
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C2.  CHAPTER 2 
 


COLLECTING PERSONAL INFORMATION 
 
C2.1.  GENERAL CONSIDERATIONS  
 
 C2.1.1.  Collect Directly from the Individual.  Collect to the greatest extent practicable personal 
information directly from the individual to whom it pertains, if the information may result in 
adverse determinations about an individual’s rights, privileges, or benefits under any Federal 
program. 
 
 C2.1.2.  Collecting SSNs  
 
  C2.1.2.1.  It is unlawful for any Federal, State, or local governmental agency to deny an  
individual any right, benefit, or privilege provided by law because the individual refuses to provide 
his or her SSN.   However, if a Federal statute requires that the SSN be furnished, or if the SSN is 
furnished to a DoD Component maintaining a system of records in existence that was established 
and in operation before January 1, 1975, and the SSN was required under a statute or regulation 
adopted prior to this date for purposes of verifying the identity of an individual, this restriction does 
not apply. 
 
  C2.1.2.2.  When an individual is requested to provide his or her SSN, he or she must be  
told: 
 
   C2.1.2.2.1.  What uses will be made of the SSN;   
 
   C2.1.2.2.2.  The statute, regulation, or rule authorizing the solicitation of the SSN; and  
 
   C2.1.2.2.3.  Whether providing the SSN is voluntary or mandatory. 
 
  C2.1.2.3.  Include in any systems notice for any system of records that contains SSNs a  
statement indicating the authority for maintaining the SSN.    
 
  C2.1.2.4.  Executive Order 9397 (Reference (l)) authorizes solicitation and use of SSNs as a 
numerical identifier for Federal personnel that are identified in most Federal record systems.  
However, it does not constitute authority for mandatory disclosure of the SSN. 
 
  C2.1.2.5.  Upon entrance into military service or civilian employment with the Department  
of Defense, individuals are asked to provide their SSNs.  The SSN becomes the service or 
employment number for the individual and is used to establish personnel, financial, medical, and 
other official records.  The notification in subparagraph C2.1.2.2 of this Chapter shall be provided 
to the individual when originally soliciting his or her SSN.  The notification is not required if an 
individual is requested to furnish his SSN for identification purposes and the SSN is solely used to 
verify the SSN that is contained in the records.  However, if the SSN is solicited and retained for 
any purposes other than verifying the existing SSN in the records, the requesting official shall 
provide the individual the notification required by subparagraph C2.1.2.2 of this Chapter. 
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  C2.1.2.6.  Components shall ensure that the SSN is only collected when there is 
demonstrated need for collection.  If collection is not essential for the purposes for which the record 
or records are being maintained, it should not be solicited.   
 
  C2.1.2.7.  DoD Components shall continually review their use of the SSN to determine  
whether such use can be eliminated, restricted, or concealed in Component business processes, 
systems and paper and electronic forms.  While use of the SSN may be essential for program 
integrity and national security when information about an individual is disclosed outside the DoD, 
it may not be as critical when the information is being used for internal Departmental purposes.  
 
 C2.1.3.  Collecting Personal Information from Third Parties.  When information being solicited 
is of an objective nature and is not subject to being altered, the information should first be collected 
from the individual.  But, it may not be practicable to collect personal information first from the 
individual in all cases.  Some examples of this are: 
  C2.1.3.1.  Verification of information through third-party sources for security or 
employment suitability determinations; 
 
  C2.1.3.2.  Seeking third-party opinions such as supervisor comments as to job knowledge,  
duty performance, or other opinion-type evaluations; and 
 
  C2.1.3.3.  When obtaining information first from the individual may impede rather than  
advance an investigative inquiry into the actions of the individual.  
 
  C2.1.3.4.  Contacting a third party at the request of the individual to furnish certain  
information, such as exact periods of employment, termination dates, copies of records, or similar 
information. 
 
 C2.1.4.  Privacy Act Statements  
 
  C2.1.4.1.  When an individual is requested to furnish personal information about himself or  
herself for inclusion in a system of records, a Privacy Act statement is required regardless of the 
medium used to collect the information (paper or electronic forms, personal interviews, telephonic 
interviews, or other methods).  The Privacy Act statement consists of the elements set forth in 
subparagraph C2.1.4.2 of this Chapter.  The statement enables the individual to make an informed 
decision whether to provide the information requested.  If the personal information solicited is not 
to be incorporated into a system of records, the statement need not be given.  However, personal 
information obtained without a Privacy Act Statement shall not be incorporated into any system of 
records.  When soliciting SSNs for any purpose, see subparagraph C2.1.2.2 of this Chapter. 
 
  C2.1.4.2.  The Privacy Act statement shall include: 
 
   C2.1.4.2.1.  The Federal statute or Executive Order that authorizes collection of the  
requested information.  See paragraph C1.1.4 of Chapter 1. 
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   C2.1.4.2.2.  The principal purpose or purposes for which the information is to be used; 
 
   C2.1.4.2.3.  The routine uses that will be made of the information.  See paragraph  
C4.2.3 of Chapter 4; 
 
   C2.1.4.2.4.  Whether providing the information is voluntary or mandatory.  See  
paragraph C2.1.5. of this Chapter; and 
 
   C2.1.4.2.5.  The effects on the individual if he or she chooses not to provide the 
requested information. 
 
  C2.1.4.3.  The Privacy Act statement shall be concise, current, and easily understood. 
 
  C2.1.4.4.  The Privacy Act statement may appear as a public notice (sign or poster),  
conspicuously displayed in the area where the information is collected, such as at check-cashing 
facilities or identification photograph facilities.  See paragraph C2.2.1 of this Chapter.  
 
  C2.1.4.5.  The individual normally is not required to sign the Privacy Act statement. 
 
  C2.1.4.6.  The individual shall be provided a written copy of the Privacy Act statement  
upon request.  This must be done regardless of the method chosen to furnish the initial advisement. 
 
 C2.1.5.  Mandatory as Opposed to Voluntary Disclosures.  Include in the Privacy Act statement 
specifically whether furnishing the requested personal data is mandatory or voluntary.  A 
requirement to furnish personal data is mandatory only when the DoD Component is authorized to 
impose a penalty on the individual for failure to provide the requested information.  If a penalty 
cannot be imposed, disclosing the information is always voluntary.  
 
 
C2.2.  FORMS  
 
 C2.2.1.  DoD Forms  
 
  C2.2.1.1.  DoD Instruction 7750.7 (Reference (m)) provides guidance for preparing Privacy  
Act statements for use with forms (see also paragraph C2.2.1.2 of this Chapter). 
 
  C2.2.1.2.  When forms are used to collect personal information, the Privacy Act statement  
shall appear as follows (listed in the order of preference): 
 
   C2.2.1.2.1.  In the body of the form, preferably just below the title so that the reader will  
be advised of the contents of the statement before he or she begins to complete the form. 
 
   C2.2.1.2.2.  On the reverse side of the form with an appropriate annotation under the  
title giving its location; 
 
   C2.2.1.2.3.  On a tear-off sheet attached to the form; or 
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   C2.2.1.2.4.  As a separate supplement to the form. 
 
 C2.2.2.  Forms Issued by Non-DoD Activities  
 
  C2.2.2.1.  Forms subject to Reference (b) issued by other Federal Agencies must have a 
Privacy Act statement.  Always ensure that the statement prepared by the originating Agency is 
adequate for the purpose for which the form shall be used by the DoD activity.  If the Privacy Act 
statement provided is inadequate, the DoD Component concerned shall prepare a new statement or 
a supplement to the existing statement before using the form. 
 
  C2.2.2.2.  Forms issued by agencies not subject to Reference (b) (State, municipal, and  
other local agencies) do not contain Privacy Act statements.  Before using a form prepared by such 
agencies to collect personal data subject to this Regulation, an appropriate Privacy Act statement 
must be added. 
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C3.  CHAPTER 3 
 


ACCESS BY INDIVIDUALS 
 
C3.1.  INDIVIDUAL ACCESS TO PERSONAL INFORMATION  
 
 C3.1.1.  Individual Access  
 
  C3.1.1.1.  The access provisions of this Regulation are intended for use by individuals  
who seek access to records about themselves that are maintained in a system of records.  Release of 
personal information to individuals under this Regulation is not considered public release of the 
information. 
 
  C3.1.1.2.  Make available to the individual to whom the record pertains all of the  
personal information contained in the system of records except where access may be denied 
pursuant to an exemption claimed for the system.  See Chapter 5 of this Regulation.  However, 
when the access provisions of this chapter are not available to the individual due to a claimed 
exemption, the request shall be processed to provide information that is disclosable pursuant to 
Reference (d).  
 
 C3.1.2.  Individual Requests for Access.  Individuals shall address requests for access to 
personal information in a system of records to the system manager or to the office designated in the 
DoD Component procedural rules or the system notice. 
 
 C3.1.3.  Verification of Identity  
 
  C3.1.3.1.  Before granting access to personal data, an individual may be required to provide  
reasonable proof his or her identity. 
 
  C3.1.3.2.  Identity verification procedures shall not: 
 
   C3.1.3.2.1.  Be so complicated as to unnecessarily discourage individuals from seeking  
access to information about themselves; or 
 
   C3.1.3.2.2.  Be required of an individual seeking access to records that normally would  
be available under Reference (d). 
 
  C3.1.3.3.  When an individual seeks personal access to records pertaining to themselves in  
person, proof of identity is normally provided by documents that an individual ordinarily possesses, 
such as employee and military identification cards, driver’s license, other licenses, permits, or 
passes used for routine identification purposes. 
 
  C3.1.3.4.  When access is requested by mail, identity verification may consist of the  
individual providing certain minimum identifying data, such as full name, date and place of birth, 
or such other personal information necessary to locate the record sought and information that is 
ordinarily only known to the individual.  If the information sought is of a sensitive nature, 
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additional identifying data may be required.  An unsworn declaration under penalty of perjury in 
accordance with section 1746 of 28 U.S.C. (Reference (n)) or notarized signatures are acceptable as 
a means of proving the identity of the individual. 
 
   C3.1.3.4.1.  If an unsworn declaration is executed within the United States, its  
territories, possessions, or commonwealths, it shall read “I declare (or certify, verify, or state) under 
penalty of perjury that the foregoing is true and correct.  Executed on (date).  (Signature).” 
 
   C3.1.3.4.2. If an unsworn declaration is executed outside the United States, it shall read  
“I declare (or certify, verify, or state) under penalty of perjury under the laws of the United States 
of America that the foregoing is true and correct. Executed on (date). (Signature).”  
 
  C3.1.3.5.  If an individual wishes to be accompanied by a third party when seeking access to  
his or her records or to have the records released directly to a third party, the individual may be 
required to furnish a signed access authorization granting the third-party access. 
 
  C3.1.3.6.  An individual shall not be refused access to his or her record solely because he or  
she refuses to provide his or her SSN, unless the SSN is the only method by which retrieval can be 
made.  See paragraph C2.1.2 of Chapter 2. 
 
  C3.1.3.7.  The individual is not required to explain or justify his or her need for access to  
any record under this Regulation. 
 
  C3.1.3.8.  Only a denial authority may deny access, and the denial must be in writing and  
contain the information required by paragraph C3.2.2 of this Chapter. 
 
 C3.1.4.  Granting Individual Access to Records  
 
  C3.1.4.1.  Grant the individual access to the original record or an exact copy of the original 
record without any changes or deletions, except when deletions have been made in accordance with 
paragraph C3.1.5 of this Chapter.  For the purpose of granting access, a record that has been 
amended under paragraph C3.3.2 of this Chapter is considered to be the original.  See paragraph 
C3.1.5 of this Chapter for the policy regarding the use of summaries and extracts. 
 
  C3.1.4.2.  Provide exact copies of the records when furnishing the individual copies of 
records under this Regulation. 
 
  C3.1.4.3.  Explain in terms understood by the requestor any record or portion of a record 
that is not clear. 
 
 C3.1.5.  Illegible, Incomplete, or Partially Exempt Records  
 
  C3.1.5.1.  Do not deny an individual access to a record or a copy of a record solely because 
the physical condition or format of the record does not make it readily available (deteriorated state 
or on magnetic tape).   Either prepare an extract, or recopy the document exactly. 
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  C3.1.5.2.  If a portion of the record contains information that is exempt from access, an  
extract or summary containing all of the information in the record that is releasable shall be 
prepared. 
 
  C3.1.5.3.  When the physical condition of the record or its state makes it necessary to  
prepare an extract for release, ensure that the extract can be understood by the requester. 
 
  C3.1.5.4.  Explain to the requester all deletions or changes to the records. 
 
 C3.1.6.  Access to Medical Records  
 
  C3.1.6.1.  Access to medical records is not only governed by the access provisions of this  
Regulation, but also by the access provisions of DoD 6025.18-R (Reference (o)).  The Privacy Act 
(Reference (b)), as implemented by this regulation, however, provides greater access to an 
individual’s medical records than that authorized by Reference (o). 
 
  C3.1.6.2.  Medical records in a system of records shall be disclosed to the individual to  
whom they pertain, even if a minor; but, when it is believed that access to such records could have 
an adverse effect on the mental or physical health of the individual or may result in harm to a third 
party, the following special procedures apply:   
 
   C3.1.6.2.1.  If a determination is made in consultation with a medical doctor that release 
of the medical information may be harmful to the mental or physical health of the individual, or to 
a third party, the Component shall: 
 
    C3.1.6.2.1.1.  Send the record to a physician named by the individual; and 
 
    C3.1.6.2.1.2.  In the transmittal letter to the physician, explain why access by the 
individual without proper professional supervision could be harmful (unless it is obvious from the 
record). 
 
   C3.1.6.2.2.  The Component shall not require the physician to request the records for the 
individual. 
 
  C3.1.6.3.  If the individual refuses or fails to designate a physician, the record shall not be  
provided.  Such refusal of access is not considered a denial under the Privacy Act.  See paragraph 
C3.2.1 and C3.2.2 of this Chapter.  
 
  C3.1.6.4.  If records are provided to the designated physician, but the physician declines or  
refuses to provide the records to the individual, the DoD Component is under an affirmative duty to 
take action to deliver the records to the individual by whatever means deemed appropriate.  Such 
action should be taken expeditiously, especially if there has been a significant delay between the 
time the records were furnished the physician and the decision by the physician not to release the 
records.     
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  C3.1.6.5.  Access to a minor’s medical records may be granted to his or her parents or legal  
guardians.  However, access is subject to the restrictions as set forth at paragraph C9.7.3 of  
Reference (o). 
 
  C3.1.6.6.  Members of the Military Services and all married persons are not considered 
minors regardless of age, and the parents of these individual do not have access to their medical 
records without written consent of the individual. 
 
 C3.1.7.  Access to Information Compiled in Anticipation of a Civil Action.  (See Chapter 5 of 
this Regulation).  
 
 C3.1.8.  Non-Agency Records  
 
  C3.1.8.1.  Certain documents under the physical control of DoD personnel and used to assist  
them in performing official functions, are not considered “Agency records” within the meaning of 
this Regulation.  Uncirculated personal notes and records that are not disseminated or circulated to 
any person or organization (for example, personal telephone lists or memory aids) that are retained 
or discarded at the author’s discretion and over which the Component exercises no direct control 
are not considered Agency records.  However, if personnel are officially directed or encouraged, 
either in writing or orally, to maintain such records, they may become “Agency records” and may 
be subject to this Regulation. 
 
  C3.1.8.2.  The personal uncirculated handwritten notes of unit leaders, office supervisors, or  
military supervisory personnel concerning subordinates are not systems of records within the 
meaning of this Regulation.  Such notes are an extension of the individual’s memory.  These notes, 
however, must be maintained and discarded at the discretion of the individual’s supervisor and not 
circulated to others.  Any established requirement to maintain such notes (such as, written or oral 
directives, regulations, or command policy) may transform these notes into “Agency records,” and 
they then must be made a part of a system of records.  If the notes are circulated, they must be 
made a part of a system of records.  Any action that gives personal notes the appearance of official 
Agency records is prohibited, unless the notes have been incorporated into a system of records. 
 
 C3.1.9.  Relationship between the Privacy Act (Reference (b)) and section 552 of 5 U.S.C., the 
Freedom of Information Act (Reference (p)).  Not all requesters are knowledgeable of the 
appropriate statutory authority to cite when requesting records.  In some instances, they may cite 
neither Act, but will imply one or both Acts.  The below guidelines are provided to ensure that 
requesters are given the maximum amount of information as authorized under both statutes.  
 
  C3.1.9.1.  Process requests for individual access as follows: 
 
   C3.1.9.1.1.  If the records are required to be released under the Privacy Act, FOIA  
does not bar release even if a FOIA exemption could be invoked if the request had been processed 
solely under FOIA.  Conversely, if the records are required to be released under FOIA, the Privacy 
Act does not bar disclosure.   
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   C3.1.9.1.2.  Requesters who seek records about themselves contained in a Privacy Act  
system of records, and who cite or imply only the Privacy Act, will have their records processed 
under the provisions of this Regulation and Reference (d).  If the system of records is exempt from 
the access provisions of this Regulation, and if the records, or any portion thereof, are exempt 
under FOIA, the requester shall be advised and informed of the appropriate Privacy and FOIA 
exemptions.  Only if the records can be denied under both statutes may the Department of Defense 
withhold the records from the individual.  Appeals shall be processed under both Acts.   
 
   C3.1.9.1.3.  Requesters who seek records about themselves that are not contained in a  
Privacy Act system of records, and who cite or imply only the Privacy Act, will have their requests 
processed under the provisions of Reference (d)), since the access provisions of this Regulation do 
not apply.  Appeals shall be processed under the FOIA. 
 
   C3.1.9.1.4.  Requesters who seek records about themselves that are contained in a  
Privacy Act system of records, and who cite or imply FOIA or both Acts, will have their requests 
processed under the provisions of this Regulation and Reference (d).  If the system of records is 
exempt from the access provisions of this Regulation, and if the records, or any portion thereof, are 
exempt under FOIA, the requester shall be advised and informed of the appropriate Privacy and 
FOIA exemptions.  Appeals shall be processed under both Acts.   
 
   C3.1.9.1.5.  Requesters who seek records about themselves that are not contained in a  
Privacy Act system of records, and who cite or imply the Privacy Act and FOIA, will have their 
requests processed under Reference (d), since the access provisions of this Regulation do not apply.  
Appeals shall be processed under FOIA.   
 
  C3.1.9.2.  Do not deny individuals’ access to personal information concerning them that 
would otherwise be releasable to them under either Act solely because they fail to cite or imply 
either Act or cite the wrong Act, Regulation, or Instruction. 
 
  C3.1.9.3.  Explain to the requester which Act(s) was(were) used when granting or denying 
access under either Act. 
 
 C3.1.10.  Time Limits.  DoD Components normally shall provide access within 20 working 
days after receipt of the request.  If access cannot be given within the 20 working day period, the 
requester shall be notified in an interim response.   
 
 C3.1.11.  Privacy Act Case File.  Establish a Privacy Act case file, when required.  See 
paragraph C3.3.16 of this Chapter. 
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C3.2.  DENIAL OF INDIVIDUAL ACCESS  
 
 C3.2.1.  Denying Individual Access  
 
  C3.2.1.1.  An individual may be denied access to a record pertaining to him or her only if  
the record: 
 
   C3.2.1.1.1.  Was compiled in reasonable anticipation of a civil action or proceeding.   
See paragraph C5.2 of Chapter 5. 
 
   C3.2.1.1.2.  Is in a system of records that has been exempted from the access provisions  
of this Regulation under one of the permitted exemptions.  See paragraphs 5.3 and 5.4 of  
Chapter 5. 
 
   C3.2.1.1.3.  Contains classified information that has been exempted from the access  
provisions of this Regulation under the blanket exemption for such material claimed for all DoD 
records systems.  See paragraph C5.1.3. of Chapter 5. 
 
   C3.2.1.1.4.  Is contained in a system of records for which access may be denied under 
some other Federal statute that excludes the record from coverage of Reference (b).   
 
  C3.2.1.2.  Where a basis for denial exists, do not deny the record, or portions of the record, 
if denial does not serve a legitimate governmental purpose. 
 
 C3.2.2.  Other Reasons to Refuse Access 
 
  C3.2.2.1.  An individual may be refused access if: 
 
   C3.2.2.1.1.  The record is not described well enough to enable it to be located with a  
reasonable amount of effort on the part of an employee familiar with the file; or  
 
   C3.2.2.1.2.  Access is sought by an individual who fails or refuses to comply with the  
established procedural requirements, including refusing to name a physician to receive medical 
records, when required, (see paragraph C3.1.6 of this Chapter), or to pay fees (see section C3.4 of 
this Chapter). 
 
  C3.2.2.2.  Always explain to the individual the specific reason access has been refused and 
how he or she may obtain access. 
 
 C3.2.3.  Notifying the Individual.  Formal denials of access must be in writing and include at a 
minimum: 
 
  C3.2.3.1.  The name, title or position, and signature of a designated Component denial  
authority; 
 
  C3.2.3.2.  The date of the denial; 
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  C3.2.3.3.  The specific reason for the denial, including specific citations to the appropriate  
sections of the Privacy Act or other statutes, this Regulation, DoD Component instructions, or Code 
of Federal Regulations (CFR) authorizing the denial; 
 
  C3.2.3.4.  Notice to the individual of his or her right to appeal the denial through the 
Component appeal procedure within 60 calendar days; and 
 
  C3.2.3.5.  The title or position and address of the Privacy Act appeals official for the  
Component. 
 
 C3.2.4.  DoD Component Appeal Procedures.  Establish internal appeal procedures that, at a  
minimum, provide for: 
 
  C3.2.4.1.  Review by the Head of the Component, or his or her designee, of any appeals by 
an individual from a denial of access to Component records. 
 
  C3.2.4.2.  Formal written notification to the individual by the appeal authority that shall: 
 
   C3.2.4.2.1.  Include, at a minimum, the following, if the denial is sustained totally or in 
part: 
 
    C3.2.4.2.1.1.  The exact reason for denying the appeal, to include specific citations 
to the provisions of the Act or other statutes, this Regulation, Component instructions, or the CFR 
upon which the determination is based; 
 
    C3.2.4.2.1.2.  The date of the appeal determination; 
 
    C3.2.4.2.1.3.  The name, title, and signature of the appeal authority; and 
 
    C3.2.4.2.1.4.  A statement informing the applicant of his or her right to seek judicial  
relief. 
 
   C3.2.4.2.2.  If the appeal is granted, notify the individual and provide access to the 
material to which access has been granted. 
 
  C3.2.4.3.  The written appeal notification granting or denying access is the final Component 
action regarding access. 
 
  C3.2.4.4.  The individual shall file any appeal from denial of access within no less than 60 
calendar days of receipt of the denial notification. 
 


C3.2.4.5.  Process all appeals within 30 days of receipt, unless the appeal authority  
determines that a fair and equitable review cannot be made within that period.   Notify the applicant 
in writing if additional time is required for the appellate review.  The notification must include the 
reasons for the delay and state when the individual may expect an answer to the appeal. 
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 C3.2.5.  Denial of Appeals by Failure to Act.  A requester may consider his or her appeal 
formally denied if the appeal authority fails: 
 
  C3.2.5.1.  To act on the appeal within 30 days; 
 
  C3.2.5.2.  To provide the requester with a notice of extension within 30 days; or 
 
  C3.2.5.3.  To act within the time limits established in the Component’s notice of extension. 
See paragraph C3.2.4.5 of this Chapter. 
 
 C3.2.6.  Denying Access to OPM Records Held by the DoD Components 
 
  C3.2.6.1.  The records in all systems of records maintained in accordance with the OPM  
Government-wide system notices are technically only in the temporary custody of the Department 
of Defense. 
 
  C3.2.6.2.  All requests for access to these records must be processed in accordance with part  
297 of Reference (e) as well as applicable Component procedures. 
 
  C3.2.6.3.  When a DoD Component refuses to grant access to a record in an OPM system,  
the Component shall advise the individual that his or her appeal must be directed to the Assistant 
Director for Workforce Information, Personnel Systems and Oversight Group, U.S. Office of 
Personnel Management, 1900 E Street, N.W., Washington, D.C. 20415, in accordance with the 
procedures of part 297 of Reference (e). 
 
 
C3.3.  AMENDMENT OF RECORDS  
 
 C3.3.1.  Individual Review and Correction.  Individuals are encouraged to periodically review 
the personal information being maintained about them by the DoD Components and to avail 
themselves of the procedures established by this Regulation and other Regulations to update their 
records. 
 
 C3.3.2.  Amending Records  
 
  C3.3.2.1.  An individual may request the amendment of any record contained in a system of  
records pertaining to him or her unless the system of record has been exempted specifically from 
the amendment procedures of this Regulation under paragraph C5.1.2 of  Chapter 5.  Normally, 
amendments under this Regulation are limited to correcting factual matters and not matters of 
official judgment, such as performance ratings, promotion potential, and job performance 
appraisals. 
 
  C3.3.2.2.  While a Component may require that the request for amendment be in writing, 
this requirement shall not be used to discourage individuals from requesting valid amendments, or 
to unnecessarily delay the amendment process. 
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  C3.3.2.3.  A request for amendment must include: 
 
   C3.3.2.3.1.  A description of the item or items to be amended; 
 
   C3.3.2.3.2.  The specific reason for the amendment; 
 
   C3.3.2.3.3.  The type of amendment action sought (deletion, correction, or addition); 
and 
 
   C3.3.2.3.4.  Copies of available documentary evidence supporting the request. 
 
 C3.3.3.  Burden of Proof.   The applicant must adequately support his or her claim. 
 
 C3.3.4.  Identification of Requesters  
 
  C3.3.4.1.  Individuals may be required to provide identification to ensure that they are  
indeed seeking to amend a record pertaining to themselves and not, inadvertently or intentionally, 
the records of others. 
 
  C3.3.4.2.  The identification procedures shall not be used to discourage legitimate  
requests or to needlessly burden or delay the amendment process.   (See paragraph C3.1.3. of this 
Chapter.) 
 
 C3.3.5.  Limits on Attacking Evidence Previously Submitted 
 
  C3.3.5.1.  The amendment process is not intended to permit the alteration of records   
presented in the course of judicial or quasi-judicial proceedings.  Any amendments or changes to 
these records are typically made through the specific procedures established for the amendment of 
such records. 
 
  C3.3.5.2.  Nothing in the amendment process is intended or designed to permit a collateral  
attack upon what has already been the subject of a judicial or quasi-judicial determination.   
However, while the individual may not attack the accuracy of the judicial or quasi-judicial 
determination under this Regulation, he or she may challenge the accuracy of the recording of that 
action. 
 
 C3.3.6.  Sufficiency of a Request to Amend.  Consider the following factors when evaluating 
the sufficiency of a request to amend: 
 
  C3.3.6.1.  The accuracy of the information itself; and  
   
  C3.3.6.2.  The relevancy, timeliness, completeness, and necessity of the recorded  
information. 
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 C3.3.7.  Time Limits  
 
  C3.3.7.1.  Provide written acknowledgment of a request to amend within 10 working days 
of its receipt by the appropriate systems manager.  If the action is completed within 10 working 
days and the individual is so informed, the request does not need to be acknowledged. 
 
  C3.3.7.2.  The letter of acknowledgment shall clearly identify the request and advise the 
individual when he or she may expect to be notified of the completed action. 
 
  C3.3.7.3.  Only under the most exceptional circumstances shall more than 30 days be  
required to reach a decision on a request to amend.   Document fully and explain in the Privacy Act 
case file (see paragraph C3.3.16 of this Chapter) any such decision that takes more than 30 days to 
resolve. 
 
 C3.3.8.  Agreement to Amend.  If the decision is made to grant all or part of the request for 
amendment, amend the record accordingly and notify the requester. 
 
 C3.3.9.  Notification of Previous Recipients  
 
  C3.3.9.1.  Notify all previous recipients of the record, as reflected in the disclosure 
accounting records, that an amendment has been made and the substance of the amendment.  
Recipients who are known to be no longer retaining the information need not be advised of the 
amendment.  All DoD Components and Federal Agencies known to be retaining the record or 
information, even if not reflected in a disclosure record, shall be notified of the amendment.  
Advise the requester of these notifications. 
 
  C3.3.9.2.  Honor all requests by the requester to notify specific Federal Agencies of the 
amendment action.  
 
 C3.3.10.  Denying Amendment.  If the request for amendment is denied in whole or in part, 
promptly advise the individual, in writing, of the decision, to include: 
 
  C3.3.10.1.  The specific reason and authority for not amending; 
 
  C3.3.10.2.  Notification that he or she may seek further independent review of the decision  
by the Head of the DoD Component or his or her designee; 
 
  C3.3.10.3.  The procedures for appealing the decision citing the position and address of the  
official to whom the appeal shall be addressed; and 
 
  C3.3.10.4.  Where he or she can receive assistance in filing the appeal. 
 
 C3.3.11.  DoD Component Appeal Procedures.  Establish procedures to ensure the prompt, 
complete, and independent review of each amendment denial upon appeal by the individual.  These 
procedures must ensure that: 
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  C3.3.11.1.  The appeal with all supporting materials both that furnished the individual and  
that are contained in Component records is provided to the reviewing official; and 
 
  C3.3.11.2.  If the appeal is denied completely or in part, the individual is notified, in 
writing, by the reviewing official that: 
 
   C3.3.11.2.1.  The appeal has been denied and the specific reason and authority for the 
denial; 
 
   C3.3.11.2.2.  The individual may file a statement of disagreement with the appropriate  
authority and the procedures for filing a statement; 
 
   C3.3.11.2.3.  If filed properly, the statement of disagreement shall be included in the  
records, furnished to all future recipients of the records, and provided to all prior recipients of the 
disputed records who are known to hold the record; and 
 
   C3.3.11.2.4.  The individual may seek a judicial review of the decision not to amend. 
 
  C3.3.11.3.  If the  record is amended, ensure that: 
 
   C3.3.11.3.1.  The requester is promptly notified of the decision; 
 
   C3.3.11.3.2.  All prior known recipients of the records who are known to be retaining  
the record are notified of the decision and the specific nature of the amendment (see paragraph 
C3.3.9 of this Chapter); and 
 
   C3.3.11.3.3.  The requester is notified which DoD Components and Federal Agencies 
have been told of the amendment. 
 
  C3.3.11.4.  Process all appeals within 30 days unless the appeal authority determines that a 
fair review cannot be made within this time limit.  If additional time is required for the appeal, 
notify the requester, in writing, of the delay, the reason for the delay, and when he or she may 
expect a final decision on the appeal.  Document fully all requirements for additional time in the 
Privacy Act case file.  See paragraph C3.3.16. of this Chapter. 
 
 C3.3.12.  Denying Amendment of OPM Records Held by the DoD Components  
 
  C3.3.12.1.  The records in all systems of records controlled by the OPM Government-wide  
system notices are technically only temporarily in the custody of the Department of Defense. 
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C3.3.12.2.  All requests for amendment of these records must be processed in accordance  
with Part 297 of Reference (e).  The Component denial authority may deny a request.  However, 
when an amendment request is denied, the DoD Component shall advise the individual that his or 
her appeal must be directed to the Assistant Director for Workforce Information, Personnel 
Systems and Oversight Group, U.S. Office of Personnel Management, 1900 E Street N.W., 
Washington, DC  20415, in accordance with the procedures of 297 (Reference (e)). 
 
 C3.3.13.  Statements of Disagreement Submitted by Individuals 
 
  C3.3.13.1.  If the appellate authority refuses to amend the record as requested, the  
individual may submit a concise statement of disagreement setting forth his or her reasons for 
disagreeing with the decision not to amend. 
 
  C3.3.13.2.  If an individual chooses to file a statement of disagreement, annotate the record 
to indicate that the statement has been filed.  See paragraph C3.3.14. of this Chapter. 
 
  C3.3.13.3.  Furnish copies of the statement of disagreement to all DoD Components and 
Federal Agencies that have been provided copies of the disputed information and who may be 
maintaining the information. 
 
 C3.3.14.  Maintaining Statements of Disagreement  
 
  C3.3.14.1.  When possible, incorporate the statement of disagreement into the record. 
 
  C3.3.14.2.  If the statement cannot be made a part of the record, establish procedures to 
ensure that it is apparent from the records that a statement of disagreement has been filed and 
maintain the statement so that it can be obtained readily when the disputed information is used or 
disclosed. 
 
  C3.3.14.3.  Automated record systems that are not programmed to accept statements of 
disagreement shall be annotated or coded so that they clearly indicate that a statement of 
disagreement is on file, and clearly identify the statement with the disputed information in the 
system. 
 
  C3.3.14.4.  Provide a copy of the statement of disagreement whenever the disputed 
information is disclosed for any purpose. 
 
 C3.3.15.  The DoD Component Statement of Reasons for Refusing to Amend  
 
  C3.3.15.1.  A statement of reasons for refusing to amend may be included with any record 
for which a statement of disagreement is filed. 
 
  C3.3.15.2.  Include in this statement only the reasons furnished to the individual for not 
amending the record.  Do not comment on or respond to comments contained in the statement of 
disagreement.  Normally, both statements are filed together. 
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  C3.3.15.3.  When disclosing information for which a statement of reasons has been filed, a 
copy of the statement may be released whenever the record and the statement of disagreement are 
disclosed.  
 
 C3.3.16.  Privacy Case Files  
 
  C3.3.16.1.  Establish a separate Privacy Case File to retain the documentation received and 
generated during the amendment or access process. 
 
  C3.3.16.2.  The Privacy Case File shall contain as a minimum: 
 
   C3.3.16.2.1.  The request for amendment and access;  
 
   C3.3.16.2.2.  Copies of the DoD Component’s reply granting or denying the request; 
 
   C3.3.16.2.3.  Any appeals from the individual; 
 
   C3.3.16.2.4.  Copies of the action regarding the appeal with supporting documentation 
that is not in the basic file; and 
 
   C3.3.16.2.5.  Any other correspondence generated in processing the appeal, to include 
coordination documentation. 
 
  C3.3.16.3.  Only the items listed in subparagraphs C3.3.16.4. and C3.3.16.5. of this Chapter 
may be included in the system of records challenged for amendment or for which access is sought.   
Do not retain copies of the original record in the basic record system if the request for amendment 
is granted and the record has been amended.   
 
  C3.3.16.4.  The following items relating to an amendment request may be included in the 
disputed record system: 
 
   C3.3.16.4.1.  Copies of the amended record. 
 
   C3.3.16.4.2.  Copies of the individual’s statement of disagreement.  See paragraph 
C3.3.13. of this Chapter. 
 
   C3.3.16.4.3.  Copies of the Component’s statement of reasons for refusing to amend.  
See paragraph C3.3.15. of this Chapter. 
 
   C3.3.16.4.4.  Supporting documentation submitted by the individual. 
 
  C3.3.16.5.  The following items relating to an access request may be included in the basic 
records system: 
   C3.3.16.5.1.  Copies of the request; 
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   C3.3.16.5.2.  Copies of the Component’s action granting total or partial access (a 
separate Privacy case file need not be created in such cases); 
 
   C3.3.16.5.3.  Copies of the Component’s action denying access; 
 
   C3.3.16.5.4.  Copies of any appeals filed; and 
 
   C3.3.16.5.5.  Copies of the reply to the appeal. 
 
  C3.3.16.6.  Privacy case files shall not be furnished or disclosed to anyone for use in 
making any determination about the individual other than determinations made under this 
Regulation. 
 
 
C3.4.  REPRODUCTION FEES  
 
 C3.4.1.  Assessing Fees  
 
  C3.4.1.1.  Charge the individual only the direct cost of reproduction. 
 
  C3.4.1.2.  Do not charge reproduction fees if copying is: 
 
   C3.4.1.2.1.  The only means to make the record available to the individual (for example, 
a copy of the record must be made to delete classified information). 
 
   C3.4.1.2.2.  For the convenience of the DoD Component (for example, the Component 
has no reading room where an individual may review the record, or reproduction is done to keep 
the original in the Component’s file). 
 
   C3.4.1.2.3.  No fees shall be charged when the record may be obtained without charge 
under any other Regulation, Directive, or statute. 
 
   C3.4.1.2.4.  Do not use fees to discourage requests. 
 
 C3.4.2.  No Minimum Fees Authorized.  Use fees only to recoup direct reproduction costs 
associated with granting access.  Minimum fees for duplication are not authorized and there is no 
automatic charge for processing a request. 
 
 C3.4.3.  Prohibited Fees.  Do not charge or collect fees for: 
 
  C3.4.3.1.  Search and retrieval of records; 
 
  C3.4.3.2.  Review of records to determine releasability; 
 
  C3.4.3.3.  Copying records for the DoD Component convenience, or when the individual 
has not specifically requested a copy; 
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  C3.4.3.4.  Transportation of records and personnel; or 
 
  C3.4.3.5.  Normal postage. 
 
 C3.4.4.  Waiver of Fees  
 
  C3.4.4.1.  Normally, fees are waived automatically if the direct costs of a given request are 
less than $30.  This fee waiver provision does not apply when a waiver has been granted to the 
individual before, and later requests appear to be an extension or duplication of that original 
request.  A DoD Component may, however, set aside this automatic fee waiver provision when, on 
the basis of good evidence, it determines that the waiver of fees is not in the public interest. 
 
  C3.4.4.2.  Decisions to waive or reduce fees that exceed the automatic waiver threshold 
shall be made on a case-by-case basis. 
 
 C3.4.5.  Fees for Members of Congress.  Do not charge members of Congress for copying 
records furnished, even when the records are requested under the Privacy Act on behalf of a 
constituent.  See paragraph C4.2.11 of Chapter 4.  When replying to a constituent inquiry and the 
fees involved are substantial, consider suggesting to the Congressman that the constituent can 
obtain the information directly by writing to the appropriate offices and paying the costs.  When 
practical, suggest to the Congressman that the record can be examined at no cost if the constituent 
wishes to visit the custodian of the record. 
 
 C3.4.6.  Reproduction Fees Computation.  Compute fees using the appropriate portions of the 
fee schedule in Reference (d). 
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C4.  CHAPTER 4 
 


DISCLOSURE OF PERSONAL INFORMATION  
TO OTHER AGENCIES AND THIRD PARTIES 


 
 
C4.1.  CONDITIONS OF DISCLOSURE  
 
 C4.1.1.  Disclosures to Third Parties  
 
  C4.1.1.1.  The Privacy Act only compels disclosure of records from a system of records to 
the individuals to whom they pertain unless the records are contained in a system for which an 
exemption to the access provisions of this Regulation has been claimed. 
 
  C4.1.1.2.  Requests by other individuals (third parties) for the records of individuals that are 
contained in a system of records shall be processed under Reference (d), except for requests by the 
parents of a minor, or the legal guardian of an individual, for access to the records pertaining to the 
minor or individual. 
 
 C4.1.2.  Disclosures among the DoD Components.  For the purposes of disclosure and 
disclosure accounting, the Department of Defense is considered a single agency.  See paragraph 
C4.2.1. of this Chapter. 
 
 C4.1.3.  Disclosures outside the Department of Defense.  Do not disclose personal information 
from a system of records outside the Department of Defense unless: 
 
  C4.1.3.1.  The record has been requested by the individual to whom it pertains; 
 
  C4.1.3.2.  The written consent of the individual to whom the record pertains has been 
obtained for release of the record to the requesting Agency, activity, or individual; or 
 
  C4.1.3.3.  The release is authorized pursuant to one of the specific non-consensual 
conditions of disclosure as set forth in section C4.2. of this Chapter. 
 
 C4.1.4.  Validation before Disclosure.   Except for releases made in accordance with Reference 
(d), the following steps shall be taken before disclosing any records to any recipient outside the 
Department of Defense, other than a Federal Agency or the individual to whom it pertains: 
 
  C4.1.4.1.  Ensure that the records are accurate, timely, complete, and relevant for agency 
purposes;  
 
  C4.1.4.2.  Contact the individual, if reasonably available, to verify the accuracy, timeliness, 
completeness, and relevancy of the information, if this cannot be determined from the record; or 
 







DoD 5400.11-R, May 14, 2007 


CHAPTER 4 38


  C4.1.4.3.  If the information is not current and the individual is not reasonably available, 
advise the recipient that the information is believed accurate as of a specific date and any other 
known factors bearing on its accuracy and relevancy. 
 
 
C4.2.  NON-CONSENSUAL CONDITIONS OF DISCLOSURES  
 
 C4.2.1.  Disclosures within the Department of Defense 
 
  C4.2.1.1.  Records pertaining to an individual may be disclosed to a DoD official or 
employee provided:  
 
   C4.2.1.1.1. The requester has a need for the record in the performance of his or her 
assigned duties.   The requester shall articulate in sufficient detail why the records are required so 
that the custodian of the records may make an informed decision regarding their release;   
 
   C4.2.1.1.2. The intended use of the record generally relates to the purpose for which the 
record is maintained; and  
  
   C4.2.1.1.3. Only those records as are minimally required to accomplish the intended use 
are disclosed.  The entire record is not released if only a part of the record will be responsive to the 
request.     
 
  C4.2.1.2.  Rank, position, or title alone does not authorize access to personal information 
about others.    
 
 C4.2.2.  Disclosures Required by FOIA (Reference (p)) 
 
  C4.2.2.1.  All records must be disclosed if their release is required by Reference (p), as 
implemented by Reference (d).  The FOIA requires that records be made available to the public 
unless withholding is authorized pursuant to one of nine exemptions or one of three law 
enforcement exclusions under the Act.   
 
   C4.2.2.1.1.  The DoD Component must be in receipt of a FOIA request and a 
determination made that the records are not withholdable pursuant to a FOIA exemption or 
exclusion before the records may be disclosed.        
 
   C4.2.2.1.2.  Records that have traditionally been held to be in the public domain or 
which are required to be disclosed to the public, such as press releases, may be disclosed whether 
or not a FOIA request has been received.    
 
  C4.2.2.2.  The standard for exempting most personal records, such as personnel, medical, 
and similar records, is FOIA Exemption 6 (paragraph C3.2.1.6. of Reference (d)).  Under that 
exemption, records can be withheld when disclosure, if other than to the individual about whom the 
information pertains, would result in a clearly unwarranted invasion of the individual’s personal 
privacy.   
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  C4.2.2.3.  The standard for exempting personal records compiled for law enforcement 
purposes, including personnel security investigation records, is FOIA Exemption 7(C) 
(C3.2.1.7.1.3. of Reference (d)).  Under that exemption, records can be withheld when disclosure, if 
other than to the individual about whom the information pertains, would result in an unwarranted 
invasion of the individual’s personal privacy.    
 
  C4.2.2.4.  If records or information are exempt from disclosure pursuant to the standards set 
forth in subparagraphs C4.2.2.2. and/or C4.2.2.3., and the records are contained in a system of 
records (See Chapter 1 of this Regulation), Reference (b) prohibits release.  
 
  C4.2.2.5.  Personal Information That Is Normally Releasable 
 
   C4.2.2.5.1.  DoD Civilian Employees  
 
    C4.2.2.5.1.1.  Some examples of personal information regarding DoD civilian 
employees that normally may be released without a clearly unwarranted invasion of personal 
privacy include: 
 
     C4.2.2.5.1.1.1.  Name. 
 
     C4.2.2.5.1.1.2   Present and past position titles. 
 
     C4.2.2.5.1.1.3.  Present and past grades. 
 
     C4.2.2.5.1.1.4.  Present and past annual salary rates.  
 
     C4.2.2.5.1.1.5.  Present and past duty stations. 
 
     C4.2.2.5.1.1.6.  Office and duty telephone numbers.  
 
     C4.2.2.5.1.1.7.  Position Descriptions. 
 
    C4.2.2.5.1.2.  All disclosures of personal information regarding Federal civilian 
employees shall be made in accordance with OPM release policies.  See Part 293.311 of  
Reference (e).  
 
   C4.2.2.5.2.  Military Members  
 
    C4.2.2.5.2.1.While it is not possible to identify categorically information that must 
be released or withheld from military personnel records in every instance, the following items of 
personal information regarding individual military members normally may be disclosed without a 
clearly unwarranted invasion of their personal privacy: 
 
     C4.2.2.5.2.1.1.  Full name. 
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     C4.2.2.5.2.1.2.  Rank. 
 
     C4.2.2.5.2.1.3   Date of rank. 
 
     C4.2.2.5.2.1.4.  Gross salary. 
 
     C4.2.2.5.2.1.5.  Past duty assignments. 
 
     C4.2.2.5.2.1.6.  Present duty assignment. 
 
     C4.2.2.5.2.1.7.  Future assignments that are officially established. 
 
     C4.2.2.5.2.1.8.  Office or duty telephone numbers. 
 
     C4.2.2.5.2.1.9.  Source of commission. 
 
     C4.2.2.5.2.1.10.  Promotion sequence number. 
 
     C4.2.2.5.2.1.11.  Awards and decorations. 
 
     C4.2.2.5.2.1.12.  Attendance at professional military schools. 
 
     C4.2.2.5.2.1.13.  Duty status at any given time. 
 
     C4.2.2.5.2.1.14.  Home of record (identification of the state only).  
 
     C4.2.2.5.2.1.15.  Length of military service 
 
     C4.2.2.5.2.1.16.  Basic Pay Entry Date 
 
     C4.2.2.5.2.1.17.  Official Photo 
 
    C4.2.2.5.2.2  All disclosures of personal information regarding military members 
shall be made in accordance with Reference (d).  
 
   C4.2.2.5.3.  Civilian Employees Not Under the Authority of OPM   
 
    C4.2.2.5.3.1.  While it is not possible to identify categorically those items of 
personal information that must be released regarding civilian employees not subject to  
Reference (e), such as nonappropriated fund employees, normally the following items may be 
released without a clearly unwarranted invasion of personal privacy: 
 
     C4.2.2.5.3.1.1.  Full name. 
 
     C4.2.2.5.3.1.2.  Grade or position. 
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     C4.2.2.5.3.1.3.  Date of grade. 
 
     C4.2.2.5.3.1.4.  Gross salary. 
 
     C4.2.2.5.3.1.5.  Present and past assignments. 
 
     C4.2.2.5.3.1.6.  Future assignments, if officially established. 
 
     C4.2.2.5.3.1.7.  Office or duty telephone numbers. 
 
    C4.2.2.5.3.2.  All releases of personal information regarding civilian personnel in 
this category shall be made in accordance with Reference (d). 
  C4.2.2.6.   When military or civilian personnel are assigned, detailed, or employed by the 
National Security Agency, the Defense Intelligence Agency, the National Reconnaissance Office, 
or the National Geospatial-Intelligence agency, information about such personnel may only be 
disclosed as authorized by Public Law 86-36 (1959 ) (Reference (q)) and Section 424 of 10 U.S.C. 
(Reference (r)).  When military and civilian personnel are assigned, detailed or employed by an 
overseas unit, a sensitive unit, or to a routinely deployable unit, information about such personnel 
may only be disclosed as authorized by section 130b of Reference (r).   
 
  C4.2.2.7.  Information about military or civilian personnel that otherwise may be 
disclosable consistent with subparagraph C4.2.2.5. may not be releasable if a requester seeks 
listings of personnel currently or recently assigned/detailed/employed within a particular 
component, unit, organization, or office with the Department of Defense, if the disclosure of such a 
list would pose a privacy or security threat.        
 
 C4.2.3.  Disclosures for Established Routine Uses  
 
  C4.2.3.1.  Records may be disclosed outside the Department of Defense pursuant to a 
routine use that has been established for the system of records that contains the records.   
 
  C4.2.3.2.  A routine use shall: 
 
   C4.2.3.2.1.  Be compatible with the purpose for which the record was collected;  
 
   C4.2.3.2.2.  Identify the persons or organizations to whom the record may be released; 
 
   C4.2.3.2.3.  Identify specifically the intended uses of the information by the persons or 
organization; and  
 
   C4.2.3.2.4.  Have been published in the Federal Register.  See paragraph C6.3.9 of 
Chapter 6. 
 
  C4.2.3.3.   If a Federal statute or an Executive Order of the President directs that records 
contained in a system of records be disclosed outside the Department of Defense, the statute or 
Executive Order serves as authority for the establishment of a routine use.  
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  C4.2.3.4.  New or altered routine uses must be published in the Federal Register at least 30 
days before any records may be disclosed pursuant to the terms of the routine use (see Chapter 6). 
 
  C4.2.3.5.  In addition to the specific routine uses established for each of the individual 
system notices, blanket routine uses have been established (see Appendix 3) that are applicable to 
all DoD system of records.  However, in order for the blanket routine uses to apply to a specific 
system of records, the system notice shall expressly state that the blanket routine uses apply.  These 
blanket routine uses are published only at the beginning of the listing of system notices for each 
Component in the Federal Register.   
 
 C4.2.4.  Disclosures to the Bureau of the Census.  Records in DoD systems of records may be 
disclosed without the consent of the individuals to whom they pertain to the Bureau of the Census 
for purposes of planning or carrying out a census survey or related activities pursuant to the 
provisions of section 6 of 13 U.S.C. (Reference (s)). 
 
 C4.2.5.  Disclosures for Statistical Research or Reporting 
 
  C4.2.5.1.  Records may be disclosed for statistical research or reporting but only after the 
intended recipient provides, in writing, the purpose for which the records are sought and assurances 
that the records will be used only for statistical research or reporting purposes. 
 
  C4.2.5.2.  The records shall be transferred to the requester in a form that is not individually 
identifiable.  DoD Components disclosing records under this provision are required to assure that  
information being disclosed cannot reasonably be used in any way to make determinations about 
individuals.   
 
  C4.2.5.3.  The records will not be used, in whole or in part, to make any determination 
about the rights, benefits, or entitlements of specific individuals. 
 
  C4.2.5.4.  The written statement by the requester shall be made part of the Component’s 
accounting of disclosures.  See paragraph C4.5.1 of this Chapter. 
 
 C4.2.6.  Disclosures to the National Archives and Records Administration (NARA), General 
Services Administration (GSA).   
 
  C4.2.6.1.  Records may be disclosed to the NARA: 
 
   C4.2.6.1.1.  If they have historical or other value to warrant continued preservation; or 
 
   C4.2.6.1.2.  For evaluation by the Archivist of the United States, or his or her designee, 
to determine if a record has such historical or other value. 
 
  C4.2.6.2.  Records transferred to a Federal Records Center (FRC) for safekeeping and 
storage do not fall within this category.  These records are owned by the Component and remain 
under the control of the transferring Component.  FRC personnel are considered agents of the 
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Component that retains control over the records.  No disclosure accounting is required for the 
transfer of records to the FRCs. 
 
 C4.2.7.  Disclosures for Law Enforcement Purposes  
 
  C4.2.7.1.  Records may be disclosed to another Agency or an instrumentality of any 
Governmental jurisdiction within or under control of the United States for a civil or criminal law 
enforcement activity, provided: 
 
   C4.2.7.1.1.  The civil or criminal law enforcement activity is authorized by law. 
 
   C4.2.7.1.2.  The head of the law enforcement activity or a designee has made a written 
request specifying the particular records desired and the law enforcement purpose (such as criminal 
investigations, enforcement of a civil law, or a similar purpose) for which the record is sought; and. 
 
   C4.2.7.1.3.  There is no Federal statute that prohibits the disclosure of the records. 
 
  C4.2.7.2.  Blanket requests for any and all records pertaining to an individual shall not be 
honored absent justification.   
 
  C4.2.7.3.  When a record is released to a law enforcement activity under this subparagraph, 
the disclosure accounting (See paragraph C4.5 of this chapter) for the release shall not be made 
available to the individual to whom the record pertains if the law enforcement activity requests that 
the disclosure not be disclosed.   
 
  C4.2.7.4.  The blanket routine use for law enforcement (Appendix 3, section AP3.1.) applies 
to all DoD Component systems notices.  See paragraph C4.2.3.5. of this Chapter.  This permits 
Components, on their own initiative, to report indications of violations of law found in a system of 
records to a law enforcement activity  
 
  C4.2.7.5.  Disclosures may be made to Federal, State, or local but not foreign law 
enforcement agencies.  Disclosures to Foreign law enforcement agencies may be made if a routine 
use has been established for the system of records from which the records are to be released.   
 
 C4.2.8.  Emergency Disclosures  
 
  C4.2.8.1.  Records may be disclosed if disclosure is made under compelling circumstances 
affecting the health or safety of any individual.  The affected individual need not be the subject of 
the record disclosed. 
 
  C4.2.8.2.  When such a disclosure is made, the Component shall notify the individual who 
is the subject of the record.  Notification sent to the last known address of the individual as known 
to the Component is sufficient. 
  C4.2.8.3.  The specific data to be disclosed is at the discretion of the Component.   
 
  C4.2.8.4.  Emergency medical information may be released by telephone. 
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 C4.2.9.  Disclosures to Congress  
 
  C4.2.9.1.  Records may be disclosed to either House of the Congress or to any committee, 
joint committee or subcommittee of Congress if the release pertains to a matter within the 
jurisdiction of the committee.   Disclosure is only authorized when in response to an official request 
on behalf of either House, committee, subcommittee, or joint committee.    
 
  C4.2.9.2.  Requests from members of Congress who are seeking records in their individual 
capacity or on behalf of a constituent . 
 
   C4.2.9.2.1.  Requests made in their individual capacity.  Request for records shall be 
processed under the provisions of Reference (d).   
 
   C4.2.9.2.2.  Requests made on behalf of constituents.   
 
    C4.2.9.2.2.1.   The blanket routine use for “Congressional Inquiries” (see Appendix 
3, section AP3.4.) applies to all systems.  When an individual requests the assistance of the 
Congressional member, the blanket routine use permits the disclosure of records pertaining to the 
individual without the express written consent of the individual.   
 
    C4.2.9.2.2.2.   If necessary, accept constituent letters requesting a member of 
Congress to investigate a matter pertaining to the individual as written authorization to provide 
access to the records to the congressional member or his or her staff. 
 
    C4.2.9.2.2.3.  When a Congressional inquiry indicates that the request is being made 
on the basis of a request from the individual to whom the record pertains, consent can be inferred, 
even if the constituent request is not provided the Component.  The verbal statement by a 
Congressional staff member is acceptable to establish that a request has been received by the 
Member of Congress from the person to whom the records pertain. 
 
    C4.2.9.2.2.4.  If the constituent inquiry is being made on behalf of someone other 
than the individual to whom the record pertains, the Member of Congress shall be provided only 
that information releasable under Reference (d).  Advise the Congressional member that the written 
consent of the individual to whom the record pertains is required before any additional information 
may be disclosed.  Do not contact individuals to obtain their consents for release to Congressional 
members unless a Congressional office specifically requests that this be done. 
 
    C4.2.9.2.2.5.  Nothing in subparagraph C4.2.9.2.2.1. of this Chapter prohibits a 
Component, when appropriate, from providing the record directly to the individual and notifying 
the Congressional office that this has been done without providing the record to the Congressional 
member. 
 
  C4.2.9.3.  See paragraph C3.4.5. of Chapter 3 for the policy on assessing fees for Members 
of Congress. 
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  C4.2.9.4.  Make a disclosure accounting each time a record is disclosed to either House of 
Congress, to any committee, joint committee, or subcommittee of Congress, or to any 
congressional member. 
 
 C4.2.10.  Disclosures to the General Accountability Office.  Records may be disclosed to the 
Comptroller General, or any of his authorized representatives, in the course of the performance of 
the duties of the General Accountability Office.   
 
 C4.2.11.  Disclosures under Court Orders  
 
  C4.2.11.1.  Records may be disclosed without the consent of the person to whom they 
pertain under a court order signed by a judge of a court of competent jurisdiction.    
 
  C4.2.11.2.  When a record is disclosed under this provision, make reasonable efforts to 
notify the individual to whom the record pertains, if the legal process is a matter of public record. 
 
  C4.2.11.3.  If the process is not a matter of public record at the time it is issued, seek 
information as to when the process is to be made public and make reasonable efforts to notify the 
individual at that time. 
 
  C4.2.11.4.  Notification sent to the last known address of the individual as reflected in the 
records is considered a reasonable effort to notify. 
 
  C4.2.11.5.  Make a disclosure accounting each time a record is disclosed under a court order 
or compulsory legal process. 
 
 C4.2.12.  Disclosures to Consumer Reporting Agencies  
 
  C4.2.12.1.  Certain personal information may be disclosed to consumer reporting agencies, 
as provided by Reference (k). 
 
  C4.2.12.2.  Upon compliance with the requirements of Reference (k), the following 
information may be disclosed to a consumer reporting agency: 
 
   C4.2.12.2.1.  Name, address, taxpayer identification number (SSN), and other 
information necessary to establish the identity of the individual. 
 
   C4.2.12.2.2.  The amount, status, and history of the claim. 
 
   C4.2.12.2.3.  The Agency or program under which the claim arose. 
 
  C4.2.12.3.  Reference (k) requires that the system notice for the system of records from 
which the information will be disclosed indicate that the information may be disclosed to a 
consumer reporting agency. 
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C4.3.  DISCLOSURES TO COMMERCIAL ENTERPRISES  
 
 C4.3.1.  General Policy  
 
  C4.3.1.1.  Make releases of personal information as authorized under the criteria established 
by Reference (d). 
 
  C4.3.1.2.  The relationship of commercial enterprises to their clients or customers and to the 
Department of Defense is not changed by this Regulation. 
 
  C4.3.1.3.  The DoD policy on personal indebtedness for military personnel is contained in 
DoD Directive 1344.9 (Reference (t)) and for civilian employees in Part 735 of Reference (e). 
 
 C4.3.2.  Release of Personal Information  
 
  C4.3.2.1.  Any information that must be released under Reference (d) may be released to a 
commercial enterprise without the individual’s consent.  See paragraph C4.2.2. of this Chapter. 
 
  C4.3.2.2.  Commercial enterprises may present a signed consent statement setting forth 
specific conditions for release of personal information.  Statements such as the following, if signed 
by the individual, are considered valid:  
 
“I hereby authorize the Department of Defense to verify my Social Security Number or other 
identifying information, and to disclose my home address and telephone number to authorized 
representatives of [name of commercial enterprise], so that they may use this information in 
connection with my commercial dealings with that enterprise.  All information furnished shall be 
used in connection with my financial relationship with [name of commercial enterprise].” 
 
  C4.3.2.3.  When a statement of consent as outlined in paragraph C4.3.2.2. of this Chapter is 
presented, provide the requested information, if its release is not prohibited by some other 
regulation or statute. 
 
  C4.3.2.4.  Blanket statements of consent that do not identify the Department of Defense or 
any of its Components, or that do not specify exactly the type of information to be released, may be 
honored if it is clear that the individual in signing the consent statement intended to obtain a 
personal benefit (for example, a loan to buy a house) and was aware of the type information that 
would be sought.  Care should be exercised in these situations to release only the minimum amount 
of personal information essential to obtain the benefit sought. 
 
  C4.3.2.5.  Do not honor requests from commercial enterprises for official evaluation of 
personal characteristics, such as evaluation of personal financial habits.  
C4.4.  DISCLOSURES TO THE PUBLIC FROM MEDICAL RECORDS 
 
 C4.4.1.   Disclosures from medical records are not only governed by the requirement of this 
regulation but also by the disclosure provisions of Reference (o). 
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 C4.4.2.   Any medical records that are subject to both this regulation and Reference (o) may 
only be disclosed if disclosure is authorized under both regulations.  If disclosure is permitted under 
this Regulation (e.g., pursuant to a routine use), but the disclosure is not authorized under 
Reference (o), disclosure is not authorized.  If a disclosure is authorized under Reference (o) (e.g., 
releases outside the Department of Defense), but the disclosure is not authorized under this 
regulation, disclosure is not authorized.  
 
 
C4.5.  DISCLOSURE ACCOUNTING  
 
 C4.5.1.  Disclosure Accountings  
 
  C4.5.1.1.  Keep an accurate record of all disclosures made from any system of records 
except disclosures:  
 
   C4.5.1.1.1.  To DoD personnel for use in the performance of their official duties; or 
 
   C4.5.1.1.2.  Under Reference (p). 
 
  C4.5.1.2.  In all other cases, a disclosure accounting is required, even if the individual has 
consented to the disclosure of the information. 
 
  C4.5.1.3.  Disclosure accountings: 
 
   C4.5.1.3.1.  Permit individuals to determine to whom information has been disclosed; 
 
   C4.5.1.3.2.  Enable the activity to notify past recipients of disputed or corrected 
information (paragraphs C3.3.9. of Chapter 3); and 
 
  C4.5.1.3.3.  Provide a method of determining compliance with paragraph C4.1.3. of this 
Chapter. 
 
 C4.5.2.  Contents of Disclosure Accounts.  At a minimum, disclosure accounting shall contain: 
 
  C4.5.2.1.  The date of the disclosure; 
 
  C4.5.2.2.  A description of the information released; 
 
  C4.5.2.3.  The purpose of the disclosure; and 
 
  C4.5.2.4.  The name and address of the person or Agency to whom the disclosure was 
made. 
 
 C4.5.3.  Methods of Disclosure Accounting.  Use any system of disclosure accounting that shall 
provide readily the necessary disclosure information.  See paragraph C4.5.1.3. of this Chapter. 
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 C4.5.4.  Accounting for Mass Disclosures.  When numerous similar records are released, 
identify the category of records disclosed and include the data required by paragraph C4.5.2. of this 
Chapter in a form that can be used to construct an accounting disclosure record for individual 
records if required.  See subparagraph C4.5.1.3. of this Chapter. 
 
 C4.5.5.  Disposition of Disclosure Accounting Records.  Retain disclosure accounting records 
for 5 years after the disclosure or the life of the record, whichever is longer. 
 
 C4.5.6.  Furnishing Disclosure Accountings to the Individual 
 
  C4.5.6.1.  Make available to the individual to whom the record pertains all disclosure 
accountings except when: 
 
   C4.5.6.1.1.  The disclosure has been made to a law enforcement activity under 
paragraph C4.2.7. of this Chapter and the law enforcement activity has requested that disclosure not 
be made; or 
 
   C4.5.6.1.2.  The system of records has been exempted from the requirement to furnish 
the disclosure accounting under the provisions of paragraph C5.1.2. of Chapter 5. 
 
  C4.5.6.2.  If disclosure accountings are not maintained with the record and the individual 
requests access to the accounting, prepare a listing of all disclosures.  See paragraph C4.5.2. this 
Chapter, and provide this to the individual upon request. 
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C5.  CHAPTER 5 
 


EXEMPTIONS 
 
C5.1.  USE AND ESTABLISHMENT OF EXEMPTIONS  
 
 C5.1.1.  Types of Exemptions  
 
  C5.1.1.1.  There are three types of exemptions permitted by Reference (b).   
 
   C5.1.1.1.1.  An access exemption (section 552a(d)(5) of (Reference (b)) that exempts 
records compiled in reasonable anticipation of a civil action or proceeding from the access 
provisions of the Act.  
 
   C5.1.1.1.2.  General exemptions (section 552a(j) of Reference (b)) that authorize the 
exemption of a system of records from all but certain specifically identified provisions of the Act 
See Appendix 4. 
 
   C5.1.1.1.3.  Specific exemptions (section 552(k) of Reference (b)) that allow a system 
of records to be exempted only from certain designated provisions of the Act.  See  
Appendix 4. 
 
  C5.1.1.2.  Nothing in the Act permits exemption of any system of records from all 
provisions of the Act. 
 
 C5.1.2.  Establishing Exemptions  
 
  C5.1.2.1.  The access exemption is self-executing.  It does not require an implementing rule 
to be effective.  
 
  C5.1.2.2.  Neither a general nor a specific exemption is established automatically for any 
system of records.  The Heads of the DoD Components maintaining the system of records must 
make a determination whether the system is one for which an exemption properly may be claimed 
and then propose and establish an exemption rule for the system.  No system of records within the 
Department of Defense shall be considered exempted until the Head of the Component has 
approved the exemption and an exemption rule has been published as a final rule in the Federal 
Register.  See paragraph C6.1.5. of Chapter 6. 
 
  C5.1.2.3.  Only the Head of the DoD Component or an authorized designee may claim an 
exemption for a system of records. 
 
  C5.1.2.4.  A system of records is considered exempt only from those provision of Reference 
(b) that are identified specifically in the Component exemption rule for the system and that are 
authorized by Reference (b). 
 
  C5.1.2.5.  To establish an exemption rule, see paragraph C6.2.1. of Chapter 6. 
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 C5.1.3.  Blanket Exemption for Classified Material  
 
  C5.1.3.1.  Component rules shall include a blanket exemption under section 552a(k)(1)  
(Reference (b)) from the access provisions (section 552a(d) of Reference (b)), and the notification 
of access procedures (section 552a(e)(4)(H) of Reference (b)) for all classified material in any 
systems of records maintained. 
 
  C5.1.3.2.  Do not claim specifically an exemption under section 552a(k)(1) (Reference (b)) 
for any system of records.  The blanket exemption affords protection to all classified material in all 
system of records maintained. 
 
 C5.1.4.  Provisions From Which Exemptions May Be Claimed.  The Head of a DoD 
Component may claim an exemption from any provision of the Act from which an exemption is 
allowed.  See Appendix 4. 
 
 C5.1.5.  Use of Exemptions  
 
  C5.1.5.1.  Use exemptions only for the specific purposes set forth in the exemption rules.  
See paragraph C6.2.2. of Chapter 6. 
 
  C5.1.5.2.  Use exemptions only when they are in the best interest of the Government, and 
limit them to the specific portions of the records requiring protection. 
 
  C5.1.5.3.  Do not use an exemption to deny an individual access to any record to which he 
or she would have access under (Reference (d)). 
 
 C5.1.6.  Exempt Records in Non-Exempt Systems  
 
  C5.1.6.1.  Exempt records temporarily in the custody of another Component are considered 
the property of the originating Component.  Access to these records is controlled by the system 
notices and rules of the originating Component. 
 
  C5.1.6.2.  Exempt records that have been incorporated into a non-exempt system of records 
are still exempt, but only to the extent to which the provisions of the Act for which an exemption 
has been claimed are identified and an exemption claimed for the system of records from which the 
record is obtained and only when the purposes underlying the exemption for the record are still 
valid and necessary to protect the contents of the record.       
 
  C5.1.6.3.  If a record is accidentally misfiled into a system of records, the system notice and 
rules for the system in which it should actually be filed shall govern. 
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C5.2.  ACCESS EXEMPTION 
 
 C5.2.1.  An individual is not entitled to access information that is compiled in reasonable 
anticipation of a civil action or proceeding.   
 
 C5.2.2.  The term “civil action or proceeding” is intended to include court proceedings, 
preliminary judicial steps, and quasi-judicial administrative hearings or proceedings (i.e., 
adversarial proceedings that are subject to rules of evidence).  
 
 C5.2.3.  Any information prepared in anticipation of such actions or proceedings, to include 
information prepared to advise the DoD Component officials of the possible legal or other 
consequences of a given course of action, is protected. 
 
 C5.2.4.  The exemption is similar to the attorney work-product privilege, except that it applies 
even when the information is prepared by non-attorneys.     
   
 C5.2.5.  The exemption does not apply to information compiled in anticipation of criminal 
actions or proceedings. 
 
 
C5.3.  GENERAL EXEMPTIONS  
 
 C5.3.1.  A DoD Component is not authorized to claim the exemption for records maintained by 
the Central Intelligence Agency established by section 552a(j)(1) of Reference (b). 
 
 C5.3.2.  The general exemption established by section 552a(j)(2) of Reference (b) may be 
claimed to protect investigative records created and maintained by law-enforcement activities of a 
DoD Component. 
 
 C5.3.3.  To qualify for the (j)(2) exemption, the system of records must be maintained by a 
DoD Component, or element thereof, that performs as its principal function any activity pertaining 
to the enforcement of criminal laws, such as the U.S. Army Criminal Investigation Command, the 
Naval Criminal Investigative Service, the Air Force Office of Special Investigations, and military 
police activities.   However, where DoD offices perform multiple functions, but have an 
investigative Component in which law enforcement is the principal function, such as the DoD 
Inspector General Defense Criminal Investigative Service, or Criminal Law Divisions of Staff 
Judge Advocates Offices, the exemption may be claimed.  Law enforcement includes police efforts 
to detect, prevent, control, or reduce crime; to apprehend or identify criminals; and the activities of 
military trial counsel, correction, probation, pardon, or parole authorities. 
 
 C5.3.4.  Information that may be protected under the (j)(2) exemption includes: 
 
  C5.3.4.1.  Records compiled for the purpose of identifying criminal offenders and alleged 
offenders consisting only of identifying data and notations of arrests, the nature and disposition of 
criminal charges, sentencing, confinement, release, parole, and probation status (so-called criminal 
history records). 
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  C5.3.4.2.  Reports and other records compiled during criminal investigations, to include 
supporting documentation. 
 
  C5.3.4.3.  Other records compiled at any stage of the criminal law enforcement process 
from arrest or indictment through the final release from parole supervision, such as pre-sentence 
and parole reports. 
 
 C5.3.5.  The (j)(2) exemption does not apply to: 
 
  C5.3.5.1.  Investigative records prepared or maintained by activities without primary law-
enforcement missions.  It may not be claimed by any activity that does not have law enforcement as 
its principal function except as indicated in subparagraph C5.3.3. 
 
  C5.3.5.2.  Investigative records compiled by any activity concerning employee suitability, 
eligibility, qualification, or for individual access to classified material regardless of the principal 
mission of the compiling DoD Component. 
 
 
C5.4.  SPECIFIC EXEMPTIONS  
 
 C5.4.1.  The specific exemption established by section 552a(k) of Reference (b) may be 
claimed to protect records that meet the following criteria (parenthetical References are to the 
appropriate subsection of Reference (b)): 
 
  C5.4.1.1.  (k)(1).  Information that is subject to section 552(b)(1) of Reference (p).  (See 
also paragraph C5.1.3 of this Chapter.) 
 
  C5.4.1.2.  (k)(2).  Investigatory information compiled for law enforcement purposes, other 
than information that is covered by the general exemption (subparagraph C5.3. of this Chapter).  If 
an individual is denied any right, privilege, or benefit that he or she is otherwise entitled by Federal 
law, or for which he or she would otherwise be eligible as a result of the maintenance of the 
information, the individual shall be provided access to the information except to the extent that 
disclosure would reveal the identity of a confidential source.  This exemption provides limited 
protection of investigative reports maintained in a system of records used in personnel or 
administrative actions. 
 
   C5.4.1.2.1.  The information must be compiled for some investigative law enforcement 
purpose, such as a criminal investigation by a DoD office, whose principal function is not law 
enforcement, or a civil investigation.   
 
   C5.4.1.2.2.  The exemption does not apply to investigations conducted solely for the 
purpose of a routine background investigation (see subparagraph C5.4.1.5. of this Chapter), but will 
apply if the investigation is for the purpose of investigating DoD personnel who are suspected of 
violating statutory or regulatory authority.    
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   C5.4.1.2.3.  The exemption can continue to be claimed even after the investigation has 
concluded and there is no future likelihood of further enforcement proceedings.   
   
  C5.4.1.3 (k)(3).  Records maintained in connection with providing protective services to the 
President and other individuals under section 3056 of 18 U.S.C. (Reference (u)). 
 
  C5.4.1.4.  (k)(4).  Records maintained solely for statistical research or program evaluation 
purposes and that are not used to make decisions on the rights, benefits, or entitlement of an 
individual except for census records that may be disclosed under Reference (s). 
 
  C5.4.1.5.  (k)(5).  Investigatory material compiled solely for the purpose of determining 
suitability, eligibility, or qualifications for Federal civilian employment, military service, Federal 
contracts, or access to classified information, but only to the extent such material would reveal the 
identity of a confidential source.  
 
   C5.4.1.5.1.  This exemption permits protection of confidential sources used in 
background investigations, employment inquiries, and similar inquiries that are for personnel 
screening to determine suitability, eligibility, or qualifications. 
 
   C5.4.1.5.2.  This exemption is applicable not only to investigations conducted prior to 
the hiring of an employee, but it also applies to investigations conducted to determine continued 
employment suitability or eligibility.   
 
  C5.4.1.6.  (k)(6).  Testing or examination material used solely to determine individual 
qualifications for appointment or promotion in the Federal or military service, if the disclosure 
would compromise the objectivity or fairness of the test or examination process. 
 
  C5.4.1.7.  (k)(7).  Evaluation material used to determine potential for promotion in the 
Military Services, but only to the extent that the disclosure of such material would reveal the 
identity of a confidential source. 
 
 C5.4.2.  Promises of Confidentiality  
 
  C5.4.2.1.  Only the identity of sources that have been given an express promise of 
confidentiality may be protected from disclosure under paragraphs C5.4.1.2., C5.4.1.5., and 
C5.4.1.7.   However, the identity of sources who were given implied promises of confidentiality in 
inquiries conducted before September 27, 1975, also may be protected from disclosure. 
 
  C5.4.2.2.  Ensure that promises of confidentiality are not automatically given but are used 
sparingly.  Establish appropriate procedures and identify fully categories of individuals who may 
make such promises.  Promises of confidentiality shall be made only when they are essential to 
obtain the information sought (see Part 736 of Reference (e)).    
 
 C5.4.3.  Access to Records for which Specific Exemptions are Claimed.  Deny the individual 
access only to those portions of the records for which the claimed exemption applies. 
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C6.  CHAPTER 6 
 


PUBLICATION REQUIREMENTS 
 


C6.1.  FEDERAL REGISTER PUBLICATION  
 
 C6.1.1.  What Must Be Published in the Federal Register? 
 
  C6.1.1.1.  Four types of documents relating to the Privacy Program must be published in the 
Federal Register: 
 
   C6.1.1.1.1.  DoD Component Privacy Procedural rules. 
 
   C6.1.1.1.2.  DoD Component exemption rules. 
 
   C6.1.1.1.3.  System notices. 
 
   C6.1.1.1.4.  Match notices (see Chapter 11). 
 
  C6.1.1.2.  See DoD 5025.1-M (Reference (v)) and Administrative Instruction No. 102 
(Reference (w)) for information pertaining to the preparation of documents for publication in the 
Federal Register. 
 
 C6.1.2.  The Effect of Publication in the Federal Register.  Publication of a document in the 
Federal Register constitutes official public notice of the existence and content of the document. 
 
 C6.1.3.  DoD Component Rules  
 
  C6.1.3.1.  Component Privacy Program procedures and Component exemption rules are 
subject to the rulemaking procedures prescribed in Reference (w). 
 
  C6.1.3.2.  System notices are not subject to formal rulemaking and are published in the 
Federal Register as “Notices,” not rules. 
 
  C6.1.3.3.  Privacy procedural and exemption rules are incorporated automatically into the 
CFR.  System notices are not published in the CFR. 
 
 C6.1.4.  Submission of Rules for Publication  
 
  C6.1.4.1.  Submit to the Defense Privacy Office, Office of the Director of Administration 
and Management, all proposed rules implementing this Regulation in proper format.  See 
References (v) and (w)) for publication in the Federal Register. 
 
  C6.1.4.2.  This Regulation has been published as a final rule in the Federal Register (32 
CFR part 310).  Therefore, incorporate it into your Component rules by reference, rather than by  
re-publication (see Reference (w)). 
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  C6.1.4.3.  DoD Component procedural rules that simply implement this Regulation need 
only be published as final rules in the Federal Register (see References (v) and (w)).  But, if the 
Component procedural rule supplements the Regulation in any manner, they must be published as 
proposed rule before being published as a final rule.   
 
  C6.1.4.4.  Amendments to Component rules are submitted like the basic rules. 
 
  C6.1.4.5.  The Defense Privacy Office submits the rules and amendments thereto to the 
Federal Register for publication. 
 
 C6.1.5.  Submission of Exemption Rules for Publication 
 
  C6.1.5.1.  No system of records within the Department of Defense shall be considered 
exempt from any provision of this Regulation until the exemption and the exemption rule for the 
system has been published as a final rule in the Federal Register. 
 
  C6.1.5.2.  Submit exemption rules in proper format to the Defense Privacy Office.  All 
exemption rules are coordinated with the Office of General Counsel of the Department of Defense.  
After coordination, the Defense Privacy Office shall submit the rules to the Federal Register for 
publication. 
 
  C6.1.5.3.  Exemption rules require publication both as proposed rules and final rules.  See 
Reference (w). 
  C6.1.5.4.  Section C6.2.2. of this Chapter discusses the content of an exemption rule. 
 
  C6.1.5.5.  Submit amendments to exemption rules in the same manner used for establishing 
these rules. 
 
 C6.1.6.  Submission of System Notices for Publication 
 
  C6.1.6.1.  System notices are not subject to formal rulemaking procedures.  However, 
Reference (b) requires that a system notice be published in the Federal Register of the existence and 
character of a new or altered system of records.  Until publication of the notice, DoD Components 
shall not begin to operate the system of records (i.e., collect and use the information).  The notice 
procedures require that: 
 
   C6.1.6.1.1.  The system notice describes what kinds of records are in the system, on 
whom they are maintained, what uses are made of the records, and how an individual may access, 
or contest, the records contained in the system.    
 
   C6.1.6.1.2.  The public be given 30 days to comment on any proposed routine uses 
before any disclosures are made pursuant to the routine use; and 
 
   C6.1.6.1.3.  The notice contain the date on which the system shall become effective. 
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  C6.1.6.2.  Submit system notices to the Defense Privacy Office in the Federal Register 
format (see Reference (w) and Appendix 5).  The Defense Privacy Office transmits the notices to 
the Federal Register for publication. 
 
  C6.1.6.3.  Section C6.3. of this Chapter discusses the specific elements required in a system 
notice. 
 
 
C6.2.  EXEMPTION RULES  
 
 C6.2.1.  General Procedures.  Chapter 5 provides the general guidance for establishing 
exemptions for systems of records. 
 
 C6.2.2.  Contents of Exemption Rules  
 
  C6.2.2.1.  Each exemption rule submitted for publication must contain the following: 
 
   C6.2.2.1.1.  The record system identifier and system name of the system for which the 
exemption is claimed.  (See paragraphs C6.3.2 and C6.3.3 of this Chapter.) 
 
   C6.2.2.1.2.  The specific sections of Reference (b) under which the exemption for the 
system is claimed (for example, sections 552a(j)(2), 552a(k)(3), or 552a(k)(7) of Reference (b)). 
 
   C6.2.2.1.3.  The specific sections of Reference (b) from which the system is to be 
exempted (for example, sections 552a(c)(3) or 552a(d)(l)-(5) of Reference (b)) (see Appendix 4)). 
 
   C6.2.2.1.4.  The specific reasons why an exemption is being claimed from each section 
of the Act identified. 
 
  C6.2.2.2.  Do not claim an exemption for classified material for individual systems of 
records.  The blanket exemption applies.  (See paragraph C5.1.3 of Chapter 5.) 
 
 
C6.3.  SYSTEM NOTICES  
 
 C6.3.1.  Contents of the System Notices  
 
  C6.3.1.1.  The following data captions are included in each system notice: 
 
   C6.3.1.1.1.  Systems identifier.  (See paragraph C6.3.2. of this Chapter.) 
 
   C6.3.1.1.2.  System name.  (See paragraph C6.3.3. of this Chapter.) 
 
   C6.3.1.1.3.  System location.  (See paragraph C6.3.4 of this Chapter.) 
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   C6.3.1.1.4.  Categories of individuals covered by the system.  (See paragraph C6.3.5. of 
this Chapter.) 
 
   C6.3.1.1.5.  Categories of records in the system.  (See paragraph C6.3.6. of this 
Chapter.) 
 
   C6.3.1.1.6.  Authority for maintenance of the system.  (See paragraph C6.3.7. of this 
Chapter.) 
 
   C6.3.1.1.7.  Purpose(s).  (See paragraph C6.3.8. of this Chapter.) 
 
   C6.3.1.1.8.  Routine uses of records maintained in the system, including categories of 
users and the purposes of such uses.  (See paragraph C6.3.9. of this Chapter.) 
 
   C6.3.1.1.9.  Disclosure to Consumer Reporting Agencies.  This element is optional but 
required when disclosing to consumer reporting agencies.  (See paragraph C4.2.12 of Chapter 4.)  
 
   C6.3.1.1.10.  Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system.  (See paragraph C6.3.10. of this Chapter.) 
 
   C6.3.1.1.11.  Systems manager(s) and address.  (See paragraph C6.3.11. of this 
Chapter.) 
 
   C6.3.1.1.12.  Notification procedure.  (See paragraph C6.3.12. of this Chapter.) 
 
   C6.3.1.1.13.  Record access procedures.  (See paragraph C6.3.13. of this Chapter.) 
 
   C6.3.1.1.14.  Contesting records procedures.  (See paragraph C6.3.14. of this Chapter.) 
 
   C6.3.1.1.15.  Record source categories.  (See paragraph C6.3.15. of this Chapter.) 
 
   C6.3.1.1.16.  Exemptions claimed for the system.  (See paragraph C6.3.16. of this 
Chapter.) 
 
  C6.3.1.2.  The captions listed in subparagraph C6.3.1.1. of this Chapter have been mandated 
by the Office of the Federal Register and must be used exactly as presented. 
 
  C6.3.1.3.  A sample system notice is shown in Appendix 5. 
 
 C6.3.2.  System Identifier.  The system identifier must appear on all system notices and is 
limited to 120 positions, unless an exception is granted by the Defense Privacy Office, including 
Component code, file number and symbols, punctuation, and spacing. 
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C6.3.3.  System Name  
 
  C6.3.3.1.  The name of the system reasonably identifies the general purpose of the system 
and, if possible, the general categories of individuals involved. 
 
  C6.3.3.2.  Use acronyms only parenthetically following the title or any portion thereof, such 
as, “Defense Civilian Payroll System (DCPS).”   Do not use acronyms that are not commonly 
known unless they are preceded by an explanation. 
 
  C6.3.3.3.  The system name may not exceed 55 character positions, unless an exception is 
granted by the Defense Privacy Office, including punctuation and spacing. 
 
  C6.3.3.4.  The system name should not be the name of the database or the IT system if the 
name does not meet the criteria in subparagraph C6.3.3.1.  
 
 C6.3.4.  System Location  
 
  C6.3.4.1.  For systems maintained in a single location provide the exact office name, 
organizational identity, and address.   
 
  C6.3.4.2.  For geographically or organizationally decentralized systems, specify each level 
of organization or element that maintains a segment of the system, to include their mailing address, 
or indicate that the official mailing addresses are published as an Appendix to the Component’s 
compilation of system of records notices, or provide an address where a complete listing of 
locations can be obtained.  
 
  C6.3.4.3.  Use the standard U.S. Postal Service two-letter State abbreviation symbols and 9-
digit Zip Codes for all domestic addresses. 
 
 C6.3.5.  Categories of Individuals Covered by the System 
 
  C6.3.5.1.  Set forth the specific categories of individuals to whom records in the system 
pertain in clear, easily understood, non-technical terms. 
 
  C6.3.5.2.  Avoid the use of broad over-general descriptions, such as “all Army personnel“ 
or “all military personnel” unless this actually reflects the category of individuals involved. 
 
 C6.3.6.  Categories of Records in the System  
 
  C6.3.6.1.  Describe in clear, non-technical terms the types of records maintained in the 
system. 
 
  C6.3.6.2.  Only documents actually maintained in the system of records shall be described, 
not source documents that are used only to collect data and then destroyed. 
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C6.3.7.  Authority for Maintenance of System  
 
  C6.3.7.1.  Cite the specific provision of the Federal statute or Executive Order that 
authorizes the maintenance of the system. 
 
  C6.3.7.2.  Include with citations for statutes the popular names, when appropriate (for 
example, Section 2103 of title 51, United States Code, “Tea-Tasters Licensing Act”), and for 
Executive Orders, the official title (for example, Executive Order No. 9397, “Numbering System 
for Federal Accounts Relating to Individual Persons”). 
 
  C6.3.7.3.  If direct statutory authority or an Executive Order does not exist, indirect 
statutory authority may be cited if the authority requires the operation or administration of a 
program, the execution of which will require the collection and maintenance of a system of  
records.  
 
  C6.3.7.4.  If direct or indirect authority does not exist, the DoD, as well as the Army, Navy, 
and Air Force general “housekeeping” statutes (e.g., section 301 of 5 U.S.C. (Reference (x) and 
Sections 3013, 5013, and 8013 of Reference (r)) may be cited if the Secretary, or those offices to 
which responsibility has been delegated, are required to collect and maintain systems of records in 
order to discharge assigned responsibilities.  If the housekeeping statute is cited, the regulatory 
authority implementing the statute within the Department of Defense or Component also shall be 
identified.  
 
  C6.3.7.5.  If the SSN is being collected and maintained, Executive Order 9397 (Reference 
(l)) shall be cited.  
 
 C6.3.8.  Purpose or Purposes  
 
  C6.3.8.1.  List the specific purposes for maintaining the system of records by the 
Component. 
 
  C6.3.8.2.  All internal uses of the information within the Department or Component shall be 
identified.  Such uses are the so-called “internal routine uses.” 
 
 C6.3.9.  Routine Uses  
 
  C6.3.9.1.  Except as otherwise authorized by Chapter 4 of this Regulation, disclosure of 
information from a system of records to any person or entity outside the Department of Defense 
(See subparagraph C4.1.2) may only be made pursuant to a routine use that has been established for 
the specific system of records.    
 
  C6.3.9.2.  Each routine use shall include to whom the information is being disclosed and 
what use and purpose the information will be used.  Routine uses shall be written as follows:  
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   C6.3.9.2.1.  “To….[person or entity outside of DoD that will receive the information] 
to….[what will be done with the information] for the purpose(s) of …[what objective is sought to 
be achieved].” 
 
   C6.3.9.2.2.  To the extent practicable, general statements, such as “to other Federal 
agencies as required,” or “to any other appropriate Federal agency” shall be avoided.    
 
  C6.3.9.3.  Blanket routine uses (Appendix 3) have been adopted that apply to all 
Component system notices.  The blanket routine uses appear at the beginning of each Component’s 
compilation of its system notices.  
 
   C6.3.9.3.1.  Each system notice shall contain a statement whether or not the blanket 
routine uses apply to the system. 
 
   C6.3.9.3.2.  Each notice may state that none of the blanket routine uses apply or that one 
or more do not apply.   
 
 C6.3.10.  Policies and Practices For Storing, Retiring, Accessing, Retaining, and Disposing of 
Records.  This caption is subdivided into four parts: 
 
  C6.3.10.1.  Storage.  Indicate the medium in which the records are maintained.  For 
example, a system may be “automated, maintained on compact disks, diskettes,” “manual, 
maintained in paper files,” or “hybrid, maintained in a combination of paper and automated form.”   
Storage does not refer to the container or facility in which the records are kept. 
 
  C6.3.10.2.  Retrievability.  Specify how the records are retrieved (for example, name, SSN, 
or some other unique personal identifier assigned the individual).  
 
  C6.3.10.3.  Safeguards.   Identify the system safeguards, such as storage in safes, vaults, 
locked cabinets or rooms, use of guards, visitor registers, personnel screening, or password 
protected IT systems, encrypted  IT systems.  Also identify personnel who have access to the 
systems.  Do not describe safeguards in such detail as to compromise system security. 
 
  C6.3.10.4.  Retention and Disposal.  Indicate how long the record is retained.  When 
appropriate, also state the length of time the records are maintained by the Component, when they 
are transferred to a Federal Records Center, time of retention at the Records Center and when they 
are transferred to the National Archivist or are destroyed.  A Reference to a Component regulation 
without further detailed information is insufficient.  If records are eventually destroyed instead 
ofretired, identify the method of destruction (e.g., shredding, burning, pulping). 
 
 C6.3.11.  System Manager(s) and Address  
 
  C6.3.11.1.  List the title and address of the official responsible for the management of the 
system. 
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  C6.3.11.2.  If the title of the specific official is unknown, such as for a local system, specify 
the local commander or office head as the systems manager. 
 
  C6.3.11.3.  For geographically separated or organizationally-decentralized activities for 
which individuals may deal directly with officials at each location in exercising their rights, list the 
position or duty title of each category of officials responsible for the system or a segment thereof. 
 
  C6.3.11.4.  Do not include business or duty addresses if they are listed in the Component 
address directory. 
 
 C6.3.12.  Notification Procedures  
 
  C6.3.12.1.   Describe how an individual may determine if there are records pertaining to 
him or her in the system.   The procedural rules may be cited, but include a brief procedural 
description of the needed data.   Provide sufficient information in the notice to allow an individual 
to exercise his or her rights without referral to the formal rules. 
 
  C6.3.12.2.  As a minimum, the caption shall include: 
 
   C6.3.12.2.1.  The official title (normally the system manager) and official address to 
which the request is to be directed; 
 
   C6.3.12.2.2.  The specific information required to determine if there is a record of the 
individual in the system; 
 
   C6.3.12.2.3.  Identification of the offices through which the individual may obtain 
notification; and  
 
   C6.3.12.2.4.  A description of any proof of identity required.  See paragraph C3.1.3. of 
Chapter 3. 
 
  C6.3.12.3.  When appropriate, the individual may be referred to a Component official, who 
shall provide this information to him or her. 
 
 C6.3.13.  Record Access Procedures  
 
  C6.3.13.1.  Describe how an individual can gain access to the records pertaining to him or 
her in the system. The procedural rules may be cited, but include a brief procedural description of 
the needed data.  Provide sufficient information in the notice to allow an individual to exercise his 
or her rights without referral to the formal rules. 
 
  C6.3.13.2.  As a minimum, the caption shall include: 
 
   C6.3.13.2.1.  The official title (normally the system manager) and official address to 
which the request is to be directed; 
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   C6.3.13.2.2.  A description of any proof of identity required. (See paragraph C3.1.3. of 
Chapter 3); and 
 
  C6.3.13.3.  When appropriate, the individual may be referred to a Component official, who 
shall provide the records to him or her. 
 
 C6.3.14.  Contesting Record Procedures  
 
  C6.3.14.1.  Describe how an individual may contest the content of a record pertaining to 
him or her in the system. 
 
  C6.3.14.2.  The detailed procedures for contesting a record need not be identified if the 
Component procedural rules are readily available to the public.  (For example, “The Office of the 
Secretary of Defense” rules for contesting contents are contained in 32 CFR 311.)  All Component 
procedural rules are set forth at a Departmental public Web site (see 
http://www.defenselink.mil/privacy/cfr-rules.html).  
 
  C6.3.14.3.  The individual may also be referred to the system manager to determine these 
procedures. 
 
 C6.3.15.  Record Source Categories  
 
  C6.3.15.1.  Describe where (the individual, other Component documentation, other Federal 
agencies, etc.) the information contained in the system was obtained. 
 
  C6.3.15.2.  Specific individuals or institutions need not be identified by name, particularly if 
these sources have been granted confidentiality.  See paragraph C5.4.2. of Chapter 5. 
 
 C6.3.16.  Exemptions Claimed for the System   
 
  C6.3.16.1.  If no exemption has been claimed for the system, indicate “None.” 
 
  C6.3.16.2.  If an exemption is claimed, cite the exemption as well as identifying the CFR 
section containing the exemption rule for the system.   
 
 C6.3.17.  Maintaining the Master DoD System Notice Registry 
 
  C6.3.17.1.  The Defense Privacy Office maintains a master registry of all DoD record 
systems notices. 
 
  C6.3.17.2.  The Defense Privacy Office also posts all DoD system notices to a public Web 
site (see http://www.defenselink.mil/privacy/notices).   
  
 
C6.4.  NEW AND ALTERED RECORD SYSTEMS  
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 C6.4.1.  Criteria for a New Record System  
 
  C6.4.1.1.  If a Component is maintaining a system of records as contemplated by paragraph 
C1.1.1., and a system notice has not been published for it in the Federal Register, the Component 
shall establish a system notice consistent with the requirements of this Chapter.  
 
  C6.4.1.2.  If a notice for a system of records has been canceled or deleted, but a 
determination is subsequently made that the system will be reinstated or reused, the system may not 
be operated (information collected or used) until a new notice is published in the Federal Register. 
 
 C6.4.2.  Criteria for an Altered Record System.  A system is considered altered whenever one 
of the following actions occurs or is proposed: 
 
  C6.4.2.1.  A significant increase or change in the number or type of individuals about whom 
records are maintained. 
 
   C6.4.2.1.1.  Only changes that alter significantly the character and purpose of the record 
system are considered alterations. 
 
   C6.4.2.1.2.  Increases in numbers of individuals due to normal growth are not 
considered alterations unless they truly alter the character and purpose of the system. 
 
   C6.4.2.1.3.  Increases that change significantly the scope of population covered (for 
example, expansion of a system of records covering a single command’s enlisted personnel to 
include all of the Component’s enlisted personnel would be considered an alteration). 
 
   C6.4.2.1.4.  A reduction in the number of individuals covered is not an alteration, but 
only an amendment.  See paragraph C6.5.1. of this Chapter. 
 
   C6.4.2.1.5.  All changes that add new categories of individuals to system coverage 
require a change to the “Categories of individuals covered by the system” caption of the notice (see 
paragraph C6.3.5. of this Chapter) and may require changes to the “Purpose(s)” caption (see 
paragraph C6.3.8. of this Chapter). 
 
  C6.4.2.2.  An expansion in the types or categories of information maintained. 
 
   C6.4.2.2.1.  The addition of any new category of records not described under the 
“Categories of Records in the System” caption is considered an alteration. 
 
   C6.4.2.2.2.  Adding a new data element that is clearly within the scope of the categories 
of records described in the existing notice is an amendment.  (See paragraph C6.5.1. of this 
Chapter.)  An amended notice may not be required if the data element is clearly covered by the 
record category identified in the existing system notice.  
 
   C6.4.2.2.3.  All changes under this criterion require a change to the “Categories of 
Records in the System” caption of the notice.  (See paragraph C6.3.6. of this Chapter.) 
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  C6.4.2.3.  An alteration of how the records are organized or the manner in which the records 
are indexed and retrieved. 
 
   C6.4.2.3.1.  The change must alter the nature of use or scope of the records involved 
(for example, combining records systems in a reorganization). 
 
   C6.4.2.3.2.  Any change under this criterion requires a change in the “Retrievability” 
caption of the system notice.  (See paragraph C6.3.10.2. of this Chapter.) 
 
   C6.4.2.3.3.  If the records are no longer retrieved by name or personal identifier cancel 
the system notice.  (See paragraph C1.1.2. of Chapter 1.) 
 
  C6.4.2.4.  A change in the purpose for which the information in the system is used. 
 
   C6.4.2.4.1.  The new purpose must not be compatible with the existing purposes for 
which the system is maintained. 
 
   C6.4.2.4.2.  If the use is compatible and reasonably expected, there is no change in 
purpose and no alteration occurs. 
 
   C6.4.2.4.3.  Any change under this criterion requires a change in the “Purpose(s)” 
caption (see paragraph C6.3.8. of this Chapter) and may require a change in the “Authority for 
maintenance of the system” caption (see paragraph C6.3.7. of this Chapter). 
 
  C6.4.2.5.  Changes that alter the computer environment (such as changes to equipment 
configuration, software, or procedures) so as to create the potential for greater or easier access. 
 
   C6.4.2.5.1.  Increasing the number of offices with direct access is an alteration. 
 
   C6.4.2.5.2.  Software applications, such as operating systems and system utilities, which 
provide for easier access are considered alterations. 
 
   C6.4.2.5.3.  The addition of an on-line capability to a previously batch-oriented system 
is an alteration. 
 
   C6.4.2.5.4.  The addition of peripheral devices such as tape devices, disk devices, card 
readers, printers, and similar devices to an existing IT system constitute an amendment if system 
security is preserved.  (See paragraph C6.5.1. of this Chapter.) 
 
   C6.4.2.5.5.  Changes to existing equipment configuration with on-line capability need 
not be considered alterations to the system if: 
 
    C6.4.2.5.5.1.  The change does not alter the present security posture; or 
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    C6.4.2.5.5.2.  The addition of terminals does not extend the capacity of the current 
operating system and existing security is preserved. 
 
   C6.4.2.5.6.  The connecting of two or more formerly independent automated systems or 
networks together creating a potential for greater access is an alteration. 
 
   C6.4.2.5.7.  Any change under this caption requires a change to the “Storage” caption 
element of the systems notice.  (See paragraph C6.3.10.1. of this Chapter.) 
 
 C6.4.3.  Reports of New and Altered Systems  
 
  C6.4.3.1.  Components shall submit a report for all new or altered systems to the Defense 
Privacy Office consistent with the requirements of this chapter and in the format prescribed at 
Appendix 6. 
 
   C6.4.3.1.1.  Components shall include the following when submitting an alteration for a 
system notice for publication in the Federal Register: 
 
    C6.4.3.1.1.1.  The system identifier and name.  (See paragraphs C6.3.2. and C6.3.3. 
of this Chapter.) 
 
    C6.4.3.1.1.2.  A description of the nature and specific changes proposed. 
 
   C6.4.3.1.2.  The full text of the system notice need not be submitted if the master 
registry contains a current system notice for the system.  (See paragraph C6.3.17. of this Chapter.) 
 
  C6.4.3.2.  The Defense Privacy Office coordinates all Congressional and OMB reports of 
new and altered systems with the Office of the Assistant Secretary of Defense (Legislative Affairs), 
Department of Defense. 
 
  C6.4.3.3.  The Defense Privacy Office prepares and sends a transmittal letter that forwards 
the report, as well as the new or altered system notice, to OMB and Congress. 
 
  C6.4.3.4. The Defense Privacy Office shall publish in the Federal Register a system notice 
for new or altered systems.    
 
 C6.4.4.  Time Restrictions on the Operation of a New or Altered System  
 
  C6.4.4.1.  The reports, and the new or altered system notice, must be provided OMB and 
Congress at least 40 days prior to the operation of the new or altered system.  The 40-day review 
period begins to run on the date that the transmittal letters are signed and dated.  
 
  C6.4.4.2.  The system notice must be published in the Federal Register before a Component 
begins to operate the system (i.e., collect and use the information).  If the new system has routine 
uses or the altered system adds a new routine use, no records may be disclosed pursuant to the 
routine use until the public has had 30 days to comment on the proposed use.    
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  C6.4.4.3.  The time periods run concurrently.  
 
 C6.4.5.  Exemptions for New Systems.   See paragraph C6.1.5. of this Chapter for the 
procedures to follow in submitting exemption rules for a new system of records or for submitting 
an exemption rule for an existing system of records.  
 
 
C6.5.  AMENDMENT AND DELETION OF SYSTEMS NOTICES  
 
 C6.5.1.  Criteria for an Amended System Notice  
 
  C6.5.1.1.  Certain minor changes to published systems notices are considered amendments 
and not alterations.  See paragraph C6.4.2. of this Chapter. 
 
  C6.5.1.2.  Amendments do not require a report of an altered system (see paragraph C6.4.3. 
of this Chapter), but must be published in the Federal Register. 
 
 C6.5.2.  System Notices for Amended Systems.  Components shall include the following when 
submitting an amendment for a system notice for publication in the Federal Register: 
 
  C6.5.2.1.  The system identifier and name.  (See paragraphs C6.3.2. and C6.3.3. of this 
Chapter.) 
 
  C6.5.2.2.  A description of the nature and specific changes proposed. 
 
  C6.5.2.3.  The full text of the system notice need not be submitted if the master registry 
contains a current system notice for the system.  (See paragraph C6.3.17. of this Chapter.) 
 
 C6.5.3.  Deletion of System Notices  
 
  C6.5.3.1.  Whenever a system is discontinued, combined into another system, or determined 
no longer to be subject to this Regulation, a deletion notice is required. 
 
  C6.5.3.2.  The notice of deletion shall include: 
 
   C6.5.3.2.1.  The system identification and name. 
 
   C6.5.3.2.2.  The reason for the deletion. 
 
  C6.5.3.3.  When the system is eliminated through combination or merger, identify the 
successor system or systems in the deletion notice. 
 
 C6.5.4.  Submission of Amendments and Deletions for Publication   
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  C6.5.4.1.  Submit amendments and deletions to the Defense Privacy Office for transmittal 
to the Federal Register for publication. 
 
  C6.5.4.2.  Multiple deletions and amendments may be combined into a single submission. 
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C7.  CHAPTER 7 
 


TRAINING REQUIREMENTS 
 
C7.1.  STATUTORY TRAINING REQUIREMENTS  
 
The Privacy Act (Reference (b)) requires each Agency to establish rules of conduct for all persons 
involved in the design, development, operation, and maintenance of any system of record and to 
train these persons with respect to these rules. 
 
 
C7.2.  OMB TRAINING GUIDELINES  
 
The OMB guidelines (Reference (y)) require all Agencies additionally to: 
 
 C7.2.1.  Instruct their personnel in their rules of conduct and other rules and procedures adopted 
in implementing the Act, to ensure that they are reminded of their specific responsibilities for 
safeguarding personally identifiable information, the rules for acquiring and using such 
information, and the penalties for non-compliance. 
 
 C7.2.2.  Incorporate training on the special requirements of the Act into both formal and 
informal (on-the-job) training programs. 
 
 
C7.3.  DoD TRAINING PROGRAMS  
 
 C7.3.1.  The training shall include information regarding information privacy laws, regulations, 
policies and procedures governing the Department’s collection, maintenance, use, or dissemination 
of personal information.   The objective is to establish a culture of sensitivity to, and knowledge 
about, privacy issues involving individuals throughout the Department. 
 
 C7.3.2.  To meet these training requirements, Components may establish three general levels of 
training for those persons, to include contractor personnel, who are involved in any way with the 
design, development, operation, or maintenance of privacy protected systems of records.   These 
are: 
 
  C7.3.2.1.  Orientation.   Training that provides basic understanding of this Regulation as it 
applies to the individual’s job performance.   This training shall be provided to personnel, as 
appropriate, and should be a prerequisite to all other levels of training. 
 
  C7.3.2.2.  Specialized Training.   Training that provides information as to the application of 
specific provisions of this Regulation to specialized areas of job performance.   Personnel of 
particular concern include, but are not limited to medical personnel, intelligence specialists, finance 
officers, DoD personnel who may expected to deal with the news media or the public, special 
investigators, paperwork managers, and other specialists (reports, forms, records, and related 
functions), computer systems development personnel, computer systems operations personnel, 
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statisticians dealing with personal data and program evaluations, contractors that will either operate 
systems of records on behalf of the Component or will have access to such systems incident to 
performing the contract, and anyone responsible for implementing or carrying out functions under 
this Regulation. 
 
  C7.3.2.3.  Management.   Training designed to identify for responsible managers (such as, 
senior system managers, denial authorities, and decision makers) considerations that they should 
take into account when making management decisions regarding operational programs and 
activities having privacy implications.  
 
 C7.3.3.  Include Privacy Act training in other courses of training when appropriate.   Stress 
individual responsibilities and advise individuals of their rights and responsibilities under this 
Regulation to ensure that it is understood that, where personally identifiable information is 
involved, individuals should handle and treat the information as if it was their information. 
 
 
C7.4.  TRAINING METHODOLOGY AND PROCEDURES  
 
 C7.4.1.  Each DoD Component is responsible for the development of training procedures and 
methodology. 
 
 C7.4.2.  The Defense Privacy Office shall assist the Components in developing these training 
programs and may develop privacy training programs for use by all DoD Components. 
 
 C7.4.3.  Components shall conduct training as frequently as believed necessary so that 
personnel who are responsible for or are in receipt of information protected by Reference (b) are 
sensitive to the requirements of this regulation, especially the access, use, and dissemination 
restrictions.  Components shall give consideration to whether annual training and/or annual 
certification should be mandated for all or specified personnel whose duties and responsibilities 
require daily interaction with personally identifiable information.    
 
 C7.4.4.  Components shall conduct training that reaches the widest possible audience.   Web-
based training and video conferencing have been effective means to provide such training.   
 
 
C7.5.  FUNDING FOR TRAINING  
 
Each DoD Component shall fund its own privacy training program. 
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C8.  CHAPTER 8 
 


REPORTS 
 
C8.1.  REQUIREMENT FOR REPORTS  
 
The Defense Privacy Office shall establish requirements for DoD Privacy Reports and the DoD 
Components shall be required to provide data. 
 
 
C8.2.  SUSPENSE FOR SUBMISSION OF REPORTS  
 
The suspenses for submission of all reports shall be established by the Defense Privacy Office. 
 
 
C8.3.  REPORTS CONTROL SYMBOL  
 
Any report established by this Chapter in support of the Privacy Program shall be assigned Report 
Control Symbol DD-COMP(A)1379.    
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C9.  CHAPTER 9 
 


INSPECTIONS 
 
C9.1.  PRIVACY ACT INSPECTIONS  
 
During internal inspections, Component inspectors shall be alert for compliance with this 
Regulation and for managerial, administrative, and operational problems associated with the 
implementation of the Defense Privacy Program.   Programs shall be reviewed as frequently as 
considered necessary by Components, or the Component Inspector General.    
 
 
C9.2.  INSPECTION REPORTING  
 
 C9.2.1.  Document the findings of the inspectors in official reports that are furnished to the 
responsible Component officials.  These reports, when appropriate, shall reflect overall assets of the 
Component Privacy Program inspected, or portion thereof, identify deficiencies, irregularities, and 
significant problems.  Also document remedial actions taken to correct problems identified. 
 
 C9.2.2.  Retain inspections reports and later follow-up reports in accordance with established 
records disposition standards.  These reports shall be made available to the Privacy Program 
officials concerned upon request. 
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C10.  CHAPTER 10 
 


PRIVACY ACT VIOLATIONS 
 
C10.1.  ADMINISTRATIVE REMEDIES  
 
Any individual who believes he or she has a legitimate complaint or grievance against the 
Department of Defense or any DoD employee concerning any right granted by this Regulation shall 
be permitted to seek relief through appropriate administrative channels. 
 
 
C10.2.  CIVIL ACTIONS  
 
An individual may file a civil suit against a DoD Component, if the individual believes his or her 
rights under the Act have been violated (See Section 552a(g) of Reference (b)). 
 
 
C10.3.  CIVIL REMEDIES  
 
In addition to specific remedial actions, Reference (b) provides for the payment of damages, court 
costs, and attorney fees in some cases. 
 
 
C10.4.  CRIMINAL PENALTIES  
 
 C10.4.1.  The Act also provides for criminal penalties (see section 552a(i) of Reference (b)).   
Any official or employee may be found guilty of a misdemeanor and fined not more than $5,000 if 
he or she willfully: 
 
  C10.4.1.1.  Discloses information from a system of records, knowing that dissemination is 
prohibited, to anyone not entitled to receive the information (see Chapter 4); or 
 
  C10.4.1.2.  Maintains a system of records without publishing the required public notice in 
the Federal Register.  (See Chapter 6.) 
 
 C10.4.2.  Any person who knowingly and willfully requests or obtains access to any record 
concerning another individual under false pretenses may be found guilty of misdemeanor and fined 
up to $5,000. 
 
 
C10.5.  LITIGATION STATUS SHEET  
 
Whenever a complaint citing the Privacy Act is filed in a U.S. District Court against the 
Department of Defense, a DoD Component, or any DoD employee, the responsible system manager 
shall notify the Defense Privacy Office.  The litigation status sheet at Appendix 8 provides a 
standard format for this notification.  The initial litigation status sheet forwarded shall, as a 
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minimum, provide the information required by items 1 through 6.   A revised litigation status sheet 
shall be provided at each stage of the litigation.   When a court renders a formal opinion or 
judgment, copies of the judgment and opinion shall be provided to the Defense Privacy Office with 
the litigation status sheet reporting that judgment or opinion. 
 
 
C10.6.  LOST, STOLEN, OR COMPROMISED INFORMATION 
 
 C10.6.1.  When a loss, theft, or compromise of information occurs (See Chapter 1 of this 
regulation), the breach shall be reported to:  
 
  C10.6.1.1.  The United States Computer Emergency Readiness Team (US CERT) within 
one hour of discovering that a breach of personally identifiable information has occurred.  
Components shall establish procedures to ensure that US CERT reporting is accomplished in 
accordance with the guidance set forth at www.us-cert.gov.  The underlying incident that led to the 
loss or suspected loss of PII (e.g., computer incident, theft, loss of material, etc.) shall continue to 
be reported in accordance with established procedures (e.g., to designated computer Network 
Defense (CND) Service Providers, Chairman of the Joint Chiefs of Staff Manual 6510.01 
(Reference (z)), law enforcement authorities, the chain of command, etc). 
 
  C10.6.1.2.  The Senior Component Official for Privacy (Reference (a)) within 24 hours of 
discovering that a breach of personally identifiable information has occurred.  The Senior 
Component Official for Privacy, or their designee, shall notify the Defense Privacy Office of the 
breach within 48 hours upon being notified that a loss, theft, or compromise has occurred.  The 
notification shall include the following information:  
  
   C10.6.1.2.1.  Identify the Component/organization involved.   
 
   C10.6.1.2.2.  Specify the date of the breach and the number of individuals impacted, to 
include whether they are DoD civilian, military, or contractor personnel; DoD civilian or military 
retirees; family members; other Federal personnel or members of the public, etc.  
 
   C10.6.1.2.3.  Briefly describe the facts and circumstances surrounding the loss, theft, or 
compromise.  
 
   C10.6.1.2.4.  Briefly describe actions taken in response to the breach, to include whether 
the incident was investigated and by whom; the preliminary results of the inquiry if then known; 
actions taken to mitigate any harm that could result from the breach; whether the affected 
individuals are being notified, and if this will not be accomplished within 10 working days, that 
action will be initiated to notify the Deputy secretary (See paragraph C1.5.1.4.) ; what remedial 
actions have been, or will be, taken to prevent a similar such incident in the future, e.g., refresher 
training conducted, new or revised guidance issued; and any other information considered pertinent 
as to actions to be taken to ensure that information is properly safeguarded.     
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 C10.6.2.   The Component shall determine whether administrative or disciplinary action is 
warranted and appropriate for those individuals determined to be responsible for the loss, theft, or 
compromise.  
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C11.  CHAPTER 11 
 


COMPUTER MATCHING PROGRAM PROCEDURES 


C11.1.  GENERAL 


 C11.1.1.  Computer matches cover two kinds of matching programs, 54 Federal Register 25818, 
(Reference (aa)).  If covered, the matches are subject to the requirements of this chapter.  The 
covered programs are:  


  C11.1.1.1.  Matches using records from Federal personnel or payroll systems of records, or  


  C11.1.1.2  Matches involving Federal benefits program if:  


   C11.1.1.2.1.  To determine eligibility for a Federal benefit,  


   C11.1.1.2.2.  To determine compliance with benefit program requirements, or  


   C11.1.1.2.3.  To effect recovery of improper payments or delinquent debts under a 
Federal benefit program. . 
 
 C11.1.2.   The requirements of this Regulation do not apply if matches are:   
 
  C11.1.2.1  Performed solely to produce aggregated statistical data without any personal 
identifiers.  Personally identifying data can be used for purposes of conducting the match.  
However, the results of the match shall be stripped of any data that would identify an individual.   
Under no circumstances shall match results be used to take action against specific individuals.  
 
  C11.1.2.2.  Performed to support research or statistical projects.  Personally identifying data 
can be used for purposes of conducting the match and the match results may contain identifying 
data about individuals.   However, the match results shall not be used to make a decision that 
affects the rights, benefits, or privileges of specific individuals. 


  C11.1.2.3.  Performed by an agency, or a component thereof, whose principal function is 
the enforcement of criminal laws, subsequent to the initiation of a specific criminal or civil law 
enforcement investigation of a named individual or individuals. 


   C11.1.2.3.1.  The match must flow from an investigation already underway which 
focuses on a named person or persons.  “Fishing expeditions” in which the subjects are generically 
identified, such as “program beneficiaries” are not covered.  


   C11.1.2.3.2.  The match must be for the purpose of gathering evidence against the 
named individual or individuals. 


  C11.1.2.4.  Performed for tax information-related purposes.   


  C11.1.2.5.  Performed for routine administrative purposes using records relating to Federal 
personnel.   
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   C11.1.2.5.1.  The records to be used in the match must predominantly relate to Federal 
personnel (i.e., the percentage of records in the system of records that are about Federal personnel 
must be greater than of any other category).   


   C11.1.2.5.2.  The purpose of the match must not be for purposes of taking any adverse 
financial, personnel, disciplinary, or other unfavorable action against an individual.   


  C11.1.2.6.  Performed using only records from systems of records maintained by an agency. 


   C11.1.2.6.1.  The purpose of the match must not be for purposes of taking any adverse 
financial, personnel, disciplinary, or other unfavorable action against an individual.   


   C11.1.2.6.2.   A match of DoD personnel using records in a system of records for 
purposes of identifying fraud, waste, and abuse is not covered. 


  C11.1.2.7.  Performed to produce background checks for security clearances of Federal or 
contractor personnel or performed for foreign counter-intelligence purposes.   
 
 
C11.2.  COMPUTER MATCHING PUBLICATION AND REVIEW REQUIREMENTS 
 
 C11.2.1.   DoD Components shall identify the systems of records that will be used in the match 
to ensure that the publication requirements of Chapter 6 of this Regulation have been satisfied.  If 
the match will require disclosure of records outside the Department of Defense, Components shall 
ensure that a routine use has been established, and that the publication and review requirements 
met, before any disclosures are made (See Chapter 6 of this Regulation).  
 C11.2.2.   If a computer matching program is contemplated, the DoD Component shall contact 
the Defense Privacy Office and provide information regarding the contemplated match.  The DoD 
Privacy Office (DPO) shall ensure that any proposed computer matching program satisfies the 
requirements of References (b) and (aa). 


 C11.2.3.  A computer matching agreement (CMA) shall be prepared by the Component, 
consistent with the requirements of paragraph C11.3. and submitted to the DPO.  If the CMA 
satisfies the requirements of References (b) and (aa), as well as this Regulation, it shall be 
forwarded to the Defense Data Integrity Board (DIB) for approval or disapproval.    


  C11.2.3.1.  If the CMA is approved by the DIB, the DPO shall prepare and forward a report 
to both Houses of Congress and to OMB as required by, and consistent with, OMB Circular A-130 
(Reference (ab)).  Congress and OMB shall have 40 days to review  and comment on the proposed 
match.   Any comments received must be resolved before matching can take place.    


  C11.2.3.2.  If the CMA is approved by the DIB, the DPO shall prepare and forward a match 
notice as required by Reference (ab) for publication in the Federal Register.  The public shall be 
given 30 days to comment on the proposed match.  Any comments received must be resolved 
before matching can take place.     
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C11.3.  COMPUTER MATCHING AGREEMENTS (CMA)  


 C11.3.1.  If a match is to be conducted internally within the Department of Defense, a 
memorandum of understanding (MOU) shall be prepared.  It shall contain the same elements as a 
CMA, except as otherwise indicated in C11.3.2.4.2.   


 C11.3.2.  A CMA shall contain the following elements:  


  C11.3.2.1.  Purpose.  Why the match is being proposed and what will be achieved by 
conducting the match.   


  C11.3.2.2.  Legal Authority.   What is the Federal or state statutory or regulatory basis for 
conducting the match.  The Privacy Act does not constitute independent authority for matching.  
Other legal authority shall be identified.   


  C11.3.2.3.  Justification and Expected Results.  Explain why computer matching as opposed 
to some other administrative means is being proposed and what the expected results will be, 
including a specific estimate of any savings (see paragraph C11.3.2.13 of this Chapter.)    


  C11.3.2.4.  Records Description.  Identify: 


   C11.3.2.4.1.  The system of records or non-Federal records.  For DoD systems of 
records, provide the Federal Register citation for the system notice;   


   C11.3.2.4.2.  The specific routine use in the system notice if records are to be disclosed 
outside the Department of Defense (see paragraph 4.2.3 of Chapter 4).   If records are disclosed 
within the Department of Defense for an internal match, disclosures are permitted pursuant to 
paragraph 4.2.1 of Chapter 4.   


   C11.3.2.4.3  The number of records involved;  


   C11.3.2.4.4.  The data elements to be included in the match;    


   C11.3.2.4.5.  The projected start and completion dates of the match.  CMAs remain in 
effect for 18 months, but can be renewed for an additional 12 months provided:  


    C11.3.2.4.5.1.  The match will be conducted without any change, and  


    C11.3.2.4.5.2.  Each party to the match certifies in writing that the program has been 
conducted in compliance with the CMA or MOU.  


   C11.3.2.4.6.  How frequently will the records be matched. 


  C11.3.2.5.  Records Accuracy Assessment.   Provide an assessment by the source and 
recipient agencies as to the quality of the information that will be used for the match.  The poorer 
the quality, the more likely that the program will not be cost-effective.   


  C11.3.2.6.  Notice Procedures.   Identify what direct and indirect means will be used to 
inform individuals that matching will taken place.   
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   C11.3.2.6.1.  Direct Notice.  Indicate whether the individual is advised that matching 
may be conducted when he or she applies for a Federal benefit program.  Such an advisory should 
normally be part of the Privacy Act Statement that is contained in the application for benefits.  
Individual notice sometimes is provided by a separate notice that is furnished the individual upon 
receipt of the benefit.   


   C11.3.2.6.2   Indirect Notice.  Indicate whether the individual is advised that matching 
may be conducted by constructive notice.  Indirect or constructive notice is achieved by publication 
of a routine use in the Federal Register when the matching is between agencies or is achieved by 
publication of the match notice in the Federal Register.   


  C11.3.2.7.  Verification Procedures.  Explain how information produced as a result of the 
match will be independently verified to ensure that any adverse information obtained is that of the 
individual identified in the match.   


  C11.3.2.8.  Due Process Procedures.  Describe what procedures will be used to notify 
individuals of any adverse information uncovered as a result of the match and to give such 
individuals an opportunity to either explain the information or how they may contest the 
information.   No adverse action shall be taken against the individual until the due process 
procedures have been satisfied.   


   C11.3.2.8.1.   Unless other statutory or regulatory authority provides for a longer period 
of time, the individual shall be given 30 calendar days from the date of the notice to respond to the 
notice.  


   C11.3.2.8.2.  If an individual contacts the agency within the notice period and indicates 
his or her acceptance of the validity of the adverse information, the agency may take final action.  If 
the period expires without a response, the agency may take final action.   


   C11.3.2.8.3.  If the agency determines that there is a potentially significant effect on 
public health or safety, it may take appropriate action notwithstanding the due process provisions.   


  C11.3.2.9.  Security Procedures.  Describe the administrative, technical, and physical 
safeguards that will be established to preserve and protect the privacy and confidentiality of the 
records involved in the match.   The level of security must be commensurate with the level of the 
sensitivity of the records.   


  C11.3.2.10.  Records Usage, Duplication, and Redisclosure Restrictions.   Describe any 
restrictions imposed by the source agency or by statute or regulation on the collateral uses of the 
records.  Recipient agencies may not use the records obtained for matching purposes for any other 
purpose absent a specific statutory requirement or where the disclosure is essential to the conduct 
of the matching program.   


  C11.3.2.11.  Disposition Procedures.  Clearly state that the records used in the match will be 
retained only for the time required for conducting the match.  Once the matching purpose has been 
achieved, the records will be destroyed unless the records must be retained as directed by other 
legal authority.  Unless the source agency requests that the records be returned, identify the means 
by which destruction will occur, e.g., shredding, burning, electronic erasure.  







DoD 5400.11-R, May 14, 2007 


CHAPTER 11 79


  C11.3.2.12.  Comptroller General Access.   Include a statement that the Comptroller 
General may have access to all records of the recipient agency to monitor or verify compliance with 
the terms of the CMA.   


  C11.3.2.13.  Cost-Benefit Analysis.  


   C11.3.2.13.1   A cost-benefit analysis shall be conducted for the proposed computer 
matching program unless: 


    C11.3.2.13.1.1.  The Data Integrity Board waives the requirement in writing, or   


    C11.3.2.13.1.2.  The matching program is required by a specific statute.   


   C11.3.2.13.2.  The analysis must demonstrate that the program is likely to be cost-
effective.  This analysis is to ensure that agencies are following sound management practices.  The 
analysis provides an opportunity to examine the programs and to reject those that will only produce 
marginal results.     
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AP1.  APPENDIX 1 
 


SAFEGUARDING PERSONALLY IDENTIFIABLE INFORMATION (PII) 
 
AP1.1.  GENERAL  
 
 AP1.1.1.  The IT environment subjects personal information to special hazards as to 
unauthorized compromise, alteration, dissemination, and use.   Therefore, special considerations 
must be given to safeguarding personal information in IT systems consistent with the requirements 
of DoD Directive 8500.1 (Reference (ac)) and (ae). 
 
 AP1.1.2.  Personally identifiable information must also be protected while it is being processed 
or accessed in computer environments outside the data processing installation (such as remote job 
entry stations, terminal stations, minicomputers, microprocessors, and similar activities). 
 
 AP1.1.3.  IT facilities authorized to process classified material have adequate procedures and 
security for the purposes of this Regulation.   However, all unclassified information subject to this 
Regulation must be processed following the procedures used to process and access information 
designated “FOUO.”  (See Reference (h).) 
 
 
AP1.2.  RISK MANAGEMENT AND SAFEGUARDING STANDARDS  
 
 AP1.2.1.  Establish administrative, technical, and physical safeguards that are adequate to 
protect the information against unauthorized disclosure, access, or misuse.  (See OMB Circular  
A-130, Reference (ab) and DoD Instruction 8500.2 (Reference (ae).) 
 
 AP1.2.2.  Tailor safeguards to the type of system, the nature of the information involved, and 
the specific threat to be countered. 
 
 
AP1.3.  MINIMUM ADMINISTRATIVE SAFEGUARDS  
 
The minimum safeguarding standards as set forth in paragraph C1.4.2. of Chapter 1 apply to all 
personal data within any IT system.  In addition: 
 
 AP1.3.1.  Consider the following when establishing IT safeguards: 
 
  AP1.3.1.1.  The sensitivity of the data being processed, stored and accessed. 
 
  AP1.3.1.2.  The installation environment. 
 
  AP1.3.1.3.  The risk of exposure. 
 
  AP1.3.1.4.  The cost of the safeguard under consideration. 
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 AP1.3.2.  Label or designate media products containing personal information that do not 
contain classified material in such a manner as to alert those using or handling the information of 
the need for special protection.   Designating products “For Official Use Only” in accordance with 
Reference (h) satisfies this requirement. 
 
 AP1.3.3.  Mark and protect all computer products containing classified data in accordance with 
References (h) and (ac). 
 
 AP1.3.4.  Mark and protect all computer products containing “For Official Use Only” material 
in accordance with Reference (h). 
 
 AP1.3.5.  Ensure that safeguards for protected information stored at secondary sites are 
appropriate. 
 
 AP1.3.6.  If there is a computer failure, restore all protected information being processed at the 
time of the failure using proper recovery procedures to ensure data integrity. 
 
 AP1.3.7.  Train personnel involved in processing information subject to this Regulation in 
proper safeguarding procedures. 
 
 
AP1.4.  PHYSICAL SAFEGUARDS  
 
 AP1.4.1.  For all unclassified facilities, areas, and devices that process information subject to 
this Regulation, establish physical safeguards that protect the information against reasonably 
identifiable threats that could result in unauthorized access or alteration. 
 
 AP1.4.2.  Develop access procedures for unclassified computer rooms, tape libraries, 
micrographic facilities, decollating shops, product distribution areas, or other direct support areas 
that process or contain personal information subject to this Regulation that control adequately 
access to these areas. 
 
 AP1.4.3.  Safeguard on-line devices directly coupled to IT systems that contain or process 
information from systems of records to prevent unauthorized disclosure, use, or alteration. 
 
 AP1.4.4.  Dispose of paper records following appropriate record destruction procedures.  (See 
paragraph C1.4.3. and Reference (h).)    
 
 
AP1.5.  TECHNICAL SAFEGUARDS  
 
 AP1.5.1.  Components are to ensure that all PII not explicitly cleared for public release is 
protected according to Confidentially Level Sensitive, as established in DoD Instruction 8500.2 
(Reference (ae)).  In addition, all DoD information and data owners shall conduct risk assessments 
of compilations of PII and identify those needing more stringent protection for remote access or 
mobile computing. 
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 AP1.5.2.  Encrypt unclassified personal information in accordance with current Information 
Assurance (IA) policies and procedures, as issued. 
 
 AP1.5.3.  Remove personal data stored on magnetic storage media by methods that preclude 
reconstruction of the data. 
 
 AP1.5.4.  Ensure that personal information is not inadvertently disclosed as residue when 
transferring magnetic media between activities. 
 
 AP1.5.5  Only DoD authorized devices shall be used for remote access. Any remote access, 
whether for user or privileged functions, must conform to IA controls specified in Reference (ae). 
 
 AP1.5.6  Remote access for processing PII should comply with the latest IA policies and 
procedures. 
 
 AP1.5.7.  Minimize access to data fields necessary to accomplish an employee’s task - 
normally, access shall be granted only to those data elements (fields) required for the employee to 
perform his or her job rather than granting access to the entire database.   
 
 AP1.5.8.  Do not totally rely on proprietary software products to protect personnel data during 
processing or storage. 
 
 
AP1.6.  SPECIAL PROCEDURES  
 
 AP1.6.1. Managers shall: 
 
  AP1.6.1.1.  Prepare and submit for publication all system notices and amendments and 
alterations thereto.  (See paragraph C6.1.6. of Chapter 6.) 
 
  AP1.6.1.2.  Identify required controls and individuals authorized access to PII and maintain 
updates to the access authorizations. 
 
  AP1.6.1.3. When required, ensure Privacy Impact Assessments are prepared consistent with 
the requirements of Section 3501 of title 44, U.S.C. (Reference (ad)) and the DoD Deputy Chief 
Information Officer Memorandum (Reference (af)).  
  
  AP1.6.1.4.  Train all personnel whose official duties require access to the system of records 
in the proper safeguarding and use of the information and ensure that they receive Privacy Act 
training.  
 
 
AP1.7.  RECORD DISPOSAL  
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 AP1.7.1.  Dispose of records subject to this Regulation so as to prevent compromise.  (See 
paragraph C1.4.3. of Chapter 1.)  Magnetic tapes or other magnetic medium may be cleared by 
degaussing, overwriting, or erasing.  (See the DoD Memorandum (Reference (ag).)   
 
 AP1.7.2. Do not use respliced waste computer products containing personal data. 
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AP2.  APPENDIX 2 
 


SAMPLE NOTIFICATION LETTER 
 
Dear Mr. John Miller: 
 
 On January 1, 2006, a DoD laptop computer was stolen from the parked car of a DoD employee 
in Washington, D.C. after normal duty hours while the employee was running a personal errand.   
The laptop contained personally identifying information on 100 DoD employees who were 
participating in the xxx Program.  The compromised information is the name, social security 
number, residential address, date of birth, office and home email address, office, and home 
telephone numbers of the Program participants.  
 
 The theft was immediately reported to local and DoD law enforcement authorities, who are now 
conducting a joint inquiry into the loss.    
 
 We believe that the laptop was the target of the theft as opposed to any information that the 
laptop might contain.  Because the information in the laptop was password protected and encrypted, 
we also believe that the probability is low that the information will be acquired and used for an 
unlawful purpose.  However, we cannot say with certainty that this might not occur.  We therefore 
believe that you should consider taking such actions as are possible to protect against the potential 
that someone might use the information to steal your identity.   
 
 You should be guided by the actions recommended by the Federal Trade Commission (FTC) at 
its Web site at http://www.consumer.gov/idtheft/con_steps.htm.  The FTC urges that you 
immediately place an initial fraud alert on your credit file.  The Fraud alert is for a period of 90 
days, during which, creditors are required to contact you before a new credit card is issued or an 
existing card changed.  The site also provides other valuable information that can be taken now or 
in the future if problems should develop.  
 
 The Department of Defense takes this loss very seriously and is reviewing its current policies 
and practices with a view of determining what must be changed to preclude a similar occurrence in 
the future.  At a minimum, we will be providing additional training to personnel to ensure that they 
understand that personally identifiable information must at all times be treated in a manner that 
preserves and protects the confidentiality of the data.  
 
 We deeply regret and apologize for any inconvenience and concern this theft may cause you. 
 
 Should you have any questions, please call ____________________. 
 
           Sincerely,  
 
           Signature Block 
           (Directorate level or higher)
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AP3.  APPENDIX 3 
 


DoD BLANKET ROUTINE USES 
 


AP3.1.  ROUTINE USE - LAW ENFORCEMENT  
 
If a system of records maintained by a DoD Component to carry out its functions indicates a 
violation or potential violation of law, whether civil, criminal, or regulatory in nature, and whether 
arising by general statute or by regulation, rule, or order issued pursuant thereto, the relevant 
records in the system of records may be referred, as a routine use, to the agency concerned, whether 
Federal, State, local, or foreign, charged with the responsibility of investigating or prosecuting such 
violation or charged with enforcing or implementing the statute, rule, regulation, or order issued 
pursuant thereto. 
 
AP3.2.  ROUTINE USE - DISCLOSURE WHEN REQUESTING INFORMATION 
 
A record from a system of records maintained by a Component may be disclosed as a routine use to 
a Federal, State, or local agency maintaining civil, criminal, or other relevant enforcement 
information or other pertinent information, such as current licenses, if necessary to obtain 
information relevant to a Component decision concerning the hiring or retention of an employee, 
the issuance of a security clearance, the letting of a contract, or the issuance of a license, grant, or 
other benefit. 
 
AP3.3.  ROUTINE USE - DISCLOSURE OF REQUESTED INFORMATION 
 
 A record from a system of records maintained by a Component may be disclosed to a Federal 
Agency, in response to its request, in connection with the hiring or retention of an employee, the 
issuance of a security clearance, the reporting of an investigation of an employee, the letting of a 
contract, or the issuance of a license, grant, or other benefit by the requesting agency, to the extent 
that the information is relevant and necessary to the requesting agency’s decision on the matter. 
 
AP3.4.  ROUTINE USE - CONGRESSIONAL INQUIRIES 
 
Disclosure from a system of records maintained by a Component may be made to a congressional 
office from the record of an individual in response to an inquiry from the congressional office made 
at the request of that individual. 
 
AP3.5.  ROUTINE USE - PRIVATE RELIEF LEGISLATION 
 
Relevant information contained in all systems of records of the Department of Defense published 
on or before August 22, 1975, may be disclosed to the Office of Management and Budget in 
connection with the review of private relief legislation as set forth in OMB Circular A-19 at any 
stage of the legislative coordination and clearance process as set forth in that circular. 
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AP3.6.  ROUTINE USE - DISCLOSURES REQUIRED BY INTERNATIONAL AGREEMENTS 
 
A record from a system of records maintained by a Component may be disclosed to foreign law 
enforcement, security, investigatory, or administrative authorities to comply with requirements 
imposed by, or to claim rights conferred in, international agreements and arrangements, including 
those regulating the stationing and status in foreign countries of Department of Defense military 
and civilian personnel. 
 
AP3.7.  ROUTINE USE - DISCLOSURE TO STATE AND LOCAL TAXING AUTHORITIES 
 
Any information normally contained in Internal Revenue Service (IRS) Form W-2 which is 
maintained in a record from a system of records maintained by a Component may be disclosed to 
State and local taxing authorities with which the Secretary of the Treasury has entered into 
agreements under sections 5516, 5517, 5520 of 5 U.S.C., and only to those State and local taxing 
authorities for which an employee or military member is or was subject to tax regardless of whether 
tax is or was withheld. This routine use is in accordance with Treasury Fiscal Requirements Manual 
Bulletin No. 76-07. 
 
AP3.8.  ROUTINE USE - DISCLOSURE TO THE OFFICE OF PERSONNEL MANAGEMENT 
 
A record from a system of records subject to the Privacy Act and maintained by a Component may 
be disclosed to the Office of Personnel Management (OPM) concerning information on pay and 
leave, benefits, retirement deductions, and any other information necessary for the OPM to carry 
out its legally authorized government-wide personnel management functions and studies. 
 
AP3.9.  ROUTINE USE - DISCLSOURE TO THE DEPARTMENT OF JUSTICE FOR 
LITIGATION 
 
A record from a system of records maintained by a Component may be disclosed as a routine use to 
any Component of the Department of Justice for the purpose of representing the Department of 
Defense, or any officer, employee or member of the Department in pending or potential litigation to 
which the record is pertinent. 
 
AP3.10.  ROUTINE USE - DISCLOSURE TO MILITARY BANKING FACILITIES 
 
Information as to current military addresses and assignments may be provided to military banking 
facilities who provide banking services overseas and who are reimbursed by the Government for 
certain checking and loan losses.  For personnel separated, discharged, or retired from the Armed 
Forces, information as to last known residential or home of record address may be provided to the 
military banking facility upon certification by a banking facility officer that the facility has a 
returned or dishonored check negotiated by the individual or the individual has defaulted on a loan 
and that if restitution is not made by the individual, the U.S. Government will be liable for the 
losses the facility may incur. 
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AP3.11.  ROUTINE USE - DISCLOSURE OF INFORMTION TO THE GENERAL SERVICES 
ADMINISTRATION  
 
A record from a system of records maintained by a Component may be disclosed as a routine use to 
GSA for the purpose of records management inspections conducted under authority of 44 U.S.C. 
2904 and 2906. 
 
AP3.12.  ROUTINE USE - DISCLOSURE OF INFORMATION TO THE NATIONAL 
ARCHIVES AND RECORDS ADMINISTRATION 
 
A record from a system of records maintained by a Component may be disclosed as a routine use to 
NARA for the purpose of records management inspections conducted under authority of 44 U.S.C. 
2904 and 2906. 
 
AP3.13.  ROUTINE USE - DISCLOSURE TO THE MERIT SYSTEMS PROTECTION BOARD  
 
A record from a system of records maintained by a Component may be disclosed as a routine use to 
the Merit Systems Protection Board, including the Office of the Special Counsel, for the purpose of 
litigation, including administrative proceedings, appeals, special studies of the civil service and 
other merit systems, review of OPM or Component rules and regulations, investigation of alleged 
or possible prohibited personnel practices, including administrative proceedings involving any 
individual subject of a DoD investigation, and such other functions, promulgated in 5 U.S.C. 1205 
and 1206 or as may be authorized by law. 
 
AP3.14.  ROUTINE USE - COUNTERINTELLIGENCE PURPOSES 
 
A record from a system of records maintained by a Component may be disclosed as a routine use 
outside the Department of Defense or the U.S. Government for the purpose of counterintelligence 
activities authorized by U.S. law or Executive Order, or for the purpose of enforcing laws that 
protect the national security of the United States. 
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AP4.  APPENDIX 4 
 


PROVISIONS OF THE PRIVACY ACT FROM WHICH A GENERAL OR A SPECIFIC 
EXEMPTION MAY BE CLAIMED 


 
 


Exemptions  
(j)(2) (k) (1-7)  Section of the Privacy Act 
No No (b)(1) Disclosures within the Department of Defense. 
No No (2) Disclosures to the public. 
No No (3) Disclosures for a “Routine Use.” 
No No (4) Disclosures to the Bureau of Census. 
No No (5) Disclosures for statistical research and reporting. 
No No (6) Disclosures to the National Archives. 
No No (7) Disclosures for law enforcement purposes. 
No No (8) Disclosures under emergency circumstances. 
No No (9) Disclosures to the Congress. 
No No (10) Disclosures to the General Accounting Office. 
No No (11) Disclosures pursuant to court orders. 
No No (12) Disclosure to consumer reporting agencies. 
No No (c)(1) Making disclosure accountings. 
No No (2) Retaining disclosure accountings. 
Yes Yes (c)(3) Making disclosure accounting available to the individual. 
Yes No (c)(4) Informing prior recipients of corrections. 
Yes Yes (d)(1) Individual access to records. 
Yes Yes (2) Amending records. 
Yes Yes (3) Review of the Component’s refusal to amend a record. 
Yes Yes (4) Disclosure of disputed information. 
Yes Yes (5) Access to information compiled in anticipation of civil action. 
Yes Yes (e)(1) Restrictions on collecting information. 
Yes No (e)(2) Collecting directly from the individual. 
Yes No (3) Informing individuals from whom information is requested. 
No No (e)(4)(A) Describing the name and location of the system. 
No No (B) Describing categories of individuals. 
No No (C) Describing categories of records. 
No No (D) Describing routine uses. 
No No (E) Describing records management policies and practices. 
No No (F) Identifying responsible officials. 
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Exemptions  


(j)(2) (k) (1-7)  Section of the Privacy Act 
Yes Yes (e)(4)(G) Procedures for determining if a system contains a record on 


an individual. 
Yes Yes (H) Procedures for gaining access. 
Yes Yes (I) Describing categories of information sources. 
Yes No (e)(5) Standards of accuracy. 
No No (e)(6) Validating records before disclosure. 
No No (e)(7) Records of First Amendment activities. 
No No (e)(8) Notification of disclosure under compulsory legal process. 
No No (e)(9) Rules of conduct. 
No No (e)(10) Administrative, technical, and physical safeguards. 
No No (11) Notice for new and revised routine uses. 
Yes Yes (f)(1) Rules for determining if an individual is subject of a record. 
Yes Yes (f)(2) Rules for handling access requests. 
Yes Yes (f)(3) Rules for granting access. 
Yes Yes (f)(4) Rules for amending records. 
Yes Yes (f)(5) Rules regarding fees. 
Yes No (g)(1) Basis for civil action. 
Yes No (g)(2) Basis for judicial review and remedies for refusal to amend. 
Yes No (g)(3) Basis for judicial review and remedies for denial of access. 
Yes No (g)(4) Basis for judicial review and remedies for other failure to 


comply. 
Yes No (g)(5) Jurisdiction and time limits.  
Yes No (h) Rights of legal guardians. 
No No (i)(1) Criminal penalties for unauthorized disclosure. 
No No (2) Criminal penalties for failure to publish. 
No No (3) Criminal penalties for obtaining records under false 


pretenses. 
No No (j) Rulemaking requirement. 
N/A N/A (j)(1) General exemption for the Central Intelligence Agency. 
N/A N/A (j)(2) General exemption for criminal law enforcement records. 
No No (k) Rulemaking requirement. 
N/A N/A (k)(1) Exemption for classified material. 
N/A N/A (k)(2) Exemption for law enforcement material. 
N/A N/A (k)(3) Exemption for records pertaining to Presidential protection. 
N/A N/A (k)(4) Exemption for statistical records. 


    N/A 
 


      N/A (k)(5) Exemption for investigatory material compiled for 
determining suitability for employment or service. 


   N/A       N/A (k)(6) Exemption for testing or examination material. 
Exemptions  


(j)(2) (k) (1-7) Section of the Privacy Act 
     N/A               N/A (k)(7) Exemption for promotion evaluation materials used by the 


Armed Forces. 
Yes No (l)(1) Records stored in GSA records centers. 
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Yes No (l)(2) Records archived before September 27, 1975. 
Yes No (l)(3) Records archived on or after September 27, 1975. 
Yes No (m) Applicability to Government contractors. 
Yes No (n) Mailing lists. 
N/A N/A (o) Matching Agreements. 
N/A N/A (p) Verification and Opportunity to Contest Findings. 
N/A N/A (q) Sanctions. 
No No (r) Reports on New Systems and Matching Programs. 
N/A N/A (s) Biennial Report. 
N/A N/A (t) Effect of other laws. 
N/A N/A (u) Data Integrity Boards. 
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AP5.  APPENDIX 5 
 


SAMPLE OF NEW OR ALTERED SYSTEM OF RECORDS NOTICE 
IN FEDERAL  REGISTER FORMAT 


 
New System of Records Notice 
 
DEPARTMENT OF DEFENSE 
Office of the Secretary 
Privacy Act of 1974; System of Records 
AGENCY:  Office of the Secretary, DoD 
ACTION:  Notice to Add a System of Records 
 
SUMMARY:  The Office of the Secretary of Defense proposes to add a system of records to its 
inventory of record systems subject to the Privacy Act of 1974 (5 U.S.C. 552a), as amended.   
 
DATES:  The changes will be effective on (insert date thirty days after publication in the Federal 
Register) unless comments are received that would result in a contrary determination.   
 
ADDRESSES:  Send comments to OSD Privacy Act Coordinator, Records Management Section, 
Washington Headquarters Services, 1155 Defense Pentagon, Washington, DC 20301-1155. 
 
FOR FURTHER INFORMATION CONTACT:  Ms. Mary Smith at (703) 000-0000. 
 
SUPPLEMENTARY INFORMATION:  The Office of the Secretary of Defense notices for 
systems of records subject to the Privacy Act of 1974 (5 U.S.C. 552a), as amended, have been 
published in the Federal Register and are available from the address above. 
 
The proposed systems reports, as required by 5 U.S.C. 552a(r) of the Privacy Act of 1974, as 
amended, were submitted on January 20, 2006, to the House Committee on Government Reform, 
the Senate Committee on Homeland Security and Governmental Affairs, and the Office of 
Management and Budget (OMB) pursuant to paragraph 4c of Appendix I to OMB Circular No. A-
130, “Federal Agency Responsibilities for Maintaining Records About Individuals,”dated February 
8, 1996 (February 20, 1996, 61 FR 6427). 
Dated: February 1, 2006. 
 
 
John Miller  
Alternate OSD Federal Register Liaison Officer, Department of Defense. 
 
 
NSLRB 01 
 
System name:  
The National Security Labor Relations Board (NSLRB). 
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System location:   
National Security Labor Relations Board (NSLRB), 1401 Wilson Boulevard, Arlington, VA 22209-
2325. 
 
Categories of individuals covered by the system: 
Current and former civilian Federal Government employees who have filed unfair labor practice 
charges, negotiability disputes, exceptions to arbitration awards, and impasses with the National 
Security Labor Relations Board (NSLRB) pursuant to the National Security Personnel System 
(NSPS). 
 
Categories of records in the system:   
Documents relating to the proceedings before the Board, including the name of the individual 
initiating NSLRB action, statements of witnesses, reports of interviews and hearings, examiner’s 
findings and recommendations, a copy of the original decision, and related correspondence and 
exhibits. 
  
Authority for maintenance of the system:  
The National Defense Authorization Act for FY 2004, Pub Law 108-136, Section 1101; 5 U.S.C. 
9902(m), Labor Management Relations in the Department of Defense; and 5 CFR 9901.907, 
National Security Labor Relations Board. 
 
Purpose(s): 
To establish a system of records that will document adjudication of unfair labor practice charges, 
negotiability disputes, exceptions to arbitration awards, and impasses filed with the National 
Security Labor Relations Board. 
 
Routine uses of records maintained in the system, including categories of users and the purposes of 
such uses: 
 
In addition to those disclosures generally permitted under 5 U.S.C. 552a(b) of the Privacy Act, 
these records or information contained therein may specifically be disclosed outside the DoD as a 
routine use pursuant to 5 U.S.C. 552a(b)(3) as follows:  
 
To The Federal Labor Relations Authority (FLRA) or the Equal Employment Opportunity 
Commission, when requested, for performance of functions authorized by law. 
 
To disclose, in response to a request for discovery or for appearance of a witness, information that 
is relevant to the subject matter involved in a pending judicial or administrative proceeding. 
 
To provide information to officials of labor organizations recognized under 5 U.S.C. Chapter 71 
when relevant and necessary to their duties of exclusive representation concerning personnel 
policies, practices, and matters affecting work conditions. 
 
The DoD “Blanket Routine Uses” set forth at the beginning of OSD’s compilation of systems of 
records notices apply to this system. 
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Policies and practices for storing, retrieving, accessing, retaining, and disposing of records in the 
system: 
 
Storage: 
Records are maintained on electronic storage media and paper. 
 
Retrievability: 
Records will be retrieved in the system by the following identifiers: assigned case number; 
individual’s name; labor organizations filing the unfair labor practice charges; negotiability 
disputes; exceptions to arbitration awards; date, month, year or filing; complaint type; and the 
organizational component from which the complaint arises. 
 
Safeguards: 
Records are maintained in a controlled facility. Physical entry is restricted by the use of locks, 
guards, and is accessible only to authorized personnel. Access to records is limited to person(s) 
responsible for servicing the record in performance of their official duties and who are properly 
screened and cleared for need-to-know. Access to computerized data is restricted by passwords, 
which are changed periodically. 


 
Retention and disposal: 
Records are disposed of 5 years after final resolution of case. 
 
System manager(s) and address: 
Executive Director, National Security Personnel System, Program Executive Office, 1401 Wilson 
Boulevard, Arlington, VA 22209-2325. 
 
Notification procedure: 
Individuals seeking to determine whether this system of records contains information about 
themselves should address written inquiries to the Executive Director, National Security Personnel 
System, Program Executive Office, 1401 Wilson Boulevard, Arlington, VA 22209-2325. 
 
Request should contain name; assigned case number; approximate case date (day, month, and 
year); case type; the names of the individuals and/or labor organizations filed the unfair labor 
practice charges; negotiability disputes; exceptions to arbitration awards; and impasses. 
 
Record access procedures: 
Individuals seeking access to records about themselves contained in this system of records should 
address written inquiries to the Executive Director, National Security Personnel System, Program 
Executive Office, 1401 Wilson Boulevard, Arlington, VA 22209-2325. 
 
Request should contain name; assigned case number; approximate case date (day, month, and 
year); case type; the names of the individuals and/or labor organizations filed the unfair labor 
practice charges; negotiability disputes; exceptions to arbitration awards; and impasses. 
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Contesting record procedures: 
The OSD’s rules for accessing records, for contesting contents and appealing initial agency 
determinations are published in OSD Administrative Instruction No. 81; 32 CFR part 311; or may 
be obtained from the system manager. 
 
Record source categories: 
Individual; other officials or employees; and departmental and other records containing information 
pertinent to the NSLRB action. 
 
Exemptions claimed for the system:  
None. 
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Altered System of Record Notice 
 
DEPARTMENT OF DEFENSE 
Defense Logistics Agency 
Privacy Act of 1974; Systems of Records 
AGENCY:  Defense Logistics Agency 
ACTION:  Notice to Alter a System of Records 
 
SUMMARY:  The Defense Logistics Agency proposes to alter a system of records notice in its 
inventory of record systems subject to the Privacy Act of 1974 (5 U.S.C. 552a), as amended.   
The alteration adds two routine uses, revises the purpose category, and makes other administrative 
changes to the system notice. 
   
DATES:  This action will be effective without further notice on (insert date thirty days after 
publication in the Federal Register) unless comments are received that would result in a contrary 
determination.   
 
ADDRESSES:  Send comments to the Privacy Act Officer, Headquarters, Defense Logistics 
Agency, ATTN:  DSS-B, 8725 John J. Kingman Road, Suite 2533, Fort Belvoir, VA  22060-6221. 
 
FOR FURTHER INFORMATION CONTACT:  Ms. Mary Smith at (703) 000-0000. 
 
SUPPLEMENTARY INFORMATION:  The Defense Logistics Agency notices for systems of 
records subject to the Privacy Act of 1974 (5 U.S.C. 552a), as amended, have been published in the 
Federal Register and are available from the address above. 
 
The proposed system report, as required by 5 U.S.C. 552a(r) of the Privacy Act of 1974, as 
amended, was submitted on January 29, 2004, to the House Committee on Government Reform, the 
Senate Committee on Governmental Affairs, and the Office of Management and Budget (OMB) 
pursuant to paragraph 4c of Appendix I to OMB Circular No. A-130, “Federal Agency 
Responsibilities for Maintaining Records About Individuals,”dated February 8, 1996 (February 20, 
1996, 61 FR 6427). 
Dated:  February 2, 2004. 
 
 
 
John Miller 
Alternate OSD Federal Register Liaison Officer, Department of Defense. 
 


S253.10 DLA-G  
 
System name:  
Invention Disclosure (February 22, 1993, 58 FR 10854). 
 
Changes: 
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* * * * * 
 
System identifier: 
Replace “S253.10 DLA-G” with “S100.70.” 
 
* * * * * 
 
Categories of individuals covered by the system:   
Delete “to the DLA General Counsel” at the end of the sentence and replace with “to DLA.” 
 
* * * * * 
 
Categories of records in the system:  
Delete entry and replace with Inventor’s name, Social Security Number, address, and telephone 
numbers; descriptions of inventions; designs or drawings, as appropriate; evaluations of 
patentability; recommendations for employee awards; licensing documents; and similar records.  
Where patent protection is pursued by DLA, the file may also contain copies of applications, 
Letters Patent, and related materials. 
 
* * * * * 
 
Authority for maintenance of the system: 
Delete entry and replace with 5 U.S.C. 301, Departmental Regulations; 5 U.S.C. 4502, General 
provisions; 10 U.S.C. 2320, Rights in technical data; 15 U.S.C. 3710b, Rewards for scientific, 
engineering, and technical personnel of federal agencies; 15 U.S.C. 3711d, Employee activities; 35 
U.S.C. 181-185, Secrecy of Certain Inventions and Filing Applications in Foreign Countries; E.O. 
9397 (SSN); and E.O. 10096 (Inventions Made by Government Employees) as amended by E.O. 
10930. 
 
* * * * * 
 
Purpose(s):   
Delete entry and replace with “Data is maintained for making determinations regarding and 
recording DLA interest in the acquisition of patents; for documenting the patent process; and for 
documenting any rights of the inventor.  The records may also used in conjunction with the 
employee award program, where appropriate.” 
 
* * * * * 
 
Routine uses of records maintained in the system, including categories of users and the purpose of 
such uses:   
Add two new paragraphs “To the U.S. Patent and Trademark Office for use in processing 
applications and performing related functions and responsibilities under title 35 of the U.S. Code. 
 
To foreign government patent offices for the purpose of securing foreign patent rights.” 
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* * * * * 
 
Safeguards:   
Delete entry and replace with “Access is limited to those individuals who require the records for the 
performance of their official duties.  Paper records are maintained in buildings with controlled or 
monitored access.  During non-duty hours, records are secured in locked or guarded buildings, 
locked offices, or guarded cabinets.  The electronic records systems employ user identification and 
password or smart card technology protocols.” 
 
* * * * * 
 
Retention and disposal:   
Delete entry and replace with “Records maintained by Headquarters and field Offices of Counsel 
are destroyed 26 years after file is closed.  Records maintained by field level Offices of Counsel 
where patent applications are not prepared are destroyed 7 years after closure.” 
 
* * * * * 
 
Record source categories:   
Delete entry and replace with “Inventors, reviewers, evaluators, officials of U.S. and foreign patent 
offices, and other persons having a direct interest in the file.” 
 
* * * * * 
 


S100.70  
 
System name:  
Invention Disclosure.  
 
System location:  
Office of the General Counsel, HQ DLA-DG, 8725 John J. Kingman Road, Stop 2533, Fort 
Belvoir, VA 22060-6221, and the offices of counsel of the DLA field activities. Official mailing 
addresses are published as an appendix to DLA’s compilation of systems of records notices. 
 
Categories of individuals covered by the system:  
Employees and military personnel assigned to DLA who have submitted invention disclosures to 
DLA.  
 
Categories of records in the system:  
Inventor’s name, Social Security Number, address, and telephone numbers; descriptions of 
inventions; designs or drawings, as appropriate; evaluations of patentability; recommendations for 
employee awards; licensing documents; and similar records.  Where patent protection is pursued by 
DLA, the file may also contain copies of applications, Letters Patent, and related materials. 
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Authority for maintenance of the system:   
5 U.S.C. 301, Departmental Regulations; 5 U.S.C. 4502, General provisions; 10 U.S.C. 2320, 
Rights in technical data; 15 U.S.C. 3710b, Rewards for scientific, engineering, and technical 
personnel of federal agencies; 15 U.S.C. 3711d, Employee activities; 35 U.S.C. 181-185, Secrecy 
of Certain Inventions and Filing Applications in Foreign Countries; E.O. 9397 (SSN); and E.O. 
10096 (Inventions Made by Government Employees) as amended by E.O. 10930. 
 
Purpose(s):  
Data is maintained for making determinations regarding and recording DLA interest in the 
acquisition of patents, for documenting the patent process, and for documenting any rights of the 
inventor.  The records may also be used in conjunction with the employee award program, where 
appropriate. 
 
Routine uses of records maintained in the system, including categories of users and the purposes of 
such uses: 
In addition to those disclosures generally permitted under 5 U.S.C. 552a(b) of the Privacy Act, 
these records or information contained therein may specifically be disclosed outside the DoD as a 
routine use pursuant to 5 U.S.C. 552a(b)(3) as follows:  
 
To the U.S. Patent and Trademark Office for use in processing applications and performing related 
functions and responsibilities under Title 35 of the U. S. Code. 
 
To foreign government patent offices for the purpose of securing foreign patent rights. 
 
Information may be referred to other government agencies or to non-government agencies or to 
non-government personnel (including contractors or prospective contractors) having an identified 
interest in a particular invention and the Government’s rights therein.  
 
The DoD “Blanket Routine Uses” set forth at the beginning of DLA’s compilation of systems of 
records notices apply to this system. 
 
Policies and practices for storing, retrieving, accessing, retaining, and disposing of records in the 
system:  
 
Storage:  
Records are maintained in paper and computerized form. 
 
Retrievability:  
Filed by names of inventors.  
 
Safeguards:  
Access is limited to those individuals who require the records for the performance of their official 
duties.  Paper records are maintained in buildings with controlled or monitored access.  During 
non-duty hours, records are secured in locked or guarded buildings, locked offices, or guarded 
cabinets.  The electronic records systems employ user identification and password or smart card 
technology protocols. 
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Retention and disposal:  
Records maintain by the HQ and field Offices of Counsel are destroyed 26 years after file is closed.  
Records maintained by field level Offices of Counsel where patent applications are not prepared are 
destroyed 7 years after closure. 
 
System manager(s) and address:   
Office of the General Counsel, Headquarters, Defense Logistics Agency, ATTN: DG, 8725 John J. 
Kingman Road, Stop 2533, Fort Belvoir, VA 22060-6221.  
 
Notification procedure:  
Individuals seeking to determine whether information about themselves is contained in this system 
should address written inquiries to the Privacy Officer, Headquarters, Defense Logistics Agency, 
ATTN: DSS-B, 8725 John J. Kingman Road, Stop 6220, Fort Belvoir, VA 22060-6221, or the 
Privacy Officers at DLA field activities.  Official mailing addresses are published as an appendix to 
DLA’s compilation of systems of records notices.  
 
Record access procedures:   
Individuals seeking access to information about themselves contained in this system should address 
written inquiries to the Privacy Officer, Headquarters, Defense Logistics Agency, ATTN: DSS-B, 
8725 John J. Kingman Road, Stop 6220, Fort Belvoir, VA 22060-6221, or the Privacy Officers at 
the DLA field activities. Official mailing addresses are published as an appendix to DLA’s 
compilation of systems of records notices. 
 
Individuals should provide information that contains full name, current address and telephone 
numbers of requester.  
 
For personal visits, each individual shall provide acceptable identification, e.g., driver’s license or 
identification card. 
 
Contesting record procedures:   
The DLA rules for accessing records, contesting contents, and appealing initial agency 
determinations are contained in 32 CFR part 323, or may be obtained from the Privacy Act Officer, 
Headquarters, Defense Logistics Agency, ATTN: DSS-B, 8725 John J. Kingman Road, Stop 6220, 
Fort Belvoir, VA 22060-6221. 
 
Record source categories:  
Inventors, reviewers, evaluators, officials of U.S. and foreign patent offices, and other persons 
having a direct interest in the file. 
 
Exemptions claimed for the system: 
None.  
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AP6.  APPENDIX 6 
 


FORMAT FOR NEW OR ALTERED SYSTEM REPORT 
 


The report on a new or altered system shall consist of a transmittal letter, a narrative statement, and 
include supporting documentation.  
 
A.  TRANSMITTAL LETTER.  The transmittal letter shall be prepared by the Defense Privacy 
Office and shall contain assurances that the new or altered system does not duplicate any existing 
Component systems, DoD-wide systems or government-wide systems.  The narrative statement, 
and the system notice, shall be attached thereto.  
 
B.  NARRATIVE STATEMENT.  The statement shall include information on the following: 
 
 1.   System Identifier and name;  
 
 2.   Responsible official;  
 
 3.   Purpose of establishing the system [for a new system only) or Nature of the changes 
proposed for the system [for altered system only];  
 
 4.   Authority for maintenance of the System;  
 
 5.   Probable or potential effects on the privacy of individuals;  
 
 6.   Is the system, in whole or part, being maintained by a contractor;   
 
 7.   Steps taken to minimize risk of unauthorized access;   
 
 8.   Routine use compatibility;   
 
  9.   OMB information collection requirements; and  
 
 10.   Supporting documentation.   
 
Attachments - 2   
  AP6.A1.  Format for Narrative Statement 
 
  AP6.A2.  Sample Narrative Statement 
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AP6.A1.  APPENDIX 6, ATTACHMENT 1  
 


FORMAT FOR NARRATIVE STATEMENT 
 


DEPARTMENT OF DEFENSE 
[Component Name] 


Narrative Statement  on a [New/Altered] system of records 
Under the Privacy Act of 1974 


 
1.  System Identifier and Name.   This caption sets forth the identification and name of the system 
(see paragraphs C6.3.2. and C6.3.3. of Chapter 6).  
 
2.  Responsible Official.   The name, title, address, and telephone number of the official responsible 
for the report and to whom inquiries and comments about the report may be directed by Congress, 
the Office of Management and Budget, or the Defense Privacy Office.  
 
3.  Purpose of establishing the system or nature of the changes proposed for the system:    Describe 
the purpose of the new system or how an existing system is being changed.    
 
4.  Authority for maintenance of the system.  See paragraph C6.3.7. of Chapter 6.  
 
5.  Probable or potential effects on the privacy of individuals.  What effect, if any, will the new or 
altered system impact the personal privacy of the affected individuals.   
 
6.  Is the system, in whole or in part, being maintained by a contractor.   If yes, Components shall 
ensure that the contract has incorporated the Federal Acquisition privacy clause (Reference (k)). 
 
7.  Steps taken to minimize risk of unauthorized access.  Describe actions taken to reduce the 
vulnerability of the system to potential threats. See Appendix 1 to this regulation.        
 
8.  Routine use compatibility.   Provide assurances that any records contained in the system that are 
disclosed outside the DoD shall be for a use that is compatible with the purpose for which the 
record was collected.  Advise whether or not the blanket routine uses apply to this system.   
 
9.  OMB collection requirements.  If information is to be collected from members of the public, the 
requirements of Reference (ag) apply and OMB must be advised.    
 
10.  Supporting documentation.    The following are typical enclosures that may be required: 
 
 a.   An advance copy of the system notice for a new or altered system that is proposed for 
publication.    
 
 b.   An advance copy of a proposed exemption rule if the new or altered system is to be 
exempted in accordance with Chapter 5.    
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 c.   Any other supporting documentation that may be pertinent or helpful in understanding the 
need for the system or clarifying its intended use.    
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AP6.A2.  APPENDIX 6, ATTACHMENT 2 
 


SAMPLE NARRATIVE STATEMENT 
 


DEPARTMENT OF DEFENSE 
Office of the Secretary 


Narrative Statement on a New System of Records 
Under the Privacy Act of 1974 


 
1.  System identifier and name:  NSLRB 01, entitled “The National Security Labor Relations Board 
(NSLRB).” 
 
2. Responsible official: Mr. John Miller, National Security Labor Relations Board (NSLRB), 0000 
Smith Boulevard, Arlington, VA 22209, Telephone (703) 000-0000. 
 
3.  Purpose of establishing the system: The Office of the Secretary of Defense is proposing to 
establish a system of records that will document adjudication of unfair labor practice charges, 
negotiability disputes, exceptions to arbitration awards, and impasses filed with the National 
Security Labor Relations Board. 
 
4. Authority for the maintenance of the system: The National Defense Authorization Act for FY 
2004, Pub Law 108-136, Section 1101; 5 U.S.C. 9902(m), Labor Management Relations in the 
Department of Defense; and 5 CFR 9901.907, National Security Labor Relations Board. 
 
5. Probable or potential effects on the privacy of individuals:  
None 
 
6. Is the system, in whole or in part, being maintained by a contractor? No 
 
7. Steps taken to minimize risk of unauthorized access: Records are maintained in a controlled 
facility. Physical entry is restricted by the use of locks, guards, and is accessible only to authorized 
personnel. Access to records is limited to person(s) responsible for servicing the record in 
performance of their official duties and who are properly screened and cleared for need-to-know. 
Access to computerized data is restricted by passwords, which are changed periodically. 
 
8. Routine use compatibility: Any release of information contained in this system of records 
outside of the DoD will be compatible with purposes for which the information is collected and 
maintained.  The DoD “Blanket Routine Uses” apply to this system of records. 
 
9. OMB information collection requirements: None. 
 
10. Supporting documentation: None. 
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AP7.  APPENDIX 7 
   


SAMPLE AMENDMENTS OR DELETIONS  TO SYSTEMS NOTICES 
IN FEDERAL REGISTER FORMAT 


 
Amendment of system notice 
 
DEPARTMENT OF DEFENSE 
Department of the Army 
Privacy Act of 1974; System of Records 
AGENCY:  Department of the Army, DoD. 
ACTION:  Notice to Amend a System of Records. 
 
SUMMARY: The Department of the Army is proposing to amend a system of records notice in its 
existing inventory of records systems subject to the Privacy Act of 1974, (5 U.S.C. 552a), as 
amended.   
 


DATES:  This proposed action will be effective without further notice on (insert date thirty days 
after publication in Federal Register) unless comments are received which result in a contrary 
determination. 


 
ADDRESSES:  Department of the Army, Freedom of Information / Privacy Division, U.S. Army 
Records Management and Declassification Agency, ATTN: AHRC-PDD-FPZ, 7701 Telegraph 
Road, Casey Building, Suite 144, Alexandria, VA 22325-3905.  
 
FOR FURTHER INFORMATION CONTACT:  Ms. Mary Smith at (703) 000-0000. 
 
SUPPLEMENTARY INFORMATION:  The Department of the Army systems of records notices 
subject to the Privacy Act of 1974, (5 U.S.C. 552a), as amended, have been published in the 
Federal Register and are available from the address above. 
 
The specific changes to the records systems being amended are set forth below followed by the 
notices, as amended, published in their entirety.  The proposed amendments are not within the 
purview of subsection (r) of the Privacy Act of 1974, (5 U.S.C. 552a), as amended, which requires 
the submission of a new or altered system report.   
Dated: February 3, 2006. 
 
 
 
John Miller 
Alternate OSD Federal Register Liaison Officer, Department of Defense. 
 
 
A0055 USEUCOM 
 
System name: 
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Europe Command Travel Clearance Records (August 23, 2004, 69 FR 51817). 
 
Changes:  
 
* * * * *  
System name: 
Delete system identifier and replace with: “A0055 USEUCOM DoD”. 
* * * * * 


 
A0055 USEUCOM DoD 
 
System name: 
Europe Command Travel Clearance Records. 
 
System location: 
Headquarters, United States European Command, Computer Network Operations Center, Building 
2324, P.O. Box 1000, APO AE 09131-1000. 
 
Categories of individuals covered by the system: 
Military, DoD civilians, and non-DoD personnel traveling under DoD sponsorship (e.g., 
contractors, foreign nationals and dependents) and includes temporary travelers within the United 
States European Command’s (USEUCOM) area of responsibility as define by the DoD Foreign 
Clearance Guide Program. 
 
Categories of records in the system: 
Travel requests, which contain the individual’s name; rank/pay grade; Social Security Number; 
military branch or department; passport number; Visa Number; office address and telephone 
number, official and personal email address, detailed information on sites to be visited, visitation 
dates and purpose of visit. 
 
Authority for the maintenance of the system: 
10 U.S.C. 3013, Secretary of the Army; 10 U.S.C. 5013, Secretary of the Navy; 10 U.S.C. 8013, 
Secretary of the Air Force; DoD 4500.54-G, Department of Defense Foreign Clearance Guide; 
Public Law 99-399, Omnibus Diplomatic Security and Antiterrorism Act of 1986; 22 U.S.C. 4801, 
4802, and 4805, Foreign Relations and Intercourse; E.O.12333, United States Intelligence 
Activities; Army Regulation 55-46, Travel Overseas; and E.O. 9397 (SSN). 
 
Purpose (s): 
To provide the DoD with an automated system to clear and audit travel within the United States 
European Command’s area of responsibility and to ensure compliance with the specific clearance 
requirements outline in the DoD Foreign Clearance Guide; to provide individual travelers with 
intelligence and travel warnings; and to provide the Defense Attaché and other DoD authorized 
officials with information necessary to verify official travel by DoD personnel. 
 
Routine uses of records maintained in the system, including categories of users and the purposes of 
such uses: 
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In addition to those disclosures generally permitted under 5 U.S.C. 552a(b) of the Privacy Act, 
these records or information contained therein may specifically be disclosed outside the DoD as a 
routine use pursuant to 5 U.S.C. 552a(b)(3) as follows: 
 
To the Department of State Regional Security Officer, U.S. Embassy officials, and foreign police 
for the purpose of coordinating security support for DoD travelers. 
 
The DoD “Blanket Routine Uses” set forth at the beginning of the Army’s compilation of systems 
of records notices also apply to this system 
 
Policies and practices for storing, retiring, accessing, retaining, and disposing of records. 
 
Storage: 
Electronic storage media. 
 
Retrievability: 
Retrieved by individual’s surname, Social Security Number and/or passport number. 
 
Safeguards: 
Electronic records are located in the United States European Command’s Theater Requirements 
Automated Clearance System (TRACS) computer database with built in safeguards. Computerized 
records are maintained in controlled areas accessible only to authorized personnel with an official 
need to know access. In addition, automated files are password protected and in compliance with 
the applicable laws and regulations. Another built in safeguard of the system is records are access 
to the data through secure network. 
 
Retention and disposal: 
Records are destroyed 3 months after travel is completed. 
 
System manager(s) and address: 
Special Assistant for Security Matters, Headquarters, United States European Command, Unit 
30400, P.O. Box 1000, APO AE 09131-1000. 
 
Notification procedures: 
Individuals seeking to determine whether information about themselves is contained in this system 
of records should address written inquiries to the Special Assistant for Security Matters, 
Headquarters, United States European Command, Unit 30400, P.O. Box 1000, APO AE 09131-
1000. 
 
Requests should contain individual’s full name, Social Security Number, and/or passport number.  
 
Record access procedures: 
Individuals seeking to access information about themselves that is contained in this system of 
records should address written inquiries to the Special Assistant for Security Matters, Headquarters, 
United States European Command, Unit 30400, P.O. Box 1000, APO AE 09131-1000. 
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Requests should contain individual’s full name, Social Security Number, and/or passport number. 
 
Contesting record procedures: 
The Army’s rules for accessing records and for contesting contents and appealing initial agency 
determinations are contained in Army Regulation 340-21; 32 CFR part 505; or may be obtained 
from the system manager. 
 
Record source categories: 
From individuals. 
 
Exemptions claimed for the system: 
None. 
 
Deletion of system notice 


DEPARTMENT OF DEFENSE 
Office of the Secretary 
Privacy Act of 1974; System of Records 
AGENCY:  Office of the Secretary, DoD. 
ACTION:  Notice to Delete Systems of Records. 
 
SUMMARY: The Office of the Secretary of Defense is deleting a system of records notice from its 
existing inventory of records systems subject to the Privacy Act of 1974, (5 U.S.C. 552a), as 
amended. 
 
DATES:  This proposed action will be effective without further notice on (insert date thirty days 
after publication in Federal Register) unless comments are received which result in a contrary 
determination. 
 
ADDRESSES:  OSD Privacy Act Coordinator, Records Management Section, Washington 
Headquarters Services, 1155 Defense Pentagon, Washington, DC 20301-1155.  
 
FOR FURTHER INFORMATION CONTACT: Ms. Mary Smith at (703) 000-0000. 
 
SUPPLEMENTARY INFORMATION:  The Office of the Secretary of Defense systems of records 
notices subject to the Privacy Act of 1974, (5 U.S.C. 552a), as amended, have been published in the 
Federal Register and are available from the address above. 
 
The specific changes to the records system being amended are set forth below followed by the 
notice, as amended, published in its entirety.  The proposed amendments are not within the purview 
of subsection (r) of the Privacy Act of 1974, (5 U.S.C. 552a), as amended, which requires the 
submission of a new or altered system report.   
Dated:   April 2, 2006. 
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John Miller 
OSD Federal Register Liaison Officer, Department of Defense. 
 
 
DODDS 27 
System name: 
DoD Domestic and Elementary School Employee File (May 9, 2003, 68 FR 24935). 
 
Reason:  The records contained in this system of records are covered by OPM/GOVT-1 (General 
Personnel Records), a government wide system notice. 
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AP8.  APPENDIX 8 
 


LITIGATION STATUS SHEET 
 
    
 
1.   Case Number1 
 
2.   Requester  
 
3.   Document Title or Description2 
 
4.   Litigation  
 
    a.   Date Complaint Filed  
 
    b.   Court  
 
    c.    Case File Number1 


 
5.   Defendants (DoD Component and individual)  
 
6.   Remarks (brief explanation of what the case is about)  
 
7.   Court Action  
 
    a.   Court’s Finding  
 
    b.   Disciplinary Action (as appropriate)  
 
8.   Appeal (as appropriate)  
 
    a.   Date Complaint Filed  
 
    b.   Court  
 
    c.  Case File Number  
 
    d.   Court’s Finding  
 
    e.   Disciplinary Action (as appropriate)  
 
 
 Footnotes: 
1. Number used by the Component for Reference purposes. 
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2. Indicate the nature of the case, such as, “Denial of access,” “Refusal to amend,” “Incorrect 
records,” or other violations of the Act (specify). 
 
 
 








Department of Defense  


 


DIRECTIVE  


NUMBER 5200.2 
April 9, 1999 


 
 
 


ASD(C3I) 


SUBJECT:  DoD Personnel Security Program 


References: (a)  DoD Directive 5200.2, subject as above, May 6, 1992 (hereby canceled) 
(b)  Executive Order 12968, "Access to Classified Information," August 2, 


1995 
(c)  Section 781 of title 50, United States Code 
(d)  Sections 831 through 835 of title 50, United States Code 
(e)  Executive Order 10450, "Security Requirements for Government 


Employment," April 27, 1953 
(f)  Executive Order 12958, "Classified National Security Information," April 


17, 1995 
(g)  through (q), see enclosure 1 


 


1.  REISSUANCE AND PURPOSE 


This Directive: 


1.1.  Reissues reference (a) to update the policy and responsibilities for the DoD 
Personnel Security Program under references (b) through (h). 


1.2.  Continues to authorize the publication of DoD 5200.2-R (reference (i)) in 
accordance with DoD 5025.1-M (reference (j)). 
 


2.  APPLICABILITY 


This Directive applies to: 


2.1.  The Office of the Secretary of Defense, the Military Departments (including the 
Coast Guard when it is operating as a Military Service in the Navy), the Chairman of the 
Joint Chiefs of Staff, the Combatant Commands, the Inspector General of the Department 
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of Defense, the Defense Agencies, and the DoD Field Activities (hereafter referred to 
collectively as "the DoD Components"). 


2.2.  DoD civilian personnel, members of the Armed Forces (excluding the Coast 
Guard in peacetime), contractor personnel and other personnel affiliated with the 
Department of Defense.  Except that the unfavorable administrative action procedures 
pertaining to contractor personnel requiring access to classified information are contained 
in DoD 5220.22-R (reference (k)) and in DoD Directive 5220.6 (reference (l)). 
 


3.  POLICY 


It is DoD policy that: 


3.1.  The objective of the personnel security program is that military, civilian, and 
contractor personnel assigned to and retained in sensitive positions, in which they could 
potentially damage national security, are and remain reliable and trustworthy, and there is 
no reasonable basis for doubting their allegiance to the United States. 


3.2.  No person shall be appointed or retained as a civilian employee in a sensitive 
position of the Department of Defense, as provided in reference (e), accepted for entrance 
into the Armed Forces of the United States, or assigned to duties that require a personnel 
security investigation as provided in 3.9., below, unless such appointment, acceptance, or 
assignment is clearly consistent with the interests of national security. 


3.3.  No person shall be deemed to be eligible for access to classified information 
unless such access is clearly consistent with the interests of national security as provided 
for in reference (b).  Eligibility for access shall not be granted merely by reason of 
Federal service or contracting, licensee, certificate holder, or grantee status, or as a matter 
of right or privilege, or as a result of any particular title, rank, position, or affiliation. 


3.4.  Except as provided in 3.6., below, eligibility for access to classified 
information or assignment to sensitive duties shall be granted only to individuals who are 
United States citizens for whom an appropriate investigation has been completed and 
whose personal and professional history affirmatively indicates loyalty to the United 
States, strength of character, trustworthiness, honesty, reliability, discretion, and sound 
judgment, as well as freedom from conflicting allegiances and potential for coercion, and 
willingness and ability to abide by regulations governing the use, handling, and 
protection of classified information.  However, in exceptional circumstances where 
official functions must be performed prior to completion of the investigative and 
adjudication process, temporary eligibility for access to classified information may be 
granted to an individual. 
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3.5.  A determination of eligibility for access to classified information or assignment 
to sensitive duties is a discretionary security decision based on judgments by 
appropriately trained adjudicative personnel. 


3.6.  As an exception, a non-U.S. citizen may be assigned to sensitive duties or 
granted a Limited Access Authorization for access to classified information in support of 
a specific DoD program, project, or contract that cannot be filled by a cleared or clearable 
U.S. citizen provided it is approved by an authorized official (as specified in DoD 
5200.2-R, reference (i)). 


3.7.  In determining eligibility for access to classified information, the Department 
of Defense may investigate and consider any matter that relates to the determination of 
whether access is clearly consistent with the interests of national security.  No inference 
concerning the standard in paragraph 3.4., above, may be raised solely on the basis of the 
sexual orientation of the individual. 


3.8.  No negative inference may be raised solely on the basis of mental health 
counseling.  Such counseling can be a positive factor in eligibility determinations.  
However, mental health counseling, where relevant to the adjudication of access to 
classified information, may justify further inquiry to determine whether the standards of 
paragraph 3.4., above, are satisfied, and mental health may be considered where it 
directly relates to those standards. 


3.9.  DoD 5200.2-R (reference (i)) shall identify those positions and duties that 
require a personnel security investigation (PSI).  A PSI is required for: 


3.9.1.  Appointment to a sensitive civilian position. 


3.9.2.  Entry into military service. 


3.9.3.  The granting of a security clearance or approval for access to classified 
information. 


3.9.4.  Assignment to other duties that require a personnel security or 
trustworthiness determination. 


3.9.5.  Continuing eligibility for retention of a security clearance and approval 
for access to classified information or for assignment to other sensitive duties. 


3.10.  Reference (i) shall contain personnel security criteria and adjudicative 
guidance to assist in determining whether an individual meets the clearance and sensitive 
position standards referred to in paragraphs 3.2. and 3.4., above. 
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3.11.  No unfavorable personnel security determination shall be made except in 
accordance with procedures set forth in reference (i); Director of Central Intelligence 
Directive 1/14 (DCID 1/14) (reference (m)); DoD Directive 5220.6 (reference (l)) or as 
otherwise authorized by law. 
 


4.  RESPONSIBILITIES 


4.1.  The Assistant Secretary of Defense for Command, Control, Communications, 
and Intelligence shall: 


4.1.1.  Serve as the Department of Defense Senior Agency Official for the 
Personnel Security Program under Section 6.1(a) of E.O. 12968, reference (b) and 
Special Access Programs under Section 5.6(c)(1) of E.O. 12958, reference (f). 


4.1.2.  Direct, administer, and oversee the DoD Personnel Security Program to 
ensure that the program is consistent, cost-effective, and efficient, and balances the rights 
of individuals with the interests of national security. 


4.1.3.  Approve, when appropriate, requests for exceptions to the DoD 
Personnel Security Program, except for access to NATO classified information.  Requests 
for exceptions, which involve access to NATO classified information shall be sent to the 
Deputy Undersecretary of Defense (Policy) for Policy Support. 


4.1.4 Issue and maintain reference (i), consistent with DoD 5025.1-M 
(reference (j)). 


4.1.5.  Ensure that research is conducted to assess and improve the 
effectiveness of the DoD Personnel Security Program (DoD Directive 5210.79 (reference 
(n))). 


4.1.6.  Ensure that the Defense Security Service (DSS) is operated pursuant to 
DoD Directive 5105.42 (reference (o)). 


4.1.7 Ensure that the DSS provides the education, training, and awareness 
support to the DoD Personnel Security Program under DoD Directive 5200.32 (reference 
(p)). 


4.1.8 Ensure that the personnel security program at the National Security 
Agency is consistent with the requirements of 50 U.S.C. Sections 831-835 (reference (d) 
and reference (m)). 
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4.2.  The General Counsel of the Department of Defense shall: 


4.2.1.  Be responsible for providing advice and guidance as to the legal 
sufficiency of procedures and standards implementing the DoD Personnel Security 
Program. 


4.2.2.  Exercise oversight of personnel security program appeals procedures to 
verify that the rights of individuals are being protected consistent with the Constitution, 
laws of the United States, Executive orders, Directives, or Regulations that implement the 
DoD Personnel Security Program, and with the interests of national security. 


4.2.3.  Perform such functions relating to the DoD Personnel Security Program 
in accordance with DoD Directive 5145.1 (reference (q)) as the Secretary or Deputy 
Secretary of Defense may assign. 


4.3.  The Heads of the DoD Components shall: 


4.3.1.  Designate a senior official who shall be responsible for implementing 
the DoD Personnel Security Program within their DoD Components. 


4.3.2.  Ensure that the DoD Personnel Security Program is properly 
administered under this Directive within their DoD Components. 


4.3.3.  Ensure that information and recommendations on any aspect of this 
Directive and the DoD Personnel Security Program are provided to the Assistant 
Secretary of Defense for Command, Control, Communications, and Intelligence. 
 


5.  EFFECTIVE DATE 


This Directive is effective immediately. 


 


Enclosures - 1  
E1.  References, continued 
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E1.  ENCLOSURE 1 


REFERENCES, continued 
 
 


(g)  Executive Order 10865, "Safeguarding Classified Information Within Industry," 
February 20, 1960 


(h)  Executive Order 12333, "United States Intelligence Activities," December 4, 1981 
(i)  DoD 5200.2-R, "Personnel Security Program," January 1987 
(j)  DoD 5025.1-M, "Department of Defense Directives System Procedures," August 


1994 
(k)  DoD 5220.22-R, "Industrial Security Regulation," December 4, 1985 
(l)  DoD Directive 5220.6, "Defense Industrial Personnel Security Clearance Review 


Program," January 2, 1992 
(m)  Director of Central Intelligence Directive 1/14, "Personnel Security Standards and 


Procedures Governing Eligibility for Access to Sensitive Compartmented 
Information (SCI)," July 2, 1998 


(n)  DoD Directive 5210.79, "Defense Personnel Security Research Center 
(PERSEREC)," July 9, 1992 


(o)  DoD Directive 5105.42, "Defense Investigative Service," June 14, 1985 
(p)  DoD Directive 5200.32, "Department of Defense Security Countermeasures (SCM) 


and Polygraph Education, Training, and Program Support," February 26, 1996 
(q)  DoD Directive 5145.1, "General Counsel of the Department of Defense," December 
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Department of Defense


DIRECTIVE


NUMBER 5230.25
November 6, 1984


Administrative Reissuance Incorporating Change 1, August 18, 1995


USDR&E


SUBJECT:  Withholding of Unclassified Technical Data From Public Disclosure 


References:  (a)  Title 10, United States Code, Section 140c, as added by Public Law 
98-94, "Department of Defense Authorization Act, 1984," Section 
1217, September 24, 1983


(b)  Executive Order 12470, "Continuation of Export Control 
Regulations," March 30, 1984


(c)  Public Law 90-629, "Arms Export Control Act," as amended (22 
U.S.C. 2751 et. seq.)


(d)  through (n), see enclosure E1.


1.  PURPOSE 


Under reference (a), this Directive establishes policy, prescribes procedures, and 
assigns responsibilities for the dissemination and withholding of technical data.


2.  APPLICABILITY AND SCOPE 


2.1.  Reference (a) applies to all unclassified technical data with military or space 
application in the possession of, or under the control of, a DoD Component that may 
not be exported lawfully without an approval, authorization, or license under E.O. 
12470 (reference (b)) or the Arms Export Control Act (reference (c)).   However, the 
application of this Directive is limited only to such technical data that disclose critical 
technology with military or space application.   The release of other technical data 
shall be accomplished in accordance with DoD Instruction 5200.21 (reference (d)) and 
DoD 5400.7-R (reference (e)).
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2.2.  This Directive:


2.2.1.  Applies to the Office of the Secretary of Defense (OSD) and activities 
supported administratively by OSD, the Military Departments, the Organization of the 
Joint Chiefs of Staff, the Defense Agencies, and the Unified and Specified Commands 
(hereafter referred to collectively as "DoD Components").


2.2.2.  Does not modify or supplant the regulations promulgated under E.O. 
12470 (reference (b)) or the Arms Export Control Act (reference (c)) governing the 
export of technical data, that is, 15 CFR 379 of the Export Administration Regulations 
(EAR) (reference (f)) and 22 CFR 125 of the International Traffic in Arms Regulations 
(ITAR) (reference (g)).


2.2.3.  Does not introduce any additional controls on the dissemination of 
technical data by private enterprises or individuals beyond those specified by export 
control laws and regulations or in contracts or other mutual agreements, including 
certifications made pursuant to subsection 3.2., below.   Accordingly, the mere fact 
that the Department of Defense may possess such data does not in itself provide a basis 
for control of such data pursuant to this Directive.


2.2.4.  Does not introduce any controls on the dissemination of scientific, 
educational, or other data that qualify for General License GTDA under subsection 
379.3 of the EAR (reference (f)) (see enclosure E3.) or for general exemptions under 
subsection 125.11 of the ITAR (reference (g)) (see enclosure E4.).


2.2.5.  Does not alter the responsibilities of DoD Components to protect 
proprietary data of a private party in which the Department of Defense has "limited 
rights" or "restricted rights" (as defined in subsections 9-201(c) and 9-601(j) of the 
DoD Federal Acquisition Regulation Supplement, reference or which are authorized to 
be withheld from public disclosure under 5 U.S.C. 552(b) (4) (reference (i)).


2.2.6.  Does not pertain to, or affect, the release of technical data by DoD 
Components to foreign governments, international organizations, or their respective 
representatives or contractors, pursuant to official agreements or formal arrangements 
with the U.S. Government, or pursuant to U.S. Government-licensed transactions 
involving such entities or individuals.   In the absence of such U.S. 
Government-sanctioned relationships, however, this Directive does apply.


2.2.7.  Does not apply to classified technical data.   After declassification, 
however, dissemination of such data that are within the scope of subsection 2.1., 
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above, is governed by this Directive.


3.  DEFINITIONS 


3.1.  Except for the definition in subsection 3.2., terms used in this Directive are 
defined in enclosure E2.


3.2.  Qualified U.S. contractor. 1    A private individual or enterprise (hereinafter 
described as a "U.S. contractor") that, in accordance with procedures established by 
the Under Secretary of Defense for Research and Engineering, certifies, as a condition 
of obtaining export-controlled technical data subject to this Directive from the 
Department of Defense, that:


3.2.1.  The individual who will act as recipient of the export-controlled 
technical data on behalf of the U.S. contractor is a U.S. citizen or a person admitted 
lawfully into the United States for permanent residence and is located in the United 
States.


3.2.2.  Such data are needed to bid or perform on a contract with the 
Department of Defense, or other U.S. Government Agency, or for other legitimate 
business purposes 2 in which the U.S. contractor is engaged, or plans to engage.   The 
purpose for which the data are needed shall be described sufficiently in such 
certification to permit an evaluation of whether subsequent requests for data, pursuant 
to subsection 5.4.2., below, are related properly to such business purpose.


3.2.3.  The U.S. contractor acknowledges its responsibilities under U.S. 
export control laws and regulations (including the obligation, under certain 
circumstances, to obtain an export license prior to the release of technical data within 
the United States) and agrees that it will not disseminate any export-controlled 
technical data subject to this Directive in a manner that would violate applicable export 
control laws and regulations.
   
____________________


 1 Canadian contractors may be qualified in accordance with this Directive for technical data that do not require a license for 
export to Canada under section 125.12 of the ITAR (reference (g)) and section 379.4(d) and 379.5(e) of the EAR (reference (f)) 
by submitting an equivalent certification to the U.S. Department of Defense.


  2 This does not require a contract with or a grant from the U.S. Government.
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3.2.4.  The U.S. contractor also agrees that, unless dissemination is permitted 
by subsection 5.8., below, it will not provide access to export-controlled technical data 
subject to this Directive to persons other than its employees or persons acting on its 
behalf, without the permission of the DoD Component that provided the technical data.


3.2.5.  To the best of its knowledge and belief, the U.S. contractor knows of 
no person employed by it, or acting on its behalf, who will have access to such data, 
who is debarred, suspended, or otherwise ineligible from performing on U.S. 
Government contracts; or has violated U.S. export control laws or a certification 
previously made to the Department of Defense under the provisions of this Directive.


3.2.6.  The U.S. contractor itself is not debarred, suspended, or otherwise 
determined ineligible by any Agency of the U.S. Government to perform on U.S. 
Government contracts, has not been convicted of export control law violations, and has 
not been disqualified under the provisions of this Directive.
   
When the certifications required by subsections 3.2.5. and 3.2.6., above, cannot be 
made truthfully, the U.S. contractor may request the certification be accepted based on 
its description of extenuating circumstances.


4.  POLICY 


4.1.  In accordance with 10 U.S.C. 140c (reference (a)), the Secretary of Defense 
may withhold from public disclosure, notwithstanding any other provision of law, any 
technical data with military or space application in the possession of, or under the 
control of, the Department of Defense, if such data may not be exported lawfully 
without an approval, authorization, or license under E.O. 12470 (reference (b)) or the 
Arms Export Control Act (reference (c)).   However, technical data may not be 
withheld under this section if regulations promulgated under either the Order or Act 
authorize the export of such data pursuant to a general, unrestricted license or 
exemption in such regulations.   (Pertinent portions of such regulations are set forth at 
enclosures E3. and E4.)


4.2.  Because public disclosure of technical data subject to this Directive is 
tantamount to providing uncontrolled foreign access, withholding such data from 
public disclosure, unless approved, authorized, or licensed in accordance with export 
control laws, is necessary and in the national interest.   Unclassified technical data that 
are not governed by this Directive, unless otherwise restricted, shall continue to be 
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made available to the public as well as to State and local governments.


4.3.  Notwithstanding the authority provided in subsection 4.1., above, it is DoD 
policy to provide technical data governed by this Directive to individuals and 
enterprises that are determined to be currently qualified U.S. contractors, when such 
data relate to a legitimate business purpose for which the contractor is certified.   
However, when such data are for a purpose other than to permit the requester to bid or 
perform on a contract with the Department of Defense, or other U.S Government 
Agency, and the significance of such data for military purposes is such that release for 
purposes other than direct support of DoD activities may jeopardize an important U.S. 
technological or operational advantage, those data shall be withheld in such cases.


4.4.  This Directive may not be used by DoD Components as authority to deny 
access to technical data to the Congress, or to any Federal, State, or local governmental 
agency that requires such data for regulatory or other official governmental purposes.   
Any such dissemination will include a statement that the technical data are controlled 
by the Department of Defense in accordance with this Directive.


4.5.  The authority provided herein may not be used to withhold from public 
disclosure unclassified information regarding DoD operations, policies, activities, or 
programs, including the costs and evaluations of performance and reliability of military 
and space equipment.   When such information does contain technical data subject to 
this Directive, the technical data shall be excised from that which is disclosed publicly.


4.6.  This Directive may not be used as a basis for the release of "limited rights" or 
"restricted rights" data as defined in subsections 9-201(c) and 9-601(j) of the DoD 
Federal Acquisition Regulation Supplement (reference (h)) or that are authorized to be 
withheld from public disclosure under the Freedom of Information Act (FOIA) 
(reference (i)).


4.7.  This Directive may not be used to provide protection for technical data that 
should be classified in accordance with E.O. 12356 and DoD 5200.1-R (references (j) 
and (k)).


4.8.  This Directive provides immediate authority to cite 5 U.S.C. 552(b) (3) 
(reference (i)) as the basis for denials under the FOIA (reference (i)) of technical data 
currently determined to be subject to the provisions of this Directive.


5.  PROCEDURES 
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All determinations to disseminate or withhold technical data subject to this Directive 
shall be consistent both with the policies set forth in section 4., above, and with the 
following procedures:


5.1.  Requests for technical data shall be processed in accordance with DoD 
Directive 5230.24 and DoD Instruction 5200.21 (references (l) and (d)).   FOIA 
(reference (i)) requests for technical data subject to this Directive shall be handled in 
accordance with the procedures established in DoD 5400.7-R (reference (e)).   Such 
FOIA requests for technical data currently determined to be subject to the withholding 
authority effected by this Directive shall be denied under reference (i), citing the third 
exemption to mandatory disclosure, and the requester shall be referred to the 
provisions of this Directive permitting access by qualified U.S. contractors.


5.2.  Upon receipt of a request for technical data in the possession of, or under the 
control of, the Department of Defense, the controlling DoD office shall determine 
whether such data are governed by this Directive.   The determination shall be based 
on the following:


5.2.1.  The office's finding3 that such data would require an approval, 
authorization, or license for export under E.O. 12470 (reference (b)) or the Arms 
Export Control Act (reference (c)), and that such data may not be exported pursuant to 
a general, unrestricted license (section 379.3, EAR (reference (f)) (see enclosure E3.) 
or exemption (section 125.11, ITAR (reference (g)) (see enclosure E4.).


5.2.2.  The office's judgment that the technical data under consideration 
disclose critical technology with military or space application.   For purposes of 
making this determination, the Militarily Critical Technologies List (MCTL) (reference 
(m)) shall be used as general guidance.   The controlling DoD office may request 
assistance in making such a determination from the Office of the Under Secretary of 
Defense for Research and Engineering (OUSDR&E) in accordance with procedures 
established by that office.


5.3.  The controlling DoD office shall ensure that technical data determined to be 
governed by this Directive are marked in accordance with DoD Directive 5230.24 
(reference (l)).
   
____________________
  3 May require consultation with the Department of State or the Department of Commerce, as appropriate.
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5.4.  The controlling DoD office shall authorize release of technical data governed 
by this Directive to currently qualified U.S. contractors only, as defined in subsection 
3.2., above, unless one of the apply:


5.4.1.  The qualification of the U.S. contractor concerned has been 
temporarily revoked in accordance with subsection 5.5., below; or


5.4.2.  The requested data are judged to be unrelated to the purpose for which 
the qualified U.S. contractor is certified.   When release of technical data is denied in 
accordance with this subsection, the controlling DoD office shall request additional 
information sufficient to explain the intended use of the requested data and, if 
appropriate, request a new certification (see subsection 3.2., above) describing the 
intended use of the requested data; or


5.4.3.  The technical data are being requested for a purpose other than to 
permit the requester to bid or perform on a contract with the Department of Defense or 
other U.S. Government Agency, in which case the controlling DoD office shall 
withhold such data if it has been determined by the DoD Component focal point (see 
paragraph 6.5.3., below) that the significance of such data for military purposes is such 
that release for purposes other than direct support of DoD-approved activities may 
jeopardize an important technological or operational military advantage of the United 
States.


5.5.  Upon receipt of credible and sufficient information that a qualified U.S. 
contractor has (a) violated U.S. export control law, (b) violated its certification, (c) 
made a certification in bad faith, or (d) made an omission or misstatement of material 
fact, the DoD Component shall revoke temporarily the U.S. contractor's qualification.   
Such revocations having the potential for compromising a U.S. Government 
investigation may be delayed.   Immediately upon such revocation, the DoD 
Component shall notify the contractor and the OUSDR&E.   Such contractor shall be 
given an opportunity to respond in writing to the information upon which the 
temporary revocation is based before being disqualified.   Any U.S. contractor whose 
qualification has been revoked temporarily may be reinstated upon presentation of 
sufficient information showing that the basis for such revocation was in error or has 
been remedied.


5.6.  When the basis for a contractor's temporary revocation cannot be removed 
within 20 working days, the DoD Component shall recommend to the OUSDR&E that 
the contractor be disqualified.
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5.7.  Charges for copying, certifying, and searching records rendered to requesters 
shall be levied in accordance with DoD Instruction 7230.7 (reference (n)).   Normally, 
only one copy of the same record or document will be provided to each requester.   
Any release to qualified U.S. contractors of technical data controlled by this Directive 
shall be accompanied by a notice to the recipient as set forth in enclosure E5.


5.8.  Qualified U.S. contractors who receive technical data governed by this 
Directive may disseminate such data for purposes consistent with their certification 
without the prior permission of the controlling DoD office or when such dissemination 
is:


5.8.1.  To any foreign recipient for which the data are approved, authorized, 
or licensed under E.O. 12470 (reference (b)), or the Arms Export Control Act 
(reference (c)).


5.8.2.  To another currently qualified U.S. contractor (as defined in 
subsection 3.2., above, including existing or potential subcontractors, but only within 
the scope of the certified legitimate business purpose of such recipient).


5.8.3.  To the Departments of State and Commerce, for purposes of applying 
for appropriate approvals, authorizations, or licenses for export under the Arms Export 
Control Act (reference (c)) or E.O. 12470 (reference (b)).   Any such application shall 
include a statement that the technical data for which such approval, authorization, or 
license is sought are controlled by the Department of Defense in accordance with this 
Directive.


5.8.4.  To Congress or any Federal, State, or local governmental agency for 
regulatory purposes, or otherwise as may be required by law or court order.   Any such 
dissemination shall include a statement that the technical data are controlled by the 
Department of Defense in accordance with this Directive.


5.9.  A qualified U.S. contractor desiring to disseminate technical data subject to 
this Directive in a manner not permitted expressly by the terms of this Directive shall 
seek authority to do so from the controlling DoD office.


5.10.  Any requester denied technical data, or any qualified U.S. contractor denied 
permission to re-disseminate such data, pursuant to this Directive, shall be provided 
promptly a written statement of reasons for that action, and advised of the right to 
make a written appeal of such determination to a specifically identified appellate 
authority within the DoD Component.   Appeals of denials made under DoD 5400.7-R 
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(reference (e)) shall be handled in accordance with procedures established therein.   
Other appeals shall be processed as directed by the OUSDR&E.


5.11.  Denials shall cite 10 U.S.C. 140c (reference (a)) as implemented by this 
Directive, and, in the case of FOIA (reference (i)) denials made in reliance on this 
statutory authority, 5 U.S.C. 552(b) (3) (reference (i)).   Implementing procedures shall 
provide for resolution of any appeal within 20 working days.


6.  RESPONSIBILITIES 


6.1.  The Under Secretary of Defense for Research and Engineering (USDR&E) 
shall have overall responsibility for the implementation of this Directive and shall 
designate an office to:


6.1.1.  Administer and monitor compliance with this Directive.


6.1.2.  Receive and disseminate notifications of temporary revocation in 
accordance with subsection 5.5., above.


6.1.3.  Receive recommendations for disqualification made in accordance 
with subsection 5.6., above, and act as initial disqualification authority.


6.1.4.  Provide, when necessary, technical assistance to DoD Components in 
assessing the significance of the military or space application of technical data that 
may be withheld from public disclosure under this Directive.


6.1.5.  Establish procedures to develop, collect, and disseminate certification 
statements and ensure their sufficiency, accuracy, and periodic renewal, and to make 
final determinations of qualification.


6.1.6.  Ensure that the requirements of this Directive are incorporated into the 
DoD Federal Acquisition Regulation Supplement (reference (h)) for optional 
application to contracts involving technical data governed by this Directive.


6.1.7.  Develop, in conjunction with the General Counsel, Department of 
Defense, guidelines for responding to appeals.


6.1.8.  Develop procedures to ensure that DoD Components apply consistent 
criteria in authorizing exceptions under subsection 5.9., above.
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6.1.9.  Establish procedures and appropriate mechanisms for the certification 
of qualified U.S. contractors, pursuant to paragraph 6.1.5., above.   DoD Form 2345, 
"Military Critical Technical Data Agreement" with its associated instructions for 
completion and submission is established for this purpose.


6.1.10.  Take such other actions that may be required to ensure consistent and 
appropriate implementation of this Directive within the Department of Defense.


6.2.  The Under Secretary of Defense for Policy shall:


6.2.1.  Develop and promulgate, as required, policy guidance to DoD 
Components for implementing this Directive.


6.2.2.  Develop procedures with the Departments of State and Commerce to 
ensure referral of export cases involving technical data governed by this Directive to 
the Department of Defense.


6.3.  The Assistant to the Secretary of Defense for Public Affairs shall:


6.3.1.  Monitor the implementation of provisions of this Directive that pertain 
to DoD 5400.7-R (reference (e)).


6.3.2.  Provide such other assistance as may be necessary to ensure 
compliance with this Directive.


6.4.  The General Counsel of the Department of Defense shall:


6.4.1.  Assist in carrying out the provisions of this Directive by advising DoD 
Components with respect to the statutory and regulatory requirements governing the 
export of technical data.


6.4.2.  Advise the USD(A&T) regarding consistent and appropriate 
implementation of this Directive.


6.5.  The Heads of DoD Components shall:


6.5.1.  As the delegated authority, have the option to re-delegate the authority 
to withhold technical data in accordance with this Directive.


6.5.2.  Disseminate and withhold from public disclosure technical data 
subject to this Directive in a manner consistent with the policies and procedures set 
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forth herein.


6.5.3.  Designate a focal point to (1) ensure implementation of this Directive; 
(2) identify classes of technical data the release of which is governed by paragraph 
5.4.3., above; (3) act on appeals relating to case-by-case denials of technical data; (4) 
suspend a contractor's qualification pursuant to subsection 5.5., above; (5) receive and 
evaluate requests for reinstatement of a contractor's qualification; and, when 
appropriate, (6) recommend disqualification to the OUSDR&E.


6.5.4.  Promulgate and effect regulations to implement this Directive within 
180 days.


6.5.5.  Disseminate technical data governed by this Directive in the manner 
prescribed herein, to the extent feasible, during the period after which certification 
procedures have been established under paragraph 6.1.9., above, but before DoD 
Components have issued implementing regulations under paragraph 6.5.4., above.   
However, if such dissemination is not feasible, the DoD Component may process 
requests for such data in accordance with procedures in effect before the promulgation 
of this Directive.
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7.  EFFECTIVE DATE AND IMPLEMENTATION 


This Directive is effective immediately.   Forward two copies of implementing 
documents to the Under Secretary of Defense for (Research and Engineering) within 
180 days.


Enclosures - 5  
1.  References, continued
2.  Definitions, continued
3.  Pertinent Portions of Export Administration Regulations (EAR)
4.  Pertinent Portions of International Traffic in Arms Regulations (ITAR)
5.  Notice to Accompany the Dissemination of Export-controlled Technical Data
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E1.  ENCLOSURE 1


REFERENCES, continued


(d)  DoD Instruction 5200.21, "Dissemination of DoD Technical Information," 
September 27, 1979


(e)  DoD 5400.7-R, "DoD Freedom of Information Act Program," December 1980, 
authorized by DoD Directive 5400.7, March 24, 1980


(f)  Export Administration Regulations
(g)  International Traffic in Arms Regulations
(h)  DoD Federal Acquisition Regulation Supplement, authorized by DoD Directive 


5000.35, "Defense Acquisition Regulatory System," March 8, 1978
(i)  Public Law 89-487, "Freedom of Information Act," as amended (5 U.S.C. 


552(b)(3) and (4))
(j)  Executive Order 12356, "National Security Information," April 2, 1982
(k)  DoD 5200.1-R, "Information Security Program Regulation," August 1982, 


authorized by DoD Directive 5200.1, June 7, 1982
(l)  DoD Directive 5230.24, "Distribution Statements on Technical Documents," 


November 20, 1984
(m)  Militarily Critical Technologies List, October 1984
(n)  DoD Instruction 7230.7, "User Charges," June 12, 1979
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E2.  ENCLOSURE 2


DEFINITIONS, continued


E2.1.1.  Controlling DoD Office.    The DoD activity that sponsored the work that 
generated the technical data or received the technical data on behalf of the Department 
of Defense and therefore has the responsibility for determining the distribution of a 
document containing such technical data.   In the case of joint sponsorship, the 
controlling office is determined by advance agreement and may be either a party, a 
group, or a committee representing the interested activities or DoD Components.   (The 
controlling DoD office is identified on each export-controlled document in accordance 
with DoD Directive 5230.24, reference (l).)


E2.1.2.  Critical Technology.    Technologies that consist of (a) arrays of design 
and manufacturing know-how (including technical data); (b) keystone manufacturing, 
inspection, and test equipment; (c) keystone materials; and (d) goods accompanied by 
sophisticated operation, application, or maintenance know-how that would make a 
significant contribution to the military potential of any country or combination of 
countries and that may prove detrimental to the security of the United States (also 
referred to as militarily critical technology).


E2.1.3.  Other Legitimate Business Purposes.    Include:


E2.1.3.1.  Providing or seeking to provide equipment or technology to a 
foreign government with the approval of the U.S. Government (for example, through a 
licensed direct foreign military sale).


E2.1.3.2.  Bidding, or preparing to bid, on a sale of surplus property.


E2.1.3.3.  Selling or producing products for the commercial domestic 
marketplace or for the commercial foreign marketplace, providing that any required 
export license is obtained.


E2.1.3.4.  Engaging in scientific research in a professional capacity.


E2.1.3.5.  Acting as a subcontractor to a concern described in (a) through (d) 
above; or


E2.1.3.6.  Selling technical data subject to this Directive in support of DoD 
contractors or in support of the competitive process for DoD contracts, provided such 
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sales are limited solely to DoD contractors or potential DoD contractors who also are 
qualified U.S. contractors and provided such technical data are related to the purpose 
for which the qualified U.S. contractor is certified, or selling technical data to foreign 
contractors or governments overseas after receiving the required export license or 
approval by the U.S. Government.


E2.1.4.  Potential DoD Contractor.    An individual or organization outside the 
Department of Defense declared eligible for DoD information services by a sponsoring 
DoD activity on the basis of participation in one of the following programs:


E2.1.4.1.  The Department of the Army Qualitative Requirements Information 
Program.


E2.1.4.2.  The Department of the Navy Industry Cooperative Research and 
Development Program.


E2.1.4.3.  The Department of the Air Force Potential Contractor Program.


E2.1.4.4.  The DoD Scientific and Technical Information Program; or


E2.1.4.5.  Any similar program in use by other DoD Components.


E2.1.5.  Public Disclosure.    Making technical data available without restricting 
its dissemination or use.


E2.1.6.  Technical Data with Military or Space Application, or Technical Data.    
Any blueprints, drawings, plans, instructions, computer software and documentation, 
or other technical information that can be used or be adapted for use to design, 
engineer, produce, manufacture, operate, repair, overhaul, or reproduce any military or 
space equipment or technology concerning such equipment.


E2.1.7.  United States.    For the purpose of this Directive, the 50 States, the 
District of Columbia, and the territories and possessions of the United States.
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E3.  ENCLOSURE 3


PERTINENT PORTIONS OF EXPORT ADMINISTRATION REGULATIONS (EAR)


  The following pertinent section of the EAR is provided for the guidance of DoD 
personnel in determining the releasability of technical data under the authority of this 
Directive. 
   
                         Export Administration Regulations Section 379.3 
   
           "General License GTDA:   Technical Data Available to All Destinations 
   
"A General License designated GTDA is hereby established authorizing the export to 
all destinations of technical data described in Section 379.3(a), (b), or (c) below: 
   
         "(a)   Data Generally Available 
   
         "Data that have been made generally available to the public in any form, 
including - 
   
                 "(1)   Data released orally or visually at open conferences, lectures, trade 
shows, or other media open to the public; and 
   
                 "(2)   Publications that may be purchased without restrictions at a nominal 
cost, or obtained without costs, or are readily available at libraries open to the public. 
   
"The term 'nominal cost' as used in Section 379.3(a) (2), above, is intended to reflect 
realistically only the cost of preparing and distributing the publication and not the 
intrinsic value of the technical data.   If the cost is such as to prevent the technical data 
from being generally available to the public, General License GTDA would not be 
applicable. 
   
         "(b)   Scientific or Educational Data 
   
                 "(1)   Dissemination of information not directly and significantly related to 
design, production, or utilization in industrial processes, including such dissemination 
by correspondence, attendance at, or participation in, meetings; or 
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                 "(2)   Instruction in academic institutions and academic laboratories, 
excluding information that involves research under contract related directly and 
significantly to design, production, or utilization in industrial processes. 
   
         "(c)   Patent Applications 
   
"Data contained in a patent application, prepared wholly from foreign-origin technical 
data where such application is being sent to the foreign inventor to be executed and 
returned to the United States for subsequent filing in the U.S. Patent and Trademark 
Office.   (No validated export license from the Office of Export Administration is 
required for data contained in a patent application, or an amendment, modification, 
supplement, or division thereof for filing in a foreign country in accordance with the 
regulations of the Patent and Trademark Office 37 CFR Part 5.   See Section 
370.10(j).)"


DODD 5230.25, November 6, 1984
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E4.  ENCLOSURE 4


PERTINENT PORTIONS OF INTERNATIONAL TRAFFIC IN ARMS 
REGULATIONS (ITAR)


  The following pertinent section of the ITAR is provided for the guidance of DoD 
personnel in determining the releasability of technical data under the authority of this 
Directive. 
   
                 International Traffic in Arms Regulations Section 125.11
                                               "General Exemptions 
   
         "(a)   Except as provided in Section 126.01, district directors of customs and 
postal authorities are authorized to permit the export without a license of unclassified 
technical data as follows: 
   
         "(1)   If it is in published4 form and subject to public dissemination by being: 
   
         "(i)   Sold at newsstands and bookstores; 
   
         "(ii)   Available by subscription or purchase without restrictions to any person or 
available without cost to any person; 
   
         "(iii)   Granted second class mailing privileges by the U.S. Government; or, 
   
         "(iv)   Freely available at public libraries. 
   
         "(2)   If it has been approved for public release by any U.S. Government 
Department or Agency having authority to classify information or material under 
Executive Order [12356], as amended, and other applicable Executive Orders, and 
does not disclose the details of design, production, or manufacture of any arms, 
ammunition, or implements of war on the U.S. Munitions List. 
   
____________________
  4 "The burden for obtaining appropriate U.S. Government approval for the publication of technical data falling within the 
definition in 125.01, including such data as may be developed under other than U.S. Government contract, is on the person or 
company seeking publication.
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         "(3)   If the export is in furtherance of a manufacturing license or technical 
assistant agreement approved by the Department of State in accordance with Part 124 
of this subchapter. 
   
         "(4)   If the export is in furtherance of a contract with an Agency of the U.S. 
Government or a contract between an Agency of the U.S. Government and foreign 
persons, provided the contract calls for the export of relevant unclassified technical 
data, and such data are being exported only by the prime contractor.   Such data shall 
not disclose the details of development, engineering, design, production, or 
manufacture of any arms, ammunition, or implements of war on the U.S. Munitions 
List.   (This exemption does not permit the prime contractor to enter into subsidiary 
technical assistance or manufacturing license agreements, or any arrangement which 
calls for the exportation of technical data without compliance with Part 124 of this 
subchapter.) 
   
         "(5)   If it relates to firearms not in excess of caliber .50 and ammunition for such 
weapons, except technical data containing advanced designs, processes, and 
manufacturing techniques. 
   
         "(6)   If it consists of technical data, other than design, development, or 
production information relating to equipment, the export of which has been previously 
authorized to the same recipient. 
   
         "(7)   If it consists of operations, maintenance and training manuals, and aids 
relating to equipment, the export of which has been authorized to the same recipient.5 
   
         "(8)   If it consists of additional copies of technical data previously approved for 
export to the same recipient; or if it consists of revised copies of technical data, 
provided it pertains to the identical Munitions List article, and the revisions are solely 
editorial and do not add to the content of technology previously approved for export to 
the same recipient. 
   
         "(9)   If it consists solely of technical data being reexported to the original source 
of import.
   
____________________
  5 "Not applicable to technical data relating to Category VI(d) and Category XVI.
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         "(10)   If the export is by the prime contractor in direct support and within the 
technical and/or product limitations of a 'U.S. Government approved project' and the 
prime contractor so certifies.   The Office of Munitions Control, Department of State, 
will verify, upon request, those projects which are 'U.S. Government approved,' and 
accord an exemption to the applicant who applies for such verification and exemption, 
where appropriate, under this subparagraph.6 
   
         "(11)   If the export is solely for the use of American citizen employees of U.S. 
firms provided the U.S. firm certifies its overseas employee is a U.S. citizen and has a 
'need to know.'7 
   
         "(12)   If the export is directly related to classified information, the export of 
which has been previously authorized to the same recipient, and does not disclose the 
details of design, production, or manufacture of any arms, ammunition, or implements 
of war on the U.S. Munitions List. 
   
         "(b)   Plant visits.   Except as restricted by the provisions of section 126.01 of 
this subchapter: 
   
         "(1)   No license shall be required for the oral and visual disclosure of 
unclassified technical data during the course of a plant visit by foreign nationals 
provided the data [are] disclosed in connection with a classified plant visit or the visit 
has the approval of a U.S. Government Agency having authority for the classification 
of information or material under Executive Order [12356], as amended, and other 
applicable Executive Orders, and the requirements of section V, paragraph [41(d)] of 
the Industrial Security Manual are met. 
   
____________________
  6 "Classified information may also be transmitted in direct support of and within the technical and/or product limitation of such 
verified U.S. Government approved projects without prior department of State approval provided the U.S. party so certifies and 
complies with the requirements of the Department of Defense Industrial Security Manual relating to the transmission of such 
classified information (and any other requirements of cognizant U.S. Government departments or agencies).


 
  7 "Classified information may also be exported to such certified American citizen employees without prior Department of State 
approval provided the U.S. party complies with the requirements of the Department of Defense Industrial Security Manual relating 
to the transmission of such classified information (and any other requirements of cognizant U.S. Government departments or 
agencies). Such technical data or information (classified or unclassified) shall not be released by oral, visual, or documentary 
means to any foreign person.
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         "(2)   No license shall be required for the documentary disclosure of unclassified 
technical data during the course of a plant visit by foreign nationals provided the 
document does not contain technical data as defined in Section 125.01 in excess of that 
released orally or visually during the visit, is within the terms of the approved visit 
request, and the person in the United States assures that the technical data will not be 
used, adapted for use, or disclosed to others for the purpose of manufacture or 
production without the prior approval of the Department of State in accordance with 
Part 124 of this subchapter. 
   
         "(3)   No Department of State approval is required for the disclosure of oral and 
visual classified information during the course of a plant visit by foreign nationals 
provided the visit has been approved by the cognizant U.S. Defense Agency and the 
requirements of section V, paragraph [41(d)] of the Defense Industrial Security Manual 
are met."
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E5.  ENCLOSURE 5


NOTICE TO ACCOMPANY THE DISSEMINATION OF EXPORT-CONTROLLED 
TECHNICAL DATA


E5.1.1.  Export of information contained herein, which includes, in some 
circumstances, release to foreign nationals within the United States, without first 
obtaining approval or license from the Department of State for items controlled by the 
International Traffic in Arms Regulations (ITAR), or the Department of Commerce for 
items controlled by the Export Administration Regulations (EAR), may constitute a 
violation of law.


E5.1.2.  Under 22 U.S.C. 2778 the penalty for unlawful export of items or 
information controlled under the ITAR is up to 2 years imprisonment, or a fine of 
$100,000, or both.   Under 50 U.S.C., Appendix 2410, the penalty for unlawful export 
of items or information controlled under the EAR is a fine of up to $1,000,000, or five 
times the value of the exports, whichever is greater; or for an individual, imprisonment 
of up to 10 years, or a fine of up to $250,000, or both.


E5.1.3.  In accordance with your certification that establishes you as a "qualified 
U.S. contractor," unauthorized dissemination of this information is prohibited and may 
result in disqualification as a qualified U.S. contractor, and may be considered in 
determining your eligibility for future contracts with the Department of Defense.


E5.1.4.  The U.S. Government assumes no liability for direct patent infringement, 
or contributory patent infringement or misuse of technical data.


E5.1.5.  The U.S. Government does not warrant the adequacy, accuracy, currency, 
or completeness of the technical data.


E5.1.6.  The U.S. Government assumes no liability for loss, damage, or injury 
resulting from manufacture or use for any purpose of any product, article, system, or 
material involving reliance upon any or all technical data furnished in response to the 
request for technical data.


E5.1.7.  If the technical data furnished by the Government will be used for 
commercial manufacturing or other profit potential, a license for such use may be 
necessary.   Any payments made in support of the request for data do not include or 
involve any license rights.
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E5.1.8.  A copy of this notice shall be provided with any partial or complete 
reproduction of these data that are provided to qualified U.S. contractors.
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Department of Defense 
 


DIRECTIVE 
 


 
 


NUMBER 5230.09 
August 22, 2008 


 
DA&M 


 
SUBJECT:  Clearance of DoD Information for Public Release 
 
References:  See Enclosure 1 
 
 
1.  PURPOSE.  This Directive reissues DoD Directive (DoDD) 5230.09 (Reference (a)) to 
update policy and responsibilities for the security and policy review process for the clearance of 
official DoD information proposed for official public release by the Department of Defense and 
its employees under DoDD 5105.02 (Reference (b)). 
 
 
2.  APPLICABILITY AND SCOPE  
 
 a.  This Directive applies to: 
 
  (1)  OSD, the Military Departments, the Office of the Chairman of the Joint Chiefs of 
Staff and the Joint Staff, the Combatant Commands, the Defense Agencies, the DoD Field 
Activities, and all other organizational entities within the Department of Defense (hereafter 
referred to collectively as the “DoD Components”). 
 
  (2)  All DoD personnel. 
 
 b.  This Directive does NOT apply for provisions governing review of: 
 
  (1)  Prepared statements, transcripts of testimony, questions for the record, inserts for the 
record, budget documents, and other material provided to congressional committees that may be 
included in the published records.  (DoDD 5400.4 (Reference (c)) applies.) 
 
  (2)  Information before publication or disclosure by DoD contractors.  (DoD 5220.22-M 
and DoD 5200.1-R (References (d) and (e)) apply.) 
 
  (3)  Official information in litigation.  (DoDD 5405.2 (Reference (f)) applies.) 
 
  (4)  Release of official DoD information to the news media.  (DoDD 5122.5 (Reference 
(g)) applies.) 
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3.  DEFINITIONS.  Terms used in this Directive are defined in the glossary. 
 
 
4.  POLICY.  It is DoD policy that:   
  
 a.  Accurate and timely information is made available to the public and the Congress to help 
the analysis and understanding of defense strategy, defense policy, and national security issues. 
  
 b.  Any official DoD information intended for public release that pertains to military matters, 
national security issues, or subjects of significant concern to the Department of Defense shall be 
reviewed for clearance prior to release. 
 
 c.  The public release of official DoD information is limited only as necessary to safeguard 
information requiring protection in the interest of national security or other legitimate 
governmental interest, as authorized by References (e), (f), and (g) and DoDDs 5200.1, 5230.24, 
5230.25, 5400.07, 5400.11, 5205.02, and 5500.07; DoD Instruction (DoDI) 5230.27; DoD 
5400.7-R; DoD 5400.11-R; DoD 5500.7-R; International Traffic in Arms Regulations; Executive 
Order 12958, as amended; section 4353 of title 22, United States Code (U.S.C.); and Presidential 
Memorandum (References (h) through (v), respectively). 
 
 d.  Information released officially is consistent with established national and DoD policies   
and programs, including Deputy Secretary of Defense Memorandum (Reference (w)). 
 
 e.  To ensure a climate of academic freedom and to encourage intellectual expression, 
students and faculty members of an academy, college, university, or DoD school are not required 
to submit papers or materials prepared in response to academic requirements for review when 
they are not intended for release outside the academic institution.  Information intended for 
public release or made available in libraries to which the public has access shall be submitted for 
review.  Clearance shall be granted if classified information is not disclosed, DoD interests are 
not jeopardized, and the author accurately portrays official policy, even if the author takes issue 
with that policy. 
 
 f.  Retired personnel, former DoD employees, and non-active duty members of the Reserve 
Components shall use the DoD security review process to ensure that information they submit 
for public release does not compromise national security. 
 
 g.  DoD personnel, while acting in a private capacity and not in connection with their official 
duties, have the right to prepare information for public release through non-DoD fora or media.  
This information must be reviewed for clearance if it meets the criteria in DoDI 5230.29 
(Reference (x)).  Such activity must comply with ethical standards in References (q) and (r) and 
may not have an adverse effect on duty performance or the authorized functions of the 
Department of Defense. 
 
 
5.  RESPONSIBILITIES.  See Enclosure 2. 
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6.  RELEASABILITY.  UNLIMITED.  This Directive is approved for public release.  Copies 
may be obtained through the Internet from the DoD Issuances Web Site at 
http://www.dtic.mil/whs/directives. 
 
 
7.  EFFECTIVE DATE.  This Directive is effective immediately. 
 
 
 
 
 
 
 
 
Enclosures 
 1.  References 
 2.  Responsibilities 
 Glossary 
 







DoDD 5230.09, August 22, 2008 
 


4                                                 ENCLOSURE 1 
 


ENCLOSURE 1 
 


REFERENCES 
 
 
(a) DoD Directive 5230.9, “Clearance of Department of Defense (DoD) Information for Public 


Release,” April 9, 1996 (hereby canceled) 
(b) DoD Directive 5105.02, “Deputy Secretary of Defense,” September 18, 2007 
(c) DoD Directive 5400.4, “Provision of Information to Congress,” January 30, 1978 
(d) DoD 5220.22-M, “National Industrial Security Program Operating Manual,” 
 February 28, 2006 
(e) DoD 5200.1-R, “Information Security Program Regulation,” January 14, 1997 
(f) DoD Directive 5405.2, “Release of Official Information in Litigation and Testimony by 


DoD Personnel as Witnesses,” July 23, 1985 
(g) DoD Directive 5122.5, “Assistant Secretary of Defense for Public Affairs (ASD(PA)),” 
 September 27, 2000 
(h ) DoD Directive 5200.1, “DoD Information Security Program,” December 13, 1996 
(i) DoD Directive 5230.24, “Distribution Statements on Technical Documents,”  
 March 18, 1987 
(j) DoD Directive 5230.25, “Withholding of Unclassified Technical Data from Public 
 Disclosure,” November 6, 1984 
(k) DoD Instruction 5230.27, “Presentation of DoD-Related Scientific and Technical Papers at 
 Meetings,” October 6, 1987 
(l) DoD Directive 5400.07, “DoD Freedom of Information Act Program (FOIA),”  
 January 2, 2008 
(m) DoD 5400.7-R, “DoD Freedom of Information Act Program,” September 4, 1998 
(n) DoD Directive 5400.11, “DoD Privacy Program,” May 8, 2007 
(o) DoD 5400.11-R, “Department of Defense Privacy Program,” May 14, 2007 
(p) DoD Directive 5205.02, “DoD Operations Security (OPSEC) Program,” March 6, 2006 
(q) DoD Directive 5500.07, “Standards of Conduct,” November 29, 2007 
(r) DoD 5500.7-R, “Joint Ethics Regulation (JER),” August 1, 1993, as amended 
(s) International Traffic in Arms Regulations (ITAR), Department of State, April 2, 2008 
(t) Executive Order 12958, “Classified National Security Information,” as amended,  
 March 25, 2003 
(u) Section 4353 of title 22, U.S.C.  
(v) Presidential Memorandum, “Designation and Sharing of Controlled Unclassified 


Information,” May 9, 20081  
(w) Deputy Secretary of Defense Memorandum, “Ensuring Quality of Information 


Disseminated to the Public by the Department of Defense,” February 10, 20032 
(x) DoD Instruction 5230.29, “Security and Policy Review of DoD Information for Public 
 Release,” August 6, 1999 
(y) Title 10, U.S.C. 
 
                                                 
1 Available at http://www.whitehouse.gov/news/releases/2008/05/20080509-6.html 
2 Available at http://www.defenselink.mil/pubs/dodiqguidelines.html 
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ENCLOSURE 2 
 


RESPONSIBILITIES 
 


 
1.  DIRECTOR, ADMINISTRATION AND MANAGEMENT (DA&M).  The DA&M shall act 
as the appellate authority for the DoD security review process.  
 
 
2.  DIRECTOR, WASHINGTON HEADQUARTERS SERVICES (WHS).  The Director, WHS, 
under the authority, direction, and control of the DA&M, shall:  
 
 a.  Monitor compliance with this Directive. 
 
 b.  Develop procedures and review guidelines for the security and policy review of 
information intended for public release in coordination with offices of the OSD Principal Staff 
Assistants. 
 
 c.  Implement the DoD security review process through the Office of Security Review 
(OSR). 
 
 
3.  INSPECTOR GENERAL OF THE DEPARTMENT OF DEFENSE.  The Inspector General 
of the Department of Defense, as an independent and objective officer in the Department of 
Defense, is exempt from the policy review provisions of this Directive.  As necessary, 
information may be submitted for security review prior to public release. 
 
 
4.  HEADS OF THE DoD COMPONENTS.  The Heads of the DoD Components shall: 
 
 a.  Provide prompt guidance and assistance to the Director, WHS, when requested, for the 
security or policy implications of information proposed for public release. 
 
 b.  Establish policies and procedures to implement this Directive in their Components.  
Designate the DoD Component office and point of contact for implementation of this Directive 
and provide this information to the OSR.  
 
 c.  Forward official DoD information proposed for public release to the Director, WHS, for 
review, including a recommendation on the releasability of the information per Reference (x). 
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GLOSSARY 


 
DEFINITIONS 


 
The following terms and their definitions are for the purposes of this Directive only. 
 
DoD personnel: 


 
Any DoD civilian officer or employee (including special Government employees) of any 


DoD Component (including any nonappropriated fund activity). 
 
Any active duty Regular or Reserve military officer, warrant officer, and active duty enlisted 


member of the Army, the Navy, the Air Force, or the Marine Corps. 
 
Any Reserve or National Guard member on active duty under orders issued pursuant to title 


10, U.S.C. (Reference (y)). 
 
Any Reserve or National Guard member performing official duties, including while on 


inactive duty for training or while earning retirement points, pursuant to Reference (y), or while 
engaged in any activity related to the performance of a Federal duty or function. 


 
Any faculty member in a civil service position or hired pursuant to Reference (y) and any 


student (including a cadet or midshipman) of an academy, college, university, or school of the 
Department of Defense. 


 
Any foreign national working for a DoD Component except those hired pursuant to a defense 


contract, consistent with labor agreements, international treaties and agreements, and host-
country laws. 
 
information.  Any communication or representation of knowledge such as facts, data, or opinions 
in any medium or form. 
 
official DoD information.  All information that is in the custody and control of the Department of 
Defense, relates to information in the custody and control of the Department, or was acquired by 
DoD employees as part of their official duties or because of their official status within the 
Department. 
 
review for clearance.  The process by which information that is proposed for public release is 
examined for compliance with established national and DoD policies and to determine that it 
contains no classified or export-controlled information.  Release of information to the public, 
cleared by the OSR, is the responsibility of the originating office. 
 
 








                                    Department of Defense 
 


     DIRECTIVE 
 


 
 


NUMBER 8500.01E 
October 24, 2002 


Certified Current as of April 23, 2007 
 


ASD(NII)/DoD CIO 


SUBJECT:  Information Assurance (IA)  


References: (a)  Section 2224 of title 10, United States Code, "Defense Information Assurance 
Program" 


(b)  DoD Directive 5200.28, "Security Requirements for Automated Information 
Systems (AISs)," March 21, 1988 (hereby canceled) 


(c)  DoD 5200.28-M, "ADP Security Manual," January 1973 (hereby canceled) 
(d)  DoD 5200.28-STD, "DoD Trusted Computer Security Evaluation Criteria," 


December 1985 (hereby canceled) 
(e)  through (ah), see enclosure 1 


 


1.  PURPOSE 


This Directive: 


1.1.  Establishes policy and assigns responsibilities under reference (a) to achieve 
Department of Defense (DoD) information assurance (IA) through a defense-in-depth approach 
that integrates the capabilities of personnel, operations, and technology, and supports the 
evolution to network centric warfare. 


1.2.  Supersedes DoD Directive 5200.28, DoD 5200.28-M, DoD 5200.28-STD, and DoD 
Chief Information Officer (CIO) Memorandum 6-8510 (references (b), (c), (d), and (e)). 


1.3.  Designates the Secretary of the Army as the Executive Agent for the integration of 
common biometric technologies throughout the Department of Defense. 


1.4.  Authorizes the publication of DoD 8500.1-M consistent with DoD 5025.1-M 
(reference (f)). 
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2.  APPLICABILITY AND SCOPE 


2.1.  This Directive applies to: 


2.1.1.  The Office of the Secretary of Defense, the Military Departments, the Chairman 
of the Joint Chiefs of Staff, the Combatant Commands, the Inspector General of the Department 
of Defense, the Defense Agencies, the DoD Field Activities, and all other organizational entities 
within the Department of Defense (hereafter referred to collectively as "the DoD Components"). 


2.1.2.  All DoD-owned or -controlled information systems that receive, process, store, 
display or transmit DoD information, regardless of mission assurance category, classification or 
sensitivity, including but not limited to: 


2.1.2.1.  DoD information systems that support special environments, e.g., Special 
Access Programs (SAP) and Special Access Requirements (SAR), as supplemented by the 
special needs of the program. 


2.1.2.2.  Platform IT interconnections, e.g., weapons systems, sensors, medical 
technologies or utility distribution systems, to external networks. 


2.1.2.3.  Information systems under contract to the Department of Defense. 


2.1.2.4.  Outsourced information-based processes such as those supporting e-
Business or e-Commerce processes. 


2.1.2.5.  Information systems of Nonappropriated Fund Instrumentalities. 


2.1.2.6.  Stand-alone information systems. 


2.1.2.7.  Mobile computing devices such as laptops, handhelds, and personal 
digital assistants operating in either wired or wireless mode, and other information technologies 
as may be developed. 


2.2.  Nothing in this policy shall alter or supercede the existing authorities and policies of 
the Director of Central Intelligence (DCI) regarding the protection of Sensitive Compartmented 
Information (SCI) and special access programs for intelligence as directed by Executive Order 
12333 (reference (g)) and other laws and regulations. 


2.3.  This policy does not apply to weapons systems as defined by DoD Directive 5144.1 
(reference (h)) or other IT components, both hardware and software, that are physically part of, 
dedicated to, or essential in real time to a platform's mission performance where there is no 
platform IT interconnection. 
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3.  DEFINITIONS 


Terms used in this Directive are defined in National Security Telecommunications and 
Information Systems Security Instruction Number 4009 (reference (i)) or enclosure 2. 
 


4.  POLICY 


It is DoD policy that: 


4.1.  Information assurance requirements shall be identified and included in the design, 
acquisition, installation, operation, upgrade, or replacement of all DoD information systems in 
accordance with 10 U.S.C. Section 2224, Office of Management and Budget Circular A-130, 
Appendix III, DoD Directive 5000.1 (references (a), (j), and (k)), this Directive, and other IA-
related DoD guidance, as issued. 


4.2.  All DoD information systems shall maintain an appropriate level of confidentiality, 
integrity, authentication, non-repudiation, and availability that reflect a balance among the 
importance and sensitivity of the information and information assets; documented threats and 
vulnerabilities; the trustworthiness of users and interconnecting systems; the impact of 
impairment or destruction to the DoD information system; and cost effectiveness.  For IA 
purposes all DoD information systems shall be organized and managed in the four categories 
defined in enclosure 2: automated information system (AIS) applications, enclaves (which 
include networks), outsourced IT-based processes, and platform IT interconnections. 


4.3.  Information assurance shall be a visible element of all investment portfolios 
incorporating DoD-owned or -controlled information systems, to include outsourced business 
processes supported by private sector information systems and outsourced information 
technologies; and shall be reviewed and managed relative to contributions to mission outcomes 
and strategic goals and objectives, in accordance with 40 U.S.C. Sections 1423 and 1451 
(reference (l)).  Data shall be collected to support reporting and IA management activities across 
the investment life cycle. 


4.4.  Interoperability and integration of IA solutions within or supporting the Department of 
Defense shall be achieved through adherence to an architecture that will enable the evolution to 
network centric warfare by remaining consistent with the Command, Control, Communications, 
Computers, Intelligence, Surveillance, Reconnaissance Architecture Framework, and a defense-
in-depth approach.  This combination produces layers of technical and non-technical solutions 
that: provide appropriate levels of confidentiality, integrity, authentication, non-repudiation, and 
availability; defend the perimeters of enclaves; provide appropriate degrees of protection to all 
enclaves and computing environments; and make appropriate use of supporting IA 
infrastructures, to include robust key management and incident detection and response. 
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4.5.  The Department of Defense shall organize, plan, assess, train for, and conduct the 
defense of DoD computer networks as integrated computer network defense (CND) operations 
that are coordinated across multiple disciplines in accordance with DoD Directive O-8530.1 
(reference (m)). 


4.6.  Information assurance readiness shall be monitored, reported, and evaluated as a 
distinguishable element of mission readiness throughout all the DoD Components, and validated 
by the DoD CIO. 


4.7.  All DoD information systems shall be assigned a mission assurance category that is 
directly associated with the importance of the information they contain relative to the 
achievement of DoD goals and objectives, particularly the warfighters' combat mission.  
Requirements for availability and integrity are associated with the mission assurance category, 
while requirements for confidentiality are associated with the information classification or 
sensitivity and need-to-know.  Both sets of requirements are primarily expressed in the form of 
IA controls and shall be satisfied by employing the tenets of defense-in-depth for layering IA 
solutions within a given IT asset and among assets; and ensuring appropriate robustness of the 
solution, as determined by the relative strength of the mechanism and the confidence that it is 
implemented and will perform as intended.  The IA solutions that provide availability, integrity, 
and confidentiality also provide authentication and non-repudiation. 


4.8.  Access to all DoD information systems shall be based on a demonstrated need-to-
know, and granted in accordance with applicable laws and DoD 5200.2-R (reference (n)) for 
background investigations, special access and IT position designations and requirements.  An 
appropriate security clearance and non-disclosure agreement are also required for access to 
classified information in accordance with DoD 5200.1-R (reference (o)).  Further: 


4.8.1.  The minimum requirement for DoD information system access shall be a 
properly administered and protected individual identifier and password. 


4.8.2.  The use of Public Key Infrastructure (PKI) certificates and biometrics for 
positive authentication shall be in accordance with published DoD policy and procedures.  These 
technologies shall be incorporated in all new acquisitions and upgrades whenever possible.  
Where interoperable PKI is required for the exchange of unclassified information with vendors 
and contractors, the Department of Defense shall only accept PKI certificates obtained from a 
DoD-approved external certificate authority or other mechanisms approved in accordance with 
DoD policy. 


4.9.  In addition to the requirements in paragraph 4.8., foreign exchange personnel and 
representatives of foreign nations, coalitions or international organizations may be authorized 
access to DoD information systems containing classified or sensitive information only if all of 
the following conditions are met: 
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4.9.1.  Access is authorized only by the DoD Component Head in accordance with the 
Department of Defense, the Department of State (DoS), and DCI disclosure and interconnection 
policies, as applicable. 


4.9.2.  Mechanisms are in place to strictly limit access to information that has been 
cleared for release to the represented foreign nation, coalition or international organization, (e.g., 
North Atlantic Treaty Organization) in accordance with DoD Directive 5230.11 (reference (p)), 
for classified information, and other policy guidance for unclassified information such as 
reference (o), DoD Directive 5230.20E (reference (q)), and DoD Instruction 5230.27 (reference 
(r)). 


4.10.  Authorized users who are contractors, DoD direct or indirect hire foreign national 
employees, or foreign representatives as described in paragraph 4.9., above, shall always have 
their affiliation displayed as part of their e-mail addresses. 


4.11.  Access to DoD-owned, -operated or -outsourced web sites shall be strictly controlled 
by the web site owner using technical, operational, and procedural measures appropriate to the 
web site audience and information classification or sensitivity. 


4.11.1.  Access to DoD-owned, -operated or -controlled web sites containing official 
information shall be granted according to reference (o) and need-to-know rules established by 
the information owner. 


4.11.2.  Access to DoD-owned, -operated or -controlled web sites containing public 
information is not restricted; however, the information accessible through the web sites shall be 
limited to unclassified information that has been reviewed and approved for release in 
accordance with DoD Directive 5230.9 and DoD Instruction 5230.29 (references (s) and (t)). 


4.12.  DoD information systems shall regulate remote access and access to the Internet by 
employing positive technical controls such as proxy services and screened subnets, also called 
demilitarized zones (DMZ), or through systems that are isolated from all other DoD information 
systems through physical means.  This includes remote access for telework. 


4.13.  All DoD information systems shall be certified and accredited in accordance with 
DoD Instruction 5200.40 (reference (u)). 


4.14.  All interconnections of DoD information systems shall be managed to continuously 
minimize community risk by ensuring that the assurance of one system is not undermined by 
vulnerabilities of interconnected systems. 


4.14.1.  Interconnections of Intelligence Community (IC) systems and DoD 
information systems shall be accomplished using a process jointly established by the DoD CIO 
and the IC CIO. 
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4.14.2.  Connection to the Defense Information System Network (DISN) shall comply 
with connection approval procedures and processes, as established. 


4.14.3.  Interconnections among DoD information systems of different security 
domains or with other U.S. Government systems of different security domains shall be employed 
only to meet compelling operational requirements, not operational convenience.  Secure 
configurations of approved IA and IA-enabled IT products, uniform risk criteria, trained systems 
security personnel, and strict configuration control shall be employed.  The community risk shall 
be assessed and measures taken to mitigate that risk in accordance with procedures established 
by the DISN Designated Approving Authorities (DAAs) prior to interconnecting the systems. 


4.14.4.  The interconnection of DoD information systems with those of U.S. allies, 
foreign nations, coalition partners, or international organizations shall comply with applicable 
international agreements and, whenever possible, DoD IA policies.  Variations shall be approved 
by the responsible Combatant Commander and the DISN DAAs, and incorporated in the system 
security documentation.  Information provided through these interconnections must be released 
in accordance with reference (o) or reference (p). 


4.15.  All DoD information systems shall comply with DoD ports and protocols guidance 
and management processes, as established. 


4.16.  The conduct of all DoD communications security activities, including the acquisition 
of COMSEC products, shall be in accordance with DoD Directive C-5200.5 (reference (v)). 


4.17.  All IA or IA-enabled IT hardware, firmware, and software components or products 
incorporated into DoD information systems must comply with the evaluation and validation 
requirements of National Security Telecommunications and Information Systems Security Policy 
Number 11 (reference (w)).  Such products must be satisfactorily evaluated and validated either 
prior to purchase or as a condition of purchase; i.e., vendors will warrant, in their responses to a 
solicitation and as a condition of the contract, that the vendor's products will be satisfactorily 
validated within a period of time specified in the solicitation and the contract.  Purchase contracts 
shall specify that product validation will be maintained for updated versions or modifications by 
subsequent evaluation or through participation in the National IA Partnership (NIAP) Assurance 
Maintenance Program. 


4.18.  All IA and IA-enabled IT products incorporated into DoD information systems shall 
be configured in accordance with DoD-approved security configuration guidelines.1  


4.19.  Public domain software products, and other software products with limited or no 
warranty, such as those commonly known as freeware or shareware, shall only be used in DoD 
information systems to meet compelling operational requirements.  Such products shall be 
thoroughly assessed for risk and accepted for use by the responsible DAA. 
                                                 
1 Guidelines are available at http://iase.disa.mil/ and http://www.nsa.gov/  
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4.20.  DoD information systems shall be monitored based on the assigned mission assurance 
category and assessed risk in order to detect, isolate, and react to intrusions, disruption of 
services, or other incidents that threaten the IA of DoD operations or IT resources, including 
internal misuse.  DoD information systems also shall be subject to active penetrations and other 
forms of testing used to complement monitoring activities in accordance with DoD and 
Component policy and restrictions. 


4.21.  Identified DoD information system vulnerabilities shall be evaluated for DoD impact, 
and tracked and mitigated in accordance with DoD-directed solutions, e.g., Information 
Assurance Vulnerability Alerts. 


4.22.  All personnel authorized access to DoD information systems shall be adequately 
trained in accordance with DoD and Component policies and requirements and certified as 
required in order to perform the tasks associated with their IA responsibilities. 


4.23.  Individuals shall be notified of their privacy rights and security responsibilities in 
accordance with DoD Component General Counsel-approved processes when attempting access 
to DoD information systems. 


4.24.  Mobile code technologies shall be categorized and controlled to reduce their threat to 
DoD information systems in accordance with DoD and Component policy and guidance. 


4.25.  A DAA shall be appointed for each DoD information system operating within or on 
behalf of the Department of Defense, to include outsourced business processes supported by 
private sector information systems and outsourced information technologies.  The DAA shall be 
a U.S. citizen, a DoD employee, and have a level of authority commensurate with accepting, in 
writing, the risk of operating DoD information systems under his or her purview. 


4.26.  All military voice radio systems, to include cellular and commercial services, shall be 
protected consistent with the classification or sensitivity of the information transmitted on the 
system. 
 


5.  RESPONSIBILITIES 


5.1.  The Assistant Secretary of Defense for Networks and Information Integration, as the 
DoD Chief Information Officer, shall: 


5.1.1.  Monitor, evaluate and provide advice to the Secretary of Defense regarding all 
DoD IA activities. 


5.1.2.  Oversee appropriations earmarked for the DoD IA program and manage the 
supporting activities of the office of the Defense-wide Information Assurance Program (DIAP) 
Office in accordance with reference (a). 
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5.1.3.  Develop and promulgate additional IA policy guidance consistent with this 
Directive to address such topics as ports and protocols management, vulnerability management, 
biometrics, security management, IA education and training, mobile code, and interconnection 
between security domains. 


5.1.4.  Ensure the integration of IA initiatives with critical infrastructure protection 
sector liaisons, as defined in DoD Directive 3020.40 (reference (x)). 


5.1.5.  Establish a formal coordination process with the IC CIO to ensure proper 
protection of IC information within the Department of Defense. 


5.1.6.  Establish metrics and annually validate the IA readiness of all DoD Components 
as an element of mission readiness. 


5.1.7.  Ensure that responsibilities for IA aspects of Major Defense Acquisition 
Program design are integrated into existing Under Secretary of Defense (Acquisition, 
Technology, and Logistics) (USD(AT&L)) and Service Acquisition Executive processes. 


5.1.8.  Require the Director, Defense Information Systems Agency (DISA) to: 


5.1.8.1.  Develop, implement and oversee a single IA approach for layered 
protection (defense-in-depth) of the DISN in coordination with the Chairman of the Joint Chiefs 
of Staff, Director, Defense Intelligence Agency (DIA) and Director, National Security Agency 
(NSA). 


5.1.8.2.  Establish and manage connection approval processes for the DISN. 


5.1.8.3.  Develop and provide IA training and awareness products. 


5.1.8.4.  Develop and provide security configuration guidance for IA and IA-
enabled IT products in coordination with Director, NSA. 


5.1.8.5.  Establish and implement: 


5.1.8.5.1.  A DoD ports and protocols management process. 


5.1.8.5.2.  Procedures for mitigation of risks associated with the use of 
mobile code in DoD information systems. 


5.1.8.5.3.  A web-based resource providing access to current DoD and 
Federal IA and IA-related policy and guidance, including recent and pending legislation. 
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5.1.9.  Require the Director, Defense Intelligence Agency to: 


5.1.9.1.  Provide finished intelligence on IA, including threat assessments, to the 
DoD Components. 


5.1.9.2.  Develop, implement, and oversee an IA program for layered protection 
of the DoD non-cryptologic SCI systems including the DoD Intelligence Information System 
(DoDIIS) on the basis of defined DoD information systems and geographical or organizational 
boundaries. 


5.1.9.3.  Certify and accredit DoD non-cryptologic SCI and DoDIIS applications, 
enclaves, platform IT interconnections, and outsourced IT-based processes, and develop and 
provide an IA education, training, and awareness program for DoD non-cryptologic SCI systems 
and DoDIIS users and administrators. 


5.1.9.4.  Establish and manage a connection-approval process for the Joint 
Worldwide Intelligence Communications System. 


5.1.10.  Require the Director, Defense Security Service to monitor information system 
security practices and conduct regular inspections of DoD contractors processing classified 
information in accordance with DoD 5220.22-M (reference (y)). 


5.2.  The Under Secretary of Defense for Acquisition, Technology, and Logistics 
(USD(AT&L)) shall: 


5.2.1.  Require the Director, Defense Research and Engineering (DDR&E) to: 


5.2.1.1.  Monitor and oversee, in coordination with the Defense-wide Information 
Assurance Program Office, all Defense-wide IA research and technology investments and 
activities to include protection mechanisms, detection and monitoring, response and recovery, 
and IA assessment tools and techniques. 


5.2.1.2.  Require the Director, Defense Advanced Research Projects Agency 
(DARPA) to coordinate all DoD IA research and technology initiatives under DARPA's purview 
with the Director, NSA. 


5.2.2.  Integrate policies established by this Directive and reference (w) into 
acquisition policy and guidance to include the Federal Acquisition Regulations System 
(reference (z)), and incorporate such policies into acquisitions under his or her purview. 


5.2.3.  Oversee IA assessments, in coordination with the Director, Operational Testing 
and Evaluation. 
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5.3.  The Under Secretary of Defense for Personnel and Readiness shall, in coordination 
with the ASD(NII), develop and implement IA personnel management and skill tracking 
procedures and processes to ensure adequate personnel resources are available to meet critical 
DoD IA requirements. 


5.4.  The OSD Principal Staff Assistants shall: 


5.4.1.  Ensure end-to-end protection of information flows in their functional areas by 
guiding investments and other actions relating to IA. 


5.4.2.  Ensure that IA requirements for DoD information systems developed under 
their cognizance are fully coordinated at the DoD Component level and with the DIAP. 


5.4.3.  Appoint DAAs for Joint and Defense-wide information systems under their 
purview (e.g., the Defense Civilian Personnel Data System, Defense Message System, Defense 
Travel System, and the Joint Total Asset Visibility System). 


5.4.4.  Identify and include IA requirements in the design, acquisition, installation, 
operation, upgrade or replacement of all DoD information systems under their purview. 


5.5.  The Secretary of the Army shall serve as the Executive Agent for the integration of 
common biometric technologies throughout the Department of Defense. 


5.6.  The Chairman of the Joint Chiefs of Staff shall: 


5.6.1.  Serve as the principal military advisor to the Secretary of Defense on IA. 


5.6.2.  Ensure, in coordination with the ASD(NII), the validation of IA requirements 
for systems supporting Joint and Combined operations through the Joint Requirements Oversight 
Council. 


5.6.3.  Develop, coordinate, and promulgate IA policies, doctrine and procedures for 
Joint and Combined operations. 


5.7.  The Commander, United States Strategic Command, shall coordinate and direct DoD-
wide CND operations in accordance with reference (m). 


5.8.  The Director, National Security Agency (NSA), shall: 


5.8.1.  Implement an IA intelligence capability responsive to requirements for the 
Department of Defense, less DIA responsibilities. 


5.8.2.  Provide IA support to the DoD Components as required in order to assess the 
threats to, and vulnerabilities of, information technologies. 
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5.8.3.  Serve as the DoD focal point for IA cryptographic research and development in 
accordance with DDR&E direction and in coordination with the Director, DARPA. 


5.8.4.  Manage the development of the IA Technical Framework (reference (aa)) in 
support of defense-in-depth, and provide engineering support and other technical assistance for 
its implementation within the Department of Defense. 


5.8.5.  Serve as the DoD focal point for the NIAP and establish criteria and processes 
for evaluating and validating all IA and IA-enabled IT products used in DoD information 
systems. 


5.8.6.  Plan, design, and manage the implementation of the Key Management 
Infrastructure/PKI within the Department of Defense. 


5.8.7.  In coordination with the USD(AT&L), develop and maintain an information 
system security engineering process that supports IT acquisition. 


5.8.8.  Support the Director, Defense Information Systems Agency in the development 
of security configuration guidance for IA and IA-enabled IT products. 


5.8.9.  Develop, implement, and oversee an IA program for layered protection of DoD 
cryptologic SCI systems, an IA certification and accreditation process for DoD cryptologic SCI 
applications, enclaves, platform IT interconnections and outsourced IT-based processes, and an 
IA education, training, and awareness program for users and administrators of DoD cryptologic 
SCI systems. 


5.9.  The Director, Operational Testing and Evaluation, shall oversee IA assessments. 


5.10.  The Heads of the DoD Components shall: 


5.10.1.  Develop and implement an IA program focused on assurance of DoD 
Component-specific information and systems (e.g., sustaining base, tactical, and Command, 
Control, Communications, Computers, and Intelligence (C4I) interfaces to weapon systems) that 
is consistent with references (a) and (l) and defense-in-depth. 


5.10.2.  Coordinate with Joint and Defense-wide program offices to ensure 
interoperability of IA solutions across the DoD enterprise. 


5.10.3.  Collect and report IA management, financial, and readiness data to meet DoD 
IA internal and external reporting requirements. 


5.10.4.  Appoint DAAs for all DoD information systems for which they have 
responsibility. 
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5.10.5.  Identify and include IA requirements in the design, acquisition, installation, 
operation, upgrade or replacement of all DoD information systems for which they have 
responsibility. 


5.10.6.  Ensure that the Government's contract requirements properly reflect that IA or 
IA-enabled IT products are involved and must be properly evaluated and validated in accordance 
with paragraph 4.17., above. 


5.10.7.  Ensure that IA awareness, training, education, and professionalization are 
provided to all Component personnel commensurate with their respective responsibilities for 
developing, using, operating, administering, maintaining, and retiring DoD information systems. 


5.10.8.  Comply with established accreditation and connection approval processes 
required for all DoD information systems. 


5.10.9.  Coordinate all IA research and technology initiatives under their purview with 
the DDR&E. 
 


6.  EFFECTIVE DATE 


This Directive is effective immediately. 


 


 
Enclosures - 2  


E1.  References, continued 
E2.  Definitions 
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E1.  ENCLOSURE 1 


REFERENCES, continued 
 
 


(e)  DoD CIO Memorandum 6-8510, "Guidance and Policy for Department of Defense 
Global Information Grid Information Assurance," June 16, 2000 (hereby canceled) 


(f)  DoD 5025.1-M, "DoD Directives System Procedures," March 5, 2003 
(g)  Executive Order 12333, "United States Intelligence Activities," December 4, 1981 
(h)  DoD Directive 5144.1, “Assistant Secretary of Defense for Networks and 


Information Integration/DoD Chief Information Officer (ASD(NII)/DoD CIO),” 
May 2, 2005 


(i)  National Security Telecommunications and Information Systems Security Instruction 
(NSTISSI) No. 4009, "National Information Systems Security Glossary," September 
20002  


(j)  OMB Circular A-130, "Management of Federal Information Resources, Transmittal 
4," November 30, 2000 


(k)  DoD Directive 5000.1, "The Defense Acquisition System," May 12, 2003 
(l)  Sections 1423 and 1451 of title 40, United States Code, "Division E of the Clinger-


Cohen Act of 1996" 
(m)  DoD Directive O-8530.1, "Computer Network Defense," January 8, 2001 
(n)  DoD 5200.2-R, "DoD Personnel Security Program," December 16, 1986 
(o)  DoD 5200.1-R, "DoD Information Security Program Regulation," January 14, 1997 
(p)  DoD Directive 5230.11, "Disclosure of Classified Military Information to Foreign 


Governments and International Organizations," June 16, 1992 
(q)  DoD Directive 5230.20E, "Visits and Assignments of Foreign Nationals," June 22, 


2005 
(r)  DoD Instruction 5230.27, "Presentation of DoD-Related Scientific and Technical 


Papers at Meetings," October 6, 1987 
(s)  DoD Directive 5230.9, "Clearance of DoD Information for Public Release," April 9, 


1996 
(t)  DoD Instruction 5230.29, "Security and Policy Review of DoD Information for 


Public Release," August 6, 1999 
(u)  DoD Instruction 5200.40, "DoD Information Technology Security Certification and 


Accreditation (C&A) Process (DITSCAP)," December 30, 1997 
(v)  DoD Directive C-5200.5, "Communications Security (COMSEC)," (U) April 21, 


1990 
(w)  National Security Telecommunications and Information Systems Security Policy 


(NSTISSP) No. 11, "National Policy Governing the Acquisition of Information 
Assurance (IA) and IA-enabled Information Technology Products," January 2000 


(x)  DoD Directive 3020.40, “Defense Critical Infrastructure Program (DCIP),”  
August 19, 2005 


(y)  DoD 5220.22-M, "National Industrial Security Program Operating Manual," January 
1995 and "National Industrial Security Program Operating Manual Supplement," 
February 1995  







DoDD 8500.01E, October 24, 2002 


ENCLOSURE 1 14


___________ 
2   Available at http://www.nstissc.gov/html/library.html 


(z)  Title 48, Code of Federal Regulations, "Federal Acquisition Regulations System," 
October 1, 199633  


(aa)  Information Assurance Technical Framework (IATF), Release 3.0, September 
20004  


(ab)  DoD 7000.14-R, Vol 2B, Chapter 5, "DoD Financial Management Regulation," 
June 2000 


(ac)  Section 552a of title 5, United States Code, "The Privacy Act of 1974" 
(ad)  Section 278g-3 of title 15, United States Code, "Computer Security Act of 1987" 
(ae)  DoD 5400.7-R, "DoD Freedom of Information Act Program," September 4, 1998 
(af)  Section 552 of title 5, United States Code, "Freedom of Information Act" 
(ag)  DoD Directive 5210.83, "Department of Defense Unclassified Controlled Nuclear 


Information (DoD UCNI)", November 15, 1991 
(ah)  DoD Directive 5230.25, "Withholding of Unclassified Technical Data from Public 


Disclosure," November 6, 1984  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


________________ 
3   Available at http://web1.deskbook.osd.mil/htmlfiles/rlcats.asp 
4   Available at http://www.iatf.net 
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E2.  ENCLOSURE 2 


DEFINITIONS 
 
 


E2.1.1.  Application.  Software program that performs a specific function directly 
for a user and can be executed without access to system control, monitoring or 
administrative privileges.  Examples include office automation, electronic mail, web 
services, and major functional or mission software programs. 


E2.1.2.  Authentication.  Security measure designed to establish the validity of a 
transmission, message, or originator, or a means of verifying an individual's authorization 
to receive specific categories of information (reference (i)). 


E2.1.3.  Authorized User.  Any appropriately cleared individual with a requirement 
to access a DoD information system in order to perform or assist in a lawful and 
authorized governmental function. 


E2.1.4.  Availability.  Timely, reliable access to data and information services for 
authorized users (reference (i)). 


E2.1.5.  Community Risk.  Probability that a particular vulnerability will be 
exploited within an interacting population and adversely impact some members of that 
population. 


E2.1.6.  Computer Network.  The constituent element of an enclave responsible for 
connecting computing environments by providing short-haul data transport capabilities 
such as local or campus area networks, or long-haul data transport capabilities such as 
operational, metropolitan, or wide area and backbone networks. 


E2.1.7.  Computing Environment.  Workstation or server (host) and its operating 
system, peripherals, and applications (reference (i)). 


E2.1.8.  Confidentiality.  Assurance that information is not disclosed to unauthorized 
entities or processes (reference (i)). 


E2.1.9.  Connection Approval.  Formal authorization to interconnect information 
systems. 


E2.1.10.  Controlled Unclassified Information.  A term used, but not specifically 
defined in reference (o), to refer to sensitive information as defined in paragraph 
E2.1.41., below. 
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E2.1.11.  Defense-in-Depth.  The DoD approach for establishing an adequate IA 
posture in a shared-risk environment that allows for shared mitigation through: the 
integration of people, technology, and operations; the layering of IA solutions within and 
among IT assets; and, the selection of IA solutions based on their relative level of 
robustness. 


E2.1.12.  Defense Information System Network (DISN).  The DoD consolidated 
worldwide enterprise-level telecommunications infrastructure that provides the end-to-
end information transfer network for supporting military operations. 


E2.1.13.  Designated Approving Authority (DAA).  The official with the authority to 
formally assume responsibility for operating a system at an acceptable level of risk.  This 
term is synonymous with Designated Accrediting Authority and Delegated Accrediting 
Authority (reference (i)). 


E2.1.14.  DISN Designated Approving Authority (DISN DAA).  One of four DAAs 
responsible for operating the DISN at an acceptable level of risk.  The four DISN DAAs 
are the Directors of the DISA, the DIA, the NSA and the Director of the Joint Staff 
(delegated to the Joint Staff Director for Command, Control, Communications, and 
Computer Systems (J-6)). 


E2.1.15.  DMZ (Demilitarized Zone).  Perimeter network segment that is logically 
between internal and external networks.  Its purpose is to enforce the internal network's 
IA policy for external information exchange and to provide external, untrusted sources 
with restricted access to releasable information while shielding the internal network from 
outside attacks.  A DMZ is also called a "screened subnet." 


E2.1.16.  DoD Information System.  Set of information resources organized for the 
collection, storage, processing, maintenance, use, sharing, dissemination, disposition, 
display, or transmission of information.  Includes AIS applications, enclaves, outsourced 
IT-based processes, and platform IT interconnections. 


E2.1.16.1.  Automated Information System (AIS) Application.  For DoD 
information assurance purposes, an AIS application is the product or deliverable of an 
acquisition program, such as those described in reference (k).  An AIS application 
performs clearly defined functions for which there are readily identifiable security 
considerations and needs that are addressed as part of the acquisition.  An AIS 
application may be a single software application (e.g., Integrated Consumable Items 
Support); multiple software applications that are related to a single mission (e.g., payroll 
or personnel); or a combination of software and hardware performing a specific support 
function across a range of missions (e.g., Global Command and Control System, Defense  
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Messaging System).  AIS applications are deployed to enclaves for operations, and have 
their operational security needs assumed by the enclave.  Note that an AIS application is 
analogous to a "major application" as defined in reference (j); however, this term is not 
used in order to avoid confusion with the DoD acquisition category of Major Automated 
Information System. 


E2.1.16.2.  Enclave.  Collection of computing environments connected by one 
or more internal networks under the control of a single authority and security policy, 
including personnel and physical security.  Enclaves always assume the highest mission 
assurance category and security classification of the AIS applications or outsourced IT-
based processes they support, and derive their security needs from those systems.  They 
provide standard IA capabilities such as boundary defense, incident detection and 
response, and key management, and also deliver common applications such as office 
automation and electronic mail.  Enclaves are analogous to general support systems as 
defined in reference (j).  Enclaves may be specific to an organization or a mission, and 
the computing environments may be organized by physical proximity or by function 
independent of location.  Examples of enclaves include local area networks and the 
applications they host, backbone networks, and data processing centers. 


E2.1.16.3.  Outsourced IT-based Process.  For DoD IA purposes, an outsourced 
IT-based process is a general term used to refer to outsourced business processes 
supported by private sector information systems, outsourced information technologies, or 
outsourced information services.  An outsourced IT-based process performs clearly 
defined functions for which there are readily identifiable security considerations and 
needs that are addressed in both acquisition and operations. 


E2.1.16.4.  Platform IT Interconnection.  For DoD IA purposes, platform IT 
interconnection refers to network access to platform IT.  Platform IT interconnection has 
readily identifiable security considerations and needs that must be addressed in both 
acquisition, and operations.  Platform IT refers to computer resources, both hardware and 
software, that are physically part of, dedicated to, or essential in real time to the mission 
performance of special purpose systems such as weapons, training simulators, diagnostic 
test and maintenance equipment, calibration equipment, equipment used in the research 
and development of weapons systems, medical technologies, transport vehicles, 
buildings, and utility distribution systems such as water and electric.  Examples of 
platform IT interconnections that impose security considerations include communications 
interfaces for data exchanges with enclaves for mission planning or execution, remote 
administration, and remote upgrade or reconfiguration. 


E2.1.17.  Information Assurance (IA).  Measures that protect and defend 
information and information systems by ensuring their availability, integrity, 
authentication, confidentiality, and non-repudiation.  This includes providing for 
restoration of information systems by incorporating protection, detection, and reaction 
capabilities. 
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E2.1.18.  IA Certification and Accreditation.  The standard DoD approach for 
identifying information security requirements, providing security solutions, and 
managing the security of DoD information systems. 


E2.1.19.  IA Control.  An objective IA condition of integrity, availability or 
confidentiality achieved through the application of specific safeguards or through the 
regulation of specific activities that is expressed in a specified format, i.e., a control 
number, a control name, control text, and a control class.  Specific management, 
personnel, operational, and technical controls are applied to each DoD information 
system to achieve an appropriate level of integrity, availability, and confidentiality in 
accordance with reference (j). 


E2.1.20.  IA Product.  Product or technology whose primary purpose is to provide 
security services (e.g., confidentiality, authentication, integrity, access control, non-
repudiation of data); correct known vulnerabilities; and/or provide layered defense 
against various categories of non-authorized or malicious penetrations of information 
systems or networks.  Examples include such products as data/network encryptors, 
firewalls, and intrusion detection devices. 


E2.1.21.  IA-Enabled Information Technology Product.  Product or technology 
whose primary role is not security, but which provides security services as an associated 
feature of its intended operating capabilities.  Examples include such products as 
security-enabled web browsers, screening routers, trusted operating systems, and 
security-enabled messaging systems. 


E2.1.22.  Information Owner.  Official with statutory or operational authority for 
specified information and responsibility for establishing the controls for its generation, 
collection, processing, dissemination, and disposal. 


E2.1.23.  Integrity.  Quality of an information system reflecting the logical 
correctness and reliability of the operating system; the logical completeness of the 
hardware and software implementing the protection mechanisms; and the consistency of 
the data structures and occurrence of the stored data.  Note that, in a formal security 
mode, integrity is interpreted more narrowly to mean protection against unauthorized 
modification or destruction of information (reference (i)). 


E2.1.24.  IT Position Category.  Applicable to unclassified DoD information 
systems, a designator that indicates the level of IT access required to execute the 
responsibilities of the position based on the potential for an individual assigned to the 
position to adversely impact DoD missions or functions.  Position categories include: IT-I 
(Privileged), IT-II (Limited Privileged) and IT-III (Non-Privileged), as defined in 
reference (o).  Investigative requirements for each category vary, depending on role and 
whether the incumbent is a U.S. military member, U.S. civilian government employee, 
U.S. civilian contractor or a foreign national.  The term IT Position is synonymous with 
the older term Automated Data Processing (ADP) Position. 
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E2.1.25.  Mission Assurance Category (MAC).  Applicable to DoD information 
systems, the mission assurance category reflects the importance of information relative to 
the achievement of DoD goals and objectives, particularly the warfighters' combat 
mission.  Mission assurance categories are primarily used to determine the requirements 
for availability and integrity.  The Department of Defense has three defined mission 
assurance categories: 


E2.1.25.1.  Mission Assurance Category I (MAC I).  Systems handling 
information that is determined to be vital to the operational readiness or mission 
effectiveness of deployed and contingency forces in terms of both content and 
timeliness.  The consequences of loss of integrity or availability of a MAC I system are 
unacceptable and could include the immediate and sustained loss of mission 
effectiveness.  MAC I systems require the most stringent protection measures. 


E2.1.25.2.  Mission Assurance Category II (MAC II).  Systems handling 
information that is important to the support of deployed and contingency forces.  The 
consequences of loss of integrity are unacceptable.  Loss of availability is difficult to deal 
with and can only be tolerated for a short time.  The consequences could include delay or 
degradation in providing important support services or commodities that may seriously 
impact mission effectiveness or operational readiness.  MAC II systems require 
additional safeguards beyond best practices to ensure adequate assurance. 


E2.1.25.3.  Mission Assurance Category III (MAC III).  Systems handling 
information that is necessary for the conduct of day-to-day business, but does not 
materially affect support to deployed or contingency forces in the short-term.  The 
consequences of loss of integrity or availability can be tolerated or overcome without 
significant impacts on mission effectiveness or operational readiness.  The consequences 
could include the delay or degradation of services or commodities enabling routine 
activities.  MAC III systems require protective measures, techniques or procedures 
generally commensurate with commercial best practices. 


E2.1.26.  Mobile Code.  Software modules obtained from remote systems, 
transferred across a network, and then downloaded and executed on local systems 
without explicit installation or execution by the recipient. 


E2.1.27.  National Information Assurance Partnership (NIAP).  Joint initiative 
between the NSA and the National Institute of Standards and Technology responsible for 
security testing needs of both IT consumers and producers and promoting the 
development of technically sound security requirements for IT products and systems and 
appropriate measures for evaluating those products and systems. 


E2.1.28.  Need-to-Know.  Necessity for access to, or knowledge or possession of, 
specific official DoD information required to carry out official duties (reference (i) 
modified). 
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E2.1.29.  Need-to-Know Determination.  Decision made by an authorized holder of 
official information that a prospective recipient requires access to specific official 
information to carry out official duties (reference (i)). 


E2.1.30.  Non-repudiation.  Assurance the sender of data is provided with proof of 
delivery and the recipient is provided with proof of the sender's identity, so neither can 
later deny having processed the data (reference (i)). 


E2.1.31.  Official DoD Information.  All information that is in the custody and 
control of the Department of Defense, relates to information in the custody and control of 
the Department, or was acquired by DoD employees as part of their official duties or 
because of their official status within the Department (reference (s)). 


E2.1.32.  Portfolio.  The aggregate of IT investments for DoD information systems, 
infrastructure and related technical activities that are linked to mission goals, strategies, 
and architectures, using various assessment and analysis tools to permit information and 
IT decisions to be based on their contribution to the effectiveness and efficiency of 
military missions and supporting business functions.  Portfolios enable the Department of 
Defense to manage IT resources and align strategies and programs with Defense-wide, 
functional, and organizational goals and measures. 


E2.1.33.  Proxy.  Software agent that performs a function or operation on behalf of 
another application or system while hiding the details involved.  Typical proxies accept a 
connection from a user, make a decision as to whether or not the user or client network 
address is authorized to use the requested service, optionally perform additional 
authentication, and then complete a connection on behalf of the user to a remote 
destination. 


E2.1.34.  Public Domain Software.  Software not protected by copyright laws of any 
nation that carries no warranties or liabilities, and may be freely used without permission 
of or payment to the creator. 


E2.1.35.  Public Information.  Official DoD information that has been reviewed and 
approved for public release by the information owner in accordance with reference (s). 


E2.1.36.  Research and Technology.  Activities that may be described as basic 
research, applied research, and advanced technology development, demonstrations or 
equivalent activities, regardless of budget activity.  Definitions for Basic Research, 
Applied Research and Advanced Technology Development are provided in the DoD 
FMR, Chapter 5 (reference (ab)). 


E2.1.37.  Robustness.  A characterization of the strength of a security function, 
mechanism, service or solution, and the assurance (or confidence) that it is implemented 
and functioning correctly.  The Department of Defense has three levels of robustness: 
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E2.1.37.1.  High Robustness:  Security services and mechanisms that provide 
the most stringent protection and rigorous security countermeasures. 


E2.1.37.2.  Medium Robustness:  Security services and mechanisms that 
provide for layering of additional safeguards above good commercial practices. 


E2.1.37.3.  Basic Robustness:  Security services and mechanisms that equate to 
good commercial practices. 


E2.1.38.  Security Domain.  Within an information system, the set of objects that is 
accessible.  Access is determined by the controls associated with information properties 
such as its security classification, security compartment or sensitivity.  The controls are 
applied both within the information system and in its connection to other classified or 
unclassified information systems. 


E2.1.39.  Sensitive But Unclassified (SBU).  A term commonly and inappropriately 
used within the Department of Defense as a synonym for Sensitive Information, which is 
the preferred term. 


E2.1.40.  Sensitive Compartmented Information (SCI).  Classified information 
concerning or derived from intelligence sources, methods, or analytical processes, which 
is required to be handled within formal access control systems established by the Director 
of Central Intelligence. 


E2.1.41.  Sensitive Information.  Information the loss, misuse, or unauthorized 
access to or modification of could adversely affect the national interest or the conduct of 
Federal programs, or the privacy to which individuals are entitled under Section 552a of 
title 5, United States Code, "The Privacy Act" (reference (ac)), but which has not been 
specifically authorized under criteria established by Executive order or an Act of 
Congress to be kept secret in the interest of national defense or foreign policy (Section 
278g-3 of title 15, United States Code, "The Computer Security Act of 1987" (reference 
(ad)).)  This includes information in routine DoD payroll, finance, logistics, and 
personnel management systems.  Sensitive information sub-categories include, but are 
not limited to the following: 


E2.1.41.1.  For Official Use Only (FOUO).  In accordance with DoD 5400.7-R 
(reference (ae)), DoD information exempted from mandatory public disclosure under the 
Freedom of Information Act (FOIA) (reference (af)). 


E2.1.41.2.  Privacy Data.  Any record that is contained in a system of records, 
as defined in the reference (ac) and information the disclosure of which would constitute 
an unwarranted invasion of personal privacy. 
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E2.1.41.3.  DoD Unclassified Controlled Nuclear Information (DoD UCNI).  
Unclassified information on security measures (security plans, procedures and 
equipment) for the physical protection of DoD Special Nuclear Material (SNM), 
equipment, or facilities in accordance with DoD Directive 5210.83 (reference (ag)).  
Information is Designated DoD UCNI when it is determined that its unauthorized 
disclosure could reasonably be expected to have a significant adverse effect on the health 
and safety of the public or the common defense and security by increasing significantly 
the likelihood of the illegal production of nuclear weapons or the theft, diversion, or 
sabotage of DoD SNM, equipment, or facilities. 


E2.1.41.4.  Unclassified Technical Data.  Data that is not classified, but is 
subject to export control and is withheld from public disclosure according to DoD 
Directive 5230.25 (reference (ah)). 


E2.1.41.5.  Proprietary.  Information that is provided by a source or sources 
under the condition that it not be released to other sources. 


E2.1.41.6.  Foreign Government Information.  Information that originated from 
a foreign government and that is not classified CONFIDENTIAL or higher, but must be 
protected in accordance with reference (o). 


E2.1.41.7.  Department of State Sensitive But Unclassified (DoS SBU).  
Information which originated from the DoS that has been determined to be SBU under 
appropriate DoS information security polices. 


E2.1.41.8.  Drug Enforcement Administration (DEA) Sensitive Information.  
Information originated by the DEA that requires protection against unauthorized 
disclosure to protect sources and methods of investigative activity, evidence, and the 
integrity of pretrial investigative reports. 


E2.1.42.  Supporting IA Infrastructures.  Collections of interrelated processes, 
systems, and networks that provide a continual flow of information assurance services 
throughout the Department of Defense, e.g., the key management infrastructure or the 
incident detection and response infrastructure. 


E2.1.43.  Telework.  Any arrangement in which an employee performs officially 
assigned duties at an alternative worksite on either a regular and recurring, or on an ad 
hoc, basis (not including while on official travel). 
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NUMBER 8570.01 
August 15, 2004 


Certified Current as of April 23, 2007 
 


ASD(NII)/DoD CIO 


SUBJECT:  Information Assurance Training, Certification, and Workforce Management 


References: (a)  DoD Directive 8500.01E, "Information Assurance," October 24, 2002 
(b)  DoD Instruction 8500.02, "Information Assurance (IA) Implementation," 


February 6, 2003 
(c)  DoD Directive O-8530.1, "Computer Network Defense," January 8, 2001 
(d)  Section 3544 of title 44, United States Code 
(e)  through (h), see enclosure 1 


 


1.  PURPOSE 


This Directive: 


1.1.  Establishes policy and assigns responsibilities, according to references (a) through (d) 
for Department of Defense (DoD) Information Assurance (IA) training, certification, and 
workforce management. 


1.2.  Authorizes the publication of DoD 8570.1-M consistent with reference (e). 
 


2.  APPLICABILITY AND SCOPE 


This Directive applies to: 


2.1.  The Office of the Secretary of Defense, the Military Departments, the Chairman of the 
Joint Chiefs of Staff, the Combatant Commands, the Office of the Inspector General of the 
Department of Defense, the Defense Agencies, the Department of Defense Field Activities, and 
all other organizational entities in the Department of Defense (hereafter referred to collectively 
as the "DoD Components"). 


2.2.  Contracts for personnel providing IA functional services for DoD information systems 
(IS) via appropriate Defense Federal Acquisition Regulation Supplement (DFARS) clauses. 
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3.  DEFINITIONS 


Terms used in this Directive are defined in references (a) through (c) and/or enclosure 2. 
 


4.  POLICY 


It is DoD policy that: 


4.1.  All authorized users of DoD IS shall receive initial IA awareness orientation as a 
condition of access and thereafter must complete annual IA refresher awareness. 


4.2.  Privileged users and IA managers shall be fully qualified per reference (b), trained, and 
certified to DoD baseline requirements to perform their IA duties. 


4.3.  Personnel performing IA privileged user or management functions, regardless of job 
series or military specialty, shall be appropriately identified in the DoD Component personnel 
databases. 


4.4.  All IA personnel shall be identified, tracked, and managed so that IA positions are 
staffed with personnel trained and certified by category, level, and function. 


4.5.  All positions involved in the performance of IA functions shall be identified in 
appropriate manpower databases by category and level. 


4.6.  The status of the DoD Component IA certification and training shall be monitored and 
reported as an element of mission readiness and as a management review item per reference (b). 
 


5.  RESPONSIBILITIES 


5.1.  The Assistant Secretary of Defense for Networks and Information 
Integration/Department of Defense Chief Information Officer (ASD(NII)/DoD CIO) shall: 


5.1.1.  Develop and promulgate additional guidance relating to IA training, 
certification, and workforce management requirements. 


5.1.2.  Coordinate the integration of IA initiatives with other workforce development 
and sustainment requirements. 


5.1.3.  Establish metrics to monitor and validate compliance with this Directive as an 
element of mission readiness. 
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5.1.4.  Provide recommended changes to the DFARS to reflect the requirements of this 
Directive relating to contracts and contractors. 


5.2.  The Director, Defense Information Systems Agency (DISA) under the authority, 
direction, and control of the ASD(NII)/DoD CIO shall provide: 


5.2.1.  Web-based access to current IA policies, techniques, requirements and 
knowledge resources to support life-cycle enhancement of IA workforce functional 
competencies. 


5.2.2.  Baseline training and awareness materials, content, and products on DoD IA 
policies, concepts, procedures, tools, techniques, and systems for the DoD Components to 
integrate into their IA training and awareness programs. 


5.2.3.  Baseline IA training, certification, and tracking program for Designated 
Approving Authorities (DAA). 


5.2.4.  In coordination with the Director, National Security Agency a training and 
certification program for personnel performing Computer Network Defense (CND) Service 
Provider functions established in reference (c). 


5.3.  The Under Secretary of Defense for Acquisition, Technology, and Logistics shall: 


5.3.1.  Provide appropriate IA training for the Defense Acquisition Workforce 
Improvement Act community. 


5.3.2.  Coordinate with the DoD CIO to develop clauses in the DFARS to reflect the 
requirements of this Directive relating to contracts and contractors. 


5.4.  The Under Secretary of Defense for Personnel and Readiness (USD(P&R)) shall: 


5.4.1.  Establish oversight for approval and coordination of certification development 
and implementation. 


5.4.2.  Require that personnel and manpower databases under USD(P&R) authority 
capture and report requirements for IA training and certification. 


5.4.3.  Require the Heads of the DoD Components and the Commanders of the 
Combatant Commands to determine requirements for military and civilian manpower and 
contract support for privileged users and IA managers based on operational mission support and 
force structure. 


5.5.  The Under Secretary of Defense for Intelligence (USD(I)) shall work closely with the 
ASD(NII)/DoD CIO on IA matters and as necessary: 
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5.5.1.  Require the Director, Defense Intelligence Agency, under the authority, 
direction and control of the USD(I), to implement this Directive for authorized privileged users 
and IA managers of DoD non-cryptologic Sensitive Compartmented Information systems and 
DoD Intelligence Information Systems. 


5.5.2.  Require the Director, Defense Security Service, under the authority, direction, 
and control of the USD(I), to incorporate DoD IA awareness products into industrial security 
programs, as applicable. 


5.5.3.  Require the Director, National Security Agency, under the authority, direction, 
and control of the USD (I) to: 


5.5.3.1.  Implement this Directive for authorized privileged users and IA 
managers of DoD cryptologic information systems. 


5.5.3.2.  Implement, in coordination with the ASD(NII)/DoD CIO and the DoD 
Components, as appropriate, a certification program for Red Teams and Vulnerability 
Assessments Teams. 


5.5.3.3.  Establish, in coordination with the DISA, and under the direction of the 
ASD(NII)/DoD CIO, a training and certification program for personnel performing Special 
Enclave CND Service Provider functions. 


5.6.  The Inspector General of the Department of Defense shall provide appropriate IA 
training for the Inspector General Inspection Team. 


5.7.  The Assistant Secretary of Defense for Public Affairs shall provide appropriate IA 
training for public affairs staff and officers. 


5.8.  The Chairman of the Joint Chiefs of Staff shall: 


5.8.1.  Develop, coordinate, and promulgate joint doctrine and IA training policies for 
DoD Joint and Combined operations. 


5.8.2.  Identify, document, and track in the Joint Manpower and Personnel System all 
positions and personnel performing any IA functions. 


5.9.  The Heads of the DoD Components shall: 


5.9.1.  Establish, resource, and implement IA training and certification programs for all 
DoD Component personnel in accordance with this policy and references (a), (b), and (c).  These 
programs shall train, educate, certify, and professionalize personnel commensurate with their 
responsibilities to develop, use, operate, administer, maintain, defend, and retire DoD IS. 
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5.9.2.  Provide initial IA awareness orientation and annual IA refresher awareness to 
authorized users. 


5.9.3.  Identify, document, and track IA personnel certifications and certification status 
in Component personnel databases. 


5.9.4.  Identify military IA billets in manpower databases based on operational mission 
support and force structure requirements. 


5.9.5.  Use the existing abbreviation for Security, "INFOSEC," established in the 
Office of Personnel and Management (OPM) GS-2210 series (reference (g)) to support DoD-
wide civilian IA workforce identification and management requirements.  The DoD Components 
shall ensure that all DoD civilian positions and personnel regardless of OPM series or job title, 
with IA functions shall use "INFOSEC" as the Position Specialty Code (PSC) in the Defense 
Civilian Personnel Data System. 


5.9.6.  Require contracts that include the acquisition of DoD IS IA services to specify 
certification requirements.  Contractor personnel performing IA functions shall have their IA 
certification category and level documented in the Defense Eligibility Enrollment Reporting 
System. 


5.9.7.  Identify, document, track, and report to the DoD CIO the certifications and 
certification status of all contractors performing privileged user or IA manager functions. 


5.9.8.  Require all DAAs to be certified. 


5.9.9.  Provide appropriate IA training for personnel required to enforce DoD IA 
requirements per this policy and the references. 


5.9.10.  Provide CND training to CND staffs. 


5.9.11.  Include IA awareness training and education, as appropriate, in professional 
military education at all levels. 


5.9.12.  Capture and report the costs of IA training and certification of personnel, as 
required by reference (d). 


5.9.13.  Encourage the use of the Information Assurance Scholarship Program to 
recruit, develop, and retain DoD IA personnel, as authorized by reference (f). 
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6.  EFFECTIVE DATE 


This Directive is effective immediately. 


 


Enclosures - 2  
E1.  References, continued 
E2.  Definitions 
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E1.  ENCLOSURE 1 


REFERENCES, continued 
 
 


(e)  DoD 5025.1-M, "DoD Directives System Procedures," March 5, 2003 
(f)  Section 922, National Defense Authorization Act of 2001 (Public Law 106-398) 
(g)  Office of Personnel Management Job (OPM) Family Position Classification 


Standard for Administrative Work in the Information Technology Group, GS-2200; 
Information Technology Management GS-2210, May 2001, revised August 2003 1 


(h)  Chapter 51 of title 5, United States Code 
   
 
   
 
   
 
   
 
   
 
   
 
   
 
   
 
   
 
   
 
   
 
   
 
   
 
   
 
   
 
   
   


____________________ 
1   This document can be located at the following Web address:  
http://www.opm.gov/fedclass/2200a/gs2200a.pdf 
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E2.  ENCLOSURE 2 


DEFINITIONS 
 
 


E2.1.1.  Authorized User.  Any appropriately cleared individual with a requirement 
to access a DoD IS for performing or assisting in a lawful and authorized governmental 
function. 


E2.1.2.  Categories, Levels, and Functions.  The structure for identifying all DoD IA 
positions and personnel. 


E2.1.2.1.  Categories.  The DoD IA workforce is split into two major categories 
of Technical and Management.  IA manager refers to personnel performing any IA 
management function. 


E2.1.2.2.  Levels.  Each of the IA workforce categories has three levels 
(Technical or Management Level 1, 2, and 3).  The management category also includes 
the DAA position. 


E2.1.2.3.  Functions.  The specific IA job requirements associated with a 
category and level.  The functions provide a means to distinguish between different levels 
of work.  The functional level indicates the roles that an employee performs or 
occupational requirements to successfully perform at different levels of the IA 
Workforce.  The functional level approach also encourages a broader, more integrated 
means of identifying what an employee must know to perform the tasks that comprise an 
IA position across all of the DoD Components. 


E2.1.3.  Certification.  Recognition given to individuals who have met 
predetermined qualifications set by an agency of government, industry, or profession.  
Certification provides verification of individuals' knowledge and experience through 
evaluation and approval based on a set of standards for specific profession or 
occupations' functional job levels.  Each certification is designed to stand on its own, and 
represents a certified individual's mastery of a particular set of knowledge and skills. 


E2.1.4.  Defense Civilian Personnel Data System (DCPDS).  The DCPDS is a 
human resources transaction and information system that supports civilian personnel 
operations in the Department of Defense.  The DCPDS is designed to support 
appropriated fund, nonappropriated fund, and local national human resources operations.  
DCPDS data elements shall be used to document and track civilian personnel information 
in support of requirements of this Directive. 


E2.1.5.  DoD Information System (IS).  A set of information resources organized for 
the collection, storage, processing, maintenance, use, sharing, dissemination, disposition, 
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display, or transmission of information.  This includes automated information system 
applications, enclaves, outsourced Information Technology (IT)-based processes, and 
platform IT interconnections per reference (b). 


E2.1.6.  Local National Personnel.  Civilian personnel, whether paid from 
appropriated or nonappropriated funds, employed or utilized by U.S. Forces in a foreign 
country who are nationals or non-U.S. citizen residents of that country. 


E2.1.7.  General Schedule (GS)/Pay Band.  The basic classification and 
compensation system for white-collar occupations in the Federal Government, as 
established by Chapter 51 of title 5, U.S.C. (reference (h)). 


E2.1.7.1.  Job Series:  A subgroup of an occupational group or job family that 
includes all classes of positions at the various levels in a particular kind of work, such as 
the 2210 series.  Positions within a series are similar to each other with regard to subject 
matter and basic knowledge and skill requirements. 


E2.1.7.2.  Position Specialty Code (PSC):  This is a unique DoD civilian 
workforce code to support effective management of the IA workforce.  The PSC 
identifies a DoD civilian position or person with IA functions regardless of OPM job 
title. 


E2.1.8.  Privileged User.  An authorized user who has access to system control, 
monitoring, administration, criminal investigation, or compliance functions. 


E2.1.9.  Red Team.  An independent and focused threat-based effort by an 
interdisciplinary, simulated adversary to expose and exploit vulnerabilities to improve the 
security posture of IS. 


E2.1.10.  System Administrator.  Individual responsible for the installation and 
maintenance of an IS, providing effective IS utilization, adequate security parameters, 
and sound implementation of established IA policy and procedures. 


E2.1.11.  Training 


E2.1.11.1.  Resident:  Instructor-led in-class instruction. 


E2.1.11.2.  Distributive:  Computer-based training via web site, computer disk, 
or other electronic media. 


E2.1.11.3.  Blended:  A combination of instructor-led and distributive media.  
This may also include instructor-led via distributive multi-media. 


E2.1.11.4.  On the Job Training:  Supervised hands-on training, based on 
specific performance criteria that must be demonstrated to a qualified supervisor. 
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E2.1.12.  Vulnerability Assessment Team.  A team of highly skilled individuals who 
conduct systematic examinations of IS or products to determine adequacy of security 
measures, to identify security deficiencies, to predict effectiveness of proposed security 
measures, and to confirm adequacy of such measures after implementation. 








TITLE:  DoD Directive O-8530.1, "Computer Network Defense (CND)", January 8, 2001 


SUMMARY: This is a FOR OFFICIAL USE ONLY (FOUO) Directive.  FOUO documents are not 
cleared to be placed on this website.  If you have a valid DOD PKI certificate you may download the 
policy at the Information Assurance Support Environment web page at 
http://iase.disa.mil/policy.html#DoD.  If not, contact the OPR listed below to obtain a copy of this 
Directive. 


  


OPR:  ASDNII.pubs@osd.mil 


Page 1 of 1DoD Directive O-8530.1, "Computer Network Defense (CND)", 1/8/2001


2/28/2012http://www.dtic.mil/whs/directives/corres/html/853001.htm
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INSTRUCTION  


NUMBER 1100.13 
November 21, 1996 


 
 
 


USD(P&R) 


SUBJECT:  Surveys of DoD Personnel 


References: (a)  DoD Instruction 1100.13, subject as above, November 9, 1978 (hereby 
canceled) 


(b)  DoD Directive 8910.1, "Management and Control of Information 
Requirements," June 11, 1993  


(c)  DoD 8910.1-M, "DoD Procedures and Policies for Management of 
Information Requirements," November 1986  


(d)  DoD 5400.11-R, "DoD Privacy Program," August 31, 1983  
(e)  DoD 5400.7-R, "DoD Freedom of Information Act Program," October 


1990  
(f)  Section 552 of title 5, United States Code, "Freedom of Information Act" 
(g)  Section 552a of title 5, United States Code, "The Privacy Act of 1974," 


as amended 
 


1.  REISSUANCE AND PURPOSE 


This Instruction: 


1.1.  Reissues reference (a) to implement policy and update responsibilities and 
procedures under references (b) and (c). 


1.2.  Provides guidance in the administration and use of personnel surveys to: 


1.2.1.  Foster the development of effective survey systems. 


1.2.2.  Reduce the burden on the DoD Components. 


1.2.3.  Minimize exposure of DoD personnel, members of the Military Services 
and their families, and members of the public to unwarranted survey solicitations. 


1.3.  Assigns responsibilities for coordination of DoD survey efforts. 
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1.4.  Establishes policies for evaluating survey requests. 


1.5.  Establishes procedures for obtaining approval to survey DoD personnel. 
 


2.  APPLICABILITY AND SCOPE 


This instruction; 


2.1.  Applies to the Office of the Secretary of Defense (OSD), the Military 
Departments, the Chairman of the Joint Chiefs of Staff and the Joint Staff, the Inspector 
General of the Department of Defense, the Defense Agencies, and the DoD Field 
Activities (hereafter referred to collectively as "the DoD Components").  The term 
"Military Services," as used herein, refers to the Army, the Navy, the Air Force, and the 
Marine Corps. 


2.2.  Does not apply to the Office of the Inspector General, DoD, in fulfilling its 
audit and evaluation responsibilities. 


2.3.  Applies to all new and existing personnel survey requirements. 


2.4.  Governs all surveys of DoD personnel, members of the Military Services and 
their families, as well as surveys conducted by the DoD Components of personnel in 
other Federal Agencies and members of the public, when the results are to be used for 
general statistical purposes. 


2.5.  Does not prevent a DoD Component from conducting a survey of its own 
personnel when executed entirely within the Component. 


2.6.  Surveys requiring participation of OSD personnel of any office other than the 
sponsoring OSD office shall be treated under this Instruction as if they were surveys 
requiring participation of personnel in any DoD Component other than the sponsoring 
DoD Component. 
 


3.  DEFINITIONS 


Terms used in this Instruction are defined in enclosure 1. 
 


4.  POLICY 


4.1.  Survey Development.  It is DoD policy under DoD Directive 8910.1 (reference 
(b)) that information requirements be formally approved and licensed.  The development 
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of any survey shall not be undertaken until it has been determined that such survey is 
consistent with the policies, principles, and criteria of reference (b). 


4.2.  Use of Survey Techniques.  A survey shall be initiated by DoD Components 
only after it has been determined that: 


4.2.1.  The available information, including results of past surveys of the same 
or similar individuals, is not adequate to fill the need. 


4.2.2.  Current approved or exempted surveys cannot provide the required 
information. 


4.2.3.  The need for the information warrants the cost of administration and 
analysis of the survey. 


4.2.4.  A survey is the best means to produce the most valid information with 
the least burden to individual personnel or participating organizations. 


4.2.5.  Adequate safeguards are in place to ensure the privacy rights of 
individuals by the use of an appropriate Privacy Act Statement and consent of the 
individual before any personal information (written or oral) is solicited or collected; and 
personal information obtained is protected from unauthorized disclosure if the survey is 
not used solely as a statistical research or reporting record or the survey is transferred or 
used in a form that is, or can be, individually identifiable. 


4.3.  Release of Survey Data.  Data obtained by a survey shall be accessible to the 
public if they are in a statistical form that is not individually identifiable, unless release 
would be harmful to a governmental or privacy interest if disclosed, or if the information 
is exempted from disclosure by the Freedom of Information (reference (f)) or Privacy 
Acts (reference (g)), as implemented by DoD 5400.7-R (reference (e)), and DoD 
5400.11-R (reference (d)). 
 


5.  RESPONSIBILITIES 


5.1.  The Under Secretary of Defense for Personnel and Readiness shall: 


5.1.1.  Approve, before submission to the Director, Washington Headquarters 
Services/Directorate for Information Operations and Reports (WHS/DIOR), all survey 
requests that require participation of personnel in more than one DoD Component, or 
Components other than the one(s) sponsoring. 


5.1.2.  Ensure that the Director, Defense Manpower Data Center (DMDC), 
shall carry out the following functions: 
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5.1.2.1.  Review and recommend to the USD(P&R) the approval of survey 
requests that require participation of personnel in any DoD Component other than the 
sponsoring DoD Component. 


5.1.2.2.  Develop standards and procedures to be used in the review and 
approval of survey instruments. 


5.1.2.3.  Provide a depository, with a capability for ready reference, for 
results of surveys conducted by the DoD Components, other Federal Agencies, and the 
civilian sector that may be of particular interest and usefulness to OSD.  Where 
appropriate, obtain copies of the survey data for use by OSD. 


5.1.2.4.  Provide consultative service in survey design and administration 
for any OSD staff element and designated survey offices of the DoD Components. 


5.1.2.5.  Consolidate, at least annually, all Component-specific and DoD-
wide survey plans and provide a report to the USD(P&R). 


5.1.2.6.  Convene the Inter-Service Survey Coordination Committee to 
facilitate survey coordination among the DoD Components.  Membership shall consist of 
a representative from each of the Military Services, chaired by a representative from the 
DMDC.  The chair may request representation from other organizations to address 
specific agenda items.  The Committee's responsibilities shall include fostering the 
development of effective survey programs among the DoD Components and minimizing 
respondent burden by eliminating unnecessary duplication.  The Committee shall meet at 
least semi-annually or when called by the chair. 


5.2.  The Heads of the DoD Components shall: 


5.2.1.  Ensure that the Component responds to only those surveys that are 
conducted in accordance with this Instruction. 


5.2.2.  Designate one office as the point of contact for survey activities of that 
Component and provide name, address, and phone number to the DMDC. 


5.2.3.  Coordinate survey plans with the DMDC before the development of any 
survey instrument requiring review under this Instruction. 


5.2.4.  Evaluate, in accordance with DoD 8910.1-M (reference (c)), cost-to-
benefit associated with a given survey request, and include that evaluation in requests for 
DoD internal or interagency survey approval. 


5.2.5.  Establish procedures to ensure conformity with this Instruction. 
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5.2.6.  Upon request of the USD(P&R), furnish copies of data tapes, survey 
reports or results, as allowable within limits provided in DoD 5400.11-R (reference (d)).  
Maintain adequate tracking records to facilitate ready accessibility upon request. 


5.2.7.  Provide the DMDC at least annually with Component-specific and DoD-
wide survey plans. 
 


6.  PROCEDURES 


6.1.  Surveys Sponsored by the DoD Components . Surveys requiring participation 
of personnel in any DoD Component, other than the sponsoring Component, shall be 
submitted to the USD(P&R) for approval, in accordance with the procedures specified in 
Section E of DoD 8910.1-M (reference (c)). 


6.1.1.  All surveys covered by this Instruction (see section 2., above) shall 
display either the appropriate Report Control Symbol (RCS) or other clearance number, 
or statement of exemption. 


6.1.2.  For surveys that are not exempt and that apply to only the sponsoring 
DoD Component, approval requirements shall be set by that Component, but shall 
include at least approval by the Component's Reports Control Office as indicated by the 
issuance of a RCS. 


6.1.3.  In addition to DoD review and approval requirements, surveys 
conducted by any DoD Component, of members of the public, shall be submitted through 
the WHS/DIOR to the Office of Management and Budget (OMB) for review and 
approval.  Public information collections, including surveys, shall be developed and 
processed in accordance with the guidelines contained in Section C of reference (c). 


6.1.4.  In addition to DoD review and approval requirements, General Services 
Administration (GSA) review is required for all surveys administered to members of a 
Government Department or Agency other than the Department of Defense, following 
procedures outlined in Section D of reference (c).  It should be noted these procedures do 
apply to: 


6.1.4.1.  Surveys of Coast Guard personnel, except in time of war when 
they are organizationally part of the Department of Defense. 


6.1.4.2.  Surveys of Federal Aviation Administration personnel, except in 
time of war when they become administratively attached to the Department of Defense. 
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6.2.  Surveys Sponsored by a Government Department or Agency Other Than the 
Department of Defense 


6.2.1.  Requests for a DoD response to surveys sponsored by a Government 
Department or Federal Agency other than the Department of Defense shall be reviewed 
and cleared by the GSA and coordinated with the WHS/DIOR and the responding DoD 
Component(s).  Interagency information collections, including surveys, shall be 
processed in accordance with the guidelines contained in Section D of reference (c). 


6.2.2.  A proposed interagency survey will be approved only after it has been 
demonstrated that:  


6.2.2.1.  It is compatible with the policies set forth in paragraphs 4.2. and 
4.3., above. 


6.2.2.2.  It complies with DoD security standards where classified 
information is involved.  


6.2.2.3.  Administration of the survey will not interfere with the missions 
of the DoD activities involved. 


6.2.2.4.  The sponsor agrees to defray fiscal costs arising from the 
administration of the survey. 


6.2.3.  All interagency surveys imposed on the Department of Defense shall be 
coordinated with the WHS/DIOR and the responding DoD Component(s) regardless of 
the number of DoD respondents. 


6.3.  Survey Requests from Nongovernmental Sources 


6.3.1.  Requests for participation of DoD personnel or assistance in survey 
projects from nongovernmental sources will be subject to the provisions of this section. 


6.3.2.  Response by DoD personnel to surveys addressed to them as private 
individuals without official participation of their DoD Component will, in general, be 
neither encouraged nor discouraged, except that replies are not authorized to questions 
asking for information that might include or be based on: 


6.3.2.1.  Classified information; or 


6.3.2.2.  Information derived from performance of official duties if the 
opinion or information is not available to the general public. 
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6.3.2.3.  Approval or permission for conducting or assisting in surveys 
requested by other than governmental sponsors is only to be given to surveys approved 
and licensed under paragraph 5.1. or subparagraph 6.1.2. above, as applicable.  Approval 
or permission shall be based on: 


6.3.2.3.1.  An identified DoD interest in the projected results of the 
survey. 


6.3.2.3.2.  The protection of DoD personnel from unwarranted 
invasions of privacy. 


6.3.2.3.3.  The propriety of extending recognition, special assistance, 
or privileges benefiting an individual or a commercial interest. 


6.3.2.3.4.  Compatibility with paragraphs 4.2. and 4.3., above. 


6.3.2.3.5.  Confirmation that administering the survey shall not 
interfere with the missions of the DoD activities involved. 


6.4.  For each survey approved by the USD(P&R), a final copy of the survey form, 
instructions for administration, and survey reports shall be furnished to the Director, 
DMDC, for the depository. 
 


7.  EFFECTIVE DATE 


This Instruction is effective immediately. 


 


Enclosures - 1  
E1.  Definitions 
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E1.  ENCLOSURE 1 


DEFINITIONS 
 
 


E1.1.1.  Burden.  The total time, effort, or financial resources required to respond to 
a collection of information. 


E1.1.2.  Freedom of Information Act (FOIA) (reference (f)).  FOIA is a disclosure 
statute designed to ensure an informed citizenry by shedding light on the Government's 
operations and activities.  It establishes a right of any person to seek access to agency 
records.   The Agency must release the requested documentation unless one or more of 
nine statutory exemptions applies.  Under current policy, even if one or more of these 
exemptions applies, the Agency must identify a foreseeable harm from release before it 
may withhold the records. 


E1.1.3.  General Purpose Statistics.  Those collected chiefly for public and general 
Government uses without primary reference to policy or program operations of the 
agency collecting the information. 


E1.1.4.  Information Requirement.  The functional area expression of need for data 
or information to carry out specified and authorized functions or management purposes 
that require the establishment or maintenance of forms and formats, or reporting or 
record-keeping systems, whether manual or automated. 


E1.1.5.  Members of the Public.  Members of the public are individuals, 
partnerships, associations, corporations (including operations of "whole concept contract" 
Government-owned contractor-operated facilities), business trusts, legal representatives, 
organized groups of individuals, States, territories, local governments, or components 
thereof. 


E1.1.6.  Need.  Some programmatic or policy necessity or requirement exists. 


E1.1.7.  Privacy Act (reference (g)) .  The purpose of this Act is to provide certain 
safeguards for an individual against an invasion of personal privacy.  It further permits an 
individual to prevent records pertaining to him or her obtained by an Agency for a 
particular purpose from being used or made available for another purpose without his or 
her consent.  Agencies engaged in surveys should pay particular attention to subsections 
(a) (4) (5) (6) and the requirements of subsections (b) (5), (e) (3) and section 7 of the Act. 
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E1.1.8.  Report.  Data or information that are transmitted for use in determining 
policy, planning, controlling, and evaluating operations and performance; making 
administrative decisions or preparing other reports.  The data or information may be 
graphic or in another form, and may be on paper, magnetic tapes, or other media.  Both 
surveys and survey results are considered reports. 


E1.1.9.  Reports Control Office.  A reports management operation responsible for 
performing reports control tasks for a specified area of jurisdiction.  There may be several 
Reports Control Offices in an Agency, depending upon organization size and reports 
volume. 


E1.1.10.  Report Control Symbol (RCS).   A standard Agency designation of a 
report consisting of letters or numbers.  It indicates that the report has been reviewed and 
approved by a reports control office. 


E1.1.11.  Survey.  Systematic data collection, using personal or telephonic 
interviews, or self-administered questionnaires, from a sample of ten or more persons as 
individuals or representatives of Agencies.  The questionnaires or interview protocols 
contain identical questions that elicit attitudes, opinions, behavior, and related 
demographic, social and economic data to be used for statistical compilations for research 
and/or policy assessment purposes. 


E1.1.12.  Survey Results.  Any compilation of data or information gathered through 
use of a survey. 


E1.1.13.  Survey Sponsor.  Can be any DoD Component that may benefit from or 
has a direct interest in the survey results.  Sponsors may or may not fund survey projects, 
but they are always responsible for survey content. 


E1.1.14.  Unnecessary Duplication.   The collection of information that is alike or 
corresponding to information that is already available to serve the Agency's purpose or 
need. 
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 (c) DoD Directive 1344.9, “Indebtedness of Military Personnel,” 
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 (d) DoD Instruction 1342.22, “Family Centers,” December 30, 1992 
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1.  PURPOSE  
 
This Instruction:  
 
 1.1.  Implements policy, assigns responsibility, and prescribes procedures under references 
(a), (b), (c), and (d) for the education and training of military members in personal financial 
management. 
 
 1.2.  Establishes a uniform approach to the education and training of Service members on 
personal financial management.  
 
 
2.  APPLICABLITY 
 
This Instruction applies to the Office of the Secretary of Defense, the Military Departments, the 
Chairman of the Joint Chiefs of Staff, the Defense Agencies, the DoD Field Activities, and all 
other organizational entities in the Department of Defense (referred to collectively as “DoD 
Components”).  The term “Military Services refers to the Amy, the Navy, the Air Force, the 
Marine Corps, and the Coast Guard (when operating as a Service within the Department of the 
Navy) including their Reserve components.  
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3.  DEFINITIONS 
 
Terms used in this Instruction are defined in Enclosure 2.  
 
 
4.  POLICY 
 
It is DoD policy that:  


 
4.1.  Service members are responsible for their personal finances.  They are expected to pay 


their financial obligations in a proper and timely manner pursuant to Reference (c). 
 
4.2.  Service members and their families shall have access to:  
 


4.2.1.  Personal financial management programs to maintain personal readiness, to 
support their personal financial needs throughout their military career, and to promote their 
retention in the military. 


 
4.2.2.  Financial planning and counseling services to correct deficiencies that may impede 


personal readiness if not addressed.  
 


4.3.  To mitigate adverse impact on minion readiness, the Military Departments shall target 
their most aggressive education and training efforts toward junior enlisted members and families, 
the highest risk group for financial difficulties.  


 
 


5.  RESPONSIBILITIES 
 


5.1.  The Principal Deputy Under Secretary of Defense (Personnel and Readiness), under the 
Under Secretary of Defense (Personnel and Readiness), or designee, shall:  
 


5.1.1.  Establish standards for the Military Services that support member financial 
readiness.  


 
5.1.2.  Ensure that DoD surveys include questions that assess the personal readiness of 


Service members.  
 
5.1.3.  Coordinate the survey results and Military Department date with the Joint Staff.  
 


5.2.  The Under Secretary of Defense (Comptroller) is responsible for the policy governing 
financial education requirements for on-installation banks and credit unions in the DoD  
700014-R, Volume 5, Chapter 34 (Reference (e)). 
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5.3.  The Secretaries of Military Departments and the Heads of the DoD Components shall 


ensure compliance with this Instruction, by establishing procedures and allocating resources to 
foster Service member (and spouse) competence in personal finance to support their personal 
readiness; and monitor to ensure on-installation banks and credit unions comply with the 
financial education requirements outlined in Reference (e), paragraphs 340307(h) and340408. 


 
 


6.  PROCEDURES 
 
Procedures applicable to this Instruction are provided in Enclosure 3.  
 
 
7.  EFFECTIVE DATE 
 
This Instruction is effective immediately. 
 
 


                                   
 
 Charles S. Abell 
 Principal Deputy Under Secretary of Defense 
 For Personnel and Readiness 
 
 
Enclosures - 3 
El.  References, continued  
E2.  Definitions  
E3.  Procedures for Personal Financial Management for Service Members 
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E1.  ENCLOSURE 1 
REFERENCES, continued 


 
(e) DoD 7000.14-R, “Department of Defense Financial Management Regulation,” Volume 5,  
 Chapter 34, current edition  
(f) Section 1056 of title 10, United States Code 
(g) DoD Directive 5500.7, “Standards of Conduct,” August 30, 1993
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E2.  ENCLOSURE 2 
 


DEFINITIONS 
 


E2.1.1.  Basic Understanding. To comprehend the underlying principles of a subject and 
apply them to every day life situations. 


 
E2.l.2. DoD Personnel.  Active duty, Guard, and Reserve component members of the 


Military Services and civilian employees including nonappropriated fund employees and special 
Government employees of all offices, agencies, and departments carrying out a function on a 
Defense installation.  


 
E2.1.3.  Extended Absence Financial Plan.  A plan developed by a Service member prior to 


deployment, specifying the following for the period of the absence: legal power of attorney to 
accomplish personal and financial requirements, a plan for meeting financial obligations, 
disposition of car and auto insurance, allotments by appropriate monthly expenditures, and 
disposition of other financial issues that might occur during the period of absence.  


 
E2.1.4.  Financial Planning and Counseling. The act of evaluating an individual’s or family’s 


income and expenditures and recommending short and long-term actions to achieve the financial 
goals and ensure individual, family, and mission readiness.  


 
E2.1.5.  Personal Financial Management Programs.  Programs conducted by trained 


counselors who provide personal and family financial planning education, information services, 
and assistance, including but not limited to, consumer education, advice and assistance on 
budgeting and debt liquidation, retirement planning, and savings mid investment counseling.  


 
E2.1.6.  Personal Readiness.  Service member’s responsibility to prudently maintain day-to-


day personal matters, and to adequately prepare for the management of personal responsibilities 
prior to departing on an extended absence, including: family matters and potential family 
contingencies, personal finances, personal property, and other personal obligations that may arise 
during an extended absence.  


 
E2.l.7.  Service Members.  Active duty, Guard, and Reserve component members of the 


Military Services. 
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E3.  ENCLOSURE 3 
 


PROCEDURES FOR PERSONAL FINANCIAL MANAGEMENT FOR SERVICE MEMBERS 
 
 


E3.1.1.  At a minimum, Services members shall receive assistance to accomplish the 
following: 


 
E3.1.1.1.  Within 3 months after arriving at the first permanent station, a Service member 


shall demonstrate a basic understanding of pay and entitlements, banking and allotments, 
checkbook management, budgeting arid saving (to include the thrift savings plan), insurance, 
credit management, car buying, permanent change of station moves (as required by Section 1056 
of title 10, United States Code, Reference (f)), and information on obtaining counseling or 
assistance on financial matters. 


 
E3.1.1.2.  Prior to any deployment that exceeds 4 weeks, a Military Service member shall 


be able to establish an extended absence financial plan as past of personal readiness preparation. 
 
E3.1.1.3.  Prior to assuming a leadership role as a supervisor, officers and 


noncommissioned officers shall have a basic understanding of policies and practices designed to 
protect junior military Service members within their command/supervisor, to include those 
policies and practices governing commercial solicitation as outlined in Reference (b). 


 
E3.1.2.  Instructional and informational materials shall be made available to Service 


members and families that assist them with critical life stages impacting personal finances (e.g., 
marriage, parenthood, college, and retirement). 


 
E3.1.3.  The Military Services shall provide information on personal finances to National 


Guard and Reserve personnel as an integral part of mobilization training. 
 
E3.1.4.  The Military Service members end their families shall be provided consumer 


information and assistance in handling consumer complaints. 
 
E3.1.5.  Programs shall be established to encourage spouses of Military Service members to 


participate in Personal Financial Management Programs. 
 
E3.1.6.  The Military Services may accept personal financial instruction and materials from 


organizations outside of the Department of Defense, as outlined in References (b) and (e). 
Preference should be extended to on-installation financial institutions to conduct financial 
education training and counseling as prescribed at Reference (e), paragraph 340408, as an 
integral part of financial service offerings, along with other on-installation personnel designated 
by the commander to perform this function.  An instructor from an accepted source most be 
monitored by DoD personnel during the period of instruction.  
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E3.1.7.  The Military Services shall respond to the request for age-appropriate classes or 


seminars to youth and teens as part of their school-age or youth education classes or activities at 
on-base Youth or Child Development facilities.  


 
E3.1.8.  The Commanders shall refer members in their commands for financial counseling 


and assistance by trained staff when notified of the members financial indebtedness.  
 
E3.l.9.  At a minimum one staff member within a family center shall be designated and 


trained to organize and execute financial planning and counseling programs for the military 
community.  Personnel hired, contracted. or serving part time as the primary expert on personal 
finances for the installation or region, shall meet the following criteria: 


 
E3.l.9.l.  Possess a baccalaureate degree from an accredited college or a combination of 


education and experiences, which equips him or her to serve as a personal financial management 
counselor and maintain national certification as an Accredited Financial Counselor. 


 
E3.1.9.2.  Read and understand References (a), (b) and (c) in addition to being briefed 


about the pertinent provisions of DoD Directive 5500,7, “Standards of Conduct,” August 30, 
1993 (Reference (g)). 


 
E3.l.9.3.  Receive continuing education on personal financial management on an annual 


basis and maintain professional certification. 
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1.  PURPOSE1.  PURPOSE.  This Instruction reissues DoD Instruction (DoDI) 3001.02 (Reference (a)), in 
accordance with the authority in DoD Directive (DoDD) 5124.02 (Reference (b)), to establish 
policy and assign responsibilities for accounting and reporting of specified DoD-affiliated 
personnel, within the continental United States (CONUS) and outside the continental United 
States (OCONUS), following a natural or manmade disaster (hereafter referred to collectively as 
“disaster”). 
 
 
2.  APPLICABILITY.  This Instruction applies to OSD, the Military Departments, the Office of 
the Chairman of the Joint Chiefs of Staff and the Joint Staff, the Combatant Commands, the 
Office of the Inspector General of the Department of Defense, the Defense Agencies, the DoD 
Field Activities, and all other organizational entities within the Department of Defense (hereafter 
referred to collectively as the “DoD Components”). 
 
 
3.  DEFINITIONS.  See Glossary. 
 
 
4.  POLICY.  It is DoD policy that: 
 
 a.  Personnel accountability is a shared responsibility between the commander and/or 
supervisor and the individual. 
 
 b.  All DoD Components shall commence internal accountability activities immediately upon 
the occurrence of a disaster. 
 
 c.  All DoD Components shall provide preplanned guidance and procedures to all assigned or 
attached personnel so they can establish accountability upon the occurrence of a disaster. 
 
 d.  All DoD Components shall report personnel accountability when directed. 
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 e.  All specified DoD-affiliated personnel who work or reside within the affected 
geographical area of a disaster as defined by the Chairman of the Joint Chiefs of Staff are 
required to positively and personally check in (i.e., physically, telephonically, or electronically), 
at the first available opportunity, with the appropriate authority or emergency call-in number 
established by the DoD Component. 
 
 f.  The Personnel Accountability Reporting System (PARS) will be the central repository 
used by all DoD Components when accomplishing personnel accountability upon the occurrence 
of a disaster.  EXCEPTION:  Information required by this Instruction that is determined to be 
classified in accordance with DoD 5200.1-R (Reference (c)) or to require protection due to 
operational security considerations in accordance with DoDD 5205.02 (Reference (d)) will be 
collected and maintained by a designated element of the Component on an appropriately 
classified system.  The Component office maintaining the information will provide it as required 
by this Instruction via an appropriately classified system.  Once provided, this information shall 
be maintained in classified channels. 
 
 
5.  RESPONSIBILITIES.  See Enclosure 2. 
 
 
6.  RELEASABILITY.  UNLIMITED.  This Instruction is approved for public release and is 
available on the Internet from the DoD Issuances Website at http://www.dtic.mil/whs/directives. 
 
 
7.  EFFECTIVE DATE.  This Instruction is effective immediately. 
 
 
 
 
  
 
 
  
Enclosures 
 1.  References 
 2.  Responsibilities 
 Glossary 
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ENCLOSURE 2 
 


RESPONSIBILITIES 
 
 
1.  UNDER SECRETARY OF DEFENSE FOR PERSONNEL AND READINESS 
(USD(P&R)).  The USD(P&R) shall: 
 
 a.  Be the focal point for coordinating personnel accounting requirements with the DoD 
Components. 
 
 b.  Establish the specific personnel categories to be accounted for reporting purposes when 
directed by the Secretary of Defense. 
 
 c.  Ensure Military OneSource is the central point of contact for distribution of information 
and referral services for Service members and DoD civilians and their families. 
 
 d.  Coordinate with the Assistant Secretary of Defense for Public Affairs for publication of 
the Military OneSource 1-800 call center telephone number and website 
(www.militaryonesource.com) in all media outlets. 
 
 
2.  PRINCIPAL DEPUTY UNDER SECRETARY OF DEFENSE FOR PERSONNEL AND 
READINESS (PDUSD(P&R)).  The PDUSD(P&R), under the authority, direction, and control 
of the USD(P&R), shall: 
 
 a.  Monitor the implementation and effectiveness of this Instruction. 
 
 b.  Ensure that transition assistance guidance, published in accordance with DoDD 1332.35 
(Reference (e)), includes the requirement to inform separating Service members who have a 
remaining Service obligation of the requirement to keep the Service concerned informed of their 
current address and contact information.  The appropriate Service will ensure this address 
information is forwarded to the Defense Manpower Data Center (DMDC). 
 
 
3.  ASSISTANT SECRETARY OF DEFENSE FOR RESERVE AFFAIRS (ASD(RA)).  The 
ASD(RA), under the authority, direction, and control of the USD(P&R), shall: 
 
 a.  Ensure guidance is published specifying that all members of the Ready Reserve are 
obligated to keep their Military Service informed of their current address and that this address 
information is forwarded to the DMDC. 
 
 b.  Place increased emphasis, in published guidance, on documenting the current addresses 
and contact information of members transferring from the Selected Reserve (SELRES) to the 
Individual Ready Reserve (IRR). 
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4.  DEPUTY UNDER SECRETARY OF DEFENSE FOR CIVILIAN PERSONNEL POLICY 
(DUSD(CPP)).  The DUSD(CPP), under the authority, direction, and control of the USD(P&R), 
shall: 
 
 a.  Develop DoD-wide guidance for recording emergency contact information for DoD 
civilian employees. 
 
 b.  Require emergency contact information be reviewed and validated by all DoD civilian 
employees annually at a minimum.  The designated form for recording emergency contact 
information is the DD Form 93, “Record of Emergency Data.” 
 
 c.  Inform employees that DD Form 93 information is for use as defined in the purpose 
statement of the form.  The information provided on the DD Form 93 has no correlation with, or 
impact upon, any other form an employee may have completed with the Department of Defense 
or another employer. 
 
 d.  Coordinate directly with the DMDC regarding the format and submission of any civilian 
employee report being submitted to organizations outside the Department of Defense. 
 
 
5.  DIRECTOR, DMDC.  The Director, DMDC, under the authority, direction, and control of the 
USD(P&R), shall: 
 
 a.  Provide the initial baseline totals to the DoD Components for all specified personnel 
categories as identified in this Instruction, upon request from the Chairman of the Joint Chiefs of 
Staff. 
 
 b.  Coordinate with the DoD Components to account to the reconciled DMDC baseline as 
required until all reportable personnel have been accounted for, or upon notification by 
USD(P&R) memorandum that reporting is suspended. 
 
 c.  Serve as the single DoD point of contact for collecting and maintaining personnel 
accountability information for the DoD Components. 
 
 d.  Administer the PARS. 
 
  (1)  Distribute PARS reports via the PARS Web application, and by other means upon 
request.  Ensure all geographic Combatant Commanders are on distribution for the daily PARS 
reports. 
 
  (2)  Develop, maintain, and update PARS reporting files. 
 
  (3)  Upon receipt of a completed DD Form 2875, “System Authorization Access Request 
(SAAR),” available at http://www.dtic.mil/whs/directives/infomgt/forms/formsprogram.htm, 
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provide the requester with the data element files for the personnel accountability baseline and 
reporting requirements.  Provide immediate updates as data element changes occur. 
 
  (4)  Support Service-specific and national-level exercises with the initial baseline data. 
 
  (5)  Provide a PARS reporting capability in support of Service-specific and national-level 
exercises. 
 
 e.  Assist the assigned Service liaison personnel to enhance the quality of their Service’s data 
provided to the DMDC Defense Enrollment Eligibility Reporting System (DEERS). 
 
 f.  Develop, in coordination with the DoD Components, the necessary actions to effect near-
real-time reporting for personnel accounting purposes. 
 
 
6.  HEADS OF THE DoD COMPONENTS.  The Heads of the DoD Components shall: 
 
 a.  Appoint a personnel accountability program manager who will serve as the Component 
subject matter expert on personnel accountability.  The program manager will complete and 
submit a DD Form 2875 to the Director, DMDC, to request user account access to the PARS.  
EXCEPTION:  Those Components, identified by the Chairman of the Joint Chiefs of Staff, that 
require a classified reporting capability, as identified in paragraph 4.f. above the signature of this 
Instruction, are not required to obtain access to PARS. 
 
 b.  Establish procedures within each Component to provide for the most expeditious 
accountability of personnel in the following categories: 
 
  (1)  Active duty members. 
 
  (2)  SELRES members. 
 
  (3)  DoD civilian employees (including nonappropriated fund employees). 
 
  (4)  Family members of active duty and SELRES members who are identification (ID) 
card holders and those members reflected in the DEERS without an ID card (e.g., children under 
10 years of age). 
 
  (5)  Family members of DoD civilian employees who are receiving benefits associated 
with being evacuated to an authorized safe haven.  With respect to civilian employees, these 
procedures will include voluntarily providing family member information prior to a disaster.  
Providing this information is required to receive needed benefits and/or assistance upon the 
occurrence of a natural or manmade disaster. 
 
  (6)  OCONUS DoD-affiliated contractors, excluding foreign nationals. 
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 c.  Ensure all personnel are provided the necessary information and guidance to check in 
upon the occurrence of a disaster. 
 
 d.  Ensure procedures include multiple and redundant means of communication in case of 
circumstances in which normal communication means are disrupted or nonexistent. 
 
 e.  Ensure that emergency call-in numbers are toll-free to allow maximum opportunity for 
accountability without cost to personnel. 
 
 f.  Provide a telecommunications device for the deaf, or TDD line, for hearing impaired 
employees. 
 
 g.  Provide Military OneSource with 1-800 emergency call-in numbers for posting on 
Military OneSource.  Emergency contact information (name of unit, emergency contact numbers, 
and a point of contact) can be sent to Military OneSource electronically at 
milcontent@militaryonesource.com, or assistance can be provided at 1-800-342-9647.  
Emergency numbers will be kept current for immediate posting in the event of a disaster. 
 
 h.  Require all managers, supervisors, and employees over which they have cognizance to 
understand and accomplish their personnel accountability roles and responsibilities, as stated in 
section 4 above the signature of this Instruction, understand and emphasize the urgency in 
effecting these roles and responsibilities in the event of a disaster, and carry out annual exercises, 
consistent with the guidance contained in this Instruction. 
 
 i.  Ensure all reportable casualties are reported according to DoDI 1300.18 (Reference (f)) 
and included in personnel accountability reports as required.  The DoD Components, other than 
the Military Departments, generally do not have a formalized casualty reporting system.  See 
Enclosure 6 of Reference (f) for the necessary assistance. 
 
 j.  Ensure that noncombatant evacuation operation tracking systems are in place to fully 
support the Department of the Army, as the Executive Agent for repatriation during 
noncombatant evacuation operations, according to DoDD 3025.14 (Reference (g)). 
 
 k.  Implement emergency contact procedures as part of theater entry requirements under the 
provisions of DoDD 1400.31 (Reference (h)) and DoDIs 1400.32, 1100.22, and 3020.41 
(References (i) through (k), respectively).  All DoD-affiliated personnel, to include civilian 
employees and contractors, prior to entry into a possible theater of operations, will have current 
emergency contact information on file in a centralized electronic database.  The DD Form 93 
shall be used for this purpose.  Emergency contact rosters that may include cellular telephone 
numbers, personal e-mail addresses, and alternate addresses may be maintained to facilitate 
communications under emergency situations. 
 
 l.  Commence personnel accountability reporting using the PARS when directed by the 
Chairman of the Joint Chiefs of Staff.  EXCEPTION:  Those Components identified by the 
Chairman of the Joint Chiefs of Staff as requiring a classified reporting capability will complete 
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the manual disaster personnel accountability report (DPAR) as outlined in the Chairman of the 
Joint Chiefs of Staff Manual 3150.13C (Reference (l)). 
 
 m.  When reporting is directed, get the baseline population from the PARS and report 
updates to the PARS at least daily, if applicable 
 
 n.  Establish internal procedures to monitor compliance with this Instruction, to include 
monitoring the status of separating Service members with remaining obligated service pursuant 
to DoDI 1304.25 (Reference (m)). 
 
 o.  Direct the Component or Service lead exercise planner to coordinate with the DMDC to 
enable a PARS report capability during an exercise. 
 
 
7.  INSPECTORS GENERAL OF THE DoD COMPONENTS.  The Inspectors General of the 
DoD Components shall: 
 
 a.  Conduct inspections biannually, beginning in calendar year 2011, of the personnel 
accountability programs in their respective Components to ensure compliance with this 
Instruction. 
 
 b.  Upon completion of such inspections, forward a copy of the personnel accountability 
program inspection report to the USD(P&R) (ATTN:  Military Community and Family Policy) 
and a courtesy copy to the DoD Inspector General (ATTN:  Inspections and Evaluations).  The 
report is due in February 2012 and in February of every even-numbered year thereafter. 
 
 
8.  CHAIRMAN OF THE JOINT CHIEFS OF STAFF.  The Chairman of the Joint Chiefs of 
Staff shall: 
 
 a.  Notify the USD(P&R) each time DoD Component reporting is implemented. 
 
 b.  Conduct a joint staff analysis to determine the magnitude of widespread injury or death to 
DoD-affiliated personnel, the scope of which is not readily obtainable or is unclear, following a 
disaster. 
 
 c.  Establish, in conjunction with the Federal Emergency Management Agency (FEMA) 
when applicable, the geographical area of coverage for personnel accounting by the DoD 
Components. 
 
 d.  Coordinate with the Director, DMDC, to establish the initial personnel baseline for all 
required personnel categories. 
 
 e.  Identify, and formally notify, those Components or Agencies requiring a classified 
reporting capability of the manual reporting requirements contained in Reference (l). 
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 f.  Coordinate with the DoD Components to reconcile the PARS baseline, if applicable, as 
required until all reportable personnel have been accounted for or until directed to cease 
reporting. 
 
 g.  Establish, in coordination with the DMDC, the specific reporting timelines following the 
occurrence of a disaster. 
 
 h.  Direct commencement of personnel accountability from the DoD Components upon the 
occurrence of a disaster. 
 
 i.  Recommend to the USD(P&R) when personnel reporting should be suspended. 
 
 j.  Include guidance in Reference (l) addressing the use of the PARS as the system of record 
of personnel accountability in the event of a natural or manmade disaster or the manual DPAR 
for select agencies or components. 
 
 k.  Coordinate with the Secretaries of the Military Departments and Combatant Commanders 
on personnel accounting actions and reports in conjunction with noncombatant evacuation 
operations according to Reference (g). 
 
 l.  Include disaster personnel accountability requirements in national-level exercises when 
scenario-supported.
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GLOSSARY 
 


PART I.  ABBREVIATIONS AND ACRONYMS 
 


ASD(RA) Assistant Secretary of Defense for Reserve Affairs
  
CONUS continental United States
  
DEERS Defense Enrollment Eligibility Reporting System
DMDC Defense Manpower Data Center
DoDD DoD Directive 
DoDI DoD Instruction 
DPAR disaster personnel accountability report
DUSD(CPP) Deputy Under Secretary of Defense for Civilian Personnel Policy 
  
FEMA Federal Emergency Management Agency
  
ID identification 
IRR Individual Ready Reserve
  
OCONUS outside the continental United States
  
PARS Personnel Accountability Reporting System
PDUSD(P&R) Principal Deputy Under Secretary of Defense for Personnel and Readiness
  
SELRES Selected Reserve 
  
TDD telecommunications device for the deaf
  
USD(P&R) Under Secretary of Defense for Personnel and Readiness 
 
 


PART II.  DEFINITIONS 
 
These terms and their definitions are for the purpose of this Instruction. 
 
accounted for.  A person’s status and whereabouts have been confirmed by a commander and/or 
supervisor.  Family members of a person in a desertion status will not be accounted for and will 
be reconciled off the DMDC baseline.  A DoD Component shall consider its personnel 
accounted for when: 
 
 The person is physically present. 
 
 The person has been contacted or has made contact (i.e., by telephone or other means). 
 
 The person is in an official status of unauthorized absence, desertion, deceased, or missing.  
The person will not be physically accounted for and will be reconciled off the PARS baseline. 
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 The employee or military member indicates his or her family members are accounted for or 
accountability is verified through other means. 
 
civilian employee.  Appropriated fund (DoD civilian employees) and nonappropriated fund 
employees.  This does not include foreign national employees OCONUS. 
 
contractor.  An employee of a firm, corporation, partnership, association, or other legal non-
Federal entity that enters into a contract directly with the Department of Defense to furnish 
services, supplies, or construction and working in and/or on a DoD facility, including 
commercial facilities.  Foreign governments, representatives of foreign governments, or foreign 
corporations wholly owned by foreign governments that have entered into contracts with the 
Department of Defense are not defense contractors. 
 
DoD-affiliated personnel.  Individuals who are members of groups associated with the 
Department of Defense.  These groups include Military Service members (active duty and Guard 
and SELRES), DoD civilian employees paid from appropriated or nonappropriated funds, DoD-
funded contractors, and dependent family members of DoD-affiliated personnel.  This definition 
does not include the IRR and Military or DoD civilian retirees and annuitants. 
 
family member.  The family members of DoD-affiliated personnel including: 
 
 Family members of active duty and SELRES members who are ID card holders and those 
members reflected in DEERS without an ID card (e.g., children under 10 years of age). 
 
 Family members of OCONUS civilian employees and contractors who are eligible to receive 
benefits. 
 
 Family members of CONUS civilian employees who are receiving benefits pursuant to 
Volume 2 of the Joint Travel Regulations (Reference (n)) associated with evacuation to an 
authorized safe haven. 
 
geographical area of coverage.  An area established by the Chairman of the Joint Chiefs of Staff, 
in conjunction with FEMA, when applicable, in which DoD-affiliated personnel accountability 
will be accomplished, using the PARS, upon the occurrence of a natural or manmade disaster. 
 
OCONUS.  Locations outside the continental United States, including the States of Hawaii and 
Alaska, the Commonwealth of Puerto Rico, Guam, the Commonwealth of the Northern Mariana 
Islands, and U.S. territories. 
 
personnel accountability.  The process of determining the status and whereabouts of all assigned 
or attached personnel at the social security number level of detail. 
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SUBJECT: DoD Privacy Impact Assessment (PIA) Guidance 
 
References: See Enclosure 1 
 
 
1.  PURPOSE.  This Instruction: 
 
 a.  Establishes policy and assigns responsibilities for completion and approval of PIAs in 
accordance with the guidance in DoD Instruction 5025.01 (Reference (a)) and the authority in 
DoD Directive 5144.1 (Reference (b)).  
 
 b.  Provides procedures for the completion and approval of PIAs in the Department of 
Defense to meet the statutory requirement as stated in section 208 of Public Law 107-347 
(Reference (c)) to analyze and ensure personally identifiable information (PII) in electronic form 
is collected, stored, protected, used, shared, and managed in a manner that protects privacy.  
These procedures also support Office of Management and Budget (OMB) Memorandum  
M-03-22 (Reference (d)).   
 


c.  Supersedes DoD Deputy Chief Information Officer (CIO) Memorandum (Reference (e)). 
 
 
2.  APPLICABILITY AND SCOPE.  This Instruction applies to: 
 
 a.  OSD, the Military Departments, the Office of the Chairman of the Joint Chiefs of Staff 
and the Joint Staff, the Combatant Commands, the Office of the Inspector General of the 
Department of Defense, the Defense Agencies, the DoD Field Activities, and all other 
organizational entities within the Department of Defense (hereafter referred to collectively as the 
“DoD Components”). 
 
 b.  DoD information systems and electronic collections including those supported through 
contracts with external sources that collect, maintain, use, or disseminate PII about members of 
the public, Federal personnel, contractors, or in some cases foreign nationals.   
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3.  DEFINITIONS.  Unless otherwise noted, these terms and their definitions are for the purpose 
of this Instruction. 
 


a.  DoD Information System.  Defined in DoDD 8500.01E (Reference (f)). 
 
b.  electronic collection.  Any collection of information enabled by information technology. 
 
c.  Federal personnel.  Defined in DoD 5400.11-R (Reference (g)). 
 
d.  National Security System.  Defined in subchapter III of chapter 35 of title 44, U.S.C.  


(Reference (h)). 
 
e.  PII.  Defined in DoDD 5400.11 (Reference (i)). 
 
f.  PIA.  Defined in Reference (d). 


 
 
4.  POLICY.  It is DoD policy that: 
 
 a.  PIAs are completed on DoD information systems and electronic collections that collect, 
maintain, use, or disseminate PII in order to: 
 
  (1)  Ensure PII handling conforms to applicable legal, regulatory, and policy 
requirements regarding privacy; 
 
  (2)  Determine the need, privacy risks, and effects of collecting, maintaining, using, and 
disseminating PII in electronic form; and 
 
  (3)  Examine and evaluate protections and alternative processes to mitigate potential 
privacy risks. 
 
 b.  PIAs are performed when PII about members of the public (Reference (c)), Federal 
personnel, contractors or foreign nationals employed at U.S. military facilities internationally, is 
collected, maintained, used, or disseminated in electronic form.   
 
 
5.  RESPONSIBILITIES.  See Enclosure 2. 
 
 
6.  PROCEDURES.  See Enclosure 3. 
 
 
7.  RELEASABILITY.  UNLIMITED.  This Instruction is approved for public release and is 
available on the Internet from the DoD Issuances Web Site at http://www.dtic.mil/whs/directives.  
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8.  EFFECTIVE DATE.  This Instruction is effective immediately. 
 
 
 
 
 
 
 
 
 
Enclosures 
 1.  References 
 2.  Responsibilities 
 3.  Procedures 
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ENCLOSURE 1 
 


REFERENCES 
 


 
(a) DoD Instruction 5025.01, “DoD Directives Program,” October 28, 2007 
(b) DoD Directive 5144.1, “Assistant Secretary of Defense for Networks and Information 
 Integration/DoD Chief Information Officer (ASD(NII)/DoD CIO),” May 2, 2005 
(c) Section 208 of Public Law 107-347, “E-Government Act of 2002,” December 17, 2002 
(d) Office of Management and Budget (OMB) Memorandum M-03-22, “OMB Guidance for  
 Implementing the Privacy Provisions of the E-Government Act of 2002,”  
 September 26, 2003 
(e) DoD Deputy Chief Information Officer Memorandum, “Department of Defense (DoD)  
 Privacy Impact Assessment (PIA) Guidance,” October 28, 2005 (hereby canceled) 
(f) DoD Directive 8500.01E, “Information Assurance (IA),” October 24, 2002 
(g) DoD 5400.11-R, “Department of Defense Privacy Program,” May 14, 2007 
(h) Subchapter III of Chapter 35 of title 44, United States Code 
(i) DoD Directive 5400.11, “DoD Privacy Program,” May 8, 2007  
(j) Sections 552 and 552a of title 5, United States Code 
(k) DoD Instruction 8510.01, “DoD Information Assurance Certification and Accreditation 
 Process (DIACAP),” November 28, 2007 
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ENCLOSURE 2 
 


RESPONSIBILITIES 
 


 
1.  ASSISTANT SECRETARY OF DEFENSE FOR NETWORKS AND INFORMATION 
INTEGRATION/DoD CHIEF INFORMATION OFFICER (ASD(NII)/DoD CIO).  The 
ASD(NII)/DoD CIO shall: 
 
 a.  Serve as the DoD principal point of contact for IT matters relating to DoD PIAs. 
 
 b.  Provide Department-wide guidance with respect to conducting, reviewing, and publishing 
PIAs. 
 
 c.  Maintain a DoD Web site that enables public access to approved PIAs or summary PIAs. 
 
 d.  Collect and provide pertinent information to compile Congressional and OMB reports.  
 
 e.  Report PIA statistical information to the DoD Senior Agency Official for Privacy for 
inclusion in the annual report to OMB. 
 
 f.  Submit DoD Component Chief Information Officer (CIO)-approved PIAs to OMB, as 
required.   
 
 
2.  DIRECTOR OF ADMINISTRATION AND MANAGEMENT (DA&M).  As the senior 
agency official for privacy, in accordance with Reference (i), the DA&M shall: 
 
 a.  Serve as the DoD principal point of contact for privacy policies.  
 
 b.  Provide advice and assistance on privacy matters impacting DoD PIAs. 
 
 c.  Maintain a DoD public Web site that contains a link to ASD(NII)/DoD CIO PIA 
information. 
 
 
3.  GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE.  The General Counsel of 
the Department of Defense shall provide advice and assistance on all legal matters arising out of, 
or incident to, the administration of PIAs. 
 
 
4.  HEADS OF THE DoD COMPONENTS.  The Heads of the DoD Components shall: 
 
 a.  Ensure the DoD Component CIOs and Privacy Officials comply with this Instruction. 
 
 b.  Establish necessary policies and procedures to implement this Instruction. 
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c.  Ensure the DoD Components adhere to the PIA requirements prescribed in References (c) 


and (d) and the DoD-specific requirements in this Instruction.     
 


d.  Minimize the collection and use of PII to the extent practicable as set forth in  
Reference (i). 
 
  
5.  DoD COMPONENT CIOs.  The DoD Component CIOs shall: 
 
 a.  Serve as the DoD Component PIA review and approval official. 
 
 b.  Ensure that DoD information systems and electronic collections that collect, maintain, 
use, or disseminate PII about members of the public, Federal personnel, contractors or foreign 
nationals employed at U.S. military facilities internationally, have a PIA completed by the office 
responsible for the DoD information system or electronic collection. 
 
 c.  Ensure PIAs are completed according to the guidance provided in this Instruction. 
 
 d.  Ensure PIA coordination between the office submitting the PIA request and Component 
information assurance and privacy officials. 
 
 e.  Forward electronic copies of PIAs to the DoD CIO at pia@osd.mil.  DoD Components 
will no longer submit PIAs directly to OMB.  PIAs required to be submitted to OMB will be 
forwarded by ASD(NII)/DoD CIO.   
  
 f.  Post approved PIAs, DD Form 2930, Sections 1 and 2 only, on the DoD Component’s 
public Web site and e-mail the URL address to pia@osd.mil.  
 
 g.  Within 120 days of the effective date of this Instruction, submit DoD Component CIOs’ 
PIA implementation guidance to the OASD(NII)/DoD CIO for approval if different from this 
guidance. 
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ENCLOSURE 3 
 


PROCEDURES 
 
 
1.  DETERMINATION OF NEED.  The Program Manager or designee will review the DoD 
information system or electronic collection to determine if PII is collected, maintained, used, or 
disseminated about members of the public, Federal personnel, contractors or foreign nationals 
employed at U.S. military facilities internationally. 
 
 a.  A PIA is not required if: 
 
  (1)  No PII is collected. 
 
  (2)  The information system is a National Security System in accordance with  
References (c) and (d).  Although the PIA requirements exclude National Security Systems, 
privacy implications are to be considered for all DoD information systems and electronic 
collections that collect PII.  When assessing the impact on privacy, DoD Components will be 
guided by the privacy principles set forth in References (g) and (i). 
 
 b.  If PII is collected, a PIA or updated PIA is required for the following conditions: 
 


(1)  For existing DoD information systems and electronic collections for which a PIA has 
not previously been completed, including systems that collect PII about Federal personnel and 
contractors. 


 
(2)  In accordance with Reference (d), for new information systems or electronic 


collections: 
 


(a)  Prior to developing or purchasing new information systems or electronic 
collections;  


 
(b)  When converting paper-based records to electronic systems; or, 
 
(c)  When functions applied to an existing information collection change anonymous 


information into PII. 
 
  (3)  For DoD information systems or electronic collections with a completed PIA, when 
change creates new privacy risks including the examples stated in subparagraphs 1.b.(3)(a) 
through 1.b.(3)(f). 
 
   (a)  Significant System Management Changes.  When new uses of an existing IT 
system, including application of new technologies, significantly change how PII is managed in 
the system.  For example, when an agency employs new relational database technologies or 
Web-based processing to access multiple data stores, such additions could create a more open 
environment and avenues for exposure of data that previously did not exist.  
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   (b)  Significant Merging.  When agencies adopt or alter business processes so that 
government databases holding PII are merged, centralized, matched with other databases, or 
otherwise significantly manipulated.  For example, when databases are merged to create one 
central source of information, such a link may aggregate data in ways that create privacy 
concerns not previously at issue.  
 
   (c)  New Public Access.  When user-authenticating technology (e.g., password, 
digital certificate, biometric) is newly applied to an electronic information system accessed by 
members of the public. 
 
   (d)  Commercial Sources.  When agencies systematically incorporate into existing IT 
systems databases of PII purchased or obtained from commercial or public sources.  Merely 
querying such a source on an ad hoc basis using existing technology does not trigger the PIA 
requirement. 
 
   (e)  New Interagency Uses.  When Federal agencies work together on shared 
functions involving significant new uses or exchanges of PII, such as the cross-cutting  
E-Government initiatives.   
 
   (f)  Alteration in Character of Data.  When new PII added to a collection raises the 
risks to personal privacy (e.g., the addition of health or financial information). 
   
 c.  No PIA is required where information relates to internal Government operations, when 
information has been previously assessed under an evaluation similar to a PIA (e.g., data use 
agreement), where privacy issues are unchanged from a previous assessment of PII, or as stated 
in subparagraphs 1.c.(1) through 1.c.(3) below, in accordance with Reference (d). 
 
  (1)  For Government-run public Web sites where the user is given the option of 
contacting the site operator for the limited purposes of providing feedback (e.g., questions or 
comments) or obtaining additional information;  
 
  (2)  When all elements of a PIA are addressed in a matching agreement governed by the 
computer matching provisions of the Privacy Act of 1974 (sections 552a(a)(8-10), (e)(12), (o), 
(p), (q), (r), and (u) of title 5, United States Code (Reference (j)), which specifically provides 
privacy protection for matched information; and  
 
  (3)  When all elements of a PIA are addressed in an interagency agreement permitting the 
merging of data for strictly statistical purposes and where the resulting data are protected from 
improper disclosure and use.  
 
 
2.  PIA COMPLETION AND APPROVAL  
 
 a.  The PIA will be prepared using DD Form 2930, “Privacy Impact Assessment (PIA)” 
available on the Internet from the DoD Forms Management Web Site at 
http://www.dtic.mil/whs/directives/infomgt/forms/formsprogram.htm. 
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b.  Completion of the PIA requires coordination by the Program Manager or designee 


through the Information Assurance Manager and Privacy Representative at the local level. 
 
 c.  The DoD Component Senior Information Assurance Officer shall review completed PIAs 
and confirm compliance with DoD information assurance policies, to include, if required, that 
the “Privacy Impact Assessment Required” data element is appropriately documented in System 
Identification Profiles in accordance with DoD Instruction 8510.01 (Reference (k)).  
 
 d.  The DoD Component Privacy Officer shall review completed PIAs and confirm 
compliance with References (g) and (i). 


 
 e.  The DoD Component CIOs shall serve as the DoD Component PIA final review and 
approval official. 
 
 
3.  PUBLISHING 
 
 a.  Each DoD Component will maintain a central repository of its PIAs on the Component’s 
public Web site until PII is no longer maintained in the system or the system is not in operation.  
 
 b.  Publish only Sections 1 and 2 of DD Form 2930. 
 
 c.  If Sections 1 and 2 of DD Form 2930 contain information that would raise security 
concerns or reveal classified or sensitive information, the DoD Component can restrict the 
publication of the assessment.  Such information shall be protected and handled consistent with 
the Freedom of Information Act, section 552 of Reference (j). 
 
 d.  The DoD CIO PIA Web site will be the central link to the Component PIA Web sites. 
 
 
4.  SUBMISSION.  DoD Components will submit an electronic copy of each approved PIA to 
the DoD CIO at pia@osd.mil.   
 
 
5.  REVIEW AND UPDATE CYCLE  
 


a.  Review and update of existing PIAs for DoD information systems must be synchronized 
with the information system’s certification and accreditation (C&A) cycle.   


 
b.  Review and update of existing PIAs for electronic collections must be completed within  


3 years of PIA approval date.   
 
 c.  Review and update of a PIA is required when a significant system change or a change in 
privacy or security posture occurs.   
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DA&M 
 
SUBJECT:   DoD Freedom of Information Act (FOIA) Program 
 
References: (a) DoD Directive 5400.07, “DoD Freedom of Information Act (FOIA) 


Program,” October 28, 2005 (hereby cancelled) 
 (b) Section 552 of title 5, United States Code 
 (c) DoD 5400.7-R, “DoD Freedom of Information Act Program,”  
  September 4, 1998  
 (d) Executive Order 13392, “Improving Agency Disclosure of Information,” 


December 19, 2005  
 (e) through (ij), see Enclosure 1 
 
 
1.  PURPOSE 
  
This Directive: 


 
1.1.  Reissues Reference (a) to update policies and responsibilities for implementing the DoD 


FOIA Program in accordance with Reference (b) (commonly known as the “FOIA”). 
 
1.2.  Continues to authorize Reference (c) to implement the FOIA Program. 
 
1.3.  Implements Reference (d) within the Department of Defense. 
 
1.4.  Continues to delegate authorities and responsibilities for the effective administration of 


the FOIA Program consistent with DoD Directive 5105.53 (Reference (e)). 
 
 
2.  APPLICABILITY 


 
This Directive applies to: 


 
2.1.  The Office of the Secretary of Defense (OSD), the Military Departments, the Office of 


the Chairman of the Joint Chiefs of Staff and the Joint Staff, the Combatant Commands, the 
Office of the Inspector General of the Department of Defense, the Defense Agencies, the DoD 
Field Activities, and all other organizational entities in the Department of Defense (hereafter 
referred to collectively as the “DoD Components”). 
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2.2.  National Security Agency/Central Security Service records, unless the records are 
exempt according to section 402 of title 50, United States Code (U.S.C.) (Reference (f)).   


 
2.3.  Defense Intelligence Agency, National Reconnaissance Office, and National Geospatial-


Intelligence Agency records, unless the records are exempt according to section 403-5e of 
Reference (f); sections 424 and 455 of title 10, U.S.C. (Reference (g)); or other applicable law. 
 
 
3.  POLICY 
 
It is DoD policy to: 


 
3.1.  Promote transparency and accountability by adopting a presumption in favor of 


disclosure in all decisions involving the FOIA; responding promptly to requests in a spirit of 
cooperation; and by taking affirmative steps to make public trust by making the maximum 
amount of information available to the public, in both hard copy and electronic formats, on the 
operation and activities of the Department of Defense, consistent with the DoD responsibility to 
protect national security and other sensitive DoD information.  


 
3.2.  Allow a requester to obtain records from the Department of Defense that are available 


through other public information services without invoking the FOIA. 
 
3.3.  Make available, according to the procedures established by Reference (c), DoD records 


requested by a member of the public who explicitly or implicitly cites the FOIA. 
 
3.4.  Answer promptly all other requests for DoD information and records under established 


procedures and practices. 
 
3.5.  Release DoD records to the public unless those records are exempt from disclosure as 


outlined in Reference (b). 
 
3.6.  Process requests by individuals for access to records about themselves contained in a 


Privacy Act system of records according to the procedures set forth in DoD 5400.11-R 
(Reference (h)) and this Directive, as amplified by Reference (c). 
 


3.7.  Provide FOIA requesters with citizen-centered ways to learn about the FOIA process, 
about DoD records that are publicly available, and about the status of a FOIA request and 
appropriate information about the DoD response. 


 
3.8.  Work with the Office of Government Information Services to resolve disputes between 


FOIA requesters and DoD. 
 
 
4.  RESPONSIBILITIES 


 
4.1.  The Director, Administration and Management, (DA&M) shall:  


 
4.1.1.  Serve as the DoD Chief FOIA Officer in accordance with Reference (db). 
 


Change 1, 07/28/2011 2







  DoDD 5400.07, January 2, 2008 


4.1.2.  Direct and oversee the DoD FOIA Program to ensure compliance with the policies 
and procedures that govern administration of the program.  


 
4.1.3.  Designate the FOIA Public Liaisons for the Department of Defense in accordance 


with Reference (db).  The FOIA Public Liaisons for OSD, the Office of the Chairman of the 
Joint Chiefs of Staff, and the Combatant Commands shall be appointed from the Defense 
Freedom of Information Policy Office (DFOIPO). 


 
4.1.4.  Prepare and submit to the Attorney General the DoD Annual Freedom of 


Information Act Report as required by Reference (b) and other reports as required by Reference 
(d). 


 
4.1.5.  Serve as the appellate authority for appeals to the decisions of the respective Initial 


Denial Authorities within OSD, the Office of the Chairman of the Joint Chiefs of Staff, the DoD 
Field Activities (listed in Reference (c)), and the Combatant Commands.  The DA&M may 
delegate this responsibility to an appropriate member of the DA&M or Washington Headquarters 
Services (WHS) staff. 


 
4.1.6.  Prepare and maintain a DoD issuance and other discretionary information to 


ensure timely and reasonably uniform implementation of the FOIA in the Department of 
Defense. 


 
4.1.7.  Provide input to the DoD Open Government Plan as required by paragraph 3.a.vi. 


of Office of Management and Budget Memorandum M-10-06 (Reference (i)). 
 


 4.2.  The Director, WHS, under the authority, direction, and control of the DA&M, shall 
administer the FOIA Program, inclusive of training, for OSD and the Office of the Chairman of 
the Joint Chiefs of Staff. 


 
4.3.  The General Counsel of the Department of Defense shall: 
 
 4.3.1.  Provide uniformity in the legal interpretation of this Directive. 
 
 4.3.2.  Ensure affected OSD legal advisors, public affairs officers, and legislative affairs 


officers are aware of releases through litigation channels that may be of significant public, 
media, or Congressional interest or of interest to senior DoD officials. 


 
 4.3.3.  Establish procedures to centralize processing of FOIA litigation documents when 


deemed necessary. 
 
4.4.  The Under Secretary of Defense for Intelligence shall establish uniform procedures 


regarding the declassification of national security information made pursuant to requests 
invoking the FOIA. 


 
4.5.  The Heads of the DoD Components shall: 


 
4.5.1.  Internally administer the DoD FOIA Program; publish any instructions necessary 


for the administration of this Directive within their Components that are not prescribed by this 
Directive or by other DA&M issuances in the Federal Register. 
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4.5.2.  Serve as, or appoint another Component official as, the FOIA appellate authority 


for the Component. 
 
4.5.3.  Establish one or more FOIA Requester Service Centers as prescribed by Reference 


(d). 
 
4.5.4.  Submit names of personnel to the DA&M for designation as FOIA Public 


Liaisons. 
 
4.5.5.  Ensure that their respective chains of command, affected legal advisors, public 


affairs officers, and legislative affairs officers are aware of releases through the FOIA, inclusive 
of releases through litigation channels, that may be of significant public, media, or Congressional 
interest or of interest to senior DoD officials and that their FOIA offices provide DFOIPO with 
information copies of significant FOIA requests and advance notification of proposed responses. 


 
4.5.6.  Conduct training on the provisions of this Directive and References (b) and (c) for 


officials and employees who implement the FOIA. 
 
4.5.7.  Ensure their FOIA Public Liaisons submit to the DA&M, through DFOIPO, DoD 


Component inputs to the DoD FOIA Annual Report prescribed in References (c) and (d) and 
other reports or data requested by the DA&M.   


 
4.5.8.  Make the records specified in section 552(a)(2) of Reference (b), unless such 


records are published and copies are offered for sale, available for public inspection and copying 
in an appropriate facility or facilities according to rules published in the Federal Register.  These 
records shall be made available to the public in both hard copy and electronic formats.  


 
4.5.9.  Maintain and make current indices of all records available for public inspection 


and copying as required by section 552(a)(2) of Reference (b). 
 


 
5.  INFORMATION REQUIREMENTS 
 
The reporting requirements of Reference (c) have been assigned Report Control Symbol DD-
DA&M(A)1365 in accordance with DoD 8910.1-M (Reference (ij)). 
 
 
6.  RELEASABILITY. UNLIMITED.  This Directive is approved for public release. Copies may 
be obtained through and is available on the Internet from the DoD Issuances Website at 
http://www.dtic.mil/whs/directives. 
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7.  EFFECTIVE DATE   
 
This Directive is effective immediately. 


 
 
 


  
 Gordon England  
 
Enclosure  


E1.  References, continued
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E1.  ENCLOSURE 1 


 
REFERENCES, continued 


 
 


(e) DoD Directive 5105.53, “Director of Administration and Management (DA&M),”  
 November 23, 1998 February 26, 2008 
(f) Sections 402 and 403-5e of title 50, United States Code 
(g) Sections 424 and 455 of title 10, United States Code 
(h) DoD 5400.11-R, “Department of Defense Privacy Program,” May 14, 2007 
(i) Office of Management and Budget Memorandum M-10-06, “Open Government Directive,” 


December 8, 2009 
(ij) DoD 8910.1-M, “Department of Defense Procedures for Management of Information 


Requirements,” June 30, 1998   
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Department of Defense


INSTRUCTION


NUMBER 8500.2
February 6, 2003


ASD(C3I)


SUBJECT:  Information Assurance (IA) Implementation 


References:  (a)  DoD Directive 8500.1, "Information Assurance," October 24, 2002
(b)  DoD 5025.1-M, "DoD Directives System Procedures," current edition
(c)  National Security Telecommunications and Information Systems 


Security Instruction (NSTISSI) No. 4009, "National Information 
Systems Security Glossary," September 2000 1


(d)  DoD Directive 8000.1, "Management of DoD Information Resources 
and Information Technology," February 27, 2002


(e)  through (ah), see enclosure 1


1.  PURPOSE 


This Instruction:


1.1.  Implements policy, assigns responsibilities, and prescribes procedures for 
applying integrated, layered protection of the DoD information systems and networks 
under reference (a).


1.2.  Authorizes the publication of DoD 8500.2-H, consistent with DoD 5025.1-M 
(reference (b)).
 _____________
1 Available at http://www.nstissc.gov/html/library.htm
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2.  APPLICABILITY AND SCOPE 


This Instruction applies to the Office of the Secretary of Defense, the Military 
Departments, the Chairman of the Joint Chiefs of Staff, the Combatant Commands, the 
Inspector General of the Department of Defense, the Defense Agencies, the DoD Field 
Activities, and all other organizational entities in the Department of Defense (hereafter 
referred to collectively as "the DoD Components").


3.  DEFINITIONS 


Terms used in this Instruction are defined in reference (c) or enclosure 2.


4.  POLICY 


This Instruction implements the policies established in DoD Directive 8500.1 
(reference (a)).


5.  RESPONSIBILITIES 


5.1.  The Assistant Secretary of Defense for Command, Control, Communications, 
and Intelligence, as the DoD Chief Information Officer, shall:


5.1.1.  Oversee implementation of this Instruction.


5.1.2.  Ensure the adjudication of conflicts or disagreements among the DoD 
Components regarding interconnection of DoD information systems through the Global 
Information Grid (GIG) waiver process defined in DoD Directive 8000.1 and the DoD 
CIO Executive Board Charter (references (d) and (e)).


5.1.3.  Manage the Defense-wide Information Assurance Program (DIAP) 
office that shall:


5.1.3.1.  Maintain liaison with the office of the Intelligence Community 
(IC) Chief Information Officer (CIO) to ensure continuous coordination of DoD and IC 
IA activities and programs.


5.1.3.2.  Coordinate and advocate resources for IA enterprise solutions.


5.1.3.3.  Develop and maintain a Defense-wide view of IA resources that 
supports DoD Component and enterprise IA resource program decisions.
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5.1.3.4.  Develop a capability for enterprise-wide analysis of DoD 
Component IA programs based upon objective criteria, and provide an annual IA 
assessment to the DoD CIO that addresses the elements outlined in enclosure 3 of this 
Instruction.


5.1.3.5.  Publish the DoD CIO Annual IA Report.


5.1.3.6.  In coordination with the OUSD (Acquisition, Technology, and 
Logistics (AT&L)), ensure the DoD acquisition process incorporates IA planning 
consistent with the Clinger-Cohen Act of 1996 and DoD Directive 8500.1 (references 
(f) and (a)).


5.1.3.7.  In coordination with the OUSD(AT&L) and the DoD Components, 
establish a DoD core curriculum for IA training and awareness.


5.1.3.8.  In coordination with the OUSD(Personnel and Readiness), 
establish IA skills certification standards, as required.


5.1.3.9.  Provide oversight of DoD IA education, training, and awareness 
activities.


5.2.  The Chairman of the Joint Chiefs of Staff shall:


5.2.1.  Ensure, in coordination with the ASD(C3I), the validation of IA 
requirements for systems supporting Joint and Combined operations through the Joint 
Requirements Oversight Council (JROC).


5.2.2.  Integrate IA readiness into the Chairman's Readiness System (reference 
(g)) and the Joint Quarterly Readiness Review (JQRR) process command, control, 
communications, and computer (C4) joint functional area.


5.2.3.  Provide guidance and ensure IA is integrated into joint plans and 
operations consistent with policy guidance from the President and the Secretary of 
Defense.


5.2.4.  Develop and coordinate Joint IA policies and guidance.


5.2.5.  Develop IA doctrinal concepts for integration into joint doctrine.


5.2.6.  Appoint a Joint Staff DISN Designated Approving Authority (DAA).
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5.3.  The Commander, United States Strategic Command shall coordinate and direct 
DoD-wide computer network defense (CND) operations responsibilities (operational 
component of IA) in accordance with DoD Instruction O-8530.2 (reference (h)).


5.4.  The Director, Defense Information Systems Agency shall:


5.4.1.  Establish connection requirements and manage connection approval 
processes for the Defense Information Systems Network (DISN) (e.g., the Secret 
Internet Protocol Router Network, the Non-Classified Internet Protocol Router 
Network, and the DISN Video Services Global).   The DISN connection approval 
processes will address connection of DoD information systems, coalition partner 
information systems, and contractor support or commercial partner information systems.


5.4.2.  Ensure the establishment, development, and maintenance of a DoD ports 
and protocols management process for registration of port and protocol usage by all 
DoD information systems, applications, and services connected to the GIG.


5.4.3.  Serve as a DISN DAA.


5.4.4.  Establish and maintain the Information Assurance Support Environment 
(IASE) according to DoD Directive 8500.1 (reference (a)) and the Information 
Assurance Technology Analysis Center (IATAC) according to DoD Directive 3200.12. 
(reference (i)).


5.4.5.  Develop and provide IA training and awareness products, and a 
distributive training capability to support product delivery.


5.5.  The Director, Defense Intelligence Agency shall:


5.5.1.  Establish connection requirements and manage connection approval 
processes for the Joint Worldwide Intelligence Communications System (JWICS).   The 
JWICS connection approval process will address DoD information systems, coalition 
partner information systems, and contractor support or commercial partner information 
systems.


5.5.2.  Develop, implement, and maintain the IA certification and accreditation 
process for DoD non-cryptologic sensitive compartmented information (SCI) to include 
DoD Intelligence Information System (DoDIIS) IT systems, and networks to include 
JWICS.


5.5.3.  Serve as a DISN DAA.
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5.6.  The Director, National Security Agency shall:


5.6.1.  Approve all applications of cryptographic algorithms for the protection 
of confidentiality, integrity, or availability of classified information.


5.6.2.  Approve all cryptographic devices used to protect classified 
information.


5.6.3.  Generate Protection Profiles for IA and IA-enabled IT products used in 
DoD information systems based on Common Criteria (reference (j)), and coordinate the 
generation and review of these Profiles within the National Information Assurance 
Partnership (NIAP) framework.


5.6.4.  Engage the IA Industry and DoD user community to foster development, 
evaluation, and deployment of IA solutions that satisfy the guidance contained in this 
Instruction.


5.6.5.  Provide IA and information system security engineering (ISSE) services 
to the DoD Components, to include describing information protection needs, defining 
and designing system security to meet those needs, and assessing the effectiveness of 
system security.


5.6.6.  Maintain, update, and disseminate the Information Assurance Technical 
Framework (IATF) (reference (k)) in coordination with the National Institute for 
Standards and Technology (NIST).


5.6.7.  Serve as a DISN DAA.


5.6.8.  Manage the DoD IA Scholarship Program in accordance with Pub. L. 
106-398 (reference (l)).


5.7.  The Heads of the DoD Components shall:


5.7.1.  As Information Owners:


5.7.1.1.  Establish information classification, sensitivity, and need-to-know 
for DoD Component-specific information.


5.7.1.2.  Ensure that security classification guidance is issued and 
maintained and that such guidance is sufficient to address classification thresholds for 
compiled information in accordance with DoD 5200.1-R (reference (m)).
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5.7.1.3.  Assign mission assurance categories to DoD Component-specific 
DoD information systems according to the guidelines provided in enclosure 4 of this 
Instruction.


5.7.2.  Ensure that IA requirements are addressed and visible in all investment 
portfolios and investment programs incorporating DoD information systems.


5.7.3.  Ensure that ISSE is employed in the acquisition of all automated 
information system (AIS) applications under their responsibility.


5.7.4.  Ensure DoD information systems acquire and employ IA solutions in 
accordance with enclosures 3 and 4 of this Instruction.


5.7.5.  Appoint DAAs according to DoD Directive 8500.1 (reference (a)) and 
ensure they accredit each DoD information system according to the DoD Instruction 
5200.40 (reference (n)).


5.7.6.  Share research and technology, techniques, and lessons learned relating 
to IA with other DoD Components and the DIAP office.


5.7.7.  Ensure that IA awareness, training, education, and professionalization are 
provided to all military and civilian personnel, including contractors, commensurate with 
their respective responsibilities for developing, using, operating, administering, 
maintaining, and retiring DoD information systems in accordance with Deputy Secretary 
of Defense guidance (references (o) and (p)).


5.7.8.  Provide for an IA monitoring and testing capability according to DoD 
Directive 4640.6 (reference (q)) and applicable laws and regulations.


5.7.9.  Provide for vulnerability mitigation and an incident response and 
reporting capability to:


5.7.9.1.  Comply with DoD-directed mitigations in vulnerability alerts and 
provide support to computer network defense, as directed in DoD Instruction O-8530.2 
(reference (h)).


5.7.9.2.  Limit damage and restore effective service following a computer 
incident.
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5.7.9.3.  Collect and retain audit data to support technical analysis relating 
to misuse, penetration reconstruction, or other investigations, and provide this data to 
appropriate law enforcement or other investigating agencies.


5.7.10.  Ensure that contracts include requirements to protect DoD sensitive 
information, and that the contracts are monitored for compliance.


5.7.11.  Ensure that access to all DoD information systems and to specified 
types of information (e.g., intelligence, proprietary) under their purview is granted only 
on a need-to-know basis according to DoD Directive 8500.1 (reference (a)), and that all 
personnel having access are appropriately cleared or qualified under the provisions of 
DoD 5200.2-R (reference (r)).


5.7.12.  Ensure that Public Key Infrastructure (PKI) implementation within 
DoD Component-owned or -controlled DoD information systems complies with 
guidance, as established.


5.7.13.  Ensure implementation of the DoD ports and protocols management 
process according to guidance, as established.


5.7.14.  Ensure that all biometrics technology intended for integration into 
DoD information and weapon systems is coordinated with the DoD Biometrics 
Management Office and acquired according to DoD policy and procedures, as 
established.


5.7.15.  Ensure that appropriate notice of privacy rights and security 
responsibilities are provided to all individuals accessing DoD Component-owned or 
-controlled DoD information systems.


5.7.16.  Ensure that DoD Component-owned or -controlled DoD information 
systems are assessed for IA vulnerabilities on a regular basis, and that appropriate IA 
solutions to eliminate or otherwise mitigate identified vulnerabilities are implemented.


5.7.17.  Designate individuals authorized to receive code-signing certificates 
and ensure that such designations are kept to a minimum consistent with operational 
requirements.


5.7.18.  Ensure that IA solutions do not unnecessarily restrict the use of 
assistive technology by individuals with disabilities or access to or use of information 
and data by individuals with disabilities in accordance with sections 501, 504, and 508 of 
the Rehabilitation Act of 1973 (29 U.S.C. 791, 794, and 794d) (reference (s)).
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5.8.  Each Designated Approving Authority, in addition to satisfying all 
responsibilities of an Authorized User, shall:


5.8.1.  Ensure that IA is incorporated as an element of DoD information system 
life-cycle management processes.


5.8.2.  For DoD information systems or enclaves under his or her purview, 
ensure that all IA-related positions are assigned in writing, include a statement of IA 
responsibilities, and that appointees to positions receive appropriate IA training.


5.8.3.  Ensure that all Information Assurance Managers (IAMs), in addition to 
meeting all access requirements specified in paragraph 4.8., DoD Directive 8500.1, 
(reference (a)), are U.S. citizens.


5.8.4.  Grant DoD information systems under his or her purview formal 
accreditation to operate according to the DoD IA certification and accreditation process 
(reference (h)).


5.8.5.  Ensure that IA-related events or configuration changes that may impact 
accreditation are reported to affected parties, such as Information Owners and DAAs of 
interconnected DoD information systems.


5.9.  Each IA Manager, in addition to satisfying all responsibilities of an Authorized 
User, shall:


5.9.1.  Develop and maintain an organization or DoD information system-level 
IA program that identifies IA architecture, IA requirements, IA objectives and policies; IA 
personnel; and IA processes and procedures.


5.9.2.  Ensure that information ownership responsibilities are established for 
each DoD information system, to include accountability, access approvals, and special 
handling requirements.


5.9.3.  Ensure the development and maintenance of IA certification 
documentation according to DoD Instruction 5200.40 (reference (n)) by reviewing and 
endorsing such documentation, and recommending action to the DAA.


5.9.4.  Maintain a repository for all IA certification and accreditation 
documentation and modifications.
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5.9.5.  Ensure that IA Officers (IAOs) are appointed in writing, as required, and 
provide oversight to ensure that they are following established IA policies and 
procedures.   In addition to meeting all access requirements specified in DoD Directive 
8500.1, paragraph 4.8. (reference (a)), all newly appointed IAOs shall be U.S. citizens.   
Foreign nationals who are direct or indirect hires and are currently appointed as IAOs 
may continue in these positions provided they satisfy the provisions of DoD Directive 
8500.1, paragraph 4.8. (reference (a)); are under the supervision of an IAM who is a U.S. 
citizen; and are approved in writing by the DAA.   When circumstances warrant, a single 
individual who is a U.S. citizen may fill both the IAM and the IAO roles.


5.9.6.  Ensure that all IAOs and privileged users receive the necessary 
technical and IA training, education, and certification to carry out their IA duties.


5.9.7.  Ensure that compliance monitoring occurs, and review the results of 
such monitoring.


5.9.8.  Ensure that IA inspections, tests, and reviews are coordinated.


5.9.9.  Ensure that all IA management review items are tracked and reported.


5.9.10.  Ensure that incidents are properly reported to the DAA and the DoD 
reporting chain, as required, and that responses to IA-related alerts are coordinated.


5.9.11.  Act as the primary IA technical advisor to the DAA and formally notify 
the DAA of any changes impacting the DoD information system's IA posture.


5.10.  Each IA Officer, in addition to satisfying all responsibilities of an Authorized 
User, shall assist the IAM in meeting the duties and responsibilities outlined in 
paragraph 5.9., above, and:


5.10.1.  Ensure that all users have the requisite security clearances and 
supervisory need-to-know authorization, and are aware of their IA responsibilities before 
being granted access to the DoD information system.


5.10.2.  In coordination with the IAM, initiate protective or corrective 
measures when an IA incident or vulnerability is discovered.


5.10.3.  Ensure that IA and IA-enabled software, hardware, and firmware comply 
with appropriate security configuration guidelines.
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5.10.4.  Ensure that DoD information system recovery processes are 
monitored and that IA features and procedures are properly restored.


5.10.5.  Ensure that all DoD information system IA-related documentation is 
current and accessible to properly authorized individuals.


5.10.6.  Implement and enforce all DoD information system IA policies and 
procedures, as defined by its security certification and accreditation documentation.


5.11.  Each Privileged User with IA responsibilities (e.g. System Administrator), in 
addition to satisfying all responsibilities of an Authorized User, shall:


5.11.1.  Configure and operate IA and IA-enabled technology according to DoD 
information system IA policies and procedures and notify the IAO of any changes that 
might adversely impact IA.


5.11.2.  Establish and manage authorized user accounts for DoD information 
systems, including configuring access controls to enable access to authorized 
information and removing authorizations when access is no longer needed.


5.12.  Authorized Users shall:


5.12.1.  Hold a U.S. Government security clearance commensurate with the 
level of access granted.


5.12.2.  Access only that data, control information, software, hardware, and 
firmware for which they are authorized access and have a need-to-know, and assume only 
those roles and privileges for which they are authorized.


5.12.3.  Immediately report all IA-related events and potential threats and 
vulnerabilities involving a DoD information system to the appropriate IAO.


5.12.4.  Protect authenticators commensurate with the classification or 
sensitivity of the information accessed and share authenticators or accounts only with 
authorized personnel.   Report any compromise or suspected compromise of an 
authenticator of an authenticator to the appropriate IAO.


5.12.5.  Ensure that system media and output are properly marked, controlled, 
stored, transported, and destroyed based on classification or sensitivity and need-to-know.


5.12.6.  Protect terminals or workstations from unauthorized access.
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5.12.7.  Inform the IAO when access to a particular DoD information system is 
no longer required (e.g., completion of project, transfer, retirement, resignation).


5.12.8.  Observe policies and procedures governing the secure operation and 
authorized use of a DoD information system.


5.12.9.  Use the DoD information system only for authorized purposes.


5.12.10.  Not unilaterally bypass, strain, or test IA mechanisms.   If IA 
mechanisms must be bypassed, users shall coordinate the procedure with the IAO and 
receive written approval from the IAM.


5.12.11.  Not introduce or use unauthorized software, firmware, or hardware 
on the DoD information system.


5.12.12.  Not relocate or change DoD information system equipment or the 
network connectivity of equipment without proper IA authorization.


6.  PROCEDURES 


Implementation procedures are in enclosures 3 and 4.
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7.  EFFECTIVE DATE: 


This Instruction is effective immediately.


Enclosures - 4 
E1.  References, continued
E2.  Definitions
E3.  Information Assurance (IA) Program Implementation
E4.  Baseline Information Assurance Levels
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E1.  ENCLOSURE 1


REFERENCES, continued


(e)  "DoD Chief Information Officer Executive Board Charter," March 31, 2000
(f)  Public Law 104-106, "Division E of the Clinger-Cohen Act of 1996"
(g)  CJCS Instruction 3401.01B, "Chairman's Readiness System," 1 July 19992


(h)  DoD Instruction O-8530.2, "Support to Computer Network Defense," March 9, 2001
(i)  DoD Directive 3200.12, "DoD Scientific and Technical Information (STI) Program 


(STIP)," February 11, 1998
(j)  Common Criteria version 2.1, ISO International Standard 15408, or latest release3


(k)  "Information Assurance Technical Framework (IATF)," National Security Agency, 
Release 3.1, September 2002, or latest release4


(l)  Public Law 106-398, "Section 922 of the National Defense Authorization Act for 
Fiscal Year 2001"


(m)  DoD 5200.1-R, "DoD Information Security Program," January 1997
(n)  DoD Instruction 5200.40, "DoD Information Technology Security Certification and 


Accreditation Process (DITSCAP)," December 30, 1997
(o)  Deputy Secretary of Defense Memorandum, "Implementation of the 


Recommendations of the Information Assurance and Information Technology 
Integrated Process Team on Training, Certification, and Personnel Management in 
the Department of Defense," July 14, 20005


(p)  USD(P&R) and ASD(C3I) Memorandum, "Information Assurance (IA) Training and 
Certification," June 29, 19986


(q)  DoD Directive 4640.6, "Communications Security Telephone Monitoring and 
Recording," June 26, 1981


(r)  DoD 5200.2-R, "DoD Personnel Security Program Regulation," January 1987
(s)  29 U.S.C. 791, 794, and 794d, "Rehabilitation Act of 1973"
(t)  Joint Publication 1-02, "Department of Defense Dictionary of Military and 


Associated Terms," 12 April 2001 (as amended through 7 May 2002)


 ___________
2 Available at http://www.dtic.mil/doctrine/cjcsidirectives.htm


 3 Available at http://www.commoncriteria.org


 4 Available at http://www.iatf.net


 5 Available at http://iase.disa.mil/


 6 Available at http://iase.disa.mil/
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../pdf2/d320012p.pdf

../pdf2/p52001r.pdf

../pdf2/i520040p.pdf

../pdf2/d46406p.pdf

../pdf2/p52002r.pdf





(u)  DoD Directive 5000.1, "The Defense Acquisition System," October 23, 2000
(v)  OMB Circular A-130, "Management of Federal Information Resources, Transmittal 


4," November 30, 20007


(w)  JROCM 134-01, "Capstone Requirements Document Global Information Grid," 30 
August 20018


(x)  DoD Memorandum, "Policy Guidance for the Use of Mobile Code Technologies in 
Department of Defense (DoD) Information Systems," November 7, 20009


(y)  DoD Directive 5230.9, "Clearance of DoD Information for Public Release," April 9, 
1996


(z)  Section 552a of title 5, United States Code, "The Privacy Act of 1974"
(aa)  Section 278g-3 of title 15, United States Code, "Computer Security Act of 1987"
(ab)  DoD 5400.7-R, "DoD Freedom of Information Act Program," September 4, 1998
(ac)  Section 552 of title 5, United States Code, "Freedom of Information Act"
(ad)  DoD Directive 5210.83, "Department of Defense Unclassified Controlled Nuclear
(ae)  DoD Directive 5230.25, "Withholding of Unclassified Technical Data from Public 


Disclosure," November 6, 1984
(af)  DCID 6/5, Policy for Protectin of Certian Non-SCI Sources and Methods 


Information (SAMI), 12 February 2001
(ag)  Public Law 104-13, "Paperwork Reduction Act" (Chapter 35 of title 44, United 


States Code)
(ah)  National Security Telecommunications and Information Systems Security Policy 


(NSTISSP) No. 11, "National Policy Governing the Acquisition of Information 
Assurance (IA) and IA-Enabled Information Technology Products," January 200010


(ai)  DoD Information Management (IM) Strategic Plan, version 2.0, October 19, 199911


(aj)  DoD Directive C-5200.5, "Communications Security (COMSEC) (U)," April 21, 
1990


 ___________
7 Available at http://iase.disa.mil/  Available at http://iase.disa.mil/


 8 Available from CRD Executive Agent, U.S. Joint Forces Command (ATTN:  J61).


 9 Available at http://iase.disa.mil/


 10 Available at http://www.nstissc.gov/html/library.htm


 11 Available at http://iase.disa.mil/
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../pdf2/d50001p.pdf

../pdf2/d52309p.pdf

../pdf2/p54007rp.pdf
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E2.  ENCLOSURE 2


DEFINITIONS


E2.1.1.  Application.   Software program that performs a specific function directly 
for a user and can be executed without access to system control, monitoring, or 
administrative privileges.   Examples include office automation, electronic mail, web 
services, and major functional or mission software programs (DoD Directive 8500.1, 
reference (a)).


E2.1.2.  Authorized User.   Any appropriately cleared individual with a requirement 
to access a DoD information system in order to perform or assist in a lawful and 
authorized governmental function (reference (a)).


E2.1.3.  Common Criteria.   The International Common Criteria for Information 
Technology Security Evaluation (CC) defines general concepts and principles of 
information technology (IT) security evaluation and presents a general model of 
evaluation.   It presents constructs for expressing IT security objectives, for selecting 
and defining IT security requirements, and for writing high-level specifications for 
products and systems (reference (j)).


E2.1.4.  Community Risk.   Probability that a particular vulnerability will be 
exploited within an interacting population and adversely impact some members of that 
population (reference (a)).


E2.1.5.  Computer Network.   The constituent element of an enclave responsible 
for connecting computing environments by providing short-haul data transport 
capabilities, such as local or campus area networks, or long-haul data transport 
capabilities, such as operational, metropolitan or wide area and backbone networks 
(reference (a)).


E2.1.6.  Computing Environment.   A computer workstation or server (host) and its 
operating system, peripherals, and applications (reference (a)).


E2.1.7.  Computing Facility.   A room, building, or section of a building that houses 
key IT assets, such as application servers, network management servers, domain name 
servers, switches, firewalls, routers, and intrusion detection systems.   Computing 
facilities have physical and environmental security requirements identified in IA 
controls that focus on both the availability and confidentiality of the information 
processed.   (See also "facility.")
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E2.1.8.  Confidentiality Level.   Applicable to DoD information systems, the 
confidentiality level is primarily used to establish acceptable access factors, such as 
requirements for individual security clearances or background investigations, access 
approvals, and need-to-know determinations; interconnection controls and approvals; and 
acceptable methods by which users may access the system (e.g., intranet, Internet, 
wireless).   The Department of Defense has three defined confidentiality levels:  
classified, sensitive, and public.


E2.1.9.  Connection Approval.   Formal authorization to interconnect information 
systems (reference (a)).


E2.1.10.  Data.   Representation of facts, concepts, or instructions in a formalized 
manner suitable for communication, interpretation, or processing by humans or by 
automatic means.   Any representations, such as characters or analog quantities, to which 
meaning is or might be assigned (Joint Publication 1-02, reference (t)).


E2.1.11.  Defense-in-Depth.   The DoD approach for establishing an adequate IA 
posture in a shared-risk environment that allows for shared mitigation through:  the 
integration of people, technology, and operations; the layering of IA solutions within and 
among IT assets; and the selection of IA solutions based on their relative level of 
robustness (reference (a)).


E2.1.12.  Defense Information System Network (DISN).   The DoD consolidated 
worldwide enterprise-level telecommunications infrastructure that provides the 
end-to-end information transfer network for supporting military operations (reference 
(a)).


E2.1.13.  Designated Approving Authority (DAA).   The official with the authority to 
formally assume responsibility for operating a system at an acceptable level of risk.   
This term is synonymous with Designated Accrediting Authority and Delegated 
Accrediting Authority (reference (a)).


E2.1.14.  Discretionary Access Control (DAC).   A means of restricting access to 
an object (e.g., files, data entities) based on the identity and need-to-know of a subject 
(e.g., user, process) and/or groups to which the object belongs.   The controls are 
discretionary in the sense that a subject with certain access permission is capable of 
passing that permission (perhaps indirectly) to any other subject (unless restrained by a 
mandatory access control).


E2.1.15.  DISN Designated Approving Authority (DISN DAA).   One of four DAAs 
responsible for operating the DISN at an acceptable level of risk.   The four DISN DAAs 
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are the Directors of the Defense Information Systems Agency (DISA), the Defense 
Intelligence Agency (DIA), the National Security Agency (NSA), and the Director of the 
Joint Staff (delegated to Joint Staff Director for Command, Control, Communications, 
and Computer Systems (J-6)) (reference (a)).


E2.1.16.  DMZ (Demilitarized Zone).   Perimeter network that adds an extra layer 
of protection between internal and external networks by enforcing the internal network's 
IA policy for external information exchange.   A DMZ, also called a "screened subnet," 
provides external, untrusted sources with restricted access to releasable information 
while shielding the internal networks from outside attacks (reference (a)).


E2.1.17.  DoD Information System.   Set of information resources organized for 
the collection, storage, processing, maintenance, use, sharing, dissemination, disposition, 
display, or transmission of information.   Includes AIS applications, enclaves, outsourced 
IT-based processes, and platform IT interconnections (NSTISSI No. 4009, reference (c) 
modified to include the four DoD categories).


E2.1.17.1.  Automated Information System (AIS) Application.   For DoD 
information assurance purposes, an AIS application is the product or deliverable of an 
acquisition program, such as those described in DoD Directive 5000.1. (reference (u)).   
An AIS application performs clearly defined functions for which there are readily 
identifiable security considerations and needs that are addressed as part of the 
acquisition.   An AIS application may be a single software application (e.g., Integrated 
Consumable Items Support (ICIS)); multiple software applications that are related to a 
single mission (e.g., payroll or personnel); or a combination of software and hardware 
performing a specific support function across a range of missions (e.g., Global 
Command and Control System (GCCS), Defense Messaging System (DMS)).   AIS 
applications are deployed to enclaves for operations, and have their operational security 
needs assumed by the enclave.   Note:  An AIS application is analogous to a "major 
application," as defined in OMB A-130 (reference (v)); however, this term is not used in 
order to avoid confusion with the DoD acquisition category of Major Automated 
Information System (MAIS).


E2.1.17.2.  Enclave.   Collection of computing environments connected by one 
or more internal networks under the control of a single authority and security policy, 
including personnel and physical security.   Enclaves always assume the highest mission 
assurance category and security classification of the AIS applications or outsourced 
IT-based processes they support, and derive their security needs from those systems.   
They provide standard IA capabilities, such as boundary defense, incident detection and 
response, and key management, and also deliver common applications, such as office 
automation and electronic mail.   Enclaves are analogous to general support systems as 
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defined in OMB A-130 (reference (v)).   Enclaves may be specific to an organization or 
a mission, and the computing environments may be organized by physical proximity or 
by function independent of location.   Examples of enclaves include local area networks 
and the applications they host, backbone networks, and data processing centers.


E2.1.17.3.  Outsourced IT-based Process.   For DoD IA purposes, an outsourced 
IT-based process is a general term used to refer to outsourced business processes 
supported by private sector information systems, outsourced information technologies, 
or outsourced information services.   An outsourced IT-based process performs clearly 
defined functions for which there are readily identifiable security considerations and 
needs that are addressed in both acquisition and operations.


E2.1.17.4.  Platform IT Interconnection.   For DoD IA purposes, platform IT 
interconnection refers to network access to platform IT.   Platform IT interconnection 
has readily identifiable security considerations and needs that must be addressed in both 
acquisition, and operations.   Platform IT refers to computer resources, both hardware 
and software, that are physically part of, dedicated to, or essential in real time to the 
mission performance of special purpose systems such as weapons, training simulators, 
diagnostic test and maintenance equipment, calibration equipment, equipment used in the 
research and development of weapons systems, medical technologies, transport vehicles, 
buildings, and utility distribution systems such as water and electric.   Examples of 
platform IT interconnections that impose security considerations include:  
communications interfaces for data exchanges with enclaves for mission planning or 
execution, remote administration, and remote upgrade or reconfiguration (reference (a)).


E2.1.18.  Enclave Boundary.   The point at which an enclave's internal network 
service layer connects to an external network's service layer.


E2.1.19.  Evaluation Assurance Level (EAL).   One of seven increasingly rigorous 
packages of assurance requirements from CC (Common Criteria (IS 15408)) Part 3.   
Each numbered package represents a point on the CC's predefined assurance scale.   An 
EAL can be considered a level of confidence in the security functions of an IT product 
or system.


E2.1.20.  Facility.   A room, building, or section of a building that houses 
workstations and peripherals.   Facilities have physical and environmental security 
requirements identified in IA controls that focus on confidentiality of the information 
processed or displayed.   (See also "computing facility.")


E2.1.21.  Global Information Grid (GIG).   Globally interconnected, end-to-end set 
of information capabilities, associated processes, and personnel for collecting, 
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processing, storing, disseminating, and managing information on demand to warfighters, 
policy makers, and support personnel.   The GIG includes all owned and leased 
communications and computing systems and services, software (including applications), 
data, security services, and other associated services necessary to achieve Information 
Superiority.   It also includes National Security Systems (NSS) as defined in section 
5142 of the Clinger-Cohen Act of 1996 (reference (f)).   The GIG supports all DoD, 
National Security, and related Intelligence Community (IC) missions and functions 
(strategic, operational, tactical, and business) in war and in peace.   The GIG provides 
capabilities from all operating locations (bases, posts, camps, stations, facilities, mobile 
platforms, and deployed sites).   The GIG provides interfaces to coalition, allied, and 
non-DoD users and systems.   Non-GIG IT is stand-alone, self-contained, or embedded IT 
that is not or will not be connected to the enterprise network.   The GIG includes any 
system, equipment, software, or service that meets one or more of the following 
criteria:


E2.1.21.1.  Transmits information to, receives information from, routes 
information among, or interchanges information among other equipment, software, and 
services.


E2.1.21.2.  Provides retention, organization, visualization, information 
assurance, or disposition of data, information, and/or knowledge received from or 
transmitted to other equipment, software, and services.


E2.1.21.3.  Processes data or information for use by other equipment, 
software, and services (JROCM 134-01, reference (w), format revised).


E2.1.22.  Information.   Any communication or representation of knowledge such as 
facts, data, or opinion in any medium or form, including textual, numerical, graphic, 
cartographic, narrative, or audiovisual forms (DoD Directive 8000.1, reference (d)).


E2.1.23.  Information Assurance (IA).   Measures that protect and defend 
information and information systems by ensuring their availability, integrity, 
authentication, confidentiality, and non-repudiation.   This includes providing for 
restoration of information systems by incorporating protection, detection, and reaction 
capabilities (reference (a)).


E2.1.24.  IA Architecture.   An abstract expression of IA solutions that assigns and 
portrays IA roles, and behavior among a set of IT assets, and prescribes rules for 
interaction and interconnection.   An IA architecture may be expressed at one of three 
levels:  DoD information system-wide, DoD Component-wide, or Defense-wide.   DoD 
Component-wide and Defense-wide IA architectures provide a uniform and systematic 
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way to assess and specify IA across multiple, interconnecting DoD information systems 
and to ensure that they take advantage of supporting IA infrastructures.


E2.1.25.  IA Certification and Accreditation (IA C&A).   The standard DoD approach 
for identifying information security requirements, providing security solutions, and 
managing the security of DoD information systems.


E2.1.26.  IA Control.   An objective IA condition of integrity, availability, or 
confidentiality achieved through the application of specific safeguards or through the 
regulation of specific activities that is expressed in a specified format (i.e., a control 
number, a control name, control text, and a control class).   Specific management, 
personnel, operational, and technical controls are applied to each DoD information 
system to achieve an appropriate level of integrity, availability, and confidentiality in 
accordance with OMB Circular A-130 (reference (v)).


E2.1.27.  IA Manager (IAM).   The individual responsible for the information 
assurance program of a DoD information system or organization.   While the term IAM 
is favored within the Department of Defense, it may be used interchangeably with the IA 
title Information Systems Security Manager (ISSM).


E2.1.28.  IA Officer (IAO).   An individual responsible to the IAM for ensuring that 
the appropriate operational IA posture is maintained for a DoD information system or 
organization.   While the term IAO is favored within the Department of Defense, it may 
be used interchangeably with other IA titles (e.g., Information Systems Security Officer, 
Information Systems Security Custodian, Network Security Officer, or Terminal Area 
Security Officer).


E2.1.29.  IA Product.   Product or technology whose primary purpose is to provide 
security services (e.g., confidentiality, authentication, integrity, access control or 
non-repudiation of data); correct known vulnerabilities; and/or provide layered defense 
against various categories of non-authorized or malicious penetrations of information 
systems or networks.   Examples include such products as data/network encryptors, 
firewalls, and intrusion detection devices (reference (a)).


E2.1.30.  IA-Enabled Product.   Product or technology whose primary role is not 
security, but which provides security services as an associated feature of its intended 
operating capabilities.   Examples include such products as security-enabled web 
browsers, screening routers, trusted operating systems, and security-enabled messaging 
systems (reference (a)).
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E2.1.31.  IA Support Environment (IASE).   A web-based resource providing access 
to current DoD and Federal IA and IA-related policy and guidance, including recent and 
pending legislation.


E2.1.32.  IA Technology Analysis Center (IATAC).   A formally chartered DoD 
institution that helps researchers, engineers, and program managers locate, analyze, use, 
and exchange scientific and technical information about information assurance.


E2.1.33.  Information Owner.   Official with statutory or operational authority for 
specified information and responsibility for establishing the controls for its generation, 
collection, processing, dissemination, and disposal (reference (a)).


E2.1.34.  Information System Security Engineering (ISSE).   An engineering process 
that captures and refines information protection requirements and ensures their 
integration into IT acquisition processes through purposeful security design or 
configuration.


E2.1.35.  Information Technology (IT).   Any equipment or interconnected system or 
subsystem of equipment that is used in the automatic acquisition, storage, manipulation, 
management, movement, control, display, switching, interchange, transmission or 
reception of data or information by the DoD Component.   For purposes of the 
preceding sentence, equipment is used by a DoD Component if the equipment is used by 
the DoD Component directly or is used by a contractor under a contract with the DoD 
Component that (1) requires the use of such equipment, or (2) requires the use, to a 
significant extent, of such equipment in the performance of a service or the furnishing 
of a product.   The term "information technology" includes computers, ancillary 
equipment, software, firmware and similar procedures, services (including support 
services), and related resources.   Notwithstanding the above, the term "information 
technology" does not include any equipment that is acquired by a Federal contractor 
incidental to a Federal contract.


E2.1.36.  IT Position Category.   Applicable to unclassified DoD information 
systems, a designator that indicates the level of IT access required to execute the 
responsibilities of the position based on the potential for an individual assigned to the 
position to adversely impact DoD missions or functions.   Position categories include:  
IT-I (Privileged), IT-II (Limited Privileged) and IT-III (Non-Privileged), as defined in 
DoD 5200.2-R (reference (r)).   Investigative requirements for each category vary, 
depending on role and whether the incumbent is a U.S. military member, U.S. civilian 
government employee, U.S. civilian contractor, or a foreign national.   The term IT 
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Position is synonymous with the older term Automated Data Processing (ADP) Position 
(reference (a)).


E2.1.37.  Key IT Assets.   For availability or continuity planning purposes, those IT 
assets that support mission or business essential functions or the uninterrupted 
operation of the enclave.   Examples include IT assets supporting MAC I or MAC II AIS 
applications; network operations (e.g., switches, hubs, routers, name servers, network 
management software, remote access servers, proxy servers, mail servers); and IA (e.g., 
firewalls, intrusion detection systems, key management systems, vulnerability 
assessment applications).


E2.1.38.  Mission Assurance Category.   Applicable to DoD information systems, 
the mission assurance category reflects the importance of information relative to the 
achievement of DoD goals and objectives, particularly the warfighters' combat mission.   
Mission assurance categories are primarily used to determine the requirements for 
availability and integrity.   The Department of Defense has three defined mission 
assurance categories:


E2.1.38.1.  Mission Assurance Category I (MAC I).   Systems handling 
information that is determined to be vital to the operational readiness or mission 
effectiveness of deployed and contingency forces in terms of both content and 
timeliness.   The consequences of loss of integrity or availability of a MAC I system are 
unacceptable and could include the immediate and sustained loss of mission 
effectiveness.   Mission Assurance Category I systems require the most stringent 
protection measures.


E2.1.38.2.  Mission Assurance Category II (MAC II).   Systems handling 
information that is important to the support of deployed and contingency forces.   The 
consequences of loss of integrity are unacceptable.   Loss of availability is difficult to 
deal with and can only be tolerated for a short time.   The consequences could include 
delay or degradation in providing important support services or commodities that may 
seriously impact mission effectiveness or operational readiness.   Mission Assurance 
Category II systems require additional safeguards beyond best practices to ensure 
assurance.


E2.1.38.3.  Mission Assurance Category III (MAC III).   Systems handling 
information that is necessary for the conduct of day-to-day business, but does not 
materially affect support to deployed or contingency forces in the short-term.   The 
consequences of loss of integrity or availability can be tolerated or overcome without 
significant impacts on mission effectiveness or operational readiness.   The 
consequences could include the delay or degradation of services or commodities 
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enabling routine activities.   Mission Assurance Category III systems require protective 
measures, techniques, or procedures generally commensurate with commercial best 
practices (reference (a)).


E2.1.39.  Mobile Code.   Software modules obtained from remote systems, 
transferred across a network, and then downloaded and executed on local systems 
without explicit installation or execution by the recipient (reference (a)).


E2.1.40.  National Information Assurance Partnership (NIAP).   Joint initiative 
between NSA and NIST responsible for security testing needs of both IT consumers and 
producers and promoting the development of technically sound security requirements 
for IT products and systems and appropriate measures for evaluating those products and 
systems (reference (a)).


E2.1.41.  Need-to-Know.   Necessity for access to, or knowledge or possession of, 
specific official DoD information required to carry out official duties (reference (a)).


E2.1.42.  Need-to-Know Determination.   Decision made by an authorized holder of 
official information that a prospective recipient requires access to specific official 
information to carry out official duties (reference (a)).


E2.1.43.  Official DoD Information.   All information that is in the custody and 
control of the Department of Defense, relates to information in the custody and control 
of the Department, or was acquired by DoD employees as part of their official duties or 
because of their official status within the Department (reference (a)).


E2.1.44.  Privileged User.   An authorized user who has access to system control, 
monitoring, or administration functions.


E2.1.45.  Public Information.   Official DoD information that has been reviewed and 
approved for public release by the information owner in accordance with DoD Directive 
5230.9 (reference (y)).


E2.1.46.  Remote Access.   Enclave-level access for authorized users that are 
external to the enclave that is established through a controlled access point at the 
enclave boundary.


E2.1.47.  Robustness.   A characterization of the strength of a security function, 
mechanism, service or solution, and the assurance (or confidence) that it is 
implemented and functioning correctly.   The Department of Defense has three levels of 
robustness:
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E2.1.47.1.  High Robustness.   Security services and mechanisms that provide 
the most stringent protection and rigorous security countermeasures.


E2.1.47.2.  Medium Robustness.   Security services and mechanisms that 
provide for layering of additional safeguards above good commercial practices.


E2.1.47.3.  Basic Robustness.   Security services and mechanisms that equate 
to best commercial practices (reference (a)).


E2.1.48.  Safeguard 


E2.1.48.1.  A protection included to counteract a known or expected condition.


E2.1.48.2.  An incorporated countermeasure or set of countermeasures within 
a base release.


E2.1.49.  Security Target.   Set of security requirements and specifications to be 
used as the basis for evaluation of an identified IA or IA-enabled product and its 
associated administrator and user guidance documentation.


E2.1.50.  Sensitive Compartmented Information (SCI).   Classified information 
concerning or derived from intelligence sources, methods, or analytical processes, that 
is required to be handled within formal access control systems established by the 
Director of Central Intelligence (reference (a)).


E2.1.51.  Sensitive Information.   Information, the loss, misuse, or unauthorized 
access to or modification of, could adversely affect the national interest or the conduct 
of Federal programs, or the privacy to which individuals are entitled under Section 552a 
of title 5, United States Code, "The Privacy Act" (reference (z)), but which has not been 
specifically authorized under criteria established by Executive order or an Act of 
Congress to be kept secret in the interest of national defense or foreign policy.   
(Section 278g-3 of title 15, United States Code, "The Computer Security Act of 1987" 
(reference (aa)).   Examples of sensitive information include, but are not limited to 
information in DoD payroll, finance, logistics, and personnel management systems.   
Sensitive information sub-categories include, but are not limited to, the following:


E2.1.51.1.  For Official Use Only (FOUO).   In accordance with DoD 5400.7-R 
(reference (ab)), DoD information exempted from mandatory public disclosure under 
the Freedom of Information Act (FOIA) (reference (ac)).
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E2.1.51.2.  Privacy Data.   Any record that is contained in a system of records 
as defined in the Privacy Act of 1974 (5 U.S.C. 552a) (reference (z)) and information 
the disclosure of which would constitute an unwarranted invasion of personal privacy.


E2.1.51.3.  DoD Unclassified Controlled Nuclear Information (DoD UCNI).   
Unclassified Information on security measures (including security plans, procedures, and 
equipment) for the physical protection of DoD Special Nuclear Material (SNM), 
equipment, or facilities in accordance with DoD Directive 5210.83 (reference (ad)).   
Information is Designated DoD UCNI only when it is determined that its unauthorized 
disclosure could reasonably be expected to have a significant adverse effect on the 
health and safety of the public or the common defense and security by increasing 
significantly the likelihood of the illegal production of nuclear weapons or the theft, 
diversion, or sabotage of DoD SNM, equipment, or facilities.


E2.1.51.4.  Unclassified Technical Data.   Data that is not classified but is 
subject to export control and is withheld from public disclosure according to DoD 
Directive 5230.25 (reference (ae)).


E2.1.51.5.  Proprietary Information.   Information that is provided by a source 
or sources under the condition that it not be released to other sources.


E2.1.51.6.  Foreign Government Information.   Information that originated 
from a foreign government and that is not classified CONFIDENTIAL or higher, but 
must be protected in accordance with DoD 5200.1-R (reference (m)).


E2.1.51.7.  Department of State Sensitive But Unclassified (DoS SBU).   
Information that originated from the Department of State (DoS) that has been 
determined to be SBU under appropriate DoS information security polices.


E2.1.51.8.  Drug Enforcement Administration (DEA) Sensitive Information.   
Information that is originated by the Drug Enforcement Administration and requires 
protection against unauthorized disclosure to protect sources and methods of 
investigative activity, evidence, and the integrity of pretrial investigative reports.


E2.1.52.  Special Purpose System.   System or platform that employs computing 
resources (i.e., hardware, firmware, and optionally software) that are physically 
embedded in, dedicated to, or necessary in real time for the performance of the 
system's mission.   These computer resources are referred to as platform IT.   Platform 
IT only performs (i.e., is dedicated to) the information processing assigned to it by its 
hosting special purpose system.   Examples of special purpose systems include weapons 
systems, training simulators, diagnostic test and maintenance equipment, calibration 


DODI 8500.2, February 6, 2003


25 ENCLOSURE 2







equipment, equipment used in the research and development of weapons systems, 
medical technologies, transport vehicles, buildings, and utility distribution systems, such 
as water and electric.


E2.1.53.  Sources and Methods Intelligence (SAMI).   Any classified non-SCI 
information that has been determined by the Data or Information Owner to need the 
protection afforded by DCID 6/5 and bears a SAMI marking.   (See DCID 6/5, reference 
(af).)


E2.1.54.  Supporting IA Infrastructures.   Collections of interrelated processes, 
systems, and networks that provide a continual flow of information assurance services 
throughout the GIG (e.g., the key management infrastructure or the incident detection 
and response infrastructure) (reference (a)).


E2.1.55.  Wide Area Network (WAN).   A long haul or backbone information 
transport network, to include data, voice, or wireless, and its supporting infrastructure 
(e.g., switching capabilities).
   
   
   
   
Attachment - 1
       E2.A1.   Acronyms
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E2.A1 ENCLOSURE 2, ATTACHMENT 1


ACRONYMS
ADP  Automated Data Processing


AIS  Automated Information System


C4ISR  Command, Control, Communications, and Computers(C4) Intelligence Surveillance and 
Reconnaissance (ISR)


CC  Common Criteria


CCA  Clinger-Cohen Act


CIO  Chief Information Officer


CND  Computer Network Defense


CNSS  Committee for National Security Systems


COE  Common Operating Environment


COMSEC  Communications Security


COTS  Commercial-Off-the-Shelf


CTO  Command Tasking Order


DAA  Designated Approving Authority


DCI  Director of Central Intelligence


DCID  Director of Central Intelligence Directive


DEA  Drug Enforcement Agency


DIAP  Defense Information Assurance Program


DISA  Defense Information Systems Agency


DISN  Defense Information Systems Network


DITSCAP  DoD Information Technology Security Certification 


DMS  Defense Messaging System


DMZ  Demilitarized Zone


DNS  Domain Name Server


DoDIIS  DoD Intelligence Information System


DoD 
SBU  


Department of State Sensitive But Unclassified


EAL  Evaluated Assurance Level


ECA  External Certificate Authority


FIPS  Federal Information Processing Standard


FOIA  Freedom of Information Act


FOUO  For Official Use Only


FN  Foreign National


GCCS  Global Command and Control System


GIG  Global Information Grid


GOTS  Government-Off-the-Shelf
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HW  Hardware


IA  Information Assurance


IAM  Information Assurance Manager


IAO  Information Assurance Officer


IASE  Information Assurance Support Environment


IATAC  Information Assurance Technology Analysis Center


IATF  Information Assurance Technical Framework


IATFF  Information Assurance Technical Framework Forum


IAVA  Information Assurance Vulnerability Alert


IC  Intelligence Community


ICIS  Integrated Consumable Items Support


IDS  Intrusion Detection System


IM  Information Management


INFOCON  Information Operations Condition


ISSE  Information System Security Engineering


ISSM  Information Systems Security Manager


ISSO  Information Systems Security Officer


ISSP  Information Systems Security Plan or Policy


IT  Information Technology


JQRR  Joint Quarterly Readiness Review


JROC  Joint Requirements Oversight Council


JROC  Joint Requirements Oversight Council


JTA  Joint Technical Architecture


JWICS  Joint Worldwide Intelligence Communications System


KMI  Key Management Infrastructure


MAIS  Major Automated Information System


NATO  North Atlantic Treaty Organization


NIAP  National Information Assurance Partnership


NIPRNET  Non-classified Internet Protocol Router Network


NIST  National Institute of Standards and Technology


NSA  National Security Agency


NSTISSI  National Security Telecommunications and Information Systems Security Instruction
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NSTISSP  National Security Telecommunications and Information Systems Security Policy


OMB  Office of Management and Budget


PKE  Public Key Enabling


PKI  Public Key Infrastructure


PL  Public Law


PM  Program, Project, or Product Manager


PPBS  Planning, Programming, and Budgeting System


PPS  Ports, Protocols, and Services


SAMI  Sources and Methods Intelligence


SIPRNET  Secret Internet Protocol Router Network


SNM  Special Nuclear Material


SRG  Security Recommendation Guide


SSAA  System Security Authorization Agreement


SSL  Secure Socket Layer


SSS  System Security Structure


STIG  Security Technical Implementation Guide


SW  Software


UCNI  Unclassified Controlled Nuclear Information


VoIP  Voice over IP


WAN  Wide Area Network
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E3.  ENCLOSURE 3


INFORMATION ASSURANCE (IA) PROGRAM IMPLEMENTATION


E3.1.  INTRODUCTION 


E3.1.1.  The Department of Defense has a crucial responsibility to protect and 
defend its information and supporting information technology.   DoD information is 
shared across a Global Information Grid that is inherently vulnerable to exploitation and 
denial of service.   Factors that contribute to its vulnerability include:  increased 
reliance on commercial information technology and services; increased complexity and 
risk propagation through interconnection; the extremely rapid pace of technological 
change; a distributed and non-standard management structure; and the relatively low cost 
of entry for adversaries.


E3.1.2.  Complete confidence in the trustworthiness of information technology, 
users, and interconnections cannot be achieved, therefore the Department of Defense 
must embrace a risk management approach that balances the importance of the 
information and supporting technology to DoD missions against documented threats and 
vulnerabilities, the trustworthiness of users and interconnecting systems, and the 
effectiveness of IA solutions.


E3.1.3.  The DoD IA program is predicated upon five essential competencies that 
are the hallmark of any successful risk management program.   They include:


E3.1.3.1.  The ability to assess security needs and capabilities.


E3.1.3.2.  The ability to develop a purposeful security design or configuration 
that adheres to a common architecture and maximizes the use of common services.


E3.1.3.3.  The ability to implement required controls or safeguards.


E3.1.3.4.  The ability to test and verify.


E3.1.3.5.  The ability to manage changes to an established baseline in a secure 
manner.


E3.1.4.  This Enclosure provides an overview of the DoD IA program.   It lays out 
the multi-tiered management structure and information standards used for assessing, 
implementing, verifying, and managing changes to IA needs and capabilities across the 
Global Information Grid (GIG).
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E3.1.5.  The DoD IA management structure is described in the succeeding 
paragraphs of this Enclosure.   Defense-wide issues related to IA are managed across the 
life cycle of information technology by a number of organizations and partnerships.   
DoD Component-level programs ensure the integration of IA across multiple-DoD 
information systems and ensure compliance with Federal and DoD IA Controls.   DoD 
information systems represent both a discrete set of information resources for which IA 
accountability can be assigned, and the management structure responsible for defining 
and implementing the system's security policy.   For IA management purposes, DoD 
information systems are organized into the four categories detailed in section E3.4. of 
this Enclosure:  AIS applications, enclaves, outsourced IT-based processes, and platform 
IT.


E3.2.  THE DEFENSE IA PROGRAM 


The Defense IA program is focused on the establishment and promulgation of IA 
standards; the development, analysis, and exchange of IA management information; and 
the coordination of issues and decisions that have community or Defense-wide impact.   
It includes the following:


E3.2.1.  Program Coordination is effected by the Office of the Deputy Assistant 
Secretary of Defense for Security and Information Operations through the Defense-wide 
Information Assurance Program (DIAP) office, a standing organization with 
representation from the DoD Components.


E3.2.2.  IA Controls.   Consistent with OMB A-130, Appendix III (reference (v)), 
the Defense IA program establishes a baseline set of IA Controls to be applied to all 
DoD information systems.   The DoD IA Controls are provided in enclosure 4 of this 
Instruction.   Each IA Control is uniquely named and formally catalogued, and can 
therefore be referenced, measured, and reported against throughout the life cycle of a 
DoD information system.


E3.2.3.  IA Management Review and Assessment.   Federal Departments and 
Agencies must include IA in the resources management plan required by the Paperwork 
Reduction Act (reference (ag)).   Specific reporting requirements are provided annually 
by the Office of Management and Budget (reference (v)).   Additionally, the Department 
of Defense provides an annual IA report to Congress.   The DIAP coordinates IA 
reporting requirements and ensures that collected IA management information supports 
the DoD CIO in the validation of the DoD IA readiness.   At a minimum, annual and 
periodic reporting shall address the topics specified in section E3.3. of this Enclosure 
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as management review items.   Specific reporting formats and frequency shall be 
established by the DoD CIO and coordinated through the DIAP.


E3.2.4.  IA Technical Framework.   Under NSA leadership in partnership with the 
NIST, system security engineers, system owners and users, scientists, researchers, 
product and service vendors, and representatives of standards bodies and other consortia, 
work together to maintain the Information Assurance Technical Framework (IATF) 
(reference (k)).   The IATF is a common reference guide for selecting and applying 
adequate and appropriate IA and IA-enabled technology in accordance with the 
architectural principles of defense-in-depth described in the following subparagraphs:


E3.2.4.1.  Technical Defense in Multiple Locations.   Because adversaries can 
attack a target from multiple points via insiders or outsiders, protection mechanisms 
must be distributed among multiple locations and address multiple defensive focus 
areas, including networks and infrastructures, enclave boundaries, and computing 
environments.


E3.2.4.2.  Layered Technical Defenses.   Even the best available IA products 
have inherent weaknesses.   Eventually an adversary will likely find an exploitable 
vulnerability.   An effective countermeasure is the deployment of multiple defense 
mechanisms between the adversary and the target.   In order to reduce the likelihood or 
affordability of successful attacks, each mechanism should present unique obstacles and 
include both protection and detection measures.


E3.2.4.3.  Specified Robustness.   The strength and level of confidence 
required of each IA solution is a function of the value of what is being protected (e.g., 
the mission assurance category or confidentiality level of the information being 
supported by the DoD information system) and the threat.   In order to ensure that each 
component of an IA solution is correctly implementing its intended security services and 
is protecting its information from the identified threat, each component within the 
network system needs to provide an appropriate level of robustness.
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E3.2.4.3.1.  Robustness describes the strength of mechanism (e.g., the 
strength of a cryptographic algorithm) and assurance properties (i.e., confidence 
measures taken to ensure proper mechanism implementation) for an IA solution.   The 
more robust a particular component is, the greater the level of confidence in the 
protection provided to the security services it supports.   The three levels of robustness 
are discussed in detail in Chapter 4 in the IATF, reference (k).   It is also possible to use 
non-technical measures to achieve the equivalent of a level of robustness.   For 
example, physical isolation and protection of a network can be used to provide 
confidentiality.   In these cases, the technical solution requirement may be reduced or 
eliminated.


E3.2.4.3.2.  High robustness security services and mechanisms provide, 
through rigorous analysis, the most confidence in those security mechanisms.   
Generally, high robustness technical solutions require NSA-certified high robustness 
solutions for cryptography, access control and key management and high assurance 
security design as specified in NSA-endorsed high robustness protection profiles, where 
available.


E3.2.4.3.3.  Medium robustness security services and mechanisms provide 
for additional safeguards above Basic.   Medium robustness technical solutions require, 
at a minimum, strong (e.g., crypto-based) authenticated access control, NSA-approved 
key management, NIST FIPS-validated cryptography, and the assurance properties as 
specified in NSA-endorsed medium robustness protection profiles or the Protection 
Profile Consistency Guidance for Medium Robustness.


E3.2.4.3.4.  Basic robustness security services and mechanisms are 
usually represented by good commercial practice.   Basic robustness technical solutions 
require, at a minimum, authenticated access control, NIST-approved key management 
algorithms, NIST FIPS-validated cryptography, and the assurance properties specified in 
NSA-endorsed basic robustness protection profiles or the Protection Profile 
Consistency Guidance for Basic Robustness.


E3.2.4.3.5.  The graded IA controls in attachments 1 through 6 to 
enclosure 4 account for robustness and also provide for the use of more robust security 
solutions as they become available through evolution of such things as the DoD PKI 
program and development of additional U.S. protection profiles.


E3.2.4.4.  Integrated technical and non-technical defenses.   Achieving an 
acceptable level of information assurance is dependent upon a synergy among people, 
operations and technology.
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E3.2.5.  Product Specification and Evaluation.   At the enterprise level, 
implementation-independent specifications for IA and IA-enabled IT products are 
provided in the form of protection profiles.   Protection profiles are developed in 
accordance with the Common Criteria (reference (j)) within the NIAP framework.   
Regardless of the mission assurance category or confidentiality level of the DoD 
information system, all incorporated IA products, and IA-enabled IT products that require 
use of the product's IA capabilities, acquired under contracts executed after July 1, 
2002, shall comply with the evaluation and validation requirements of NSTISSP No. 11 
(reference (ah)), with the following qualifications:


E3.2.5.1.  If an approved U.S. Government protection profile exists for a 
particular technology area and there are validated products available for use that match 
the protection profile description, then acquisition is restricted to those products; or to 
products that vendors, prior to purchase, submit for evaluation and validation to a 
security target written against the approved protection profile.   Products used within the 
Department of Defense may be submitted for evaluation at evaluation assurance levels 
(EALs) 1-7 through the NIAP Common Criteria Evaluation and Validation Scheme 
(CCEVS).   Alternatively, the United States recognizes products that have been evaluated 
under the sponsorship of other signatories and in accordance with the International 
Common Criteria for Information Security Technology Evaluation Recognition 
Arrangement (CCRA) for EALs 1-4 only.


E3.2.5.2.  If an approved U.S. Government protection profile exists for a 
particular technology area, but no validated products that conform to the protection 
profile are available for use, the acquiring organization must require, prior to purchase, 
that vendors submit their products for evaluation and validation by a NIAP EVP or 
CCRA laboratory to a security target written against the approved protection profile or 
acquire other U.S.-recognized products that have been evaluated under the sponsorship 
of other signatories to the CCRA.


E3.2.5.3.  If no U.S. Government protection profile exists for a particular 
technology area and the acquiring organization chooses not to acquire products that have 
been evaluated by the NIAP CCEVS or CCRA laboratories, then the acquiring 
organization must require, prior to purchase, that vendors provide a security target that 
describes the security attributes of their products, and that vendors submit their 
products for evaluation and validation at a DAA-approved EAL.   Robustness 
requirements, mission, and customer needs will together enable an experienced 
information systems security engineer to recommend a specific EAL for a particular 
product to the DAA.
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E3.2.5.4.  Acquiring DoD organizations that anticipate using the IA 
functionality of subsequent versions of an evaluated product shall specify in the original 
contract that product validation will be kept current through vendors submitting the next 
version of their products for evaluation or through participation in the NIAP Assurance 
Maintenance Program or the CCRA Assurance Maintenance Program.


E3.2.5.5.  Products that are available under multiple-award schedule contracts 
or non-DoD Government-Wide Acquisition Contracts 12 awarded before July 1, 2002, 
must be evaluated when and if a version release of the product is made available under 
the contract.


E3.2.5.6.  Although products that have not satisfactorily completed evaluation 
may be used, contracts shall require that any evaluations initiated under the conditions 
described in subparagraphs E3.2.5.1. through E3.2.5.5., above, must be satisfactorily 
completed within a specified period of time.


E3.2.5.7.  Implementation of security-related software patches directed 
through the DoD IAVA program shall not be delayed pending evaluation of changes that 
may result from the patches.


E3.2.6.  Security Configuration Specification.   DISA and NSA support the Defense 
IA program through the development and dissemination of security implementation 
specifications for the configuration of IA- and IA-enabled IT products.   Examples of 
such specifications include Security Technical Implementation Guidelines (STIG) and 
Security Recommendation Guides (SRG).


E3.2.7.  Connection Management.   The DISN Security Accreditation Working 
Group (DSAWG) represents the DISN community and advises the DISN DAAs of likely 
community acceptance or rejection of community risk.   DISN connection decisions 
rest with the four DISN DAAs.   Adjudication of conflicts related to DISN connection 
decisions rests with the GIG Waiver Panel under the DoD CIO Executive Board.   (See 
reference (e).)


E3.2.8.  Computer Network Defense (CND).   The Commander, U.S. Strategic 
Command coordinates and directs DoD-wide CND operations (operational component 
of IA) according to DoD Instruction O-8530.2 (reference (h)).
 ___________
12 For example, GSA schedules and other contract vehicles established by other Federal Departments or 
Agencies that are available for DoD use.
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E3.2.9.  Key Management Infrastructure (KMI).   The KMI provides a common 
unified process for the secure creation, distribution, and management of cryptographic 
products, such as asymmetric keys (e.g., PKI) and traditional symmetric keys (e.g., 
Electronic Key Management System (EKMS)) that enable security services for DoD 
information systems.   KMI-enabled services, such as identification and authentication 
and access control, become increasingly important as the Department of Defense 
incorporates IA into its information systems.   Such capabilities, when combined with 
strong need-to-know management controls, continuously lower risk, thus enabling 
greater information system utility to DoD missions.


E3.2.10.  IA Support Services.   DISA supports the Defense IA program through the 
maintenance of the IASE, a web-based resource providing access to current DoD and 
Federal IA and IA-related policy and guidance, including recent and pending legislation.   
It also provides oversight for the DoD IATAC, a formally chartered DoD institution that 
helps researchers, engineers, and program managers locate, analyze, use, and exchange 
scientific and technical information according to DoD Directive 3200.12 (reference 
(i)).


E3.3.  ELEMENTS OF A DoD COMPONENT IA PROGRAM 


E3.3.1.  Adequate security of DoD information and supporting IT assets is a 
fundamental management responsibility.   Each DoD Component shall implement and 
maintain a program to adequately secure its information and IT assets.   DoD Component 
programs shall:


E3.3.1.1.  Ensure that DoD information systems operate effectively and 
provide appropriate confidentiality, integrity, and availability; and


E3.3.1.2.  Protect information commensurate with the level of risk and 
magnitude of harm resulting from loss, misuse, unauthorized access, or modification.


E3.3.2.  A DoD Component IA program must harmonize the IA requirements of 
multiple DoD information systems.   This shall be accomplished through development 
of a DoD Component-level IA architecture and supporting master plan, coordination of 
IA projects across multiple investments, clear assignment of organizational roles and 
responsibilities, and development and management of a professional IA workforce.


E3.3.3.  A key enabler of the IA program is the DoD Component-level IA 
architecture.   The IA architecture assigns IA roles and behavior to DoD Component IT 
assets, and prescribes rules for interaction and interconnection.   This provides a 


DODI 8500.2, February 6, 2003


36 ENCLOSURE 3







uniform and systematic way to assess and specify IA across multiple DoD information 
systems and to ensure that emerging systems take advantage of supporting IA 
infrastructures and common IA services.   The architecture is not an end in itself and 
should not be exhaustive; rather, it is the basis for a DoD Component-level IA master 
plan that can be decomposed into specific IA planning guidance for IT enclaves and 
acquisition programs.   The planning guidance shall identify shortfalls in the current IA 
operational or technical configuration; support strategic operational and acquisition 
decisions; promote maximum use of supporting IA infrastructures such as the KMI; and 
promote the use of IA standards and evaluated or validated products.


E3.3.4.  Information assurance shall be traced as a programmatic entity in the 
Planning, Programming, and Budgeting System (PPBS) and visibility extended into 
budget execution.   Strategic IA goals and annual IA objectives shall be established 
according to the DoD Information Management Strategic Plan (reference (ai)), and 
funding and progress toward those objectives shall be tracked, reported, and validated.


E3.3.5.  Information assurance roles and responsibilities at all organizational and IT 
levels shall be clearly delineated in policy and doctrine.   Information assurance policies 
should explicitly address roles and responsibilities at organizational and IT interfaces, 
the expected behavior of all personnel, and the consequences of inconsistent behavior 
or non-compliance.   Doctrine and procedures that document how policy objectives are 
to be achieved should be developed and regularly updated or expanded to keep pace with 
new threats and the management challenges that accompany the introduction of new 
technology.   Policy and doctrine formulation and currency shall be a management 
review item.


E3.3.6.  IA functions may be performed full time by a DoD employee in an IT 
position, part time by a DoD employee in a designated IA role, or by a support 
contractor.   All personnel performing IA functions must satisfy both preparatory and 
sustaining DoD standard training and certification requirements as a condition of 
privileged access to any DoD information system.   DoD Component-level IA programs 
shall include a standard convention for naming and describing IA functions; tracking their 
association with positions, roles, and contracts; and tracking the training and certification 
of personnel assigned to the positions, roles or contracts.   Training programs shall take 
advantage of the core curriculum products offered by DISA, and comply with the training 
standards established by the Committee on National Security Systems (CNSS). 13   
Required versus actual IA workforce training and certification shall be a management 
review item.   Required versus actual compliance with qualifiying criteria for designated 
IT position categories and security clearances shall be a management review item.
 ___________
13 Formerly the National Security Telecommunications and Information Systems Security Committee (NSTISSC).
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E3.3.7.  All DoD employees and IT users shall maintain a degree of understanding 
of IA policies and doctrine commensurate with their responsibilities.   They shall be 
capable of appropriately responding to and reporting suspicious activities and 
conditions, and they shall know how to protect the information and IT they access.   To 
achieve this understanding, all DoD employees and IT users shall receive both initial and 
periodic refresher IA training.   Required versus actual IA awareness training shall be a 
management review item.


E3.3.8.  All changes to the configuration of the GIG (e.g., the introduction of new 
IT, changes in the capability of existing IT, changes to the infrastructure, procedural 
changes, or changes in the authorized or privileged user base) shall be reviewed for IA 
impact and managed accordingly.   DoD Component configuration management policies 
and processes shall address mobile code management, and the registration and 
management of ports, protocols and services, which shall be management review items.   
Strong configuration management is a foundation requirement for successful 
vulnerability management, and the two functions shall be highly coordinated.   As 
potential threats and vulnerabilities are identified, they must be prioritized, tracked and 
mitigated.   DoD Component IA programs shall provide a capability to track compliance 
with DoD directives and taskings to mitigate vulnerabilities or respond to threats in a 
coordinated manner.   Additionally, DoD Component IA programs shall provide the 
capability to systematically identify and assess vulnerabilities and to direct and track 
coordinated mitigations.   To the extent that system capabilities permit, mitigations shall 
be independently validated.   Compliance with DoD-directed solutions, such as 
USSTRATCOM Command Tasking Orders (CTOs), Information Assurance Vulnerability 
Alerts (IAVAs), and Information Operation Conditions (INFOCONs) shall be a 
management review item.


E3.3.9.  The DoD Component IA program shall ensure that mechanisms and 
procedures are employed to monitor all DoD information systems for unauthorized 
activity; to detect, report, and document unauthorized activity, such as attempted or 
realized penetrations of those systems; and to institute appropriate countermeasures or 
corrective actions.   Such activities shall be according to DoD Instruction O-8530-2 
(reference (h)) and related DoD guidance.


E3.3.10.  The DoD Component IA program shall regularly and systematically assess 
the IA posture of DoD Component-level information systems, and DoD 
Component-wide IA services and supporting infrastructures through combinations of 
self-assessments, independent assessments and audits, formal testing and certification 
activities, host and network vulnerability or penetration testing, and IA program reviews.
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E3.3.11.  In summary, elements of a DoD Component IA program include an IA 
architecture and supporting master plan, coordination of IA investments, clear 
assignment of organizational roles and responsibilities, and development and 
management of a professional IA workforce.   The DoD Component IA program shall be 
integrated with the Defense IA program through the tracking and reporting of 
management review items, the identification of IA program plans and needs, and 
collaboration with other DoD Components for IA solutions.


E3.4.  ELEMENTS OF A DoD INFORMATION SYSTEM IA PROGRAM 


E3.4.1.  The foundation level of the DoD IA management structure is composed of 
IA programs at the individual DoD information system.   For IA management purposes, 
DoD information systems are organized into the four categories defined in enclosure 2 
of this Instruction and further described below:


E3.4.1.1.  AIS Applications.   An AIS application is the product or deliverable 
of an IT acquisition program.   It has readily identifiable security requirements that must 
be addressed as part of the acquisition and are the responsibility of the acquisition 
program manager (PM).   These requirements are established by its mission assurance 
category and information classification or sensitivity and need-to-know.   The IA 
solutions that satisfy the identified requirements must comply with the DoD 
Component-level IA architecture, and to the extent possible, draw upon the common IA 
capabilities provided by hosting enclaves.   An AIS application's mission assurance 
category and security classification remain fixed by its information and user base; they 
do not inflate to match an enclave's.   Thus, DoD AIS applications may be hosted in an 
enclave with a higher mission assurance category or security classification, but never in 
one with a lower mission assurance category or security classification.   An AIS 
application is also subject to DoD IA management processes and controls that focus on 
the protection and availability of the GIG itself (e.g., ports and protocols and mobile 
code).   Responsibility for IA services is negotiated with hosting enclaves through 
information systems security engineering (ISSE) and the IA certification and 
accreditation process.   An AIS application is deployed to an enclave for operations, at 
which time responsibility for operational security is assumed by the enclave.   The 
acquisition program manager retains responsibility for addressing security in new 
releases of the AIS application.


E3.4.1.2.  Enclaves.   An enclave is a collection of computing environments 
that is connected by one or more internal networks and is under the control of a single 
authority and security policy.   Examples include local area networks and the operational 
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AIS applications they host, backbone networks, and data processing centers.   DoD 
enclaves deliver standard IA capabilities such as boundary defense, incident detection 
and response, and key management.   They also deliver common applications such as 
office automation and electronic mail.   DoD enclaves always assume the highest 
mission assurance category and most stringent security domain (e.g., access control 
profile based on authorized classification level, releasability, and need-to-know rules of 
the AIS applications, outsourced IT-based processes, or platform IT interconnections 
they support, and derive their security needs from these systems).   An enclave's mission 
assurance category and security domain remain fixed during interconnection to other 
enclaves; they do not inflate to match the mission assurance category or security domain 
of an interconnecting enclave.   Enclaves with higher mission assurance categories 
connecting to enclaves with lower mission assurance categories are responsible for 
ensuring that the connection does not degrade its availability or integrity.   
Interconnections that include or impact the DISN or the JWICs are subject to DISN or 
JWICs connection management requirements and processes.   Interconnections that 
cross security domains are subject to DoD policy and procedures for controlled 
interfaces.


E3.4.1.3.  Outsourced It-Based Processes.   Outsourced IT-based processes 
include outsourced business processes supported by private sector information systems, 
outsourced information technologies, and outsourced information services.   They may 
provide functionality associated with an application, enclave, platform IT, or some 
combination.   If the outsourced IT-based process is effectively a DoD enclave; i.e., if it 
is established only for DoD purposes, is dedicated to DoD processing, and is under DoD 
configuration control (e.g., the DLA Business Systems Modernization Production 
Center or the Navy Marine Corps Intranet), it should be managed and reported as a DoD 
enclave.   If, however, it supports non-DoD users or processes and is not under DoD 
configuration control, it must be managed and reported as an outsourced IT-based 
process.   Confidentiality, availability, integrity, authentication, and non-repudiation 
requirements for DoD information in an outsourced environment are determined by its 
mission assurance category and classification or sensitivity and need-to-know.   
Technical security of the outsourced environment is the responsibility of the service 
provider.   Outsourced applications that are accessed by DoD users within DoD enclaves 
(e.g., Powertrack) are subject to DoD enclave boundary defense controls for incoming 
traffic (e.g., ports and protocols and mobile code).   Responsibility for procedural and 
administrative security is shared between the service provider and the supported DoD 
entity.   Security roles and responsibilities shall be made explicit in the acquisition 
along with the performance and service-level parameters by which the Department of 
Defense shall measure the IA profile of the outsourced IT-based process.
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E3.4.1.4.  Platform It Interconnection.   Platform IT refers to computer 
resources, both hardware and software, that are physically part of, dedicated to, or 
essential in real time to the mission performance of special purpose systems such as 
weapons, training simulators, diagnostic test and maintenance equipment, calibration 
equipment, equipment used in the research and development of weapons systems, 
medical technologies, transport vehicles, buildings, and utility distribution systems, such 
as water and electric.   The availability, integrity, confidentiality, authentication, and 
non-repudiation requirements of the data it processes in direct support of its intended 
purpose are inherently addressed in the system design and operation.   When platform IT 
interconnects with external networks in order to exchange information, the IA 
requirements generated by the exchange must be explicitly addressed as part of the 
interconnection.   If not already established, as part of the interconnection negotiation, 
the platform shall identify the mission assurance category and confidentiality level of its 
interconnecting IT.   The connecting enclave must meet or exceed the mission assurance 
category and confidentiality level of the interconnecting platform IT.   If the mission 
assurance category or confidentiality level of the platform IT is lower than that of the 
connecting enclave, the enclave is responsible for assuring that the enclave's integrity, 
availability, and confidentiality are not degraded by the interconnection.   The enclave is 
also responsible for providing any additional measures required to extend IA services, 
such as identification and authentication to the platform IT during the interconnection or 
to protect the platform IT from interconnection risk, such as unauthorized access.


E3.4.2.  As early as possible in the life cycle of IT-dependent programs, 
information owners shall establish the mission assurance category, security 
classification, sensitivity, and need-to-know of information and information systems.   
Information owners shall also establish the permissible uses of information and 
associated mission or business rules of use, and ensure that the distinction between 
information that is operationally sensitive and information that can be made available to 
the public is clear to all.   In turn, mission assurance category establishes the 
requirements for availability and integrity, and security classification, sensitivity, and 
need-to-know establish confidentiality requirements.   Enclosure 4 of this Instruction 
provides detailed lists of the IA Controls necessary to achieve the baseline levels of 
availability, integrity, and confidentiality for mission assurance category and 
classification.   The IA Controls provide a common management language for 
establishing IA needs; interacting with system security engineers to ensure a purposeful 
design to meet those needs consistent with DoD and DoD Component-level guidance; 
testing and validating the implemented IA solutions; managing changes to the validated 
baseline, negotiating interconnections, and reporting IA readiness.   The baseline IA 
Controls identified in enclosure 4 must be explicitly addressed as part of an information 
system security engineering process.   They may also be supplemented as follows:
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E3.4.2.1.  DoD Component IA programs may establish IA Controls that apply to 
DoD Component-specific information systems.   DoD Component-level IA Controls 
must neither contradict nor negate DoD baseline IA Controls, and must not degrade 
interoperability across the DoD enterprise.


E3.4.2.2.  Consistent with subparagraph E3.4.2.1., above, individual DoD 
information systems may establish local IA Controls.


E3.4.2.3.  AIS application-unique requirements for Joint and Defense-wide 
programs shall be negotiated with the Heads of the DoD Components rather than with 
individual hosting enclaves.


E3.4.3.  The IA Controls provided in enclosure 4 of this Instruction are 
distinguished from Common Criteria security functional requirements in that they apply 
to the definition, configuration, operation, interconnection, and disposal of DoD 
information systems.   They form a management framework for the allocation, 
monitoring, and regulation of IA resources that is consistent with Federal guidance 
provided in OMB A-130 (reference (v)).   In contrast, Common Criteria security 
functional requirements apply only to IA & IA-enabled IT products that are incorporated 
into DoD information systems.   They form an engineering language and method for 
specifying the security features of individual IT products, and for evaluating the security 
features of those products in a common way that can be accepted by all.
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E3.4.4.  All AIS applications shall employ ISSE as part of the acquisition process.   
Those AIS applications that undergo a system engineering process should initiate ISSE 
in parallel to ensure IA is built into the AIS application.   Considering IA objectives, 
requirements, functions, architecture, design, testing, and implementation in conjunction 
with the corresponding system engineering analogues allows IA to be optimized based on 
the technical and non-technical considerations of the individual AIS application.   All 
enclaves shall employ ISSE to implement or upgrade boundary defense and incident 
detection, to address configuration changes to other IA solutions that may impact 
enclave IA posture, and to implement interconnections across security domains.   Using 
the IA Controls as the baseline, the ISSE process elicits detailed IA requirements; 
develops the physical and logical architecture, and technical specifications to satisfy 
those requirements at an acceptable level of risk; insures IA is integrated into the 
overall system acquisition and engineering process; and tests the system to verify the 
design and implementation of IA solutions.   The ISSE process shall explicitly address 
all IA Controls by providing traceability from the IA Controls to the elicited 
requirements, the corresponding design, and the testing.   It also identifies those IA 
Controls that are provided by the enclave, and identifies any additional IA Controls 
required to meet AIS application-specific or unusual circumstances.


E3.4.5.  As with the security engineering of AIS applications and enclaves, the IA 
Controls form a baseline for allocating IA responsibilities between outsourced service 
providers and DoD users, and for ensuring that IA requirements are explicitly addressed 
in the acquisition of outsourced IT based processes.   They perform a like function for 
the allocation of IA responsibilities between enclaves and interconnecting platforms.   
The IA Controls establish the baseline for the IA capabilities to be provided by enclaves 
and the reference framework for the exchange of information for application hosting 
and for interconnection negotiation and approval.   The DoD IA Controls establish a 
common dialogue among information owners, PMs, outsourced service providers, 
enclave managers, information assurance certifying and accrediting authorities, and 
information system security engineers.   They aid in the negotiation and allocation of IA 
requirements and capabilities, enable traceability to specific IA solutions, and provide a 
consistent reference for certification activities and findings.


E3.4.6.  Information Assurance Managers (IAMs) are responsible for establishing, 
implementing and maintaining the DoD information system IA program, and for 
documenting the IA program through the DoD IA C&A process.   The program shall 
include procedures for:


DODI 8500.2, February 6, 2003


43 ENCLOSURE 3







E3.4.6.1.  Ensuring that protection and detection capabilities are acquired or 
developed using an ISSE approach and are consistent with the DoD Component-level IA 
architecture.


E3.4.6.2.  Authorizing the use of DoD information system software, hardware, 
and firmware.


E3.4.6.3.  Addressing IA in the management of the DoD information system 
configuration.


E3.4.6.4.  Mitigating identified IA vulnerabilities, and reporting and responding 
to IA violations and incidents.


E3.4.6.5.  Continuity of IT and IA services.


E3.4.6.6.  Tracking compliance with the IA Controls applicable to the DoD 
information system and reporting IA management review items, such as C&A status, 
compliance with personnel security requirements, compliance with training and 
education requirements, and compliance with CTOs, IAVAs, and other directed solutions.


E3.4.7.  The IAM shall implement the IA program with the assistance of 
information assurance officers (IAOs), as required, and other privileged users (e.g., key 
managers, certificate managers, network administrators, system administrators, database 
administrators, and web administrators).   The IAM, IAOs, and privileged users shall hold 
U.S. Government security clearances commensurate with the level of information 
processed by the system or enclave.   They shall maintain a working knowledge of the 
system or enclave functions, its technical IA safeguards, and its operational IA 
measures.   The IAM shall develop and implement a role-based access scheme that 
accounts for all privileged access and implements the principles of least privilege and 
separation of functions.   Privileged users and IAOs shall access only that data, control 
information, software, hardware, and firmware for which they are authorized access and 
have a need-to-know, and assume only those roles and privileges for which they are 
authorized.   The IAM shall maintain visibility over all privileged user assignments to 
ensure separation of functions and compliance with personnel security criteria 
established in DoD 5200.2-R (reference (q)).


E3.4.8.  Assignment to privileged user roles with IA management access shall be 
according to Table E3.T1., below:
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Table E3.T1.   Investigative Levels for User with IA Management Access
to DoD Unclassified Information Systems


Investigative Levels for Users with IA Management Access to DoD Unclassified Information Systems 
(Investigative levels are defined in DoD 5200.2-R) 


-- The Term Foreign Nationals (FN) refers to all individuals who are Non-U.S. citizens including U.S. 
military personnel, DoD civilian employees and contractors --


Limited Privileged Access - IT-II


User Roles FN
(See Note)


U.S. 
Civilian


U.S. 
Military


U.S. 
Contractor


Conditions or Examples


IAM (with no IA 
administrative 
privileges)


Not Allowed NACI NACLC NACLC None


IAO (with no IA 
administrative 
privileges)


Conditionally 
Allowed- 
NACLC - 
(equivalent)


NACI NACLC NACLC FN - With DAA written approval, 
direct or indirect hires may 
continue as IAOs until replaced, 
provided they serve under the 
immediate supervision of a U.S. 
citizen IAM, and have no 
supervisory duties.


Supervisor of IT-II 
or IT-I positions 


Not Allowed NACI NACLC NACLC None


Administrator 
(with no IA 
administrative 
privileges)


Allowed:  
NACLC - 
(equivalent)


NACI NACLC NACLC Examples:  AIS administration, OS 
administration, end-user 
administration, administration of 
common applications such as 
email, word processing.
FN - Under the immediate 
supervision of a U.S. citizen.


Maintenance of 
IA-enabled 
products 


Conditionally 
Allowed - 
NACLC - 
(equivalent)


NACI NACLC NACLC FN - Under the immediate 
supervision of a U.S. citizen. 
All - Also subject to IA Controls 
(e.g., PEPF and ECRB)14


 ___________
14 All IA Controls, to include PEPF and ECRB are defined in enclosure 4 of this Instruction.
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Table E3.T1.   Investigative Levels for User with IA Management Access
to DoD Unclassified Information Systems, continued


Investigative Levels for Users with IA Management Access to DoD Unclassified Information Systems 
(Investigative levels are defined in DoD 5200.2-R) 


-- The Term Foreign Nationals (FN) refers to all individuals who are Non-U.S. citizens including U.S. 
military personnel, DoD civilian employees and contractors --


Privileged Access - IT-I


User Roles FN
(See Note)


U.S. 
Civilian


U.S. 
Military


U.S. 
Contractor


Conditions or Examples


DAA or IAM Not Allowed SSBI SSBI SSBI None


IAO (with IA 
administrative 
privileges)


Conditionally 
Allowed - SSBI 
- (equivalent)


SSBI SSBI SSBI FN - With DAA written approval, 
direct or indirect hires may 
continue as IAOs until replaced, 
provided they serve under the 
immediate supervision of a U.S. 
citizen IAM, and have no 
supervisory duties.


Monitoring and 
testing 


Not Allowed SSBI SSBI SSBI None


Administrator 
(with IA 
administrative 
privileges)


Conditionally 
Allowed - SSBI 
- (equivalent)


SSBI SSBI SSBI Examples:  Administration of IA 
devices (e.g., boundary devices, 
IDS, routers and switches)
FN - Under the immediate 
supervision of a U.S. citizen, and 
with written approval of the Head 
of the DoD Component


Maintenance of IA 
products


Conditionally 
Allowed - SSBI 
- (equivalent)


SSBI SSBI SSBI FN - Under the immediate 
supervision of a U.S. citizen, and 
with written approval of the Head 
of the DoD Component
All - Also subject to IA controls 
(e.g., PEPF and ECRB)


Note:  FN direct and indirect hires covered by the provisions of a Status of Forces Agreement (SOFA), or 
other international agreement, require host-nation personnel security investigations that are the equivalent 
of the U.S. investigative level indicated.
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Investigative Levels for DoD Information System Users Responsible for PKI Certificate Issuance


User Roles Foreign 
National


U.S. 
Civilian


U.S. 
Military


U.S. 
Contractor


Unclassified and Classified (SECRET and Below) 
Certificate Issuance -(IT-II)


Not Allowed NACI NACLC NACLC


Classified Certificate Issuance - ABOVE SECRET - 
(IT-I)


Not Allowed SSBI SSBI SSBI


E3.4.9.  In summary, all elements of a DoD information system IA program shall be 
developed, implemented, and maintained through the DoD IA C&A process.   The DoD IA 
C&A process shall be the mechanism for negotiating IA requirements and capabilities 
between DoD information systems and their supporting enclaves.   Information 
Assurance Managers shall integrate DoD information system IA programs with the DoD 
Component IA program by tracking and reporting management review items.
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E4.  ENCLOSURE 4


BASELINE INFORMATION ASSURANCE LEVELS


E4.1.1.  This enclosure establishes a baseline level of information assurance for all 
DoD information systems through the assignment of specific IA Controls to each 
system.   Assignment is made according to mission assurance category and 
confidentiality level.   Mission assurance category (MAC) I systems require high 
integrity and high availability, MAC II systems require high integrity and medium 
availability, and MAC III systems require basic integrity and availability.   Confidentiality 
levels are determined by whether the system processes classified, sensitive, or public 
information.   Mission assurance categories and confidentiality levels are independent, 
that is a MAC I system may process public information and a MAC III system may 
process classified information.   The nine combinations of mission assurance category 
and confidentiality level establish nine baseline IA levels that may coexist within the 
GIG.   See Table E4.T2.   These baseline IA levels are achieved by applying the specified 
set of IA Controls in a comprehensive IA program that includes acquisition, proper 
security engineering, connection management, and IA administration as described in 
enclosure 3 of this Instruction.


E4.1.2.  An IA Control describes an objective IA condition achieved through the 
application of specific safeguards or through the regulation of specific activities.   The 
objective condition is testable, compliance is measurable, and the activities required to 
achieve the IA Control are assignable and thus accountable.


Figure E4.F1.   Example of an IA Control


IA Control Subject Area:  Enclave and Computing Environment.


IA Control Number:  ECCT-1.


IA Control Name:  Encryption for Confidentiality (Data in Transit).


IA Control Text:  Unclassified, sensitive data transmitted through a commercial or wireless 
network are encrypted using NIST-certified cryptography.


E4.1.3.  An IA Control is comprised of the following, as illustrated in Figure E4.F1.:


E4.1.3.1.  IA Control Subject Area.   One of eight groups indicating the major 
subject or focus area to which an individual IA Control is assigned.   A complete list of 
IA Control Subject Areas is provided at Table E4.T1.


E4.1.3.2.  IA Control Name.   A brief title phrase that describes the individual 
IA Control.
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Table E4.T1.   IA Control Subject Areas
Abbreviation Subject Area Name Number of Controls in Subject Area


DC Security Design & Configuration 31


IA Identification and Authentication 9


EC Enclave and Computing Environment 48


EB Enclave Boundary Defense 8


PE Physical and Environmental 27


PR Personnel 7


CO Continuity 24


VI Vulnerability and Incident Management 3


E4.1.3.3.  IA Control Text.   One or more sentences that describe the IA 
condition or state that the IA Control is intended to achieve.


E4.1.3.4.  IA Control Number.   A unique identifier comprised of four letters, a 
dash, and a number.   The first two letters are an abbreviation for the subject area name 
and the second two letters are an abbreviation for the individual IA Controlname.   The 
number represents a level of robustness in ascending order that is relative to each IA 
Control.   In the example in Figure E4.F2., the control level is two (2), which means 
there is a related IA Control, ECCT-1, that provides less robustness.   There may also be 
an IA Control, ECCT-3, that provides greater robustness.


Figure E4.F2.   Elements of an IA Control Number


E4.1.4.  Information Assurance Controls may have one, two, or three levels.   The 
levels generally align to the mission assurance categories or confidentiality levels, 
however, there are exceptions.   For instance, some IA Controls have a single level that 
applies equally to all mission assurance categories or confidentiality levels.   In such 
cases, the IA Controls are included in each applicable list.   See enclosure 4, attachments 
1 - 6.   For example, DCIS-1, IA for IT Services, states, "Acquisition or outsourcing of IT 
services explicitly addresses Government, service provider, and end user IA roles and 
responsibilities."    It applies equally to all mission assurance categories and is included 
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in attachments 1, 2, and 3.   In other cases, an IA Control may only apply to a given 
mission assurance category or confidentiality level.   For example, ECCM-1, COMSEC, 
states, "COMSEC activities comply with DoD Directive C-5200.5."   It applies only to 
classified information systems, and appears only in attachment 4.


E4.1.5.  The organization of IA into three major service areas instead of the five 
that are included in the DoD definition is a convenience, and is intended to neither 
contradict nor supplant the definition.   Within this organizing scheme, the IA Controls 
that deliver identification and authentication and non-repudiation overlap the other three 
service areas to varying degrees, but are most generally included in integrity.   Some 
integrity IA Controls also support confidentiality.   When an IA Control is required for 
both integrity and confidentiality, the higher level prevails.


E4.1.6.  The set of IA Controls applicable to any given DoD information system is 
always a combination of the IA Controls for its mission assurance category and the IA 
Controls for its confidentiality level, as listed in Table E4.T2., below.


Table E4.T2.   Applicable IA Controls by Mission Assurance Category
 and Confidentiality Level


Mission Assurance Category and Confidentiality Level Applicable IA Controls


MAC I, Classified Attachments A1 and A4


MAC I, Sensitive Attachments A1 and A5


MAC I, Public Attachments A1 and A6


MAC II, Classified Attachments A2 and A4


MAC II, Sensitive Attachments A2 and A5


MAC II, Public Attachments A3 and A6


MAC III, Classified Attachments A3 and A4


MAC III, Sensitive Attachments A3 and A5


MAC III, Public Attachments A3 and A6


E4.1.7.  Operating Environment.   For information assurance purposes, two 
important characteristics of a DoD information system determine the overall robustness 
of its operating environment:   internal system exposure and external system exposure.
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E4.1.7.1.  Internal system exposure is a measure of the difference between the 
established security criteria for individual access and the actual accessprivileges of 
authorized users.   The greater the difference, the higher the internal system exposure 
and the lower the overall robustness of the operating environment.   For example, a 
system containing classified information that grants access to personnel without 
security clearances has a higher level of internal system exposure and a lower level of 
environmental robustness than a system that limits access to persons that are cleared 
for access to all information on the system.


E4.1.7.2.  External system exposure is a measure of the degree of isolation 
from other information systems, either through physical or cryptographic means.   The 
greater the isolation, the lower the external system exposure and the higher the overall 
robustness of the operating environment.   For example, a standalone information system 
or local area network has a lower level of system exposure and a higher level of 
environmental robustness than a system that uses the Internet for user connectivity.


E4.1.7.3.  The DoD baseline IA controls enforce DoD policies that limit 
internal and external system exposure according to confidentiality level, as summarized 
in Table E4.T3., below:
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Table E4.T3.   Operating Environment Summary by Confidentiality Level


Confidentiality Level Internal System Exposure External System Exposure


High (Systems 
Processing Classified 
Information)


• Each user has a clearance for all 
information processed, stored or 
transmitted by the system. 
• Each user has access approval 
for all information stored or 
transmitted by the system. 
• Each user is granted access 
only to information for which the 
user has a valid need-to-know.


• System complies with DoDD C-5200.5 
(reference (aj)) requirements for physical or 
cryptographic isolation. 
• All Internet access is prohibited. 
• All enclave interconnections with enclaves 
in the same security domain require 
boundary protection (e.g., firewalls, IDS, and 
a DMZ). 
• All enclave interconnections with enclaves 
in a different security domain require a 
controlled interface. 
• All interconnections undergo a security 
review and approval.


Medium (Systems 
Processing Sensitive 
Information


• Each user has access approval 
for all information stored or 
transmitted by the system. 
• Each user is granted access 
only to information for which the 
user has a valid need-to-know. 
• Each IT user meets security 
criteria commensurate with the 
duties of the position.


• All non-DoD network access (e.g., Internet) 
is managed through a central access point 
with boundary protections (e.g., a DMZ). 
• All enclave interconnections with enclaves 
in the same security domain require 
boundary protection (e.g., firewalls, IDS, and 
a DMZ). 
• All remote user access is managed 
through a central access point. 
• All interconnections undergo a security 
review and approval.


Basic (Systems 
Processing Public 
Information)


• Each user has access approval 
for all information stored or 
transmitted by the system.
• Each IT user meets security 
criteria commensurate with the 
duties of the position.


• N/A as the purpose of system is providing 
publicly released information to the public.


E4.1.8.  Internal and external system exposure are often assigned levels of High, 
Medium, and Low.   The combined levels of internal and external system exposure may 
be referred to as total system exposure.   Total system exposure is a general indicator 
of risk, and is the inverse of a system's operating environment robustness, a term used in 
U.S. Government protection profiles.   Table E4.T4., below, outlines the total system 
exposure and operating environment robustness of DoD information systems that are 
compliant with the baseline IA controls for confidentiality:
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E4.T4.   Levels of Total System Exposure and Operating Environment Robustness by Confidentiality 
Level


Confidentiality 
Level


Level of Internal 
System Exposure


Level of External 
System Exposure


Level of Total 
System Exposure


Level of Operating 
Environment 
Robustness


High Low Low Low High


Medium Low Medium Medium Medium


Basic Low N/A Low Basic


E4.1.9.  Each DoD information system shall be reviewed against the mission 
assurance category definitions provided in enclosure 2 of this Instruction and assigned 
to a mission assurance category.   Each DoD information system shall be assigned a 
confidentiality level based on the classification or sensitivity of the information 
processed.   The assigned mission assurance category and confidentiality level shall be 
used to determine the applicable IA Controls from Table E4.T2.   These IA Controls 
shall constitute the baseline requirements for IA certification and accreditation or 
reaccredidation.


Attachments - 6
E4.A1.  Mission Assurance Category I Controls for Integrity and Availability
E4.A2.  Mission Assurance Category II Controls for Integrity and Availability
E4.A3.  Mission Assurance Category III Controls for Integrity and Availability
E4.A4.  Confidentiality Controls for DoD Information Systems Processing 


Classified Information
E4.A5.  Confidentiality Controls for DoD Information Systems Processing Sensitive 


Information
E4.A6.  Confidentiality Controls for DoD Information Systems Processing Public 


Information
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E4.A1.  ATTACHMENT 1 TO ENCLOSURE 4


MISSION ASSURANCE CATEGORY I CONTROLS FOR INTEGRITY AND 
AVAILABILITY


This attachment lists the threshold integrity and availability IA  Controls Mission 
Assurance Category I DoD information systems.   There are 70 total IA  Controls, 32 
for integrity and 38 for availability.


Subject 
Area


Control Number, Name and Text IA  Service


Security Design and Configuration Availability


DCAR-1          Procedural Review


An annual IA  review is conducted that comprehensively evaluates existing policies and 
processes to ensure procedural consistency and to ensure that they fully support the goal 
of uninterrupted operations.


Security Design and Configuration Integrity 


DCBP-1          Best Security Practices


The DoD information system security design incorporates best security practices such as 
single sign-on, PKE, smart card, and biometrics.


Security Design and Configuration Integrity


DCCB-2          Control Board


All information systems are under the control of a chartered Configuration Control Board 
that meets regularly according to DCPR-1.   The IAM is a member of the CCB.


Security Design and Configuration Integrity 


DCCS-2          Configuration Specifications


A  DoD reference document such as a security technical implementation guide or security 
recommendation guide constitutes the primary source for security configuration or 
implementation guidance for the deployment of newly acquired IA- and IA-enabled IT 
products that require use of the product's IA  capabilities.   If a DoD reference document is 
not available, the system owner works with DISA  or NSA  to draft configuration guidance 
for inclusion in a Departmental reference guide.


Security Design and Configuration Availability 


DCCT-1          Compliance Testing


A  comprehensive set of procedures is implemented that tests all patches, upgrades, and 
new AIS applications prior to deployment.


Security Design and Configuration Integrity


DCDS-1          Dedicated IA  Services


Acquisition or outsourcing of dedicated IA  services such as incident monitoring, analysis 
and response; operation of IA  devices such as firewalls; or key management services are 
supported by a formal risk analysis and approved by the DoD Component CIO.
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Subject 
Area


Control Number, Name and Text IA  Service


Security Design and Configuration Integrity 


DCFA-1          Functional Architecture for AIS Applications


For AIS applications, a functional architecture that identifies the following has been 
developed and is maintained: 
       - all external interfaces, the information being exchanged, and the protection 
mechanisms associated with each interface 
       - user roles required for access control and the access privileges assigned to each 
role (See ECAN) 
       - unique security requirements (e.g., encryption of key data elements at rest) 
       - categories of sensitive information processed or stored by the AIS application, and 
their specific protection plans (e.g., Privacy Act, HIPAA) 
       - restoration priority of subsystems, processes, or information (See COEF).


Security Design and Configuration Availability 


DCHW-1          HW Baseline


A  current and comprehensive baseline inventory of all hardware (HW) (to include 
manufacturer, type, model, physical location and network topology or architecture) required 
to support enclave operations is maintained by the Configuration Control Board (CCB) 
and as part of the SSAA.   A  backup copy of the inventory is stored in a fire-rated container 
or otherwise not collocated with the original.


Security Design and Configuration Integrity 


DCID-1          Interconnection Documentation


For AIS applications, a list of all (potential) hosting enclaves is developed and maintained 
along with evidence of deployment planning and coordination and the exchange of 
connection rules and requirements. 
   
For enclaves, a list of all hosted AIS applications, interconnected outsourced IT-based 
processes, and interconnected IT platforms is developed and maintained along with 
evidence of deployment planning and coordination and the exchange of connection rules 
and requirements. 


Security Design and Configuration Integrity


DCII-1          IA  Impact Assessment


Changes to the DoD information system are assessed for IA  and accreditation impact 
prior to implementation.


Security Design and Configuration Integrity


DCIT-1          IA  for IT Services


Acquisition or outsourcing of IT services explicitly addresses Government, service provider, 
and end user IA  roles and responsibilities.
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Subject 
Area


Control Number, Name and Text IA  Service


Security Design and Configuration Integrity


DCMC-1          Mobile Code


The acquisition, development, and/or use of mobile code to be deployed in DoD systems 
meets the following requirements: 
       (1) Emerging mobile code technologies that have not undergone a risk assessment by 
NSA  and been assigned to a Risk Category by the DoD CIO is not used. 
       (2) Category 1 mobile code is signed with a DoD-approved PKI code signing 
certificate; use of unsigned Category 1 mobile code is prohibited; use of Category 1 
mobile code technologies that cannot block or disable unsigned mobile code (e.g., 
Windows Scripting Host) is prohibited. 
       (3) Category 2 mobile code, which executes in a constrained environment without 
access to system resources (e.g., Windows registry, file system, system parameters, 
network connections to other than the originating host) may be used. 
       (4) Category 2 mobile code that does not execute in a constrained environment may be 
used when obtained from a trusted source over an assured channel (e.g., SIPRNET, SSL 
connection, S/MIME, code is signed with a DoD-approved code signing certificate). 
       (5) Category 3 mobile code may be used. 
       (6) All DoD workstation and host software are configured, to the extent possible, to 
prevent the download and execution of mobile code that is prohibited. 
       (7) The automatic execution of all mobile code in email is prohibited; email software 
is configured to prompt the user prior to executing mobile code in attachments.


Security Design and Configuration Integrity


DCNR-1          Non-repudiation


NIST FIPS 140-2 validated cryptography (e.g., DoD PKI class 3 or 4 token) is used to 
implement encryption (e.g., AES, 3DES, DES, Skipjack), key exchange (e.g., FIPS 171), 
digital signature (e.g., DSA, RSA, ECDSA), and hash (e.g., SHA-1, SHA-256, SHA-384, 
SHA-512).   Newer standards should be applied as they become available.


Security Design and Configuration Integrity 


DCPA-1          Partitioning the Application


User interface services (e.g., web services) are physically or logically separated from data 
storage and management services (e.g., database management systems).   Separation 
may be accomplished through the use of different computers, different CPUs, different 
instances of the operating system, different network addresses, combinations of these 
methods, or other methods, as appropriate.


Security Design and Configuration Availability 


DCPB-1          IA  Program and Budget


A  discrete line item for Information Assurance is established in programming and budget 
documentation. 
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Subject 
Area


Control Number, Name and Text IA  Service


Security Design and Configuration Availability 


DCPD-1          Public Domain Software Controls


Binary or machine executable public domain software products and other software 
products with limited or no warranty such as those commonly known as freeware or 
shareware are not used in DoD information systems unless they are necessary for 
mission accomplishment and there are no alternative IT solutions available.   Such 
products are assessed for information assurance impacts, and approved for use by the 
DAA.   The assessment addresses the fact that such software products are difficult or 
impossible to review, repair, or extend, given that the Government does not have access to 
the original source code and there is no owner who could make such repairs on behalf of 
the Government.


Security Design and Configuration Availability


DCPP-1          Ports, Protocols, and Services


DoD information systems comply with DoD ports, protocols, and services guidance.   AIS 
applications, outsourced IT-based processes and platform IT identify the network ports, 
protocols, and services they plan to use as early in the life cycle as possible and notify 
hosting enclaves.   Enclaves register all active ports, protocols, and services in accordance 
with DoD and DoD Component guidance.


Security Design and Configuration Integrity


DCPR-1          CM Process


A  configuration management (CM) process is implemented that includes requirements 
for: 
       (1) Formally documented CM roles, responsibilities, and procedures to include the 
management of IA  information and documentation; 
       (2) A  configuration control board that implements procedures to ensure a security 
review and approval of all proposed DoD information system changes, to include 
interconnections to other DoD information systems; 
       (3) A  testing process to verify proposed configuration changes prior to implementation 
in the operational environment; and 
       (4) A  verification process to provide additional assurance that the CM process is 
working effectively and that changes outside the CM process are technically or procedurally 
not permitted.


Security Design and Configuration Availability


DCSD-1          IA  Documentation


All appointments to required IA  roles (e.g., DAA  and IAM/IAO) are established in writing, to 
include assigned duties and appointment criteria such as training, security clearance, and 
IT-designation.   A  System Security Plan is established that describes the technical, 
administrative, and procedural IA  program and policies that govern the DoD information 
system, and identifies all IA  personnel and specific IA  requirements and objectives (e.g., 
requirements for data handling or dissemination, system redundancy and backup, or 
emergency response).


Security Design and Configuration Integrity


DCSL-1          System Library Management Controls


System libraries are managed and maintained to protect privileged programs and to 
prevent or minimize the introduction of unauthorized code.
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Subject 
Area


Control Number, Name and Text IA  Service


Security Design and Configuration Integrity


DCSP-1          Security Support Structure Partitioning


The security support structure is isolated by means of partitions, domains, etc., including 
control of access to, and integrity of, hardware, software, and firmware that perform security 
functions.   The security support structure maintains separate execution domains (e.g., 
address spaces) for each executing process.


Security Design and Configuration Integrity


DCSQ-1          Software Quality 


Software quality requirements and validation methods that are focused on the 
minimization of flawed or malformed software that can negatively impact integrity or 
availability (e.g., buffer overruns) are specified for all software development initiatives.


Security Design and Configuration Integrity


DCSS-2          System State Changes 


System initialization, shutdown, and aborts are configured to ensure that the system 
remains in a secure state.   Tests are provided and periodically run to ensure the integrity 
of the system state.


Security Design and Configuration Availability


DCSW-1          SW Baseline


A  current and comprehensive baseline inventory of all software (SW) (to include 
manufacturer, type, and version and installation manuals and procedures) required to 
support DoD information system operations is maintained by the CCB and as part of the 
C&A  documentation.   A  backup copy of the inventory is stored in a fire-rated container or 
otherwise not collocated with the original.


Identification and Authentication Integrity


IAKM-2          Key Management


Symmetric Keys are produced, controlled and distributed using NSA-approved key 
management technology and processes.   Asymmetric Keys are produced, controlled, and 
distributed using DoD PKI Class 3 or Class 4 certificates and hardware security tokens 
that protect the user's private key. 


Identification and Authentication Integrity


IATS-2          Token and Certificate Standards 


Identification and authentication is accomplished using the DoD PKI Class 3 or 4 
certificate and hardware security token (when available) or an NSA-certified product.


Enclave and Computing Environment Integrity


ECAT-2          Audit Trail, Monitoring, Analysis and Reporting


An automated, continuous on-line monitoring and audit trail creation capability is deployed 
with the capability to immediately alert personnel of any unusual or inappropriate activity 
with potential IA  implications, and with a user configurable capability to automatically 
disable the system if serious IA  violations are detected.


Enclave and Computing Environment Integrity


ECCD-2          Changes to Data


Access control mechanisms exist to ensure that data is accessed and changed only by 
authorized personnel.   Access and changes to the data are recorded in transaction logs 
that are reviewed periodically or immediately upon system security events.   Users are 
notified of time and date of the last change in data content.
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Subject 
Area


Control Number, Name and Text IA  Service


Enclave and Computing Environment Integrity 


ECDC-1          Data Change Controls


Transaction-based systems (e.g., database management systems, transaction 
processing systems) implement transaction roll-back and transaction journaling, or 
technical equivalents.


Enclave and Computing Environment Integrity


ECID-1          Host Based IDS


Host-based intrusion detection systems are deployed for major applications and for 
network management assets, such as routers, switches, and domain name servers (DNS).


Enclave and Computing Environment Integrity


ECIM-1          Instant Messaging


Instant messaging traffic to and from instant messaging clients that are independently 
configured by end users and that interact with a public service provider is prohibited within 
DoD information systems.   Both inbound and outbound public service instant messaging 
traffic is blocked at the enclave boundary.   Note:  This does not include IM services that are 
configured by a DoD AIS application or enclave to perform an authorized and official 
function.


Enclave and Computing Environment Integrity


ECND-2          Network Device Controls 


An effective network device control program (e.g., routers, switches, firewalls) is 
implemented and includes:   instructions for restart and recovery procedures; restrictions 
on source code access, system utility access, and system documentation; protection from 
deletion of system and application files, and a structured process for implementation of 
directed solutions (e.g., IAVA).   Audit or other technical measures are in place to ensure 
that the network device controls are not compromised.   Change controls are periodically 
tested.


Enclave and Computing Environment Integrity


ECPA-1          Privileged Account Control


All privileged user accounts are established and administered in accordance with a 
role-based access scheme that organizes all system and network privileges into roles 
(e.g., key management, network, system administration, database administration, web 
administration).   The IAM tracks privileged role assignments.


Enclave and Computing Environment Integrity


ECPC-2          Production Code Change Controls


Application programmer privileges to change production code and data are limited and 
reviewed every 3 months.


Enclave and Computing Environment Integrity


ECRG-1          Audit Reduction and Report Generation 


Tools are available for the review of audit records and for report generation from audit 
records.


Enclave and Computing Environment Availability


ECSC-1          Security Configuration Compliance


For Enclaves and AIS applications, all DoD security configuration or implementation guides 
have been applied.
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Subject 
Area


Control Number, Name and Text IA  Service


Enclave and Computing Environment Integrity


ECSD-2          Software Development Change Controls


Change controls for software development are in place to prevent unauthorized programs 
or modifications to programs from being implemented.   Change controls include review 
and approval of application change requests and technical system features to assure that 
changes are executed by authorized personnel and are properly implemented.


Enclave and Computing Environment Integrity


ECTB-1          Audit Trail Backup 


The audit records are backed up not less than weekly onto a different system or media 
than the system being audited.


Enclave and Computing Environment Integrity


ECTM-2          Transmission Integrity Controls


Good engineering practices with regards to the integrity mechanisms of COTS, GOTS, and 
custom developed solutions are implemented for incoming and outgoing files, such as 
parity checks and cyclic redundancy checks (CRCs).   Mechanisms are in place to assure 
the integrity of all transmitted information (including labels and security parameters) and to 
detect or prevent the hijacking of a communication session (e.g., encrypted or covert 
communication channels).


Enclave and Computing Environment Integrity


ECTP-1          Audit Trail Protection


The contents of audit trails are protected against unauthorized access, modification or 
deletion.


Enclave and Computing Environment Availability


ECVI-1          Voice over IP


Voice over Internet Protocol (VoIP) traffic to and from workstation IP telephony clients that 
are independently configured by end users for personal use is prohibited within DoD 
information systems.   Both inbound and outbound individually configured voice over IP 
traffic is blocked at the enclave boundary.   Note:  This does not include VoIP services that 
are configured by a DoD AIS application or enclave to perform an authorized and official 
function.


Enclave and Computing Environment Availability


ECVP-1          Virus Protection 


All servers, workstations and mobile computing devices implement virus protection that 
includes a capability for automatic updates.


Enclave and Computing Environment Availability


ECWN-1          Wireless Computing and Networking 


Wireless computing and networking capabilities from workstations, laptops, personal 
digital assistants (PDAs), handheld computers, cellular phones, or other portable 
electronic devices are implemented in accordance with DoD wireless policy, as issued.   
(See also ECCT).   Unused wireless computing capabilities internally embedded in 
interconnected DoD IT assets are normally disabled by changing factory defaults, settings 
or configurations prior to issue to end users.   Wireless computing and networking 
capabilities are not independently configured by end users.
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Subject 
Area


Control Number, Name and Text IA  Service


Enclave Boundary Defense Availability


EBCR-1          Connection Rules


The DoD information system is compliant with established DoD connection rules and 
approval processes.


Enclave Boundary Defense Availability


EBVC-1          VPN Controls


All VPN traffic is visible to network intrusion detection systems (IDS).


Physical and Environmental Availability


PEEL-2          Emergency Lighting


An automatic emergency lighting system is installed that covers all areas necessary to 
maintain mission or business essential functions, to include emergency exits and 
evacuation routes.


Physical and Environmental Availability 


PEFD-2          Fire Detection


A  servicing fire department receives an automatic notification of any activation of the 
smoke detection or fire suppression system.


Physical and Environmental Availability


PEFI-1          Fire Inspection


Computing facilities undergo a periodic fire marshal inspection.   Deficiencies are 
promptly resolved.


Physical and Environmental Availability


PEFS-2          Fire Suppression System


A  fully automatic fire suppression system is installed that automatically activates when it 
detects heat, smoke, or particles.


Physical and Environmental Availability


PEHC-2          Humidity Controls


Automatic humidity controls are installed to prevent humidity fluctuations potentially 
harmful to personnel or equipment operation.


Physical and Environmental Availability


PEMS-1          Master Power Switch


A  master power switch or emergency cut-off switch to IT equipment is present.   It is 
located near the main entrance of the IT area and it is labeled and protected by a cover to 
prevent accidental shut-off.
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Subject 
Area


Control Number, Name and Text IA  Service


Physical and Environmental Integrity


PESL-1          Screen Lock


Unless there is an overriding technical or operational problem, a workstation screen-lock 
functionality is associated with each workstation.   When activated, the screen-lock function 
places an unclassified pattern onto the entire screen of the workstation, totally hiding what 
was previously visible on the screen.   Such a capability is enabled either by explicit user 
action or a specified period of workstation inactivity (e.g., 15 minutes).   Once the 
workstation screen-lock software is activated, access to the workstation requires 
knowledge of a unique authenticator.   A  screen lock function is not considered a 
substitute for logging out (unless a mechanism actually logs out the user when the user 
idle time is exceeded).


Physical and Environmental Availability


PETC-2          Temperature Controls


Automatic temperature controls are installed to prevent temperature fluctuations potentially 
harmful to personnel or equipment operation.


Physical and Environmental Availability


PETN-1          Environmental Control Training


Employees receive initial and periodic training in the operation of environmental controls.


Physical and Environmental Availability


PEVR-1          Voltage Regulators


Automatic voltage control is implemented for key IT assets.


Personnel Availability


PRRB-1          Security Rules of Behavior or Acceptable Use Policy 


A  set of rules that describe the IA  operations of the DoD information system and clearly 
delineate IA  responsibilities and expected behavior of all personnel is in place.   The rules 
include the consequences of inconsistent behavior or non-compliance.   Signed 
acknowledgement of the rules is a condition of access.


Continuity Availability


COAS-2          Alternate Site Designation


An alternate site is identified that permits the restoration of all mission or business 
essential functions.


Continuity Availability


COBR-1          Protection of Backup and Restoration Assets


Procedures are in place assure the appropriate physical and technical protection of the 
backup and restoration hardware, firmware, and software, such as router tables, 
compilers, and other security-related system software.


Continuity Availability


CODB-3          Data Backup Procedures


Data backup is accomplished by maintaining a redundant secondary system, not 
collocated, that can be activated without loss of data or disruption to the operation.
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Subject 
Area


Control Number, Name and Text IA  Service


Continuity Availability


CODP-3          Disaster and Recovery Planning


A  disaster plan exists that provides for the smooth transfer of all mission or business 
essential functions to an alternate site for the duration of an event with little or no loss of 
operational continuity.   (Disaster recovery procedures include business recovery plans, 
system contingency plans, facility disaster recovery plans, and plan acceptance.)


Continuity Availability


COEB-2 Enclave Boundary Defense


Enclave boundary defense at the alternate site must be configured identically to that of the 
primary site.


Continuity Availability


COED-2          Scheduled Exercises and Drills


The continuity of operations or disaster recovery plans or significant portions are exercised 
semi-annually.


Continuity Availability


COEF-2          Identification of Essential Functions


Mission and business-essential functions are identified for priority restoration planning 
along with all assets supporting mission or business-essential functions (e.g., 
computer-based services, data and applications, communications, physical infrastructure).


Continuity Availability


COMS-2          Maintenance Support


Maintenance support for key IT assets is available to respond 24 X 7 immediately upon 
failure.


Continuity Availability


COPS-3          Power Supply


Electrical systems are configured to allow continuous or uninterrupted power to key IT 
assets and all users accessing the key IT assets to perform mission or 
business-essential functions.   This may include an uninterrupted power supply coupled 
with emergency generators or other alternate power source.


Continuity Availability


COSP-2          Spares and Parts


Maintenance spares and spare parts for key IT assets are available 24 X 7 immediately 
upon failure.


Continuity Availability


COSW-1          Backup Copies of Critical SW


Back-up copies of the operating system and other critical software are stored in a fire 
rated container or otherwise not collocated with the operational software.


Continuity Availability


COTR-1          Trusted Recovery


Recovery procedures and technical system features exist to ensure that recovery is done 
in a secure and verifiable manner.   Circumstances that can inhibit a trusted recovery are 
documented and appropriate mitigating procedures have been put in place.
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Subject 
Area


Control Number, Name and Text IA  Service


Vulnerability and Incident Management Availability


VIIR-2          Incident Response Planning


An incident response plan exists that identifies the responsible CND Service Provider in 
accordance with DoD Instruction O-8530.2, defines reportable incidents, outlines a 
standard operating procedure for incident response to include INFOCON, provides for user 
training, and establishes an incident response team.   The plan is exercised at least every 
6 months.


Vulnerability and Incident Management Availability


VIVM-1          Vulnerability Management


A  comprehensive vulnerability management process that includes the systematic 
identification and mitigation of software and hardware vulnerabilities is in place.    
Wherever system capabilities permit, mitigation is independently validated through 
inspection and automated vulnerability assessment or state management tools.   
Vulnerability assessment tools have been acquired, personnel have been appropriately 
trained, procedures have been developed, and regular internal and external assessments 
are conducted.   For improved interoperability, preference is given to tools that express 
vulnerabilities in the Common Vulnerabilities and Exposures (CVE) naming convention 
and use the Open Vulnerability Assessment Language (OVAL) to test for the presence of 
vulnerabilities.
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E4.A2.  ATTACHMENT 2 TO ENCLOSURE 4


MISSION ASSURANCE CATEGORY II CONTROLS FOR INTEGRITY AND 
AVAILABILITY


This attachment lists the threshold integrity and availability IA  Controls Mission 
Assurance Category II DoD information systems.   There are 70 total IA  Controls, 32 
for integrity and 38 for availability.


Subject 
Area


Control Number, Name and Text IA  Service


Security Design and Configuration Availability


DCAR-1          Procedural Review


An annual IA  review is conducted that comprehensively evaluates existing policies and 
processes to ensure procedural consistency and to ensure that they fully support the goal 
of uninterrupted operations.


Security Design and Configuration Integrity


DCBP-1          Best Security Practices


The DoD information system security design incorporates best security practices such as 
single sign-on, PKE, smart card, and biometrics. 


Security Design and Configuration Integrity


DCCB-2          Control Board


All information systems are under the control of a chartered Configuration Control Board 
that meets regularly according to DCPR-1.   The IAM is a member of the CCB.


Security Design and Configuration Integrity


DCCS-2          Configuration Specifications


A  DoD reference document such as a security technical implementation guide or security 
recommendation guide constitutes the primary source for security configuration or 
implementation guidance for the deployment of newly acquired IA- and IA-enabled IT 
products that require use of the product's IA  capabilities.   If a Departmental reference 
document is not available, the system owner works with DISA  or NSA  to draft configuration 
guidance for inclusion in a DoD reference guide.


Security Design and Configuration Availability


DCCT-1          Compliance Testing


A  comprehensive set of procedures is implemented that tests all patches, upgrades, and 
new AIS applications prior to deployment.


Security Design and Configuration Integrity


DCDS-1          Dedicated IA  Services


Acquisition or outsourcing of dedicated IA  services such as incident monitoring, analysis 
and response; operation of IA  devices, such as firewalls; or key management services are 
supported by a formal risk analysis and approved by the DoD Component CIO.
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Subject 
Area


Control Number, Name and Text IA  Service


Security Design and Configuration Integrity


DCFA-1          Functional Architecture for AIS Applications


For AIS applications, a functional architecture that identifies the following has been 
developed and is maintained: 
       - all external interfaces, the information being exchanged, and the protection 
mechanisms associated with each interface 
       - user roles required for access control and the access privileges assigned to each 
role (See ECAN) 
       - unique security requirements (e.g., encryption of key data elements at rest) 
       - categories of sensitive information processed or stored by the AIS application, and 
their specific protection plans (e.g., Privacy Act, HIPAA) 
       - restoration priority of subsystems, processes, or information (See COEF). 


Security Design and Configuration Availability


DCHW-1          HW Baseline 


A  current and comprehensive baseline inventory of all hardware (HW) (to include 
manufacturer, type, model, physical location and network topology or architecture) required 
to support enclave operations is maintained by the Configuration Control Board (CCB) and 
as part of the SSAA.   A  backup copy of the inventory is stored in a fire-rated container or 
otherwise not collocated with the original.


Security Design and Configuration Integrity


DCID-1          Interconnection Documentation


For AIS applications, a list of all (potential) hosting enclaves is developed and maintained 
along with evidence of deployment planning and coordination and the exchange of 
connection rules and requirements. 
   
For enclaves, a list of all hosted AIS applications, interconnected outsourced IT-based 
processes, and interconnected ITplatforms is developed and maintained along with 
evidence of deployment planning and coordination and the exchange of connection rules 
and requirements.


Security Design and Configuration Integrity


DCII-1          IA  Impact Assessment


Changes to the DoD information system are assessed for IA  and accreditation impact 
prior to implementation.


Security Design and Configuration Integrity


DCIT-1          IA  for IT Services


Acquisition or outsourcing of IT services explicitly addresses Government, service provider, 
and end user IA  roles and responsibilities.
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Subject 
Area


Control Number, Name and Text IA  Service


Security Design and Configuration Integrity


DCMC-1          Mobile Code


The acquisition, development, and/or use of mobile code to be deployed in DoD systems 
meets the following requirements: 
       (1) Emerging mobile code technologies that have not undergone a risk assessment by 
NSA  and been assigned to a Risk Category by the DoD CIO is not used. 
       (2) Category 1 mobile code is signed with a DoD-approved PKI code signing 
certificate; use of unsigned Category 1 mobile code is prohibited; use of Category 1 mobile 
code technologies that cannot block or disable unsigned mobile code (e.g., Windows 
Scripting Host) is prohibited. 
       (3) Category 2 mobile code which executes in a constrained environment without 
access to system resources (e.g., Windows registry, file system, system parameters, 
network connections to other than the originating host) may be used. 
       (4) Category 2 mobile code that does not execute in a constrained environment may be 
used when obtained from a trusted source over an assured channel (e.g., SIPRNET, SSL 
connection, S/MIME, code is signed with a DoD-approved code signing certificate). 
       (5) Category 3 mobile code may be used. 
       (6) All DoD workstation and host software are configured, to the extent possible, to 
prevent the download and execution of mobile code that is prohibited. 
       (7) The automatic execution of all mobile code in email is prohibited; email software is 
configured to prompt the user prior to executing mobile code in attachments. 


Security Design and Configuration Integrity


DCNR-1          Non-repudiation


NIST FIPS 140-2 validated cryptography (e.g., DoD PKI class 3 or 4 token) is used to 
implement encryption (e.g., AES, 3DES, DES, Skipjack), key exchange (e.g., FIPS 171), 
digital signature (e.g., DSA, RSA, ECDSA), and hash (e.g., SHA-1, SHA-256, SHA-384, 
SHA-512).   Newer standards should be applied as they become available.


Security Design and Configuration Integrity


DCPA-1          Partitioning the Application 


User interface services (e.g., web services) are physically or logically separated from data 
storage and management services (e.g., database management systems).   Separation 
may be accomplished through the use of different computers, different CPUs, different 
instances of the operating system, different network addresses, combinations of these 
methods, or other methods as appropriate.


Security Design and Configuration Availability


DCPB-1          IA  Program and Budget


A  discrete line item for Information Assurance is established in programming and budget 
documentation.
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Control Number, Name and Text IA  Service


Security Design and Configuration Availability


DCPD-1          Public Domain Software Controls


Binary or machine executable public domain software products and other software 
products with limited or no warranty, such as those commonly known as freeware or 
shareware are not used in DoD information systems unless they are necessary for 
mission accomplishment and there are no alternative IT solutions available.   Such 
products are assessed for information assurance impacts, and approved for use by the 
DAA.   The assessment addresses the fact that such software products are difficult or 
impossible to review, repair, or extend, given that the Government does not have access to 
the original source code and there is no owner who could make such repairs on behalf of 
the Government. 


Security Design and Configuration Availability


DCPP-1          Ports, Protocols, and Services


DoD information systems comply with DoD ports, protocols, and services guidance.   AIS 
applications, outsourced IT-based processes and platform IT identify the network ports, 
protocols, and services they plan to use as early in the life cycle as possible and notify 
hosting enclaves.   Enclaves register all active ports, protocols, and services in accordance 
with DoD and DoD Component guidance.


Security Design and Configuration Integrity


DCPR-1          CM Process


A  configuration management (CM) process is implemented that includes requirements for: 
       (1) Formally documented CM roles, responsibilities, and procedures to include the 
management of IA  information and documentation; 
       (2) A  configuration control board that implements procedures to ensure a security 
review and approval of all proposed DoD information system changes, to include 
interconnections to other DoD information systems; 
       (3) A  testing process to verify proposed configuration changes prior to implementation 
in the operational environment; and 
       (4) A  verification process to provide additional assurance that the CM process is 
working effectively and that changes outside the CM process are technically or procedurally 
not permitted.


Security Design and Configuration Availability


DCSD-1          IA  Documentation


All appointments to required IA  roles, e.g., DAA  and IAM/IAO, are established in writing, to 
include assigned duties and appointment criteria such as training, security clearance, and 
IT-designation.   A  System Security Plan is established that describes the technical, 
administrative, and procedural IA  program and policies that govern the DoD information 
system, and identifies all IA  personnel and specific IA  requirements and objectives (e.g., 
requirements for data handling or dissemination, system redundancy and backup, or 
emergency response).
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Control Number, Name and Text IA  Service


Security Design and Configuration Integrity


DCSL-1          System Library Management Controls


System libraries are managed and maintained to protect privileged programs and to 
prevent or minimize the introduction of unauthorized code.


Security Design and Configuration Integrity


DCSP-1          Security Support Structure Partitioning


The security support structure is isolated by means of partitions, domains, etc., including 
control of access to, and integrity of, hardware, software, and firmware that perform security 
functions.   The security support structure maintains separate execution domains (e.g., 
address spaces) for each executing process.


Security Design and Configuration Integrity


DCSQ-1          Software Quality


Software quality requirements and validation methods that are focused on the 
minimization of flawed or malformed software that can negatively impact integrity or 
availability (e.g., buffer overruns) are specified for all software development initiatives.


Security Design and Configuration Integrity


DCSS-2          System State Changes


System initialization, shutdown, and aborts are configured to ensure that the system 
remains in a secure state.   Tests are provided and periodically run to ensure the integrity 
of the system state.


Security Design and Configuration Availability


DCSW-1          SW Baseline


A  current and comprehensive baseline inventory of all software (SW) (to include 
manufacturer, type, and version and installation manuals and procedures) required to 
support DoD information system operations is maintained by the CCB and as part of the 
C&A  documentation.   A  backup copy of the inventory is stored in a fire-rated container or 
otherwise not collocated with the original.


Identification and Authentication Integrity


IAKM-2          Key Management


Symmetric Keys are produced, controlled and distributed using NSA-approved key 
management technology and processes.   Asymmetric Keys are produced, controlled and 
distributed using DoD PKI Class 3 or Class 4 certificates and hardware security tokens 
that protect the user's private key.


Identification and Authentication Integrity


IATS-2          Token and Certificate Standards


Identification and authentication is accomplished using the DoD PKI Class 3 or 4 
certificate and hardware security token (when available) or an NSA-certified product.


Enclave and Computing Environment Integrity


ECAT-2          Audit Trail, Monitoring, Analysis and Reporting


An automated, continuous on-line monitoring and audit trail creation capability is deployed 
with the capability to immediately alert personnel of any unusual or inappropriate activity 
with potential IA  implications, and with a user configurable capability to automatically 
disable the system if serious IA  violations are detected.
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Control Number, Name and Text IA  
Service


Enclave and Computing Environment Integrity


ECCD-2          Changes to Data


Access control mechanisms exist to ensure that data is accessed and changed only by 
authorized personnel.   Access and changes to the data are recorded in transaction logs 
that are reviewed periodically or immediately upon system security events.   Users are notified 
of time and date of the last change in data content.


Enclave and Computing Environment Integrity


ECDC-1          Data Change Controls


Transaction-based systems (e.g., database management systems, transaction processing 
systems) implement transaction roll-back and transaction journaling, or technical equivalents.


Enclave and Computing Environment Integrity


ECID-1          Host Based IDS


Host-based intrusion detection systems are deployed for major applications and for network 
management assets such as routers, switches, and domain name servers (DNS).


Enclave and Computing Environment Integrity


ECIM-1          Instant Messaging


Instant messaging traffic to and from instant messaging clients that are independently 
configured by end users and that interact with a public service provider is prohibited within 
DoD information systems.   Both inbound and outbound public service instant messaging 
traffic is blocked at the enclave boundary.   Note:  This does not include IM services that are 
configured by a DoD AIS application or enclave to perform an authorized and official function.


Enclave and Computing Environment Integrity


ECND-2          Network Device Controls


An effective network device control program (e.g., routers, switches, firewalls) is implemented 
and includes:   instructions for restart and recovery procedures; restrictions on source code 
access, system utility access, and system documentation; protection from deletion of system 
and application files, and a structured process for implementation of directed solutions, e.g., 
IAVA.   Audit or other technical measures are in place to ensure that the network device 
controls are not compromised.   Change controls are periodically tested.


Enclave and Computing Environment Integrity


ECPA-1          Privileged Account Control


All privileged user accounts are established and administered in accordance with a 
role-based access scheme that organizes all system and network privileges into roles (e.g., 
key management, network, system administration, database administration, web 
administration).   The IAM tracks privileged role assignments.


Enclave and Computing Environment Integrity


ECPC-2          Production Code Change Controls


Application programmer privileges to change production code and data are limited and 
reviewed every 3 months.


Enclave and Computing Environment Integrity


ECRG-1          Audit Reduction and Report Generation


Tools are available for the review of audit records and for report generation from audit 
records.
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Enclave and Computing Environment Availability


ECSC-1          Security Configuration Compliance


For Enclaves and AIS applications, all DoD security configuration or implementation 
guides have been applied.


Enclave and Computing Environment Integrity


ECSD-2          Software Development Change Controls


Change controls for software development are in place to prevent unauthorized programs 
or modifications to programs from being implemented.   Change controls include review 
and approval of application change requests and technical system features to assure that 
changes are executed by authorized personnel and are properly implemented. 


Enclave and Computing Environment Integrity


ECTB-1          Audit Trail Backup


The audit records are backed up not less than weekly onto a different system or media 
than the system being audited.


Enclave and Computing Environment Integrity


ECTM-2          Transmission Integrity Controls


Good engineering practices with regards to the integrity mechanisms of COTS, GOTS, and 
custom developed solutions are implemented for incoming and outgoing files, such as 
parity checks and cyclic redundancy checks (CRCs).   Mechanisms are in place to assure 
the integrity of all transmitted information (including labels and security parameters) and to 
detect or prevent the hijacking of a communication session (e.g., encrypted or covert 
communication channels).


Enclave and Computing Environment Integrity


ECTP-1          Audit Trail Protection


The contents of audit trails are protected against unauthorized access, modification or 
deletion.


Enclave and Computing Environment Availability


ECVI-1          Voice over IP


Voice over Internet Protocol (VoIP) traffic to and from workstation IP telephony clients that 
are independently configured by end users for personal use is prohibited within DoD 
information systems.   Both inbound and outbound individually configured voice over IP 
traffic is blocked at the enclave boundary.   Note:  This does not include VoIP services that 
are configured by a DoD AIS application or enclave to perform an authorized and official 
function.


Enclave and Computing Environment Availability


ECVP-1          Virus Protection


All servers, workstations and mobile computing devices implement virus protection that 
includes a capability for automatic updates.
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Enclave and Computing Environment Availability


ECWN-1          Wireless Computing and Networking


Wireless computing and networking capabilities from workstations, laptops, personal 
digital assistants (PDAs), handheld computers, cellular phones, or other portable 
electronic devices are implemented in accordance with DoD wireless policy, as issued.   
(See also ECCT).   Unused wireless computing capabilities internally embedded in 
interconnected DoD IT assets are normally disabled by changing factory defaults, settings, 
or configurations prior to issue to end users.   Wireless computing and networking 
capabilities are not independently configured by end users.


Enclave Boundary Defense Availability 


EBCR-1          Connection Rules


The DoD information system is compliant with established DoD connection rules and 
approval processes.


Enclave Boundary Defense Availability


EBVC-1          VPN Controls


All VPN traffic is visible to network intrusion detection systems (IDS).


Physical and Environmental Availability


PEEL-2          Emergency Lighting


An automatic emergency lighting system is installed that covers all areas necessary to 
maintain mission or business essential functions, to include emergency exits and 
evacuation routes.


Physical and Environmental Availability


PEFD-2          Fire Detection


A  servicing fire department receives an automatic notification of any activation of the 
smoke detection or fire suppression system.


Physical and Environmental Availability


PEFI-1          Fire Inspection


Computing facilities undergo a periodic fire marshal inspection.   Deficiencies are 
promptly resolved.


Physical and Environmental Availability


PEFS-2          Fire Suppression System


A  fully automatic fire suppression system is installed that automatically activates when it 
detects heat, smoke or particles.


Physical and Environmental Availability


PEHC-2          Humidity Controls


Automatic humidity controls are installed to prevent humidity fluctuations potentially harmful 
to personnel or equipment operation.


Physical and Environmental Availability


PEMS-1          Master Power Switch


A  master power switch or emergency cut-off switch to IT equipment is present.   It is 
located near the main entrance of the IT area and it is labeled and protected by a cover to 
prevent accidental shut-off.
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Physical and Environmental Integrity


PESL-1          Screen Lock


Unless there is an overriding technical or operational problem, a workstation screen-lock 
functionality is associated with each workstation.   When activated, the screen-lock function 
places an unclassified pattern onto the entire screen of the workstation, totally hiding what 
was previously visible on the screen.   Such a capability is enabled either by explicit user 
action or a specified period of workstation inactivity (e.g., 15 minutes).   Once the 
workstation screen-lock software is activated, access to the workstation requires 
knowledge of a unique authenticator.   A  screen lock function is not considered a 
substitute for logging out (unless a mechanism actually logs out the user when the user 
idle time is exceeded).


Physical and Environmental Availability


PETC-2          Temperature Controls


Automatic temperature controls are installed to prevent temperature fluctuations potentially 
harmful to personnel or equipment operation.


Physical and Environmental Availability


PETN-1          Environmental Control Training


Employees receive initial and periodic training in the operation of environmental controls.


Physical and Environmental Availability


PEVR-1          Voltage Regulators


Automatic voltage control is implemented for key IT assets.


Personnel Availability


PRRB-1          Security Rules of Behavior or Acceptable Use Policy


A  set of rules that describe the IA  operations of the DoD information system and clearly 
delineate IA  responsibilities and expected behavior of all personnel is in place.   The rules 
include the consequences of inconsistent behavior or non-compliance.   Signed 
acknowledgement of the rules is a condition of access.


Continuity Availability


COAS-2          Alternate Site Designation


An alternate site is identified that permits the restoration of all mission or business 
essential functions.


Continuity Availability


COBR-1          Protection of Backup and Restoration Assets


Procedures are in place assure the appropriate physical and technical protection of the 
backup and restoration hardware, firmware, and software, such as router tables, 
compilers, and other security-related system software.


Continuity Availability


CODB-2          Data Back-up Procedures


Data backup is performed daily, and recovery media are stored off-site at a location that 
affords protection of the data in accordance with its mission assurance category and 
confidentiality level.
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Continuity Availability


CODP-2          Disaster and Recovery Planning


A  disaster plan exists that provides for the resumption of mission or business essential 
functions within 24 hours activation.   (Disaster recovery procedures include business 
recovery plans, system contingency plans, facility disaster recovery plans, and plan 
acceptance.)


Continuity Availability


COEB-1          Enclave Boundary Defense


Enclave boundary defense at the alternate site provides security measures equivalent to 
the primary site.


Continuity Availability


COED-1          Scheduled Exercises and Drills


The continuity of operations or disaster recovery plans are exercised annually.


Continuity Availability


COEF-2          Identification of Essential Functions


Mission and business essential functions are identified for priority restoration planning 
along with all assets supporting mission or business essential functions (e.g., 
computer-based services, data and applications, communications, physical infrastructure).


Continuity Availability


COMS-2          Maintenance Support


Maintenance support for key IT assets is available to respond 24 X 7 immediately upon 
failure.


Continuity Availability


COPS-2          Power Supply


Electrical systems are configured to allow continuous or uninterrupted power to key IT 
assets.   This may include an uninterrupted power supply coupled with emergency 
generators.


Continuity Availability


COSP-1          Spares and Parts


Maintenance spares and spare parts for key IT assets can be obtained within 24 hours of 
failure.


Continuity Availability


COSW-1          Backup Copies of Critical SW


Back-up copies of the operating system and other critical software are stored in a fire 
rated container or otherwise not collocated with the operational software.


Continuity Availability


COTR-1          Trusted Recovery


Recovery procedures and technical system features exist to ensure that recovery is done 
in a secure and verifiable manner.   Circumstances that can inhibit a trusted recovery are 
documented and appropriate mitigating procedures have been put in place.
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Vulnerability and Incident Management Availability


VIIR-1          Incident Response Planning


An incident response plan exists that identifies the responsible CND Service Provider in 
accordance with DoD Instruction O-8530.2, defines reportable incidents, outlines a 
standard operating procedure for incident response to include INFOCON, provides for user 
training, and establishes an incident response team.   The plan is exercised at least 
annually.


Vulnerability and Incident Management Availability


VIVM-1          Vulnerability Management


A  comprehensive vulnerability management process that includes the systematic 
identification and mitigation of software and hardware vulnerabilities is in place.    
Wherever system capabilities permit, mitigation is independently validated through 
inspection and automated vulnerability assessment or state management tools.   
Vulnerability assessment tools have been acquired, personnel have been appropriately 
trained, procedures have been developed, and regular internal and external assessments 
are conducted.   For improved interoperability, preference is given to tools that express 
vulnerabilities in the Common Vulnerabilities and Exposures (CVE) naming convention 
and use the Open Vulnerability Assessment Language (OVAL) to test for the presence of 
vulnerabilities.
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E4.A3.  ATTACHMENT 3 TO ENCLOSURE 4


MISSION ASSURANCE CATEGORY III CONTROLS FOR INTEGRITY AND 
AVAILABILITY


This attachment lists the threshold integrity and availability IA  Controls Mission 
Assurance Category III DoD information systems.   There are 64 total IA  Controls, 27 
for integrity and 37 for availability.


Subject 
Area


Control Number, Name and Text IA  Service


Security Design and Configuration Availability


DCAR-1          Procedural Review


An annual IA  review is conducted that comprehensively evaluates existing policies and 
processes to ensure procedural consistency and to ensure that they fully support the goal 
of uninterrupted operations.


Security Design and Configuration Integrity


DCBP-1          Best Security Practices


The DoD information system security design incorporates best security practices such as 
single sign-on, PKE, smart card, and biometrics.


Security Design and Configuration Integrity


DCCB-1          Control Board


All DoD information systems are under the control of a chartered configuration control 
board that meets regularly according to DCPR-1.


Security Design and Configuration Integrity


DCCS-1          Configuration Specifications


A  DoD reference document, such as a security technical implementation guide or security 
recommendation guide constitutes the primary source for security configuration or 
implementation guidance for the deployment of newly acquired IA- and IA-enabled IT 
products that require use of the product's IA  capabilities.   If a DoD reference document is 
not available, the following are acceptable in descending order as available: 
       (1) Commercially accepted practices (e.g., SANS); 
       (2) Independent testing results (e.g., ICSA); or 
       (3) Vendor literature.


Security Design and Configuration Availability


DCCT-1          Compliance Testing


A  comprehensive set of procedures is implemented that tests all patches, upgrades, and 
new AIS applications prior to deployment.


Security Design and Configuration Integrity


DCDS-1          Dedicated IA  Services


Acquisition or outsourcing of dedicated IA  services, such as incident monitoring, analysis 
and response; operation of IA  devices, such as firewalls; or key management services are 
supported by a formal risk analysis and approved by the DoD Component CIO.
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Security Design and Configuration Integrity


DCFA-1          Functional Architecture for AIS Applications


For AIS applications, a functional architecture that identifies the following has been 
developed and is maintained: 
       - all external interfaces, the information being exchanged, and the protection 
mechanisms associated with each interface 
       - user roles required for access control and the access privileges assigned to each 
role (See ECAN) 
       - unique security requirements (e.g., encryption of key data elements at rest) 
       - categories of sensitive information processed or stored by the AIS application, and 
their specific protection plans (e.g., Privacy Act, HIPAA) 
       - restoration priority of subsystems, processes, or information (See COEF).


Security Design and Configuration Availability


DCHW-1          HW Baseline


A  current and comprehensive baseline inventory of all hardware (HW) (to include 
manufacturer, type, model, physical location and network topology or architecture) required 
to support enclave operations is maintained by the Configuration Control Board (CCB) and 
as part of the SSAA.   A  backup copy of the inventory is stored in a fire-rated container or 
otherwise not collocated with the original.


Security Design and Configuration Integrity


DCID-1          Interconnection Documentation


For AIS applications, a list of all [potential] hosting enclaves is developed and maintained 
along with evidence of deployment planning and coordination and the exchange of 
connection rules and requirements. 
   
For enclaves, a list of all hosted AIS applications, interconnected outsourced IT-based 
processes, and interconnected IT platforms is developed and maintained along with 
evidence of deployment planning and coordination and the exchange of connection rules 
and requirements.


Security Design and Configuration Integrity


DCII-1          IA  Impact Assessment


Changes to the DoD information system are assessed for IA  and accreditation impact 
prior to implementation.


Security Design and Configuration Integrity 


DCIT-1          IA  for IT Services


Acquisition or outsourcing of IT services explicitly addresses Government, service provider, 
and end user IA  roles and responsibilities.
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Security Design and Configuration Integrity


DCMC-1          Mobile Code


The acquisition, development, and/or use of mobile code to be deployed in DoD systems 
meets the following requirements: 
       (1) Emerging mobile code technologies that have not undergone a risk assessment by 
NSA  and been assigned to a Risk Category by the DoD CIO is not used. 
       (2) Category 1 mobile code is signed with a DoD-approved PKI code signing 
certificate; use of unsigned Category 1 mobile code is prohibited; use of Category 1 mobile 
code technologies that cannot block or disable unsigned mobile code (e.g., Windows 
Scripting Host) is prohibited. 
       (3) Category 2 mobile code, which executes in a constrained environment without 
access to system resources (e.g., Windows registry, file system, system parameters, 
network connections to other than the originating host) may be used. 
       (4) Category 2 mobile code that does not execute in a constrained environment may be 
used when obtained from a trusted source over an assured channel (e.g., SIPRNET, SSL 
connection, S/MIME, code is signed with a DoD-approved code signing certificate). 
       (5) Category 3 mobile code may be used. 
       (6) All DoD workstation and host software are configured, to the extent possible, to 
prevent the download and execution of mobile code that is prohibited. 
       (7) The automatic execution of all mobile code in email is prohibited; email software is 
configured to prompt the user prior to executing mobile code in attachments.


Security Design and Configuration Integrity


DCNR-1          Non-repudiation


NIST FIPS 140-2 validated cryptography (e.g., DoD PKI class 3 or 4 token) is used to 
implement encryption (e.g., AES, 3DES, DES, Skipjack), key exchange (e.g., FIPS 171), 
digital signature (e.g., DSA, RSA, ECDSA), and hash (e.g., SHA-1, SHA-256, SHA-384, 
SHA-512).   Newer standards should be applied as they become available.


Security Design and Configuration Availability


DCPD-1          Public Domain Software Controls


Binary or machine executable public domain software products and other software 
products with limited or no warranty such as those commonly known as freeware or 
shareware are not used in DoD information systems unless they are necessary for 
mission accomplishment and there are no alternative IT solutions available.   Such 
products are assessed for information assurance impacts, and approved for use by the 
DAA.   The assessment addresses the fact that such software products are difficult or 
impossible to review, repair, or extend, given that the Government does not have access to 
the original source code and there is no owner who could make such repairs on behalf of 
the Government.


Security Design and Configuration Availability


DCPP-1          Ports, Protocols, and Services


DoD information systems comply with DoD ports, protocols, and services guidance.   AIS 
applications, outsourced IT-based processes and platform IT identify the network ports, 
protocols, and services they plan to use as early in the life cycle as possible and notify 
hosting enclaves.   Enclaves register all active ports, protocols, and services in accordance 
with DoD and DoD Component guidance.
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Security Design and Configuration Integrity


DCPR-1          CM Process


A  configuration management (CM) process is implemented that includes requirements 
for: 
       (1) Formally documented CM roles, responsibilities, and procedures to include the 
management of IA  information and documentation; 
       (2) A  configuration control board that implements procedures to ensure a security 
review and approval of all proposed DoD information system changes, to include 
interconnections to other DoD information systems; 
       (3) a testing process to verify proposed configuration changes prior to implementation 
in the operational environment; and 
       (4) A  verification process to provide additional assurance that the CM process is 
working effectively and that changes outside the CM process are technically or procedurally 
not permitted.


Security Design and Configuration Availability


DCSD-1          IA  Documentation


All appointments to required IA  roles (e.g., DAA  and IAM/IAO) are established in writing, to 
include assigned duties and appointment criteria such as training, security clearance, and 
IT-designation.   A  System Security Plan is established that describes the technical, 
administrative, and procedural IA  program and policies that govern the DoD information 
system, and identifies all IA  personnel and specific IA  requirements and objectives (e.g., 
requirements for data handling or dissemination, system redundancy and backup, or 
emergency response).


Security Design and Configuration Integrity 


DCSL-1          System Library Management Controls


System libraries are managed and maintained to protect privileged programs and to 
prevent or minimize the introduction of unauthorized code.


Security Design and Configuration Integrity


DCSQ-1          Software Quality


Software quality requirements and validation methods that are focused on the 
minimization of flawed or malformed software that can negatively impact integrity or 
availability (e.g., buffer overruns) are specified for all software development initiatives.


Security Design and Configuration Integrity


DCSS-1          System State Changes


System initialization, shutdown, and aborts are configured to ensure that the system 
remains in a secure state.


Security Design and Configuration Availability


DCSW-1          SW Baseline


A  current and comprehensive baseline inventory of all software (SW) (to include 
manufacturer, type, and version and installation manuals and procedures) required to 
support DoD information system operations is maintained by the CCB and as part of the 
C&A  documentation.   A  backup copy of the inventory is stored in a fire-rated container or 
otherwise not collocated with the original.
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Identification and Authentication Integrity


IAKM-1          Key Management


Symmetric Keys are produced, controlled, and distributed using NIST-approved key 
management technology and processes.   Asymmetric Keys are produced, controlled, and 
distributed using DoD PKI Class 3 certificates or pre-placed keying material.


Identification and Authentication Integrity


IATS-1          Token and Certificate Standards


Identification and authentication is accomplished using the DoD PKI Class 3 certificate and 
hardware security token (when available).


Enclave and Computing Environment Integrity


ECAT-1          Audit Trail, Monitoring, Analysis and Reporting


Audit trail records from all available sources are regularly reviewed for indications of 
inappropriate or unusual activity.   Suspected violations of IA  policies are analyzed and 
reported in accordance with DoD information system IA  procedures.


Enclave and Computing Environment Integrity


ECCD-1          Changes to Data


Access control mechanisms exist to ensure that data is accessed and changed only by 
authorized personnel.


Enclave and Computing Environment Integrity


ECIM-1          Instant Messaging


Instant messaging traffic to and from instant messaging clients that are independently 
configured by end users and that interact with a public service provider is prohibited within 
DoD information systems.   Both inbound and outbound public service instant messaging 
traffic is blocked at the enclave boundary.   Note:  This does not include IM services that are 
configured by a DoD AIS application or enclave to perform an authorized and official function.


Enclave and Computing Environment Integrity


ECND-1          Network Device Controls


An effective network device (e.g., routers, switches, firewalls) control program is 
implemented and includes:   instructions for restart and recovery procedures; restrictions on 
source code access, system utility access, and system documentation; protection from 
deletion of system and application files, and a structured process for implementation of 
directed solutions (e.g., IAVA).


Enclave and Computing Environment Integrity


ECPA-1          Privileged Account Control


All privileged user accounts are established and administered in accordance with a 
role-based access scheme that organizes all system and network privileges into roles (e.g., 
key management, network, system administration, database administration, web 
administration).   The IAM tracks privileged role assignments.


Enclave and Computing Environment Integrity


ECPC-1          Production Code Change Controls


Application programmer privileges to change production code and data are limited and are 
periodically reviewed.
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Subject 
Area


Control Number, Name and Text IA  Service


Enclave and Computing Environment Integrity


ECRG-1          Audit Reduction and Report Generation


Tools are available for the review of audit records and for report generation from audit 
records.


Enclave and Computing Environment Availability


ECSC-1          Security Configuration Compliance


For Enclaves and AIS applications, all DoD security configuration or implementation guides 
have been applied.


Enclave and Computing Environment Integrity


ECSD-1          Software Development Change Controls


Change controls for software development are in place to prevent unauthorized programs 
or modifications to programs from being implemented.


Enclave and Computing Environment Integrity


ECTM-1          Transmission Integrity Controls


Good engineering practices with regards to the integrity mechanisms of COTS, GOTS and 
custom developed solutions are implemented for incoming and outgoing files, such as 
parity checks and cyclic redundancy checks (CRCs).


Enclave and Computing Environment Integrity


ECTP-1          Audit Trail Protection


The contents of audit trails are protected against unauthorized access, modification, or 
deletion.


Enclave and Computing Environment Availability


ECVI-1          Voice over IP


Voice over Internet Protocol (VoIP) traffic to and from workstation IP telephony clients that 
are independently configured by end users for personal use is prohibited within DoD 
information systems.   Both inbound and outbound individually configured voice over IP 
traffic is blocked at the enclave boundary.   Note:  This does not include VoIP services that 
are configured by a DoD AIS application or enclave to perform an authorized and official 
function.


Enclave and Computing Environment Availability


ECVP-1          Virus Protection


All servers, workstations, and mobile computing devices implement virus protection that 
includes a capability for automatic updates.


Enclave and Computing Environment Availability


ECWN-1          Wireless Computing and Networking


Wireless computing and networking capabilities from workstations, laptops, personal 
digital assistants (PDAs), handheld computers, cellular phones, or other portable 
electronic devices are implemented in accordance with DoD wireless policy, as issued.   
(See also ECCT).   Unused wireless computing capabilities internally embedded in 
interconnected DoD IT assets are normally disabled by changing factory defaults, settings 
or configurations prior to issue to end users.   Wireless computing and networking 
capabilities are not independently configured by end users.
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Area


Control Number, Name and Text IA  Service


Enclave Boundary Defense Availability


EBCR-1          Connection Rules


The DoD information system is compliant with established DoD connection rules and 
approval processes.


Enclave Boundary Defense Availability


EBVC-1          VPN Controls


All VPN traffic is visible to network intrusion detection systems (IDS).


Physical and Environmental Availability


PEEL-1          Emergency Lighting


An automatic emergency lighting system is installed that covers emergency exits and 
evacuation routes.


Physical and Environmental Availability


PEFD-1          Fire Detection


Battery-operated or electric stand-alone smoke detectors are installed in the facility.


Physical and Environmental Availability


PEFI-1          Fire Inspection


Computing facilities undergo a periodic fire marshal inspection.   Deficiencies are promptly 
resolved.


Physical and Environmental Availability


PEFS-1          Fire Suppression System


Handheld fire extinguishers or fixed fire hoses are available should an alarm be sounded 
or a fire be detected.


Physical and Environmental Availability


PEHC-1          Humidity Controls


Humidity controls are installed that provide an alarm of fluctuations potentially harmful to 
personnel or equipment operation; adjustments to humidifier/de-humidifier systems may 
be made manually.


Physical and Environmental Availability


PEMS-1          Master Power Switch


A  master power switch or emergency cut-off switch to IT equipment is present.   It is 
located near the main entrance of the IT area and it is labeled and protected by a cover to 
prevent accidental shut-off.


Physical and Environmental Integrity


PESL-1          Screen Lock


Unless there is an overriding technical or operational problem, a workstation screen-lock 
functionality is associated with each workstation.   When activated, the screen-lock function 
places an unclassified pattern onto the entire screen of the workstation, totally hiding what 
was previously visible on the screen.   Such a capability is enabled either by explicit user 
action or a specified period of workstation inactivity (e.g., 15 minutes).   Once the 
workstation screen-lock software is activated, access to the workstation requires 
knowledge of a unique authenticator.   A  screen lock function is not considered a 
substitute for logging out (unless a mechanism actually logs out the user when the user 
idle time is exceeded).
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Control Number, Name and Text IA  Service


Physical and Environmental Availability


PETC-1          Temperature Controls


Temperature controls are installed that provide an alarm when temperature fluctuations 
potentially harmful to personnel or equipment operation are detected; adjustments to 
heating or cooling systems may be made manually.


Physical and Environmental Availability


PETN-1          Environmental Control Training


Employees receive initial and periodic training in the operation of environmental controls.


Physical and Environmental Availability


PEVR-1          Voltage Regulators


Automatic voltage control is implemented for key IT assets.


Personnel Availability


PRRB-1          Security Rules of Behavior or Acceptable Use Policy


A  set of rules that describe the IA  operations of the DoD information system and clearly 
delineate IA  responsibilities and expected behavior of all personnel is in place.   The 
rules include the consequences of inconsistent behavior or non-compliance.   Signed 
acknowledgement of the rules is a condition of access.


Continuity Availability


COAS-1          Alternate Site Designation


An alternate site is identified that permits the partial restoration of mission or business 
essential functions.


Continuity Availability


COBR-1          Protection of Backup and Restoration Assets


Procedures are in place assure the appropriate physical and technical protection of the 
backup and restoration hardware, firmware, and software, such as router tables, 
compilers, and other security-related system software.


Continuity Availability


CODB-1          Data Backup Procedures


Data backup is performed at least weekly.


Continuity Availability


CODP-1          Disaster and Recovery Planning


A  disaster plan exists that provides for the partial resumption of mission or business 
essential functions within 5 days of activation.   (Disaster recovery procedures include 
business recovery plans, system contingency plans, facility disaster recovery plans, and 
plan acceptance.)


Continuity Availability


COEB-1          Enclave Boundary Defense


Enclave boundary defense at the alternate site provides security measures equivalent to 
the primary site.


Continuity Availability


COED-1          Scheduled Exercises and Drills


The continuity of operations or disaster recovery plans are exercised annually.
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Continuity Availability


COEF-1          Identification of Essential Functions


Mission and business essential functions are identified for priority restoration planning.


Continuity Availability


COMS-1          Maintenance Support


Maintenance support for key IT assets is available to respond within 24 hours of failure.


Continuity Availability


COPS-1          Power Supply


Electrical power is restored to key IT assets by manually activated power generators upon 
loss of electrical power from the primary source.


Continuity Availability


COSP-1          Spares and Parts


Maintenance spares and spare parts for key IT assets can be obtained within 24 hours of 
failure.


Continuity Availability


COSW-1          Backup Copies of Critical SW


Back-up copies of the operating system and other critical software are stored in a fire 
rated container or otherwise not collocated with the operational software.


Continuity Availability


COTR-1          Trusted Recovery


Recovery procedures and technical system features exist to ensure that recovery is done in 
a secure and verifiable manner.   Circumstances that can inhibit a trusted recovery are 
documented and appropriate mitigating procedures have been put in place.


Vulnerability and Incident Management Availability


VIIR-1          Incident Response Planning


An incident response plan exists that identifies the responsible CND Service Provider in 
accordance with DoD Instruction O-8530.2, defines reportable incidents, outlines a 
standard operating procedure for incident response to include INFOCON, provides for user 
training, and establishes an incident response team.   The plan is exercised at least 
annually.


Vulnerability and Incident Management Availability


VIVM-1          Vulnerability Management


A  comprehensive vulnerability management process that includes the systematic 
identification and mitigation of software and hardware vulnerabilities is in place.    
Wherever system capabilities permit, mitigation is independently validated through 
inspection and automated vulnerability assessment or state management tools.   
Vulnerability assessment tools have been acquired, personnel have been appropriately 
trained, procedures have been developed, and regular internal and external assessments 
are conducted.   For improved interoperability, preference is given to tools that express 
vulnerabilities in the Common Vulnerabilities and Exposures (CVE) naming convention 
and use the Open Vulnerability Assessment Language (OVAL) to test for the presence of 
vulnerabilities.


DODI 8500.2, February 6, 2003


84 ENCLOSURE 4, ATTACHMENT 3







E4.A4.  ATTACHMENT 4 TO ENCLOSURE 4


CONFIDENTIALITY CONTROLS FOR DOD INFORMATION SYSTEMS PROCESSING 
CLASSIFIED INFORMATION


This attachment lists the 45 confidentiality IA  Controls for classified DoD information 
systems.   Seven integrity IA  Controls also support confidentiality.   They are included 
in this list, and flagged as "Integrity." If the control level differs between this attachment 
and the applicable MAC attachment (E4.A1., E4.A2., or E4.A3.) for a given DoD 
information system, the higher level prevails.


Subject 
Area


Control Number, Name and Text IA  Service


Security Design and Configuration Confidentiality


DCAS-1          Acquisition Standards


The acquisition of all IA- and IA-enabled GOTS IT products is limited to products that 
have been evaluated by the NSA  or in accordance with NSA-approved processes.   The 
acquisition of all IA- and IA-enabled COTS IT products is limited to products that have 
been evaluated or validated through one of the following sources - the International 
Common Criteria (CC) for Information Security Technology Evaluation Mutual 
Recognition Arrangement, the NIAP Evaluation and Validation Program, or the FIPS 
validation program.   Robustness requirements, the mission, and customer needs will 
enable an experienced information systems security engineer to recommend a 
Protection Profile, a particular evaluated product or a security target with the appropriate 
assurance requirements for a product to be submitted for evaluation (See also 
DCSR-1).


Security Design and Configuration Confidentiality


DCSR-3          Specified Robustness – High


Only high-robustness GOTS or COTS IA  and IA-enabled IT products are used to protect 
classified information when the information transits networks that are at a lower 
classification level than the information being transported.   High-robustness products 
have been evaluated by NSA  or in accordance with NSA-approved processes. 
   
COTS IA  and IA-enabled IT products used for access control, data separation or privacy 
on classified systems already protected by approved high-robustness products at a 
minimum, satisfy the requirements for basic robustness.   If these COTS IA  and 
IA-enabled IT products are used to protect National Security Information by 
cryptographic means, NSA-approved key management may be required.


Security Design and Configuration Integrity


DCSS-2          System State Changes


System initialization, shutdown, and aborts are configured to ensure that the system 
remains in a secure state.   Tests are provided and periodically run to ensure the 
integrity of the system state.


Identification and Authentication Confidentiality


IAGA-1          Group Identification and Authentication


Group authenticators for application or network access may be used only in conjunction 
with an individual authenticator.   Any use of group authenticators not based on the 
DoD PKI has been explicitly approved by the Designated Approving Authority (DAA).
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Subject 
Area


Control Number, Name and Text IA  Service


Identification and Authentication Confidentiality


IAIA-2          Individual Identification and Authentication


DoD information system access is gained through the presentation of an individual 
identifier (e.g., a unique token or user logon ID) and password.   For systems utilizing a 
logon ID as the individual identifier, passwords are, at a minimum, a case sensitive, 
8-character mix of upper case letters, lower case letters, numbers, and special 
characters, including at least one of each (e.g., emPagd2!).   At least four characters 
must be changed when a new password is created.   Deployed/tactical systems with 
limited data input capabilities implement these measures to the extent possible. 
Registration to receive a user ID and password includes authorization by a supervisor, 
and is done in person before a designated registration authority.   Multiple forms of 
certification of individual identification such as a documentary evidence or a 
combination of documents and biometrics are presented to the registration authority. 
Additionally, to the extent capabilities permit, system mechanisms are implemented to 
enforce automatic expiration of passwords and to prevent password reuse, and 
processes are in place to validate that passwords are sufficiently strong to resist 
cracking and other attacks intended to discover a user's password.   All factory set, 
default or standard-user IDs and passwords are removed or changed.   Authenticators 
are protected commensurate with the classification or sensitivity of the information 
accessed; they are not shared; and they are not embedded in access scripts or stored 
on function keys.   Passwords are encrypted both for storage and for transmission.


Identification and Authentication Integrity


IAKM-3          Key Management


Symmetric and asymmetric keys are produced, controlled and distributed using 
NSA-approved key management technology and processes.


Enclave and Computing Environment Confidentiality


ECAD-1          Affiliation Display


To help prevent inadvertent disclosure of controlled information, all contractors are 
identified by the inclusion of the abbreviation "ctr" and all foreign nationals are identified 
by the inclusion of their two character country code in: 
       - DoD user e-mail addresses (e.g., john.smith.ctr@army.mil or 
john.smith.uk@army.mil); 
       - DoD user e-mail display names (e.g., John Smith, Contractor 
<john.smith.ctr@army.mil> or John Smith, United Kingdom <john.smith.uk@army.mil>); 
and 
       - automated signature blocks (e.g., John Smith, Contractor, J-6K, Joint Staff or John 
Doe, Australia, LNO, Combatant Command). 
Contractors who are also foreign nationals are identified as both (e.g., 
john.smith.ctr.uk@army.mil). 
Country codes and guidance regarding their use are in FIPS 10-4.
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Subject 
Area


Control Number, Name and Text IA  Service


Enclave and Computing Environment Confidentiality


ECAN-1          Access for Need-to-Know


Access to all DoD information is determined by both its classification and user 
need-to-know.   Need-to-know is established by the Information Owner and enforced by 
discretionary or role-based access controls.   Access controls are established and 
enforced for all shared or networked file systems and internal websites, whether 
classified, sensitive, or unclassified.   All internal classified, sensitive, and unclassified 
websites are organized to provide at least three distinct levels of access: 
       (1) Open access to general information that is made available to all DoD 
authorized users with network access.   Access does not require an audit transaction. 
       (2) Controlled access to information that is made available to all DoD authorized 
users upon the presentation of an individual authenticator.   Access is recorded in an 
audit transaction. 
       (3) Restricted access to need-to-know information that is made available only to an 
authorized community of interest.   Authorized users must present an individual 
authenticator and have either a demonstrated or validated need-to-know.   All access to 
need-to-know information and all failed access attempts are recorded in audit 
transactions.


Enclave and Computing Environment Integrity


ECAR-3          Audit Record Content


Audit records include: 
       - User ID. 
       - Successful and unsuccessful attempts to access security files 
       - Date and time of the event. 
       - Type of event. 
       - Success or failure of event. 
       - Successful and unsuccessful logons. 
       - Denial of access resulting from excessive number of logon attempts. 
       - Blocking or blacklisting a user ID, terminal or access port, and the reason for the 
action. 
       - Activities that might modify, bypass, or negate safeguards controlled by the 
system. 
       - Data required to audit the possible use of covert channel mechanisms. 
       - Privileged activities and other system-level access. 
       - Starting and ending time for access to the system. 
       - Security relevant actions associated with periods processing or the changing of 
security labels or categories of information.


Enclave and Computing Environment Integrity


ECAT-2          Audit Trail, Monitoring, Analysis and Reporting


An automated, continuous on-line monitoring and audit trail creation capability is 
deployed with the capability to immediately alert personnel of any unusual or 
inappropriate activity with potential IA  implications, and with a user-configurable 
capability to automatically disable the system if serious IA  violations are detected.
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Subject 
Area


Control Number, Name and Text IA  Service


Enclave and Computing Environment Integrity


ECCD-2          Changes to Data


Access control mechanisms exist to ensure that data is accessed and changed only 
by authorized personnel.   Access and changes to the data are recorded in transaction 
logs that are reviewed periodically or immediately upon system security events.   Users 
are notified of time and date of the last change in data content.


Enclave and Computing Environment Confidentiality


ECCM-1          COMSEC


COMSEC activities comply with DoD Directive C-5200.5.


Enclave and Computing Environment Confidentiality


ECCR-2          Encryption for Confidentiality (Data at Rest)


If required by the information owner, NIST-certified cryptography is used to encrypt 
stored classified non-SAMI information.


Enclave and Computing Environment Confidentiality


ECCR-3          Encryption for Confidentiality (Data at Rest)


If a classified enclave contains SAMI and is accessed by individuals lacking an 
appropriate clearance for SAMI, then NSA-approved cryptography is used to encrypt all 
SAMI stored within the enclave.


Enclave and Computing Environment Confidentiality


ECCT-2          Encryption for Confidentiality (Data in Transit)


Classified data transmitted through a network that is cleared to a lower level than the 
data being transmitted are separately encrypted using NSA-approved cryptography 
(See also DCSR-3).


Enclave and Computing Environment Confidentiality


ECIC-1          Interconnections among DoD Systems and Enclaves


Discretionary access controls are a sufficient IA  mechanism for connecting DoD 
information systems operating at the same classification, but with different 
need-to-know access rules.   A  controlled interface is required for interconnections 
among DoD information systems operating at different classifications levels or 
between DoD and non-DoD systems or networks.   Controlled interfaces are 
addressed in separate guidance.


Enclave and Computing Environment Confidentiality


ECLC-1          Audit of Security Label Changes


The system automatically records the creation, deletion, or modification of 
confidentiality or integrity labels, if required by the information owner.


Enclave and Computing Environment Confidentiality


ECLO-2          Logon


Successive logon attempts are controlled using one or more of the following: 
       - access is denied after multiple unsuccessful logon attempts. 
       - the number of access attempts in a given period is limited. 
       - a time-delay control system is employed. If the system allows for multiple logon 
sessions for each user ID, the system provides a capability to control the number of 
logon sessions.   Upon successful logon, the user is notified of the date and time of 
the user's last logon, the location of the user at last logon, and the number of 
unsuccessful logon attempts using this user ID since the last successful logon.
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Enclave and Computing Environment Confidentiality


ECLP-1          Least Privilege


Access procedures enforce the principles of separation of duties and "least privilege."   
Access to privileged accounts is limited to privileged users.   Use of privileged 
accounts is limited to privileged functions; that is, privileged users use non-privileged 
accounts for all non-privileged functions.   This control is in addition to an appropriate 
security clearance and need-to-know authorization.


Enclave and Computing Environment Confidentiality


ECML-1          Marking and Labeling


Information and DoD information systems that store, process, transit, or display data in 
any form or format that is not approved for public release comply with all requirements 
for marking and labeling contained in policy and guidance documents such as DoD 
5200.1R.   Markings and labels clearly reflect the classification or sensitivity level, if 
applicable, and any special dissemination, handling, or distribution instructions.


Enclave and Computing Environment Confidentiality 


ECMT-2          Conformance Monitoring and Testing 


Conformance testing that includes periodic, unannounced in-depth monitoring and 
provides for specific penetration testing to ensure compliance with all vulnerability 
mitigation procedures such as the DoD IAVA  or other DoD IA  practices is planned, 
scheduled, conducted, and independently validated.   Testing is intended to ensure that 
the system's IA  capabilities continue to provide adequate assurance against 
constantly evolving threats and vulnerabilities. 


Enclave and Computing Environment Confidentiality


ECNK-1          Encryption for Need-To-Know


Information in transit through a network at the same classification level, but which 
must be separated for need-to-know reasons, is encrypted, at a minimum, with 
NIST-certified cryptography.   This is in addition to ECCT (encryption for confidentiality – 
data in transit).


Enclave and Computing Environment Confidentiality


ECNK-2          Encryption for Need-To-Know


SAMI information in transit through a network at the same classification level is 
encrypted using NSA-approved cryptography.   This is to separate it for need-to-know 
reasons.   This is in addition to ECCT (encryption for confidentiality – data in transit).


Enclave and Computing Environment Confidentiality


ECRC-1          Resource Control


All authorizations to the information contained within an object are revoked prior to 
initial assignment, allocation, or reallocation to a subject from the system's pool of 
unused objects.   No information, including encrypted representations of information, 
produced by a prior subject's actions is available to any subject that obtains access to 
an object that has been released back to the system.   There is absolutely no residual 
data from the former object.
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Enclave and Computing Environment Integrity


ECRR-1          Audit Record Retention


If the DoD information system contains sources and methods intelligence (SAMI), 
then audit records are retained for 5 years.   Otherwise, audit records are retained for 
at least 1 year.


Enclave and Computing Environment Integrity


ECTB-1          Audit Trail Backup


The audit records are backed up not less than weekly onto a different system or 
media than the system being audited.


Enclave and Computing Environment Confidentiality


ECTC-1          Tempest Controls


Measures to protect against compromising emanations have been implemented 
according to DoD Directive S-5200.19.


Enclave and Computing Environment Confidentiality


ECWM-1          Warning Message


All users are warned that they are entering a Government information system, and are 
provided with appropriate privacy and security notices to include statements informing 
them that they are subject to monitoring, recording and auditing.


Enclave and Computing Environment Confidentiality


IAAC-1          Account Control


A  comprehensive account management process is implemented to ensure that only 
authorized users can gain access to workstations, applications, and networks and 
that individual accounts designated as inactive, suspended, or terminated are promptly 
deactivated. 


Enclave Boundary Defense Confidentiality


EBBD-3          Boundary Defense 


Boundary defense mechanisms to include firewalls and network intrusion detection 
systems (IDS) are deployed at the enclave boundary to the wide area network, and at 
layered or internal enclave boundaries and key points in the network as required.   All 
Internet access is prohibited. 


Enclave Boundary Defense Confidentiality 


EBRP-1          Remote Access for Privileged Functions 


Remote access for privileged functions is discouraged, is permitted only for 
compelling operational needs, and is strictly controlled.   In addition to EBRU-1, 
sessions employ security measures such as a VPN with blocking mode enabled.   A  
complete audit trail of each remote session is recorded, and the IAM/O reviews the 
log for every remote session. 
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Enclave Boundary Defense Confidentiality 


EBRU-1          Remote Access for User Functions 


All remote access to DoD information systems, to include telework access, is 
mediated through a managed access control point, such as a remote access server 
in a DMZ.   Remote access always uses encryption to protect the confidentiality of the 
session.   The session-level encryption equals or exceeds the robustness established 
in ECCT.   Authenticators are restricted to those that offer strong protection against 
spoofing.   Information regarding remote access mechanisms (e.g., Internet address, 
dial-up connection telephone number) is protected. 


Physical and Environmental Confidentiality


PECF-2          Access to Computing Facilities


Only authorized personnel with appropriate clearances are granted physical access to 
computing facilities that process classified information.


Physical and Environmental Confidentiality


PECS-2          Clearing and Sanitizing


All documents, equipment, and machine-readable media containing classified data 
are cleared and sanitized before being released outside its security domain according 
to DoD 5200.1-R.


Physical and Environmental Confidentiality


PEDD-1          Destruction


All documents, machine-readable media, and equipment are destroyed using 
procedures that comply with DoD policy (e.g., DoD 5200.1-R).


Physical and Environmental Confidentiality


PEDI-1          Data Interception


Devices that display or output classified or sensitive information in human-readable 
form are positioned to deter unauthorized individuals from reading the information.


Physical and Environmental Confidentiality


PEPF-2          Physical Protection of Facilities


Every physical access point to facilities housing workstations that process or display 
classified information is guarded or alarmed 24 X 7.   Intrusion alarms are monitored. 
Two (2) forms of identification are required to gain access to the facility (e.g., ID badge, 
key card, cipher PIN, biometrics).   A  visitor log is maintained.


Physical and Environmental Confidentiality


PEPS-1          Physical Security Testing


A  facility penetration testing process is in place that includes periodic, unannounced 
attempts to penetrate key computing facilities.


Physical and Environmental Confidentiality


PESP-1          Workplace Security Procedures


Procedures are implemented to ensure the proper handling and storage of 
information, such as end-of-day security checks, unannounced security checks, and, 
where appropriate, the imposition of a two-person rule within the computing facility.
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Physical and Environmental Confidentiality


PESS-1          Storage


Documents and equipment are stored in approved containers or facilities with 
maintenance and accountability procedures that comply with DoD 5200.1-R.


Physical and Environmental Confidentiality


PEVC-1          Visitor Control to Computing Facilities


Current signed procedures exist for controlling visitor access and maintaining a 
detailed log of all visitors to the computing facility.


Personnel Confidentiality


PRAS-2          Access to Information


Individuals requiring access to classified information are processed for access 
authorization in accordance with DoD personnel security policies.


Personnel Confidentiality


PRMP-2          Maintenance Personnel


Maintenance is performed only by authorized personnel.   The processes for 
determining authorization and the list of authorized maintenance personnel is 
documented.   Except as authorized by the DAA, personnel who perform maintenance 
on classified DoD information systems are cleared to the highest level of information 
on the system. Cleared personnel who perform maintenance on a classified DoD 
information systems require an escort unless they have authorized access to the 
computing facility and the DoD information system.   If uncleared or lower-cleared 
personnel are employed, a fully cleared and technically qualified escort monitors and 
records all activities in a maintenance log.   The level of detail required in the 
maintenance log is determined by the IAM.   All maintenance personnel comply with 
DAA  requirements for U.S. citizenship, which are explicit for all classified systems.


Personnel Confidentiality


PRNK-1          Access to Need-to-Know Information


Only individuals who have a valid need-to-know that is demonstrated by assigned 
official Government duties and who satisfy all personnel security criteria (e.g., IT 
position sensitivity background investigation requirements outlined in DoD 5200.2-R) 
are granted access to information with special protection measures or restricted 
distribution as established by the information owner.


Personnel Integrity


PRTN-1          Information Assurance Training


A  program is implemented to ensure that upon arrival and periodically thereafter, all 
personnel receive training and familiarization to perform their assigned IA 
responsibilities, to include familiarization with their prescribed roles in all IA- related 
plans such as incident response, configuration management and COOP or disaster 
recovery. 
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E4.A5.  ATTACHMENT 5 TO ENCLOSURE 4


CONFIDENTIALITY CONTROLS FOR DOD INFORMATION SYSTEMS PROCESSING 
SENSITIVE INFORMATION


This attachment lists the 34 confidentiality IA  Controls for sensitive DoD information 
systems.   Three integrity IA  Controls also support confidentiality.   They are included 
in this list, and flagged as "Integrity."   If the control level for the Integrity control 
differs between this attachment and the applicable attachment for MAC (E4.A1., E4.A2., 
or E4.A3.) for a given DoD information system, the higher level prevails.


Subject 
Area


Control Number, Name and Text IA  Service


Security Design and Configuration Confidentiality


DCAS-1          Acquisition Standards


The acquisition of all IA- and IA-enabled GOTS IT products is limited to products that 
have been evaluated by the NSA  or in accordance with NSA-approved processes.   
The acquisition of all IA- and IA-enabled COTS IT products is limited to products that 
have been evaluated or validated through one of the following sources - the 
International Common Criteria (CC) for Information Security Technology Evaluation 
Mutual Recognition Arrangement, the NIAP Evaluation and Validation Program, or the 
FIPS validation program.   Robustness requirements, the mission, and customer 
needs will enable an experienced information systems security engineer to 
recommend a Protection Profile, a particular evaluated product or a security target with 
the appropriate assurance requirements for a product to be submitted for evaluation 
(See also DCSR-1).


Security Design and Configuration Confidentiality 


DCSR-2          Specified Robustness - Medium


At a minimum, medium-robustness COTS IA  and IA-enabled products are used to 
protect sensitive information when the information transits public networks or the 
system handling the information is accessible by individuals who are not authorized to 
access the information on the system.   The medium-robustness requirements for 
products are defined in the Protection Profile Consistency Guidance for Medium 
Robustness published under the IATF. 
   
COTS IA  and IA-enabled IT products used for access control, data separation, or 
privacy on sensitive systems already protected by approved medium-robustness 
products, at a minimum, satisfy the requirements for basic robustness.   If these COTS 
IA  and IA-enabled IT products are used to protect National Security Information by 
cryptographic means, NSA-approved key management may be required.


Identification and Authentication Confidentiality


IAGA-1          Group Identification and Authentication


Group authenticators for application or network access may be used only in 
conjunction with an individual authenticator.   Any use of group authenticators not 
based on the DoD PKI has been explicitly approved by the Designated Approving 
Authority (DAA).
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Subject 
Area


Control Number, Name and Text IA  Service


Identification and Authentication Confidentiality


IAIA-1          Individual Identification and Authentication


DoD information system access is gained through the presentation of an individual 
identifier (e.g., a unique token or user login ID) and password.   For systems utilizing a 
logon ID as the individual identifier, passwords are, at a minimum, a case sensitive 
8-character mix of upper case letters, lower case letters, numbers, and special 
characters, including at least one of each (e.g., emPagd2!).   At least four characters 
must be changed when a new password is created.   Deployed/tactical systems with 
limited data input capabilities implement the password to the extent possible. 
Registration to receive a user ID and password includes authorization by a supervisor, 
and is done in person before a designated registration authority.   Additionally, to the 
extent system capabilities permit, system mechanisms are implemented to enforce 
automatic expiration of passwords and to prevent password reuse.   All factory set, 
default or standard-user IDs and passwords are removed or changed.   Authenticators 
are protected commensurate with the classification or sensitivity of the information 
accessed; they are not shared; and they are not embedded in access scripts or stored 
on function keys.   Passwords are encrypted both for storage and for transmission.


Enclave and Computing Environment Confidentiality


ECAD-1          Affiliation Display


To help prevent inadvertent disclosure of controlled information, all contractors are 
identified by the inclusion of the abbreviation "ctr" and all foreign nationals are 
identified by the inclusion of their two-character country code in: 
       - DoD user e-mail addresses (e.g., john.smith.ctr@army.mil or 
john.smith.uk@army.mil); 
       - DoD user e-mail display names (e.g., John Smith, Contractor 
<john.smith.ctr@army.mil> or John Smith, United Kingdom <john.smith.uk@army.mil>); 
and 
       - automated signature blocks (e.g., John Smith, Contractor, J-6K, Joint Staff or John 
Doe, Australia, LNO, Combatant Command). 
Contractors who are also foreign nationals are identified as both (e.g., 
john.smith.ctr.uk@army.mil). 
Country codes and guidance regarding their use are in FIPS 10-4.
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Subject 
Area


Control Number, Name and Text IA  Service


Enclave and Computing Environment Confidentiality


ECAN-1          Access for Need-to-Know


Access to all DoD information is determined by both its classification and user 
need-to-know.   Need-to-know is established by the Information Owner and enforced by 
discretionary or role-based access controls.   Access controls are established and 
enforced for all shared or networked file systems and internal websites, whether 
classified, sensitive, or unclassified.   All internal classified, sensitive, and unclassified 
websites are organized to provide at least three distinct levels of access: 
       (1) Open access to general information that is made available to all DoD 
authorized users with network access.   Access does not require an audit transaction. 
       (2) Controlled access to information that is made available to all DoD authorized 
users upon the presentation of an individual authenticator.   Access is recorded in an 
audit transaction. 
       (3) Restricted access to need-to-know information that is made available only to an 
authorized community of interest.   Authorized users must present an individual 
authenticator and have either a demonstrated or validated need-to-know.   All access to 
need-to-know information and all failed access attempts are recorded in audit 
transactions.


Enclave and Computing Environment Confidentiality


ECAR-2          Audit Record Content


Audit records include: 
       - User ID. 
       - Successful and unsuccessful attempts to access security files. 
       - Date and time of the event. 
       - Type of event. 
       - Success or failure of event. 
       - Successful and unsuccessful logons. 
       - Denial of access resulting from excessive number of logon attempts. 
       - Blocking or blacklisting a user ID, terminal or access port and the reason for the 
action. 
       - Activities that might modify, bypass, or negate safeguards controlled by the system.


Enclave and Computing Environment Integrity


ECAT-1          Audit Trail, Monitoring, Analysis and Reporting


Audit trail records from all available sources are regularly reviewed for indications of 
inappropriate or unusual activity.   Suspected violations of IA  policies are analyzed and 
reported in accordance with DoD information system IA  procedures.


Enclave and Computing Environment Confidentiality


ECCR-1          Encryption for Confidentiality (Data at Rest)


If required by the information owner, NIST-certified cryptography is used to encrypt 
stored sensitive information.


Enclave and Computing Environment Confidentiality


ECCT-1          Encryption for Confidentiality (Data in Transit)


Unclassified, sensitive data transmitted through a commercial or wireless network are 
encrypted using NIST-certified cryptography (See also DCSR-2).
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Subject 
Area


Control Number, Name and Text IA  Service


Enclave and Computing Environment Confidentiality


ECIC-1          Interconnections among DoD Systems and Enclaves


Discretionary access controls are a sufficient IA  mechanism for connecting DoD 
information systems operating at the same classification, but with different 
need-to-know access rules.   A  controlled interface is required for interconnections 
among DoD information systems operating at different classifications levels or 
between DoD and non-DoD systems or networks.   Controlled interfaces are 
addressed in separate guidance.


Enclave and Computing Environment Confidentiality


ECLO-1          Logon


Successive logon attempts are controlled using one or more of the following: 
       - access is denied after multiple unsuccessful logon attempts. 
       - the number of access attempts in a given period is limited. 
       - a time-delay control system is employed. 
If the system allows for multiple-logon sessions for each user ID, the system provides 
a capability to control the number of logon sessions.


Enclave and Computing Environment Confidentiality


ECLP-1          Least Privilege


Access procedures enforce the principles of separation of duties and "least privilege." 
Access to privileged accounts is limited to privileged users.   Use of privileged 
accounts is limited to privileged functions; that is, privileged users use non-privileged 
accounts for all non-privileged functions.   This control is in addition to an appropriate 
security clearance and need-to-know authorization.


Enclave and Computing Environment Confidentiality


ECML-1          Marking and Labeling


Information and DoD information systems that store, process, transit, or display data in 
any form or format that is not approved for public release comply with all requirements 
for marking and labeling contained in policy and guidance documents, such as DOD 
5200.1R.   Markings and labels clearly reflect the classification or sensitivity level, if 
applicable, and any special dissemination, handling, or distribution instructions.


Enclave and Computing Environment Confidentiality


ECMT-1          Conformance Monitoring and Testing


Conformance testing that includes periodic, unannounced, in-depth monitoring and 
provides for specific penetration testing to ensure compliance with all vulnerability 
mitigation procedures such as the DoD IAVA  or other DoD IA  practices is planned, 
scheduled, and conducted.   Testing is intended to ensure that the system's IA 
capabilities continue to provide adequate assurance against constantly evolving 
threats and vulnerabilities.


Enclave and Computing Environment Confidentiality


ECNK-1          Encryption for Need-To-Know


Information in transit through a network at the same classification level, but which 
must be separated for need-to-know reasons, is encrypted, at a minimum, with 
NIST-certified cryptography.   This is in addition to ECCT (encryption for confidentiality).
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Subject 
Area


Control Number, Name and Text IA  Service


Enclave and Computing Environment Confidentiality


ECRC-1          Resource Control


All authorizations to the information contained within an object are revoked prior to 
initial assignment, allocation, or reallocation to a subject from the system's pool of 
unused objects.   No information, including encrypted representations of information, 
produced by a prior subject's actions is available to any subject that obtains access to 
an object that has been released back to the system.   There is absolutely no residual 
data from the former object.


Enclave and Computing Environment Integrity


ECRR-1          Audit Record Retention


If the DoD information system contains sources and methods intelligence (SAMI), then 
audit records are retained for 5 years.   Otherwise, audit records are retained for at 
least 1 year.


Enclave and Computing Environment Confidentiality


ECTC-1          Tempest Controls


Measures to protect against compromising emanations have been implemented 
according to DoD Directive S-5200.19.


Enclave and Computing Environment Confidentiality


ECWM-1          Warning Message


All users are warned that they are entering a Government information system, and are 
provided with appropriate privacy and security notices to include statements informing 
them that they are subject to monitoring, recording and auditing.


Enclave and Computing Environment Confidentiality


IAAC-1          Account Control


A  comprehensive account management process is implemented to ensure that only 
authorized users can gain access to workstations, applications, and networks and that 
individual accounts designated as inactive, suspended, or terminated are promptly 
deactivated.


Enclave Boundary Defense Confidentiality


EBBD-2          Boundary Defense


Boundary defense mechanisms to include firewalls and network intrusion detection 
systems (IDS) are deployed at the enclave boundary to the wide area network, at 
layered or internal enclave boundaries and at key points in the network, as required.   
All Internet access is proxied through Internet access points that are under the 
management and control of the enclave and are isolated from other DoD information 
systems by physical or technical means.


Enclave Boundary Defense Confidentiality


EBPW-1          Public WAN Connection


Connections between DoD enclaves and the Internet or other public or commercial 
wide area networks require a demilitarized zone (DMZ).
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Subject 
Area


Control Number, Name and Text IA  Service


Enclave Boundary Defense Confidentiality


EBRP-1          Remote Access for Privileged Functions


Remote access for privileged functions is discouraged, is permitted only for 
compelling operational needs, and is strictly controlled.   In addition to EBRU-1, 
sessions employ security measures, such as a VPN with blocking mode enabled.   A  
complete audit trail of each remote session is recorded, and the IAM/O reviews the log 
for every remote session.


Enclave Boundary Defense Confidentiality


EBRU-1          Remote Access for User Functions


All remote access to DoD information systems, to include telework access, is 
mediated through a managed access control point, such as a remote access server 
in a DMZ.   Remote access always uses encryption to protect the confidentiality of the 
session.   The session level encryption equals or exceeds the robustness established 
in ECCT.   Authenticators are restricted to those that offer strong protection against 
spoofing.   Information regarding remote access mechanisms (e.g., Internet address, 
dial-up connection telephone number) is protected.


Physical and Environmental Confidentiality


PECF-1          Access to Computing Facilities


Only authorized personnel with a need-to-know are granted physical access to 
computing facilities that process sensitive information or unclassified information that 
has not been cleared for release.


Physical and Environmental Confidentiality


PECS-1          Clearing and Sanitizing


All documents, equipment, and machine-readable media containing sensitive data are 
cleared and sanitized before being released outside of the Department of Defense 
according to DoD 5200.1-R and ASD(C3I) Memorandum, dated June 4, 2001, subject: 
"Disposition of Unclassified DoD Computer Hard Drives."


Physical and Environmental Confidentiality


PEDI-1          Data Interception


Devices that display or output classified or sensitive information in human-readable 
form are positioned to deter unauthorized individuals from reading the information.


Physical and Environmental Confidentiality


PEPF-1          Physical Protection of Facilities


Every physical access point to facilities housing workstations that process or display 
sensitive information or unclassified information that has not been cleared for release 
is controlled during working hours and guarded or locked during non-work hours.


Physical and Environmental Confidentiality


PEPS-1          Physical Security Testing


A  facility penetration testing process is in place that includes periodic, unannounced 
attempts to penetrate key computing facilities.
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Subject 
Area


Control Number, Name and Text IA  Service


Physical and Environmental Confidentiality


PESP-1          Workplace Security Procedures


Procedures are implemented to ensure the proper handling and storage of 
information, such as end-of-day security checks, unannounced security checks, and, 
where appropriate, the imposition of a two-person rule within the computing facility.


Physical and Environmental Confidentiality


PESS-1          Storage


Documents and equipment are stored in approved containers or facilities with 
maintenance and accountability procedures that comply with DoD 5200.1-R.


Physical and Environmental Confidentiality


PEVC-1          Visitor Control to Computing Facilities


Current signed procedures exist for controlling visitor access and maintaining a 
detailed log of all visitors to the computing facility.


Personnel Confidentiality


PRAS-1          Access to Information


Individuals requiring access to sensitive information are processed for access 
authorization in accordance with DoD personnel security policies.


Personnel Confidentiality


PRMP-1          Maintenance Personnel


Maintenance is performed only by authorized personnel.   The processes for 
determining authorization and the list of authorized maintenance personnel is 
documented.


Personnel Confidentiality


PRNK-1          Access to Need-to-Know Information


Only individuals who have a valid need-to-know that is demonstrated by assigned 
official Government duties and who satisfy all personnel security criteria (e.g., IT 
position sensitivity background investigation requirements outlined in DoD 5200.2-R) 
are granted access to information with special protection measures or restricted 
distribution as established by the information owner.


Personnel Integrity


PRTN-1          Information Assurance Training


A  program is implemented to ensure that upon arrival and periodically thereafter, all 
personnel receive training and familiarization to perform their assigned IA 
responsibilities, to include familiarization with their prescribed roles in all IA- related 
plans such as incident response, configuration management and COOP or disaster 
recovery.
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E4.A6.  ATTACHMENT 6 TO ENCLOSURE 4


CONFIDENTIALITY CONTROLS FOR DOD INFORMATION SYSTEMS PROCESSING 
PUBLICLY RELEASED INFORMATION


This attachment lists the 10 confidentiality IA  controls that govern access to DoD 
information systems processing information cleared for public release.   Two integrity 
IA  controls also support confidentiality.


Subject 
Area


Control Number, Name and Text IA  Service


Security Design and Configuration Confidentiality


DCAS-1          Acquisition Standards


The acquisition of all IA- and IA-enabled GOTS IT products is limited to products that 
have been evaluated by the NSA  or in accordance with NSA-approved processes.   The 
acquisition of all IA- and IA-enabled COTS IT products is limited to products that have 
been evaluated or validated through one of the following sources - the International 
Common Criteria (CC) for Information Security Technology Evaluation Mutual 
Recognition Arrangement, the NIAP Evaluation and Validation Program, or the FIPS 
validation program.   Robustness requirements, the mission, and customer needs will 
enable an experienced information systems security engineer to recommend a 
Protection Profile, a particular evaluated product or a security target with the appropriate 
assurance requirements for a product to be submitted for evaluation (See also 
DCSR-1)


Security Design and Configuration Confidentiality


DCSR-1          Specified Robustness - Basic


At a minimum, basic-robustness COTS IA  and IA-enabled products are used to protect 
publicly released information from malicious tampering or destruction and ensure its 
availability.   The basic-robustness requirements for products are defined in the 
Protection Profile Consistency Guidance for Basic Robustness published under the 
IATF.


Enclave and Computing Environment Confidentiality


ECAR-1          Audit Record Content


Audit records include: 
       - User ID. 
       - Successful and unsuccessful attempts to access security files. 
       - Date and time of the event. 
       - Type of event.


Enclave and Computing Environment Integrity


ECAT-1          Audit Trail, Monitoring, Analysis and Reporting


Audit trail records from all available sources are regularly reviewed for indications of 
inappropriate or unusual activity.   Suspected violations of IA  policies are analyzed and 
reported in accordance with DoD information system IA  procedures.
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Subject 
Area


Control Number, Name and Text IA  Service


Enclave and Computing Environment Confidentiality


ECLP-1          Least Privilege


Access procedures enforce the principles of separation of duties and "least privilege." 
Access to privileged accounts is limited to privileged users.   Use of privileged 
accounts is limited to privileged functions; that is, privileged users use non-privileged 
accounts for all non-privileged functions.   This control is in addition to an appropriate 
security clearance and need-to-know authorization.


Enclave and Computing Environment Confidentiality


ECMT-1          Conformance Monitoring and Testing


Conformance testing that includes periodic, unannounced, in-depth monitoring and 
provides for specific penetration testing to ensure compliance with all vulnerability 
mitigation procedures, such as the DoD IAVA  or other DoD IA  practices is planned, 
scheduled, and conducted.   Testing is intended to ensure that the system's IA 
capabilities continue to provide adequate assurance against constantly evolving 
threats and vulnerabilities.


Enclave and Computing Environment Integrity


ECRR-1          Audit Record Retention


If the DoD information system contains sources and methods intelligence (SAMI), then 
audit records are retained for 5 years.   Otherwise, audit records are retained for at 
least 1 year.


Enclave and Computing Environment Confidentiality


ECWM-1          Warning Message


All users are warned that they are entering a Government information system, and are 
provided with appropriate privacy and security notices to include statements informing 
them that they are subject to monitoring, recording and auditing.


Enclave Boundary Defense Confidentiality


EBBD-1          Boundary Defense


Boundary defense mechanisms to include firewalls and network intrusion detection 
systems (IDS) are deployed at the enclave boundary to the wide area network, and 
Internet access is permitted from a demilitarized zone (DMZ) that meets the DoD 
requirement that such contacts are isolated from other DoD systems by physical or 
technical means.   All Internet access points are under the management and control of 
the enclave.


Enclave Boundary Defense Confidentiality


EBPW-1          Public WAN Connection


Connections between DoD enclaves and the Internet or other public or commercial 
wide area networks require a DMZ.
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Subject 
Area


Control Number, Name and Text IA  Service


Personnel Confidentiality


PRMP-1          Maintenance Personnel


Maintenance is performed only by authorized personnel.   The processes for 
determining authorization and the list of authorized maintenance personnel is 
documented.


Personnel Confidentiality


PRNK-1          Access to Need-to-Know Information


Only individuals who have a valid need-to-know that is demonstrated by assigned 
official Government duties and who satisfy all personnel security criteria (e.g., IT 
position sensitivity background investigation requirements outlined in DoD 5200.2-R) 
are granted access to information with special protection measures or restricted 
distribution as established by the information owner.
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                 Department of Defense 
 


              INSTRUCTION 
 


 
 


NUMBER 8510.01 
November 28, 2007 


 
ASD(NII)/DoD CIO 


 
SUBJECT: DoD Information Assurance Certification and Accreditation Process (DIACAP) 
 
References: (a) Subchapter III of Chapter 35 of title 44, United States Code, “Federal 


Information Security Management Act (FISMA) of 2002”  
 (b) DoD Directive 8500.01E, “Information Assurance (IA),” October 24, 2002 
 (c) DoD Directive 8100.1, “Global Information Grid (GIG) Overarching Policy,” 
  September 19, 2002 
 (d) DoD Instruction 8500.2, “Information Assurance (IA) Implementation,” 


February 6, 2003 
 (e) through (ab), see Enclosure 1 
 
 
1.  PURPOSE 
  
This Instruction: 
 
 1.1.  Implements References (a), (b), (c), and (d) by establishing the DIACAP for authorizing 
the operation of DoD Information Systems (ISs).  
 
 1.2.  Cancels DoD Instruction (DoDI) 5200.40; DoD 8510.1-M; and ASD(NII)/DoD CIO 
memorandum, “Interim Department of Defense (DoD) Information Assurance (IA) Certification 
and Accreditation (C&A) Process Guidance” (References (e), (f), and (g)).  
   
 1.3.  Establishes or continues the following positions, panels, and working groups to 
implement the DIACAP:  the Senior Information Assurance Officer (SIAO), the Principal 
Accrediting Authority (PAA), the Defense Information Systems Network (DISN)/Global 
Information Grid (GIG) Flag Panel, the IA Senior Leadership (IASL), the Defense (previously 
DISN) IA Security Accreditation Working Group (DSAWG), and the DIACAP Technical 
Advisory Group (TAG). 
 
 1.4.  Establishes a C&A process to manage the implementation of IA capabilities and 
services and provide visibility of accreditation decisions regarding the operation of DoD ISs, 
including core enterprise services- and Web services-based software systems and applications. 
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1.5.  Prescribes the DIACAP to satisfy the requirements of Reference (a) and requires the 
Department of Defense to meet or exceed the standards required by the Office of Management 
and Budget (OMB) and the Secretary of Commerce, pursuant to Reference (a) and section 11331 
of title 40, United States Code (Reference (h)). 
 
 
2.  APPLICABILITY AND SCOPE 
 
 2.1.  This Instruction applies to: 
 
  2.1.1.  The Office of the Secretary of Defense (OSD), the Military Departments, the 
Office of the Chairman of the Joint Chiefs of Staff, the Combatant Commands, the Office of the 
Inspector General (IG) of the Department of Defense, the Defense Agencies, the DoD Field 
Activities, and all other organizational entities within the Department of Defense (hereafter 
referred to collectively as the “DoD Components”). 
 
  2.1.2.  DoD-owned ISs and DoD-controlled ISs operated by a contractor or other entity 
on behalf of the Department of Defense that receive, process, store, display, or transmit DoD 
information, regardless of classification or sensitivity, consistent with Reference (b).   


   
 2.2.  Nothing in this Instruction shall alter or supersede the existing authorities and policies 
of the Director of National Intelligence regarding the protection of Sensitive Compartmented 
Information (SCI) and special access programs for intelligence as directed by Executive Order 
12333 (Reference (i)) and other laws and regulations.  The application of the provisions and 
procedures of this Instruction to SCI or other intelligence ISs is encouraged where they may 
complement or discuss areas not otherwise specifically addressed. 
 
 
3.  DEFINITIONS 
 
Terms used in this Instruction are defined in Enclosure 2.   
 
 
4.  POLICY 
 
It is DoD policy that: 
 
 4.1.  The Department of Defense shall certify and accredit ISs through an enterprise process 
for identifying, implementing, and managing IA capabilities and services.  IA capabilities and 
services are expressed as IA controls as defined in Reference (d).  IA controls are maintained 
through a DoD-wide configuration control and management (CCM) process that considers the 
GIG architecture and risk assessments that are conducted at DoD-wide, mission area (MA), DoD 
Component, and IS levels consistent with Reference (a).  
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 4.2.  The Department of Defense shall establish and use an enterprise decision structure for 
IA C&A that includes and integrates GIG MAs pursuant to DoD Directive (DoDD) 8115.01 
(Reference (j)) and the DIACAP governance process prescribed in this Instruction.   
 
 4.3.  The DIACAP shall support the transition of DoD ISs to GIG standards and a net-centric 
environment while enabling assured information sharing by:  
 
  4.3.1.  Providing a standard C&A approach.  
 
  4.3.2.  Providing guidance on managing and disseminating enterprise standards and 
guidelines for IA design, implementation, configuration, validation, operational sustainment, and 
reporting.  
 
  4.3.3.  Accommodating diverse ISs in a dynamic environment. 
 
 4.4.  All DoD-owned or -controlled ISs shall be under the governance of a DoD Component 
IA program in accordance with Reference (d).  The DoD Component IA program shall be the 
primary mechanism for ensuring enterprise visibility and synchronization of the DIACAP. 
 
 4.5.  All DoD ISs shall be implemented using the baseline DoD IA controls in accordance 
with Reference (d).  The baseline DoD IA controls may be augmented if required to address 
localized threats or vulnerabilities.   
 
 4.6.  A DIACAP Scorecard with a manual or DoD Public Key Infrastructure (PKI)-certified 
digital signature shall be visible to the DoD Chief Information Officer (CIO) and the DoD 
Component CIOs.  The DIACAP Scorecard shall document the designated accrediting authority 
(DAA) accreditation decision as well as the results of the implementation of required baseline IA 
controls and additional IA controls that may be required by the DoD Component or local IS.  
 
 4.7.  An Information Technology (IT) Security Plan of Action and Milestones (POA&M) 
shall be developed and maintained to record the status of any corrective actions directed in 
association with an accreditation decision.   
 
 4.8.  The accreditation status and supporting DIACAP Package of DoD ISs shall be made 
available to interconnecting ISs, if requested, to support DAA accreditation decisions and to the 
Office of the IG DoD for audit and Federal Information Security Management Act (FISMA) 
assessment purposes.   
 
 4.9.  All DoD ISs with an authorization to operate (ATO) shall be reviewed annually to 
confirm that the IA posture of the IS remains acceptable.  Reviews will include validation of IA 
controls and be documented in writing. 
 
 4.10.  Resources for implementing the DIACAP shall be identified and allocated as part of 
the Defense planning, programming, budgeting, and execution process. 
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 4.11.  Contracts for systems, services, and programs covered by this Instruction shall include 
clauses requiring compliance with the DIACAP.  Failure to include such clauses is not 
justification for DIACAP non-compliance.   
 
 
5.  RESPONSIBILITIES 
 
 5.1.  The Assistant Secretary of Defense for Networks and Information Integration/DoD CIO 
(ASD(NII))/DoD CIO) shall: 
 
  5.1.1.  Oversee implementation of this Instruction, distribute DIACAP information 
standards and sharing requirements, and manage the transition from the previous DoD C&A 
process (Reference (e)) to the DIACAP. 
 
  5.1.2.  Conduct an annual assessment of DoD Component IA programs for presentation 
in the annual report to Congress required by Reference (a).  
 
  5.1.3.  Appoint a PAA for DoD ISs governed by the Enterprise Information Environment 
MA (EIEMA).   
 
  5.1.4.  Appoint a DoD SIAO corresponding to a senior agency information security 
officer in Reference (a).  
 
  5.1.5.  Provide annual certification to the Secretary of Defense and Director of OMB 
confirming that the DIACAP process is current and more stringent than the standards required by 
the OMB and the Secretary of Commerce pursuant to Reference (a). 
 
 5.2.  The DoD SIAO, under the authority, direction, and control of the ASD(NII)/DoD CIO, 
shall direct and coordinate the DoD IA Program (Reference (d)) and: 
 
  5.2.1.  Ensure DoD ISs are assigned to and governed by a DoD Component IA program. 
 
  5.2.2.  Advise, inform, and support the GIG PAAs and their representatives. 
 
  5.2.3.  Establish and maintain a DIACAP CCM process, a DIACAP TAG, and an online 
DIACAP Knowledge Service (KS).   
 
 5.3.  The Director, Defense Information Systems Agency (DISA), under the authority, 
direction, and control of the ASD(NII)/DoD CIO, shall: 
 
  5.3.1.  Develop security technical configuration and implementation validation 
requirements and associated expected results for IT products and services and provide automated 
validation capabilities to the DoD Components for use in the DIACAP. 
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5.3.2.  Develop and provide DIACAP training and awareness products and a distributive training 
capability to support the DoD Components according to Reference (b) and DoDD 8570.1 
(Reference (k)) and post the training materials on the IA Support Environment Web site 
(http://iase.disa.mil/). 
 
  5.3.3.  Appoint a flag-level representative to the DISN/GIG Flag Panel (previously the 
DISN Flag Panel). 
 
 5.4.  The Under Secretary of Defense for Acquisition, Technology, and Logistics 
(USD(AT&L)) shall: 
 
  5.4.1.  Appoint a PAA for DoD ISs governed by the Business MA (BMA). 
 
  5.4.2.  Participate in the DIACAP TAG to ensure that the DIACAP and execution of the 
responsibilities established in DoDI 5000.2 (Reference (l)) are mutually supportive. 
 
 5.5.  The Under Secretary of Defense for Intelligence (USD(I)) shall appoint a PAA for all 
DoD ISs governed by the Defense Intelligence MA (DIMA). 
 
 5.6.  The Director, Defense Intelligence Agency, under the authority, direction, and control 
of the USD(I), shall appoint a flag-level representative to the DISN/GIG Flag Panel. 
 
 5.7.  The Director, National Security Agency, under the authority, direction, and control of 
the USD(I), shall: 
 
  5.7.1.  Develop the IA component of the GIG architecture (Reference (c)) and publish 
supporting implementation material in the DIACAP KS. 
 
  5.7.2.  Engage the GIG IA capability, services provider, and user communities -- to 
include commercial, defense, and other government agencies -- to foster development and 
evaluation of IA implementation and validation solutions that support the DIACAP. 
 
  5.7.3.  Ensure that IA security engineering services provided to the DoD Components 
support the DIACAP. 
 
  5.7.4.  Appoint a flag-level representative to the DISN/GIG Flag Panel. 
 
 5.8.  The Heads of the DoD Components shall: 
 
  5.8.1.  Ensure DoD ISs under their purview comply with the DIACAP. 
 
  5.8.2.  Operate only accredited ISs (i.e., those with a current ATO, interim authorization 
to operate (IATO), or interim authorization to test (IATT)). 
 
  5.8.3.  Comply with all accreditation decisions, including denial of authorization to 
operate (DATO), and enforce authorization termination dates (ATD).  
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  5.8.4.  Ensure that an annual assessment of the DoD Component IA program is conducted 
as required by Reference (a). 
 
  5.8.5.  Appoint DAAs for DoD ISs under their purview. 
 
  5.8.6.  Provide training and ensure appropriate professional certification for personnel 
engaged in or supporting the DIACAP is consistent with Reference (k) and supporting issuances. 
 
  5.8.7.  Ensure that the information owner(s) appoints a user representative(s) (UR) for 
DoD ISs under the DoD Component’s purview.  
 
  5.8.8.  In the absence of a DoD Component CIO, appoint the SIAO. 
 
 5.9.  The Chairman of the Joint Chiefs of Staff shall:  
 
  5.9.1.  Appoint a PAA for DoD ISs governed by the Warfighting MA (WMA).  
 
  5.9.2.  Ensure that Joint Capabilities Integration and Development System (JCIDS) 
implementation guidance requires DIACAP planning consistent with this Instruction. 
   
 5.10.  The Commander, United States Strategic Command, shall: 
  
  5.10.1.  Assign DAAs for space systems used by the Department of Defense in 
accordance with DoDD 8581.1 (Reference (m)). 
 
  5.10.2.  Accredit IS processing, storing, or transmitting Nuclear Command and Control 
Extremely Sensitive Information (NC2-ESI) data. 
 
  5.10.3.  Appoint a flag-level representative to the DISN/GIG Flag Panel. 
 
 5.11.  The PAAs shall:  
 
  5.11.1.  Represent the interests of the MA and, as required, issue accreditation guidance 
specific to the MA, consistent with this Instruction. 
   
  5.11.2.  Appoint flag-level (e.g., general officer, senior executive) PAA Representatives 
to the DISN/GIG Flag Panel.   
 
  5.11.3.  Resolve accreditation issues within their respective MAs and work with other 
PAAs to resolve issues among MAs, as needed. 
 
  5.11.4.  Designate DAAs for MA ISs, if required, in coordination with appropriate DoD 
Components. 
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 5.12.  The PAA Representatives shall: 
   
  5.12.1.  Serve as members of the DISN/GIG Flag Panel. 
 
  5.12.2.  Provide MA-related guidance to DAAs, Milestone Decision Authorities 
(Reference (j)), the DSAWG, and the DIACAP TAG. 
 
  5.12.3.  Advise the corresponding MA PAAs and assist the ASD(NII)/DoD CIO and 
SIAO in assessing the effectiveness of GIG IA capabilities.  
  
 5.13.  The DoD Component CIOs shall: 
 
  5.13.1.  Appoint a DoD Component SIAO in accordance with Reference (a) to direct and 
coordinate the DoD Component IA program consistent with the strategy and direction of the 
Defense-wide Information Assurance Program (DIAP). 
 
  5.13.2.  Ensure that implementation and validation of IA controls through the DIACAP 
are incorporated as an element of the DoD Component IS life-cycle management processes. 
 
  5.13.3.  Ensure that the C&A status of the DoD Component ISs is visible to the 
ASD(NII)/DoD CIO and PAAs. 
 
  5.13.4.  Ensure collaboration and cooperation between the DoD Component IA program 
and the PAA and DAA structure. 
 
  5.13.5.  Verify that a program or system manager is identified for each DoD Component 
IS. 
 
  5.13.6.  Establish and manage an IT Security POA&M program. 
 
 5.14.  The DoD Component SIAOs, under the authority, direction, and control of the DoD 
Component CIOs, shall: 
 
  5.14.1.  Establish and enforce the C&A process within the DoD Component IA program. 
 
  5.14.2.  Ensure DoD Component-level participation in the DIACAP TAG. 
 
  5.14.3.  Track the C&A status of ISs that are governed by the DoD Component IA 
program. 
   
  5.14.4.  Establish and manage a coordinated IA certification process for ISs governed by 
the DoD Component IA program.  This includes but is not limited to: 
 
   5.14.4.1.  Functioning as the certifying authority (CA) or formally delegating CA for 
governed ISs. 
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   5.14.4.2.  Ensuring and overseeing a qualified certification cadre (e.g., validators, 
analysts, CA representatives).  
   
   5.14.4.3.  Identifying and recommending changes and improvements to certification 
and validation procedures to the TAG for inclusion in the DIACAP KS. 
 
   5.14.4.4.  Ensuring that DoD Component certification guidance is posted to the DoD 
Component portion of the KS. 
 
  5.14.5.  Serve as the single IA coordination point for joint or Defense-wide programs that 
are deploying ISs to DoD Component enclaves. 
 
 5.15.  The DAAs, in addition to the responsibilities established in Reference (d), shall: 
 
  5.15.1.  Comply with DISN/GIG Flag Panel direction issued on behalf of the GIG MA 
PAAs. 
 
  5.15.2.  Ensure a DIACAP package is initiated and completed for assigned ISs. 
 
  5.15.3.  Ensure assigned DoD ISs comply with applicable DoD baseline IA controls. 
 
  5.15.4.  Ensure security classification guides are established according to DoD 5200.1-R 
(Reference (n)). 
 
  5.15.5.  Authorize or deny operation or testing of assigned DoD ISs.  Coordinate with the 
Director, Operational Test and Evaluation before denying IATT. 
 
 5.16.  The Program Manager (PM) or System Manager (SM) for DoD ISs shall: 
 
  5.16.1.  Ensure that each assigned DoD IS has a designated IA manager (IAM) with the 
support, authority, and resources to satisfy the responsibilities established in Reference (d) and 
this Instruction. 
 
  5.16.2.  Implement the DIACAP for assigned DoD ISs. 
 
  5.16.3.  Plan and budget for IA controls implementation, validation, and sustainment 
throughout the system life cycle, including timely and effective configuration and vulnerability 
management. 
 
  5.16.4.  Ensure that information system security engineering is employed to implement or 
modify the IA component of the system architecture in compliance with the IA component of the 
GIG Architecture (Reference (c)) and to make maximum use of enterprise IA capabilities and 
services. 
 
  5.16.5.  Enforce DAA accreditation decisions for hosted or interconnected DoD ISs. 
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  5.16.6.  Develop, track, resolve, and maintain the DIACAP Implementation Plan (DIP) 
for assigned DoD ISs. 
 
  5.16.7.  Ensure IT Security POA&M development, tracking, and resolution. 
 
  5.16.8.  Ensure annual reviews of assigned ISs required by FISMA are conducted. 
 
 5.17.  The DoD IS URs shall: 
 
  5.17.1.  Represent the operational interests of the user community in the DIACAP. 
 
  5.17.2.  Support the IA controls assignment and validation process to ensure user 
community needs are met. 
 
 5.18.  The IAMs, in addition to the responsibilities established in Reference (d), shall: 


 
  5.18.1.  Support the PM or SM in implementing the DIACAP. 


 
  5.18.2.  Advise and inform the governing DoD Component IA program on DoD ISs C&A 
status and issues. 
 
  5.18.3.  Comply with the governing DoD Component IA program information and 
process requirements. 
 
  5.18.4.  Provide direction to the IA Officer (IAO) in accordance with Reference (d). 
 
  5.18.5.  Coordinate with the organization’s Security Manager to ensure issues affecting 
the organization’s overall security are addressed appropriately. 
 
 
6.  PROCEDURES 
 
 6.1.  Background.  This section describes the DoD procedures for identifying, implementing, 
validating, certifying, and managing IA capabilities and services, expressed as IA controls, and 
authorizing the operation of DoD ISs.  It also describes the processes for configuration 
management of DoD IA controls and supporting implementation materials.  DIACAP activities 
and roles are distributed across all levels of the DoD and GIG governance structures, as well as 
all stages of the life cycle of both the IA Component of the GIG (Reference (c)) and of individual 
ISs.  DIACAP implementation is supported by the DIACAP KS, a Web-based DoD resource that 
provides the most current requirements, guidance, and tools for implementing and executing the 
DIACAP, including IA control implementation procedures.  Enclosure 4 provides additional 
information on the KS. 
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 6.2.  DIACAP Enterprise Governance.  This structure is intended to synchronize and 
integrate DIACAP activities across all levels of the DoD and GIG MAs, all aspects of the IT life 
cycle, and logical and organizational entities.  It comprises three major elements:  an 
accreditation structure; a CCM structure; and a C&A process structure.  These elements are 
illustrated in Figure F1. and described in subparagraphs 6.2.1. through 6.2.4. 
 
 
 


Figure F1.  DIACAP Enterprise Governance  
 


 
 
 
  6.2.1.  Accreditation 
 
   6.2.1.1.  PAAs are appointed for each of the GIG MAs (i.e., the EIEMA, BMA, 
WMA, and DIMA).  PAAs may directly appoint DAAs for DoD ISs supporting an MA 
Community of Interest (COI) (DoD 8320.2-G (Reference (o))).  DAAs have the authority and 
responsibility for accreditation decisions. 
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   6.2.1.2.  The DISN/GIG Flag Panel (charter under development), acting on behalf and 
in support of the PAAs, is responsible for advising PAAs; assessing enterprise risk; authorizing 
information exchanges and connections for enterprise IS, cross-MA IS, cross security domain 
connections, and non-DoD connections; and approving changes to the DoD IA control baseline.   
 
   6.2.1.3.  The DSAWG (DoD CIO memorandum (Reference (p))), under the 
DISN/GIG Flag Panel, is the community forum for reviewing and resolving C&A decisions 
related to the sharing of community risk.  The DSAWG develops and provides guidance to the 
DAAs for IS connections to the GIG.   
 
   6.2.2.  CCM 
 
    6.2.2.1.  The DIACAP TAG (ASD(NII) memorandum (Reference (q))) provides 
CCM of the DIACAP through interfacing with the DoD Component IA programs, IA COIs, and 
other entities (e.g., the GIG IA Program Office, DSAWG) to address issues that are common 
across all entities, by: 
 
    6.2.2.1.1.  Providing detailed analysis and authoring support for the enterprise 
portion of the DIACAP KS content.  
 
     6.2.2.1.2.  Recommending changes to the baseline IA controls to the DISN/GIG 
Flag Panel. 
 
    6.2.2.1.3.  Recommending changes to the C&A process to the DoD SIAO. 
 
    6.2.2.1.4.  Advising the IASL and other IA advisory forums identified by the DoD 
SIAO to resolve C&A priorities and cross-cutting issues.  
 
     6.2.2.1.5.  Developing and managing DoD enterprise-level C&A automation 
requirements. 
 
   6.2.2.2.  The TAG is supported by the DIACAP KS, described in Enclosure 4.  The 
DIACAP KS enables TAG functions and activities, including maintenance of membership; 
voting, analysis, and authoring; and configuration control of KS enterprise content and 
functionality. 
 
  6.2.3.  C&A Responsibilities.  The DoD SIAO directs and coordinates the DoD IA 
Program.  DoD Component SIAOs have authority and responsibility for certification.  Each DoD 
Component SIAO serves as the CA for all DoD ISs assigned to or governed by the DoD 
Component CIO and supporting IA program.  Each CA may task, organize, staff, and centralize 
or delegate certifying activities.  Regardless of the adopted model, the SIAO is responsible for 
certification quality, capacity, visibility, and effectiveness.  In addition, each CIO, supported by 
an appointed SIAO, is responsible for administration of the overall C&A process.  This includes 
the integration of certification with other DIACAP activities, participation in the DIACAP CCM, 
visibility and sharing of the C&A status of assigned ISs, enforcement of training requirements 
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for persons participating in the DIACAP, support to DAAs, and responsiveness to the DoD CIO.  
The IASL (DoD CIO memorandum (Reference (r))) serves as an SIAO community forum for 
assessing and improving C&A process administration.  The IASL provides strategic direction 
and guidance to ensure integrated Defense-wide IA.  It provides for the integrated planning, 
coordination, and oversight of the Department’s IA programs.   
 
  6.2.4.  C&A Role Appointment.  Table T1. identifies the appropriate authority for the 
appointment of C&A roles. 
 


 
Table T1.  Appointment of C&A Roles 


 


C&A Role  Appointed By 


PAA GIG MA Owner 


PAA Representative PAA 


DAA DoD Component Head or designee; PAA for 
MA-managed ISs 


CIO DoD Component Head 


SIAO DoD Component CIO or, in organizations in 
which the position of DoD Component CIO 
does not exist, the DoD Component Head  
Note: DoD SIAO appointed by DoD CIO  


CA SIAO is the Component CA, but may 
formally delegate the CA role as appropriate 


CA Representative, Analyst, Validator Component CA or CA delegates 


IAM PM or SM 


IAO IAM  


UR Information Owner 


DIACAP TAG Representative DoD Component SIAO or DoD Component 
CIO 
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 6.3.  DIACAP Activities.  The DIACAP consists of the activities and tasks depicted in Figure 
F2.  The DIACAP parallels the system life cycle, and its activities should be initiated at inception 
(e.g., documented during capabilities identification or at the implementation of a major system 
modification).  However, failure to initiate the DIACAP at system inception is not a justification 
for ignoring or not complying with the DIACAP.  Unaccredited systems shall initiate the 
DIACAP immediately, regardless of the system life-cycle stage (e.g., acquisition, operation). 
 


 
Figure F2.  DIACAP Activities 


 
 


 
 
  6.3.1.  Initiate and Plan IA C&A.  This activity includes registering the system with the 
governing DoD Component IA program, assigning IA controls based on Mission Assurance 
Category (MAC) and Confidentiality Level (CL), identifying the DIACAP Team for the IS, and 
initiating the IS’s DIP. 
 
   6.3.1.1.  Register the System with the DoD IA Program.  System registration 
establishes the relationship between the DoD IS and the governing DoD Component IA program 
which continues until the DoD IS is decommissioned.  DIACAP registration is related to other 
DoD initiatives to collect IT-related information (e.g., the Defense Information Technology 
Portfolio Repository); however, specific registration instructions change over time and are 
therefore maintained through the DIACAP CCM and published in the DIACAP KS.  The System 
Identification Profile (SIP) is generated during the registration process and becomes part of the 
DIACAP package for the IS.  Attachment 1 to Enclosure 3 of this Instruction identifies the 
minimum data requirements and explanations for the SIP.    


 13







DoDI 8510.01, November 28, 2007 
 


 


   6.3.1.2.  Assign IA Controls.  Identifying applicable IA controls for an information 
system is a critical activity in the DIACAP.  There are four basic steps in assigning the IA 
controls:  determining the type of information system; determining the MAC and CL for the 
information system; identifying the baseline IA controls; and augmenting the baseline IA 
controls.  


    6.3.1.2.1.  Baseline IA controls originate from Reference (d) control sets, are 
based on MAC and CL, and are implemented through procedures presented in the DIACAP 
KS. 


    6.3.1.2.2.  Baseline IA control sets can be augmented with additional IA 
controls to address special security needs or unique requirements of the IS(s) to which they 
apply.  Augmenting IA controls originate from an MA, a DoD Component, a COI, or a local 
system.  Augmenting IA controls must neither contradict nor negate DoD baseline IA 
controls, must not degrade interoperability across the DoD Enterprise, and may not be used 
as a basis for denying connectivity of systems that have met the DoDI 8500.2 baseline IA 
controls for MAC and CLs of the gaining IS.  Procedures for implementing augmenting IA 
controls are the responsibility of the originator. 


 
  6.3.1.2.3.  Assigned IA controls may be inherited.  Inheritance refers to situations 
where IA controls along with their validation results and compliance status are shared by two or 
more systems for the purposes of C&A.  Through inheritance, an existing IA control and its 
compliance status extends from an originating IS to a receiving IS.  Inheritance eliminates the 
need for the receiving systems to duplicate testing and documentation of inherited IA controls.  
The DIP specifically identifies IA controls inherited from other systems.  The compliance status 
of IA controls inherited from the originating IS is reflected on the DIACAP Scorecard of the 
receiving IS. 
 
   6.3.1.3.  Assemble the DIACAP Team 
 
    6.3.1.3.1.  The members of the DIACAP Team are required to meet the 
trustworthiness investigative levels for users with IA management access to DoD unclassified 
ISs as established in Section E3.4.8. of Reference (d).  SIAOs shall meet the same investigative 
requirements as those for DAA, and certification cadre members shall meet the same 
requirements as those established for monitoring and testing in Table E3.T1. of Reference (d).  
 
    6.3.1.3.2.  DIACAP Team members will be trained and certified in accordance 
with Reference (k), as required.  
 
    6.3.1.3.3.  Allowable relationships among DIACAP Team members are outlined 
in Table T2. 
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Table T2.  Allowable Relationships Among DIACAP Team Members 
 


Relationships  Allowed 
(Y/N) 


PAA may be a DAA Yes 


DAA reports to the PM, SM, or Program Executive Officer (PEO) No 


DAA and CA for a DoD IS may be the same person Yes 


CIO may be a DAA Yes 


CA reports to a DAA Yes 


CA reports to the PM , SM, or PEO No 


PM or SM and CA both report to the DAA Yes 


PM or SM and CA for a DoD IS may be the same person No 


PM or SM and DAA for a DoD IS may be the same person No 


PM or SM and UR for a DoD IS may be the same person No 


PM or SM reports to CA No 


PM or SM reports to the CIO  Yes 


PM or SM reports to the DAA Yes 


UR reports to the CIO Yes 


UR reports to the PM or SM No 


UR reports to the SIAO/CA Yes 


 
   6.3.1.4.  Initiate the DIP.  This plan contains the IS’s assigned IA controls, including 
inherited IA controls.  The plan also includes the IA control implementation status, responsible 
entities, resources, and the estimated completion date for each assigned IA control.  The plan 
may reference applicable supporting implementation material and artifacts. 
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  6.3.2.  Implement and Validate Assigned IA Controls.  This activity includes executing 
the DIP, conducting validation activities, preparing the IT Security POA&M, and compiling the 
validation results in the DIACAP Scorecard. 
 
   6.3.2.1.  Execute the DIP.  Each assigned IA control is implemented according to the 
applicable implementation guidelines described in the DIACAP KS.   
 
   6.3.2.2.  Conduct Validation Activities.  Validation procedures are maintained 
through the DIACAP CCM and published in the DIACAP KS.  Each validation procedure 
describes requisite preparatory steps and conditions, actual validation steps, expected results, and 
criteria and protocols for recording actual results.  Each procedure includes associated supporting 
background material, sample results, or links to automated testing tools.  Actual results are 
recorded according to the criteria and protocols specified in the validation procedure and are 
made a permanent part of the comprehensive DIACAP package, along with any artifacts 
produced during the validation (e.g., output from automated test tools or screen shots that depict 
aspects of system configuration).  For inherited IA controls, validation test results and supporting 
documentation are maintained by the originating IS and are made available to CAs of receiving 
ISs on request.   
 
   6.3.2.3.  Record Compliance Status.  The status of each assigned IA control is 
indicated on the DIACAP Scorecard.  An example of a Scorecard and discussion of its fields are 
provided in Attachment 2 to Enclosure 3. 
 
    6.3.2.3.1.  Compliant (C) IA controls are those for which the expected results for 
all associated validation procedures have been achieved. 
 
    6.3.2.3.2.  Non-compliant (NC) IA controls are those for which one or more of the 
expected results for all associated validation procedures are not achieved.  Not achieving 
expected results for all validation procedures does not necessarily equate to unacceptable risk. 
 
    6.3.2.3.3.  Not applicable (NA) IA controls are those that do not impact the IA 
posture of the IS as determined by the DAA. 
 
   6.3.2.4.  Prepare an IT Security POA&M.  An IT Security POA&M identifies tasks 
that need to be accomplished.  It specifies resources required to accomplish the elements of the 
plan and milestones for completing tasks, along with their scheduled completion dates.  IT 
Security POA&Ms are permanent records.  Once posted, weaknesses will be updated, but not 
removed, after correction or mitigation actions are completed.  Inherited weaknesses are 
reflected on the IT Security POA&Ms.  IT Security POA&Ms may be active or inactive 
throughout a system’s life cycle as weaknesses are newly identified or closed.  The DoD 
Component CIOs are responsible for monitoring and tracking the overall execution of system-
level IT Security POA&Ms until identified security weaknesses have been closed and the C&A 
documentation appropriately adjusted.  The DAAs are responsible for monitoring and tracking 
overall execution of system-level IT Security POA&Ms.  The PM or SM is responsible for 
implementing the corrective actions identified in the IT Security POA&M and, with the support 
and assistance of the IAM, provides visibility and status to the DAA, the SIAO, and the 


 16







DoDI 8510.01, November 28, 2007 
 


governing DoD Component CIO.  In order to reflect the complete IA posture of a DoD IS at all 
times in a single document, the IT Security POA&M is also used to document DAA-accepted 
NC IA controls and baseline IA controls that are NA because of the nature of the system.  A full 
discussion and templates for preparing an IT Security POA&M are provided in Attachment 3 to 
Enclosure 3. 
 
  6.3.3.  Make Certification Determination and Accreditation Decision   
 
   6.3.3.1.  The CA makes certification determinations. 
 
    6.3.3.1.1.  A CA representative is an active member of the DIACAP Team from 
inception and continuously assesses and guides the quality and completeness of DIACAP 
activities and tasks and the resulting artifacts. 
 
    6.3.3.1.2.  Certification considers: 
 
     6.3.3.1.2.1.  The overall reliability and viability of the DoD IS plus the 
acceptability of the implementation and performance of IA mechanisms or safeguards inherent in 
the system. 
 
     6.3.3.1.2.2.  The system behavior in the larger information environment, 
including consideration of vulnerabilities to the environment, correct and secure interactions with 
the information environment management and control services, and visibility into situational 
awareness and network defense services. 
 
    6.3.3.1.3.  Impact codes are assigned by the TAG to IA controls at the time of 
authoring and are maintained through the DIACAP CCM.  They indicate the TAG’s assessment 
of the consequences of a failed IA control.  Impact codes are expressed as high, medium, and 
low, with high indicating the greatest impact.  In conjunction with the severity category, the 
impact code indicates the urgency with which corrective action should be taken.  Within a 
severity category, non-compliant IA controls should be prioritized for correction or remediation 
according to their impact codes. 
 
    6.3.3.1.4.  Severity categories are assigned to a system weakness or shortcoming 
by a CA or a designated representative as part of a certification analysis to indicate the risk level 
associated with the security weakness and the urgency with which the corrective action must be 
completed.  Severity categories are expressed as category (CAT) I, CAT II, and CAT III.  
Severity categories are assigned after considering all possible mitigation measures that have been 
implemented within system design and architecture limitations for the DoD IS in question.  For 
instance, what may be a CAT I weakness in a component part of a system (e.g., a workstation or 
server) may be offset or mitigated by other protections within hosting enclaves so that the overall 
risk to the system is reduced to a CAT II. 
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     6.3.3.1.4.1.  CAT I weaknesses shall be corrected before an ATO is granted. 
 
     6.3.3.1.4.2.  CAT II weaknesses shall be corrected or satisfactorily mitigated 
before an ATO can be granted. 
 
     6.3.3.1.4.3.  CAT III weaknesses will not prevent an ATO from being granted 
if the DAA accepts the risk associated with the weaknesses. 
 
    6.3.3.1.5.  The certification determination is based on the actual validation results.  
It considers impact codes associated with IA controls in a non-compliant status, associated 
severity categories, expected exposure time (i.e., the projected life of the system release or 
configuration minus the time to correct or mitigate the IA security weakness), and cost to correct 
or mitigate (e.g., dollars, functionality reductions).  The weaknesses identified on the IT Security 
POA&M reflect residual risk to the system.  See Attachment 3 to Enclosure 3 for further 
discussion on IT Security POA&M formulation. 
 
    6.3.3.1.6.  A certification determination is always required before an accreditation 
decision.  If a compelling mission or business need requires the rapid introduction of a new DoD 
IS into the GIG, validation activity and a certification determination are still required.  If the 
operation will be required beyond the time period of an IATO, a complete validation should be 
initiated immediately. 
 
   6.3.3.2.  The DAA issues accreditation decisions.   
 
    6.3.3.2.1.  An accreditation decision is communicated via the DIACAP Scorecard 
and accompanying IT Security POA&M, if required. 
 
    6.3.3.2.2.  Documentation (e.g., artifacts, actual validation results) supporting an 
accreditation decision will be provided in electronic form if requested by DAAs of 
interconnecting systems. 
 
    6.3.3.2.3.  An accreditation decision always applies to a specifically identified 
DoD IS and is based on a balance of mission or business need, protection of personal privacy, 
protection of the information being processed, and protection of the information environment 
and thus, by extension, protection of other missions or business functions reliant on the shared 
information environment.   
 
    6.3.3.2.4.  An accreditation decision always requires a certification determination.  
If the validation is abbreviated as a result of mission urgency, the accreditation decision cannot 
exceed an IATO.  If operation will be required beyond the time period of an IATO, a complete 
validation should be initiated immediately. 
 
    6.3.3.2.5.  When there is compelling operational necessity, DoD ISs may be 
allowed to operate despite IT security weaknesses that cannot be corrected or adequately 
mitigated within prescribed timeframes because of technology limitations or, in rare cases, 
prohibitive costs.  Such instances must be fully justified, approved, and documented.   


 18







DoDI 8510.01, November 28, 2007 
 


 
    6.3.3.2.6.  An accreditation decision is expressed as an ATO, an IATO, an IATT, 
or a DATO.  A system is considered unaccredited if an accreditation decision has not been made. 
 
     6.3.3.2.6.1.  ATO 
 
      6.3.3.2.6.1.1.  An ATO accreditation decision must specify an 
authorization termination date that is within 3 years of the authorization date. 
 
      6.3.3.2.6.1.2.  A system with a CAT I weakness may not be granted an 
ATO.  A system can operate with a CAT I weakness only when it is critical to military 
operations as determined by affected military commanders and if failure to deploy or allow 
continued operation for deployed systems will preclude mission accomplishment.  When 
requested by an affected military commander, the DoD Component CIO shall authorize 
operation of a system with a CAT I weakness through an IATO.  This responsibility cannot be 
delegated below the DoD Component CIO, and a signed copy of the authorization memorandum 
with supporting rationale shall be provided to the DoD SIAO and the system’s DAA. 
 
      6.3.3.2.6.1.3.  A system with a CAT II weakness can be granted an ATO 
only when there is clear evidence that the CAT II weakness can be corrected or satisfactorily 
mitigated within 180 days of the accreditation decision. 
 
      6.3.3.2.6.1.4.  An ATO can be granted with CAT III weaknesses.  The 
DAA will determine if these weaknesses will be corrected or the risk accepted.  CAT III 
weaknesses accepted by the DAA will appear on the IT Security POA&M with the “Resources 
Required,” “Scheduled Completion Date,” “Milestones with Completion Dates,” and “Milestone 
Changes” columns marked “NA,” and with the “Status” column marked “Risk Accepted by 
DAA.” 
 
     6.3.3.2.6.2.  IATO 
 
      6.3.3.2.6.2.1.  An IATO accreditation decision is intended to manage IA 
security weaknesses while allowing system operation.  It is not intended to be a device for 
signaling an evolutionary acquisition.  A version of a DoD IS acquired in one of a planned series 
of acquisition increments or development spirals should be granted an ATO, even if additional or 
enhanced capabilities and services are planned for future increments or spirals.  The ATO 
accreditation decision should not be reserved for DoD ISs for which no change is planned or 
foreseen.  Such thinking engenders an abuse of the IATO accreditation status and is an 
inaccurate portrayal of the DoD ISs’ IA posture. 
 
      6.3.3.2.6.2.2.  An IATO accreditation decision must specify an ATD that 
is within 180 days of the authorization date.  A DAA may not grant consecutive IATOs totaling 
more than 360 days. 
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      6.3.3.2.6.2.3.  A request for an IATO must be accompanied by an IT 
Security POA&M that documents identified weaknesses and specifies corrective measures, as 
appropriate.  Corrective actions specified in the IT Security POA&M must be achievable within 
the authorization period and resourced accordingly. 
 
      6.3.3.2.6.2.4.  If CAT II weaknesses have not been corrected or 
satisfactorily mitigated after system operation under IATOs for a total of 360 days, the DAA will 
normally issue a DATO that will remain in effect until all corrective actions identified in the IT 
Security POA&M are implemented satisfactorily and the DAA is able to grant an ATO. 
 
      6.3.3.2.6.2.5.  The DoD Component CIO may authorize continuation of 
operation under IATO for systems with CAT II weaknesses that have operated for 360 
consecutive days.  This responsibility cannot be delegated below the DoD Component CIO.  The 
DAA must certify in writing or through DoD PKI-certified digital signature that continued 
system operation is critical to mission accomplishment.  A copy of the authorization to continue 
system operation with supporting rationale shall be provided to the DoD SIAO. 
 
     6.3.3.2.6.3.  IATT 
 
      6.3.3.2.6.3.1.  The IATT accreditation decision is a special case for 
authorizing testing in an operational information environment or with live data for a specified 
time period.  IATTs should be granted only when operational environment/live data is required 
to complete specific test objectives (e.g., replicating certain operating conditions in the test 
environment is impractical). 
 
      6.3.3.2.6.3.2.  All applicable IA controls should be tested and satisfied 
prior to testing in an operational environment or with live data except for those which can only 
be tested in an operational environment.  In consultation with the PM or SM, the DAA will 
determine which IA controls can only be tested in an operational environment.   
     
      6.3.3.2.6.3.3.  An IATT may not be used to avoid ATO or IATO 
validation activity and certification determination requirements for authorizing a system to 
operate.  Operation of a system under an IATT in an operational environment is for testing 
purposes only (i.e., the system will not be used for operational purposes during the IATT period). 
 
     6.3.3.2.6.4.  DATO.  A DATO will be issued if the DAA determines that a 
DoD IS should not operate because the IA design is inadequate, assigned IA controls are not 
adequately implemented, or because of a lack of other adequate security is revealed through 
certification activities and there are no compelling reasons to allow system operation under 
subparagraphs 6.3.3.2.6.1.2 or 6.3.3.2.6.2.5.  If the system is already operational, the DAA will 
issue a DATO and halt operation of the system immediately. 
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  6.3.4.  Maintain Authorization to Operate and Conduct Reviews.  Continued ATO is 
contingent on the sustainment of an acceptable IA posture.  The DoD IS IAM has primary 
responsibility for maintaining situational awareness and initiating actions to improve or restore 
IA posture. 
 
   6.3.4.1.  Maintain Situational Awareness.  Included in the IA controls assigned to all 
DoD ISs are IA controls related to configuration and vulnerability management, performance 
monitoring, and periodic independent evaluations (e.g., penetration testing).  The IAM 
continuously monitors the system or information environment for security-relevant events and 
configuration changes that negatively impact IA posture and periodically assesses the quality of 
IA controls implementation against performance indicators such as security incidents, feedback 
from external inspection agencies (e.g., IG DoD, Government Accountability Office (GAO)), 
exercises, and operational evaluations.  In addition the IAM may, independently or at the 
direction of the CA or DAA, schedule a revalidation of any or all IA controls at any time.  
Reference (a) requires revalidation of a select number of IA controls at least annually. 
 
    6.3.4.1.1.  DoD ISs with a current ATO that are found to be operating in an 
unacceptable IA posture through GAO audits, IG DoD audits, or other reviews or events such as 
an annual security review or compliance validation shall have the newly identified weakness 
added to an existing or newly created IT Security POA&M.   
  
 6.3.4.1.2.  If a newly discovered CAT I weakness on a DoD IS operating with an 
ATO cannot be corrected within 30 days, the system can only continue operation under the terms 
prescribed in subparagraph 6.3.3.2.6.1.2. 
 
 6.3.4.1.3.  If a newly discovered CAT II weakness on a DoD IS operating with a 
current ATO cannot be corrected or satisfactorily mitigated within 90 days, the system can only 
continue operation under the terms prescribed in subparagraph 6.3.3.2.6.2.5. 
   
   6.3.4.2.  Maintain IA Posture.  The IAM may recommend changes or improvement to 
the implementation of assigned IA controls, the assignment of additional IA controls, or changes 
or improvements to the design of the IS itself. 
 
   6.3.4.3.  Perform Reviews.  The IAM shall annually provide a written or DoD PKI-
certified digitally signed statement to the DAA and the CA that indicates the results of the 
security review of all IA controls and the testing of selected IA controls as required by Reference 
(a).  The review will either confirm the effectiveness of assigned IA controls and their 
implementation, or it will recommend:  changes such as those described in subparagraph 6.3.4.2.; 
a change in accreditation status (e.g., accreditation status is downgraded to IATO or DATO); or 
development of an IT Security POA&M.  The CA and DAA shall review the IAM statement in 
light of mission and information environment indicators and determine a course of action that 
will be provided to the concerned CIO or SIAO for reporting requirements described in 
Reference (a).  The date of the annual security review will be recorded in the SIP.  A DAA may 
downgrade or revoke an accreditation decision at any time if risk conditions or concerns so 
warrant. 
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   6.3.4.4.  Initiate Reaccreditation.  In accordance with OMB Circular A-130 
(Reference (s)), an IS must be recertified and reaccredited once every 3 years.  The results of an 
annual review or a major change in the IA posture at any time may also indicate the need for 
recertification and reaccreditation of the IS. 
 
  6.3.5.  Decommission.  When a DoD IS is removed from operation, a number of 
DIACAP-related actions are required.  Prior to decommissioning, any inheritance relationships 
should be reviewed and assessed for impact.  Once the system has been decommissioned, Lines 
8, “DIACAP Activity,” and 9, “System Life Cycle Phase,” of the SIP should be updated to 
reflect the IS decommissioned status.  Concurrently, the DIACAP Scorecard and any POA&Ms 
should also be removed from all tracking systems.  Other artifacts and supporting documentation 
should be disposed of according to its sensitivity or classification.  Data or objects in IA 
infrastructures that support the GIG, such as key management, identity management, 
vulnerability management, and privilege management, should be reviewed for impact. 
 


 6.4.  Transition to DIACAP.  All DoD ISs are required to transition to the DIACAP in 
accordance with the timeline and instructions specified in Enclosure 5.  The DoD 
Components are responsible for ensuring that all assigned DoD ISs meet the specified 
timelines.   


 
 6.5.  IA Product Evaluation and DIACAP Evaluation.  The DIACAP validation of a DoD IS 
that consists of a single IA -enabled product or solution (e.g., an IA-enabled database 
management system) may also serve as the IA-enabled product evaluation.  These conditions are 
reiterated in Table T3. 
 


Table T3.  IA Product Evaluation and DIACAP Evaluation 
 


Condition Acceptable Evaluation/Validation 
Approach 


Accreditation boundary includes both IT 
products or services and IA or IA-enabled IT 
products. 


1. National Security Telecommunications 
and ISs Security Policy No.11 
(Reference (t)) evaluation for IA and 
IA-enabled products; and 


2. DIACAP for overall system design 
and configuration. 


Proposed accreditation boundary includes 
ONLY a single IT product or service that is 
IA-enabled and nothing else. 


DIACAP validation is sufficient; separate 
Reference (t) evaluation is not required.  
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 6.6.  System Interconnection.  Reference (s) requires “written management authorization, 
based upon the acceptance of risk to the system, prior to connecting with other systems.”  DoD 
ISs generally satisfy this requirement through compliance with connection management 
procedures established by the Chairman of the Joint Chiefs of Staff.  Separately accredited ISs 
that communicate directly through tightly coupled mechanisms, such as shared memory or direct 
code invocation, are not subject to this requirement.  In addition, for IA purposes, loosely 
coupled ISs (e.g., by proxy) communicating via Web services are not considered system 
interconnections and do not require connection approval, a security memorandum, or written 
management authorization.  Dynamic interaction among accredited software systems that have 
been designed to interact is not considered a security-relevant event.  This includes authorized 
messaging with non-DoD ISs (e.g., electronic commerce/electronic data interchange transactions 
with an IS belonging to another department or agency). 
 
 6.7.  Type Accreditation.  The type accreditation is the official authorization to employ 
identical copies of a system in specified environments.  This form of C&A allows a single 
DIACAP package (i.e., SIP, DIP, supporting documentation for certification, DIACAP 
Scorecard, and IT Security POA&M (if required)) to be developed for an archetype (common) 
version of an IS that is deployed to multiple locations, along with a set of installation and 
configuration requirements or operational security needs, that will be assumed by the hosting 
location.  Automated Information System (AIS) applications accreditations are type 
accreditations.  Stand-alone IS and demilitarized zone (DMZ) accreditations may also be type 
accreditations.   
 
 6.8.  Stand-Alone IS Accreditation.  Stand-alone ISs are treated as special types of enclaves 
that are not interconnected to any other network.  Stand-alone systems do not transmit, receive, 
route, or interchange information outside of the system’s accreditation boundary.  IA 
requirements for a stand-alone system are determined by its MAC and classification or 
sensitivity and need-to-know just as for other DoD ISs.  Stand-alone systems must always be 
clearly identified as such on the IT Security POA&M, the SIP, and the DIACAP Scorecard.  
Because of the unique architecture of a stand-alone system, certain IA controls do not pose a risk 
to the system as a result of their non-implementation and thus are considered NA.  NA IA 
controls are labeled as NA on the DIACAP Scorecard and addressed on the IT Security POA&M 
simply as a means to document and explain why the IA control is NA in the comments column.   
Refer to the KS for a discussion of IA controls that may be considered NA for stand-alone 
systems.  Additionally, stand-alone systems that are deployed to multiple locations may be type 
accredited. 
 
 6.9.  Outsourced IT-Based Processes.  Outsourced IT-based processes supported by private 
sector ISs, outsourced ITs, and outsourced information services fall into two sub-categories that 
are treated differently for C&A purposes. 
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  6.9.1.  Outsourced IT-Based Processes Established for DoD Purposes Only.  Outsourced 
IT-based processes that are dedicated to DoD processing and are effectively under DoD 
configuration control (e.g., the Navy Marine Corps Intranet) are certified and accredited as DoD 
enclaves.  Typically, outsourced IT-based processes that are MAC I are in this sub-category and 
those that process classified information can only be in this sub-category. 
 
  6.9.2.  Outsourced IT-Based Processes That Also Support Non-DoD Users. Outsourced 
IT-based processes that may also support non-DoD users or processes must still be certified and 
accredited by DoD entities.  IA requirements for DoD information in an outsourced environment 
are determined by its MAC and classification or sensitivity and need-to-know just as for other 
DoD ISs.  However, the following also applies. 
 
   6.9.2.1.  Technical security of the outsourced environment is the responsibility of the 
service provider.   
 
   6.9.2.2.  Outsourced applications that are accessed by DoD users from DoD enclaves 
(e.g., Powertrack) are subject to DoD enclave boundary defense IA controls for incoming traffic 
(e.g., ports and protocols and mobile code). 
 
   6.9.2.3.  Responsibility for procedural and administrative security is shared between 
the service provider and the supported DoD entity contracting for the service. 
 
   6.9.2.4.  Security responsibilities of the service provider down to the control level are 
made explicit in the contract, along with any other performance and service-level parameters by 
which the Department of Defense shall measure the IA profile of the outsourced IT-based 
process for the purpose of C&A.   
 
   6.9.2.5.  Any baseline IA controls that are not explicit in the contract or otherwise 
covered by a service level agreement are categorized as NC.  All such NC IA controls must be 
documented in an IT Security POA&M with an explanation as to why accepting the risk of 
operating the outsourced IT-based process with that control in an NC status is acceptable. 
 
   6.9.2.6.  Security roles and responsibilities are to be made explicit in the acquisition 
along with the performance and service-level parameters by which the Department of Defense 
shall measure the IA profile of the outsourced IT-based process.  The PM for an outsourced IT-
based process will need to carefully define and assess the functions to be performed and identify 
the technical and procedural security requirements that must be satisfied in the acquisition in 
order to protect DoD information in the service provider’s operating environment and 
interconnected DoD ISs. 
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7.  INFORMATION REQUIREMENTS 
 
 7.1.  The annual assessment of the DoD Component IA programs for presentation in the 
annual report to Congress has been assigned Report Control Symbol (RCS) DD-NII(Q,A)2296 in 
accordance with DoD 8910.1-M (Reference (u)). 
 
 7.2.  The DIACAP Package Contents and the review of proposed changes to the IA 
processes, procedures, and tools are exempt from licensing in accordance with paragraphs C4.4.2 
and C4.4.3. of Reference (u). 
 
 
8.  EFFECTIVE DATE 
 
This Instruction is effective immediately.  Specific DoD IS transition timelines and instructions 
are provided in Enclosure 5. 
 


 
 
 
Enclosures – 5 
 E1.  References, continued 
 E2.  Definitions 
 E3.  The DIACAP Package  
 E4.  DIACAP KS Overview  
 E5.  DIACAP Transition Timeline and Instructions  
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E1.  ENCLOSURE 1 
 


REFERENCES, continued 
 


(e) DoD Instruction 5200.40, “DoD Information Technology Security Certification and 
Accreditation Process (DITSCAP),” December 30, 1997 (hereby canceled) 


(f) DoD Manual 8510.1-M, “Department of Defense Information Technology Security 
Certification and Accreditation Process (DITSCAP) Application Manual,” July, 2000 
(hereby canceled) 


(g) Assistant Secretary of Defense for Networks and Information Integration/ DoD Chief 
Information Officer Memorandum, “Interim Department of Defense (DoD) Information 
Assurance (IA) Certification and Accreditation (C&A) Process Guidance,” July 6, 2006 
(hereby canceled) 


(h) Section 11331 of title 40, United States Code 
(i) Executive Order 12333, “United States Intelligence Activities,” December 4, 1981,  
 as amended 
(j) DoD Directive 8115.01, “Information Technology Portfolio Management,”  
 October 10, 2005 
(k) DoD Directive 8570.1, “Information Assurance Training, Certification, and Workforce 


Management,” August 15, 2004  
(l) DoD Instruction 5000.2, “Operation of the Defense Acquisition System,” May 12, 2003 
(m) DoD Directive 8581.1, “Information Assurance (IA) Policy for Space Systems Used by the 


Department of Defense,” June 21, 2005 
(n) DoD 5200.1-R “Information Security Program,” January 1997 
(o)  DoD 8320.2-G, “Guidance for Implementing Net-Centric Data Sharing,” April 12, 2006 
(p) Department of Defense (DoD) Chief Information Officer (CIO) Memorandum, Charter, 


“DISN Security Accreditation Working Group (DSAWG),” March 26, 20041


(q) Assistant Secretary of Defense Networks and Information Integration Memorandum,  
“Charter of the Department of Defense (DoD) Information Assurance Certification and 
Accreditation Process (DIACAP) Technical Advisory Group (TAG),” July 26, 20072


(r) Department of Defense (DoD) Chief Information Officer (CIO) Memorandum “Charter of 
IA Senior Leadership Group,” March 5, 20043


(s) Appendix III to Office of Management and Budget Circular No. A-130,  “Security of 
Federal Automated Information Resources,” (Revised) 


(t) National Security Telecommunications and Information Systems Security Policy No. 11, 
“National Policy Governing the Acquisition of Information Assurance (IA) and IA-Enabled 
Information Technology (IT) Products,” June 2003 


(u) DoD 8910.1-M, “Procedures for Management of Information Requirements,” June 1998 
(v) Committee on National Security Systems Instruction No. 4009, “National Information 


Assurance (IA) Glossary,” as revised June 2006 
(w) Joint Publication 1-02, “Department of Defense Dictionary of Military and Associated 


Terms,” as amended 


                                                 
1 Available at http://www.iase.disa.smil.mil/dsawg 
2 Available at https://diacap.iaportal.navy.mil/ks 
3 Available at https://powhatan.iiie.disa.mil/iasl-iasg/charters.html 
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(x) DoD Directive 8320.2, “Data Sharing in a Net-Centric Department of Defense,” April 23, 
2007 


(y) DoD 5400.11-R,“Department of Defense Privacy Program,” May 14, 2007 
(z) OMB Memorandum M-04-04, “E-Authentication Guidance for Federal Agencies,” 


December 16, 2003 
(aa) OMB Memorandum, “FY 2004 Reporting Instructions for the Federal Information Security 


Management Act,” August 23, 2004 
(ab) OMB Circular No. A-11, “Preparation, Submission, and Execution of the Budget,” June 


2006 
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E2.  ENCLOSURE 2 
 


DEFINITIONS 
 


E2.1.  Accreditation Boundary.  See Reference (v).  
 
E2.2.  Accreditation Decision.  A formal statement by a designated accrediting authority (DAA) 
regarding acceptance of the risk associated with operating a DoD information system (IS) and 
expressed as an authorization to operate (ATO), interim ATO (IATO), interim authorization to 
test (IATT), or denial of ATO (DATO).  The accreditation decision may be issued in hard copy 
with a traditional signature or issued electronically signed with a DoD public key infrastructure 
(PKI)-certified digital signature. 
 
E2.3.  Adequate Security.  See Reference (v).  
 
E2.4.  Artifacts.  System policies, documentation, plans, test procedures, test results, and other 
evidence that express or enforce the information assurance (IA) posture of the DoD IS, make up 
the certification and accreditation (C&A) information, and provide evidence of compliance with 
the assigned IA controls. 
 
E2.5.  Assigned IA Controls.  The set of IA controls that a given DoD IS must address to achieve 
an adequate IA posture.  Consist of baseline IA controls plus any augmenting IA controls. 
 
E2.6.  Augmenting IA Controls.  IA controls that augment baseline IA controls to address special 
security needs or unique requirements (e.g., cross security domain solutions, health information 
portability, privacy, etc.) of the IS(s) to which they apply.  Augmenting IA controls may 
originate from a mission area (MA), a DoD Component, a Community of Interest (COI), or a 
local system.  Augmenting IA controls must neither contradict nor negate DoD baseline IA 
controls and must not degrade interoperability across the DoD Enterprise. 
 
E2.7.  Authorization Termination Date (ATD).  The date assigned by the DAA that indicates 
when an ATO, IATO, or IATT expires.   
 
E2.8.  Authorization to Operate (ATO).  Authorization granted by a DAA for a DoD IS to 
process, store, or transmit information.  An ATO indicates a DoD IS has adequately 
implemented all assigned IA controls to the point where residual risk is acceptable to the DAA. 
ATOs may be issued for up to 3 years. 
 
E2.9.  Baseline IA Controls.  The minimum set of IA controls that must be addressed to achieve 
adequate security.  Baseline IA controls are prescribed by DoDI 8500.2 (Reference (d)) based on 
mission assurance category (MAC) and confidentiality level (CL). 
 
E2.10.  Certification.  For the purpose of this Instruction, a comprehensive evaluation and 
validation of a DoD IS to establish the degree to which it complies with assigned IA controls 
based on standardized procedures. 
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E2.11.  Certification Determination.  A CA’s determination of the degree to which a system 
complies with assigned IA controls based on validation results.  It identifies and assesses the 
residual risk with operating a system and the costs to correct or mitigate IA security weaknesses 
as documented in the Information Technology (IT) Security Plan of Action and Milestones 
(POA&M). 
 
E2.12.  Certifying Authority (CA).  The senior official having the authority and responsibility for 
the certification of ISs governed by a DoD Component IA program. 
 
E2.13.  Certifying Authority Representative.  An official appointed by and acting on behalf of 
the CA. 
 
E2.14.  Communities of Interest (COIs).  For the purpose of this Instruction, the inclusive term 
used to describe groups of individuals who share information relative to common goals, interests, 
missions, or business processes. 
 
E2.15.  Community Risk.  See Reference (b). 
 
E2.16.  Confidentiality Level (CL).  See Reference (d). 
 
E2.17.  Core Enterprise Services (CESs).  For the purpose of this Instruction, a set of common 
services intended to provide, enable, or improve access; enable information sharing; and enhance 
interoperability among Global Information Grid (GIG) entities.  CESs enable service-oriented 
architectures and may include Web services.  Examples of CESs include enterprise services 
management, messaging, discovery, mediation, collaboration, hosting, storage, IA/security, 
metadata services, and user assistance. 
 
E2.18.  Denial of Authorization to Operate (DATO).  A DAA decision that a DoD IS cannot 
operate because of an inadequate IA design, failure to adequately implement assigned IA 
controls, or other lack of adequate security.  If the system is already operational, the operation of 
the system is halted. 
 
E2.19.  Designated Accrediting Authority (DAA).  The official with the authority to formally 
assume responsibility for operating a system at an acceptable level of risk.  This term is 
synonymous with designated approving authority and delegated accrediting authority.  
(Reference (d) leads with the term designated approving authority, which was favored at the time 
of publication.)  
 
E2.20.  DIACAP Implementation Plan (DIP).  Contains the IS’s assigned IA controls.  The plan 
also includes the implementation status, responsible entities, resources, and the estimated 
completion date for each assigned IA control.  The plan may reference applicable supporting 
implementation material and artifacts.  
 
E2.21.  DIACAP Knowledge Service (KS).  A Web-based repository of information and tools 
for implementing the DIACAP that is maintained through the DIACAP Technical Advisory 
Group (TAG). 
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E2.22.  DIACAP Package.  The collection of documents or collection of data objects generated 
through DIACAP implementation for an IS.  A DIACAP package is developed through 
implementing the activities of the DIACAP and maintained throughout a system’s life cycle.  
Information from the package is made available as needed to support an accreditation or other 
decision such as a connection approval.  There are two types of DIACAP packages: 
 
 E2.22.1.  The Comprehensive Package contains all of the information connected with the 
certification of the IS.  It includes the System Identification Profile (SIP), the DIACAP 
Implementation Plan (DIP), the Supporting Certification Documentation, the DIACAP 
Scorecard, and the IT Security POA&M, if required. 
 
 E2.22.2.  The Executive Package contains the minimum information for an accreditation 
decision.  It contains the SIP, the DIACAP Scorecard, and the IT Security POA&M, if required. 
 
E2.23.  DIACAP Scorecard.  A summary report that succinctly conveys information on the IA 
posture of a DoD IS in a format that can be exchanged electronically.  It shows the 
implementation status of a DoD IS’s assigned IA controls (i.e., compliant (C), non compliant 
(NC), or not applicable (NA)) as well as the C&A status.  
 
E2.24.  DIACAP Technical Advisory Group (TAG).  A formally chartered body established by 
Assistant Secretary of Defense for Networks and Information Integration/DoD Chief Information 
Officer to examine and address common C&A issues, including changes to the baseline IA 
controls, across the DoD Component IA programs, IA COIs, and other GIG entities.  The 
DIACAP TAG also maintains configuration control and management of the DIACAP and all its 
supporting content on the DIACAP KS. 
 
E2.25.  DIACAP Team.  Comprised of the individuals responsible for implementing the 
DIACAP for a specific DoD IS.  At a minimum the DIACAP Team includes the DAA, the CA, 
the DoD IS program manager (PM) or system manager (SM), the DoD IS IA manager (IAM), IA 
officer (IAO), and a user representative (UR) or their representatives.  
 
E2.26.  DoD-Controlled IS.  An IS that is established only for DoD purposes, dedicated to DoD 
processing, and is effectively under DoD configuration control (e.g., the Navy Marine Corps 
Intranet). 
 
E2.27.  DoD Information Assurance Certification and Accreditation Process (DIACAP).  The 
DoD process for identifying, implementing, validating, certifying, and managing IA capabilities 
and services, expressed as IA controls, and authorizing the operation of DoD ISs, including 
testing in a live environment, in accordance with statutory, Federal, and DoD requirements. 
 
E2.28.  DoD Information Systems.  See Reference (b).    
 
E2.29.  Enterprise Information Environment.  See Reference (j). 
 
E2.30.  Global Information Grid (GIG).  See Reference (c). 
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E2.31.  Impact Code.  For the purpose of this Instruction, a code indicating the consequences of a 
non-compliant IA control.  It is an indicator of the impact associated with exploitation of the IA 
control.  In conjunction with the severity category, it also indicates the urgency with which 
corrective action should be taken.  Impact codes are expressed as high, medium, and low, with 
high indicating the greatest impact. 
 
 E2.31.1.  High Impact Code.  The absence or incorrect implementation of the IA control may 
have a severe or catastrophic effect on system operations, management, or information sharing.  
Exploitation of the weakness may result in the destruction of information resources and/or the 
complete loss of mission capability.  
 
 E2.31.2.  Medium Impact Code.  The absence or incorrect implementation of the IA control 
may have a serious adverse effect on system operations, management, or information sharing.  
Exploitation of the weakness may result in loss of information resources and/or the significant 
degradation of mission capability. 
 
 E2.31.3.  Low Impact Code.  The absence or incorrect implementation of the IA control may 
have a limited adverse effect on system operations, management, or information sharing.  
Exploitation of the weakness may result in temporary loss of information resources and/or limit 
the effectiveness of mission capability. 
 
E2.32.  Implementation Procedures.  Procedures describing the required steps and providing 
guidance for implementing DoD IA controls.  Implementation procedures are found in the 
DIACAP KS. 
 
E2.33.  Information Assurance (IA).  See Joint Publication 1-02 (Reference (w)). 
 
E2.34.  Information Assurance Control.  See Reference (b). 
 
E2.35.  Information Assurance Manager (IAM).  See Reference (d). 
 
E2.36.  Information Assurance Officer (IAO).  See Reference (d). 
 
E2.37.  Information Assurance Support Environment.  See Reference (d).   
 
E2.38.  Information Owner.  See Reference (v).  
 
E2.39.  Information Resources.  See Reference (w). 
 
E2.40.  Information System (IS).  See Reference (d). 
 
E2.41.  Information System Security Engineering.  See Reference (d). 
 
E2.42.  Interim Authorization to Operate (IATO).   A temporary authorization to operate a DoD 
IS under the conditions or constraints enumerated in the accreditation decision. 
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E2.43.  Interim Authorization to Test (IATT).  A temporary authorization to test a DoD IS in a 
specified operational information environment or with live data for a specified time period 
within the timeframe and under the conditions or constraints enumerated in the accreditation 
decision. 
 
E2.44.  IT Security Plan of Action and Milestones (POA&M).  A permanent record that 
identifies tasks to be accomplished in order to resolve security weaknesses.  Required for any 
accreditation decision that requires corrective actions, it specifies resources required to 
accomplish the tasks enumerated in the plan and milestones for completing the tasks.  Also used 
to document DAA-accepted non-compliant IA controls and baseline IA controls that are not 
applicable.  An IT Security POA&M may be active or inactive throughout a system’s life cycle 
as weaknesses are newly identified or closed. 
 
E2.45.  Mission Area (MA).  See Reference (j).  
 
E2.46.  Mission Assurance Category (MAC).  See Reference (b).   
 
E2.47.  Net-centric.  See DoDD 8320.2 (Reference (x)). 
 
E2.48.  Platform IT Interconnection.  See Reference (d). 
 
E2.49.   Principal Accrediting Authority (PAA).  The senior official representing the interests of 
a GIG MA regarding C&A.  Also issues C&A guidance specific to a GIG MA as required. 
 
E2.50.  Program Manager or System Manager (PM or SM).  For the purpose of this Instruction, 
the individual with responsibility for and authority to accomplish program or system objectives 
for development, production, and sustainment to meet the user’s operational needs.   
 
E2.51.  Proxy.  See Reference (b). 
 
E2.52.  Residual Risk.  See Reference (v). 
 
E2.53.  Security Relevant Event.  For the purpose of this Instruction, an event that could cause a 
harmful change in an IS or its environment, or that an IAM would consider worthy of notation, 
investigation, or prevention (e.g., the discovery of malicious code in an IS, the discovery of an 
attempt to connect an unapproved device to the network). 
 
E2.54.  Senior Information Assurance Officer (SIAO).  The official responsible for directing an 
organization’s IA program on behalf of the organization’s chief information officer. 
 
E2.55.  Service-Oriented Architecture.  For the purpose of this Instruction, a paradigm for 
defining, organizing, and using distributed capabilities in the form of loosely coupled software 
services that may be under the control of different ownership domains.  It provides a uniform 
means to offer, discover, interact with, and use capabilities to produce desired effects that are 
consistent with measurable preconditions and expectations. 
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E2.56.  Severity Category.  The category a CA assigns to a system security weakness or 
shortcoming as part of a certification analysis to indicate the risk level associated with the 
security weakness and the urgency with which the corrective action must be completed.  Severity 
categories are expressed as “Category (CAT) I, CAT II, or CAT III,” with CAT I indicating the 
greatest risk and urgency.  Severity categories are assigned after consideration of all possible 
mitigation measures that have been taken within system design/architecture limitations for the 
DoD IS in question. 
 
 E2.56.1.  CAT I Severity Category.  Assigned to findings that allow primary security 
protections to be bypassed, allowing immediate access by unauthorized personnel or 
unauthorized assumption of super-user privileges.  An ATO will not be granted while CAT I 
weaknesses are present. 
 
 E2.56.2.  CAT II Severity Category.  Assigned to findings that have a potential to lead to 
unauthorized system access or activity.  CAT II findings that have been satisfactorily mitigated 
will not prevent an ATO from being granted. 
 
 E2.56.3.  CAT III Severity Category.  Assigned findings that may impact IA posture but are 
not required to be mitigated or corrected in order for an ATO to be granted. 
 
E2.57.  Stand-Alone Information System.  An information system operating independently of 
and without interconnection to any other information system. 
 
E2.58.  System Identification Profile (SIP).  A compiled list of system characteristics or qualities 
required to register an IS with the governing DoD Component IA program. 
 
E2.59.  User Representative (UR).  An individual or organization that represents the user 
community for a particular system for DIACAP purposes. 
 
E2.60.  Validation.  Activity applied throughout the system’s life cycle to confirm or establish by 
testing, evaluation, examination, investigation, or competent evidence that a DoD IS’s assigned 
IA controls are implemented correctly and are effective in their application. 
 
E2.61.  Validation Procedure.  Preparatory steps and conditions, actual validation steps, expected 
results, and criteria and protocols for recording actual results that are used for validating IA 
controls.  May include associated supporting background material, sample results, or links to 
automated testing tools. 
 
E2.62.  Validator.  Entity responsible for conducting a validation procedure.  
 
E2.63.  Web Services.  Self-describing, self-contained, modular units of software application 
logic that provide defined business functionality.  Web services are consumable software 
services that typically include some combination of business logic and data.  Web services can 
be aggregated to establish a larger workflow or business transaction.  Inherently, the architectural 
components of Web services support messaging, service descriptions, registries, and loosely 
coupled interoperability. 
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E3.  ENCLOSURE 3 
 


THE DIACAP PACKAGE  
 


E3.1.  The DIACAP package is developed through DIACAP activity and maintained throughout 
a system’s life cycle.  Implementing the activities of the DIACAP generates the results listed in 
the “Comprehensive Package” column of Table E3.T1.  The “Executive Package” column lists 
the minimum information necessary for an accreditation decision.  Note that Table E3.T1. is not 
meant to describe a single fixed document format.  Each DAA will determine what information 
is necessary to make an accreditation decision.   
 


Table E3.T1.  DIACAP Package Contents  
 


Comprehensive Package Executive 
Package  


System Identification Profile (SIP) 
 


SIP 


DIACAP Implementation Plan (DIP) 
• IA controls – inherited and implemented 
• Implementation status 
• Responsible entities 
• Resources 
• Estimated completion date for each IA control 


 


 


Supporting Certification Documentation  
• Actual validation results 
• Artifacts associated with implementation of IA controls 
• Other 


 


DIACAP Scorecard 
• Certification determination 
• Accreditation decision 


DIACAP Scorecard 
• Certification 


determination 
• Accreditation 


decision  
 


IT Security POA&M (If required) 
 


IT Security POA&M (If 
required) 
 


 
E3.2.  The SIP is compiled during the DIACAP registration and maintained throughout the 
system life cycle.  An overview of the SIP is provided in Attachment 1 to Enclosure 3. 
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E3.3.  The DIACAP Scorecard is a summary report that conveys information on the IA posture 
of a DoD IS succinctly in a format that can be exchanged electronically.  A notional scorecard is 
provided in Attachment 2 to Enclosure 3.  Additional data elements may be specified by CIOs, 
DAAs, or other enterprise users of the DIACAP Scorecard.   
 
 
E3.4.  An IT Security POA&M is required for any accreditation decision that requires corrective 
action and is also used to document NC or NA IA controls that have been accepted by the 
responsible DAA.  The IT Security POA&M addresses:  
 
 E3.4.1.  Why the system needs to operate. 
 
 E3.4.2.  Any operational restrictions imposed to lessen the risk during an interim 
authorization. 
 
 E3.4.3.  The DAA’s rationale for accepting certain IA controls that are categorized as NC or 
NA. 
 
 E3.4.4.  Specific corrective actions necessary to ensure that assigned IA controls have been 
implemented correctly and are effective. 
 
 E3.4.5.  The agreed-upon timeline for completing and validating corrective actions. 
 
 E3.4.6.  The resources necessary and available to properly complete the corrective actions.  
Attachment 3 to Enclosure 4 provides instructions for understanding and developing an IT 
Security POA&M. 
 
 
Attachments – 3 
 E3.A1.  System Identification Profile 
 E3.A2.  Notional DIACAP Scorecard  
 E3.A3.  IT Security POA&M Instructions 
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E3.A1.  ATTACHMENT 1 TO ENCLOSURE 3 
 


SYSTEM IDENTIFICATION PROFILE 
 


E3.A1.1.  The SIP identifies the data requirements for registering an IS with the governing DoD 
Component IA program.  Information requirements for the SIP are described in Table E3.A1.T1. 


 
Table E3.A1.T1.  System Identification Profile 


 
ID Data Element 


Descriptor Example, Acceptable Values or Comment Required/ 
Conditional1 


1  System 
Identification 


The System Identification Number or Code used by 
the DoD Component to uniquely identify the system.   
 


Required/System 
Generated 


2  System Owner List the element or organization within the DoD 
Component that owns, controls, or manages the IS. 
 


Required 


3  Governing DoD 
Component IA 
Program  
 


List the DoD Component that owns the IS. Required 


4  System Name Provide the full descriptive name, e.g., Agency Billing 
System. 
 


Required 


5  Acronym Provide a shortened or commonly used name or 
abbreviation (upper case) for this entry (e.g., ABS). 
 


Required 


6  System Version 
or Release 
Number 
 


List the version or release number for the IS (e.g., 
1.0). 


Required 


7  System 
Description  


Provide a narrative description of the system, its 
function, and uses.  Indicate if the system is stand-
alone. 
 


Required 


8  DIACAP 
Activity  


Identify the current DIACAP Activity: 
   1.  Initiate and plan IA C&A  
   2.  Implement and validate assigned IA controls     
   3.  Make certification determination and  
        accreditation decision  
   4.  Maintain ATO and conduct reviews 
   5.  Decommission 
 


Required 
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Table E3.A1.T1.  System Identification Profile, (cont’d) 
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ID Data Element 
Descriptor Example, Acceptable Values or Comment Required/ 


Conditional1 
9 System Life 


Cycle Phase  
 


Identify the current life-cycle phase of the information 
system:  


1.  Concept Refinement 
2.  Technology Development  
3.  System Development and Demonstration  
4.  Production and Deployment  
5.  Operations and Support 


  6.  Disposal or Decommissioning 
 


Required 


10 System 
Acquisition 
Phase  


For programs of record, identify the current System 
Acquisition Phase: 


1.  Pre-Milestone A (Concept Refinement) 
2.  Post-Milestone A (Technology Development) 
3.  Post-Milestone B (System Development and    
      Demonstration) 
4.  Post-Milestone C (Production and Deployment) 
5.  Post-Full Rate Production/Deployment Decision  


(FRPD/FRDD)  
 


Conditional  


11 IA Record Type Identify the type of DoD information system (i.e., AIS 
Application, Enclave*, Outsourced IT-Based 
Process** or Platform IT Interconnection). 
 
*Indicate if stand-alone or DMZ.  
** Indicate if DoD-controlled or control shared with 
service provider.  
 


Required 


12 Mission 
Criticality 


Identify the mission criticality of this system (i.e., 
mission critical (MC), mission essential (ME), or 
mission support (MS) if neither MC or ME.  
(Reference (l)). 
 


Required 


13 Accreditation 
Vehicle 


Identify the C&A process that was or is being used to 
C&A the IS (e.g., DIACAP, DCID 6/3, NIST 800-37). 


Required 


14 Additional 
Accreditation 
Requirements 


Identify any additional accreditation requirements 
beyond the IA C&A process (e.g., privacy, special 
access requirements (SAR), cross security domain 
solutions, Non Classified Internet Protocol Router 
Network (NIPRNet), Secret Internet Protocol Router 
Network (SIPRNet), or GIG CAP identifier, ports, 
protocols, and services management.) 
 


Conditional  
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Table E3.A1.T1.  System Identification Profile, (cont’d) 
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ID Data Element 
Descriptor Example, Acceptable Values or Comment Required/ 


Conditional1 
15 ACAT Category 


 
Identify the acquisition category if applicable 
according to Reference (l) (e.g., ACAT I). 
 


Conditional 


16 Governing 
Mission Area  
 


Enterprise Information Environment MA (EIEMA), 
Business MA (BMA), Warfighting MA (WMA), or 
Defense Intelligence MA (DIMA) 


Required 


17 Software 
Category  


Identify whether the system software is commercial 
off-the-shelf (COTS) or Government off-the-shelf 
(GOTS). 
 


Required 


18 MAC Level List the information system’s MAC level (i.e., MAC I, 
MAC II, or MAC III). 
 


Required 


19 Confidentiality 
Level 
 


List the information system’s CL (i.e., public, 
sensitive, or classified). 


Required 


20 Accreditation 
Status  


Identify the accreditation status of the IS (i.e.,  
unaccredited, ATO, IATO, IATT, DATO). 


Required 
(default is 
unaccredited) 
 


21 Certification 
Date 


 


List the date the IS was certified by the CA. Conditional  


22 Accreditation 
Documentation 
 


Are there documentation and artifacts that support the 
accreditation status?  Answer Yes or No. 


Conditional  


23 Accreditation 
Date 


List the date of the current accreditation decision 
(ATO, IATO, IATT, DATO).  If the IS has no 
accreditation determination, enter “NONE” and the 
projected accreditation date. 
 


Required 


24 Authorization 
Termination 
Date 
 


List the date that the current accreditation (ATO, 
IATO, IATT) is set to expire. 


Conditional 


25 DIACAP Team 
Roles, Member 
Names, and 
Contact 
Information  
 


Identify the DIACAP Team (e.g., DAA, the CA, the 
DoD IS PM or SM, the DoD IS IAM, IAO, and UR. 


Required 
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Table E3.A1.T1.  System Identification Profile, (cont’d) 
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ID Data Element 
Descriptor Example, Acceptable Values or Comment Required/ 


Conditional1 
26 Privacy Impact 


Assessment 
Required 


Indicate whether a privacy impact assessment is 
required for a new or previously existing IT system.  
Reference DoD 5400.11-R (Reference (y))..  Answer 
Yes or No. 
 


Required 


27 Privacy Act 
System of 
Records Notice 
Required 
 


Indicate whether a Privacy Act System of Record 
Notice is required by Reference (y).  Answer Yes or 
No. 


Required 


28 E-
Authentication 
Risk Assessment 
Required 
 


Indicate whether an E-Authentication Risk 
Assessment has been performed for the system 
according to OMB M-04-04 (Reference (z)).  Answer 
Yes or No. 
 


Required 


29 Date of Annual 
Security Review 


List the date of the last annual security review for 
systems with an ATO.  Required by Reference (a) and 
by the DIACAP for ISs with an ATO in effect for 
more than 1 year. 
 


Required 


30 System 
Operation 


 


Identify whether the system operation is: 
  1.  Government (DoD) Owned, Government       
       Operated (GOGO) 
  2.  Government (DoD) Owned, Contractor Operated  
       (GOCO) 
  3.  Contractor Owned, Contractor Operated 
       (COCO) – includes outsourced IT services 
  4.  Contractor Owned, Government (DoD) Operated  
       (COGO) 
  5.  Non-DoD – includes Federal, State, and local  
       governments, grantees, industry partners, etc. 
 


Required 


31 Contingency 
Plan Required 


Indicate whether a contingency plan addressing 
disruptions in operations of the IS is in place.  Answer 
Yes or No. 
 


Required 


32 Contingency 
Plan Tested 


Indicate whether the contingency plan that is in place 
has been tested.  Answer Yes or No. 
 


Required 


1 Required entries are mandatory for completing the SIP.  Conditional entries must be completed 
if they apply to the system being profiled.  If the entry does not apply, the box is left blank.   
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E3.A2.  ATTACHMENT 2 TO ENCLOSURE 3 
 


DIACAP SCORECARD  
 


E3.A2.1.  The DIACAP Scorecard is a summary report that succinctly conveys information on 
the IA posture of a DoD IS in a format that can be exchanged electronically.  It documents the 
accreditation decision and must be signed, either manually or with a DoD PKI-certified digital 
signature.  The DIACAP Scorecard contains a listing of all IA controls and their status of either 
C, NC, or NA.  An example of a DIACAP Scorecard is shown in Figure E3.A2.F1.  Table 
E3.A2.T1. explains the fields contained in Figure E3.A2.F1. 


 
Figure E3.A2.F1.  Example of a DIACAP Scorecard 


 


 
 
 


Table E3.A2.T1.  Scorecard Instructions 
 


Reference Description 


System Name The name of the system being certified. 


The organization within the DoD Component that owns, controls, or 
manages the IS. 


System Owner 


IS Type The IS type (i.e., AIS application, enclave, outsourced IT-based 
process, and platform IT interconnection).  Indicate if the enclave is 
stand-alone or a DMZ. 


DAA The name and signature of the DAA for the system.  Manual or DoD 
PKI-certified digital signatures are acceptable.  


 40 ENCLOSURE 3, ATTACHMENT 2 
 







DoDI 8510.01, November 28, 2007 
 


Table E3.A2.T1.  Scorecard Instructions, (cont’d) 
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Reference Description 


Accreditation 
Status 


The accreditation decision for the system (i.e., unaccredited, ATO, 
IATO, IATT, DATO). 


Period Covered  Includes the date of the accreditation (if the system has a decision 
other than unaccredited), and the ATD. 


Last Update The date of the last change that occurred on the scorecard.  This is 
primarily driven by updates to the IA controls and their associated 
status. 


CA The name of the individual serving as the CA for the system. 


Certification 
Date 


The date of the certification. 


MAC The MAC applied to the system. 


CL The CL applied to the system. 


IA Control 
Subject Area 


The subject area associated with the IA control. 


IA Control 
Number 


The reference number associated with the IA control. 


IA Control 
Name 


The name associated with the IA control. 


Inherited An indication (Yes or No) of whether or not the IA control is 
inherited. 


C/NC/NA An indication of the compliance status of the IA control (i.e., C, NC, 
NA).  An IT Security POA&M is required if NC or NA.  Note:  NC 
may indicate either non-implementation or complete failure of the 
control under testing; it also may indicate a partial failure of a control 
under testing (e.g., three of four testing points pass).   


Impact Code The impact code associated with the IA control. 


Last Update The date of the last change of the IA control’s compliance status 
(C/NC/NA). 
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E3.A3.  ATTACHMENT 3 TO ENCLOSURE 3 
 


IT SECURITY POA&M INSTRUCTIONS 
 
 
E3.A3.1.  The primary purpose of an IT Security POA&M is to assist agencies in identifying, 
assessing, prioritizing, and monitoring security weaknesses found in programs and systems, 
along with the progress of corrective efforts for those vulnerabilities.  OMB requires agencies to 
prepare IT Security POA&Ms for all programs and systems in which an IT security weakness 
has been found.  OMB guidance (Reference (aa)) directs CIOs and the DoD Component program 
officials to develop, implement, and manage IT Security POA&Ms for all programs and systems 
they operate and control (for program officials this includes all systems that support their 
operations and assets, including those operated by contractors).  In addition, program officials 
are required to update the agency CIO on their progress on at least a quarterly basis and at the 
direction of the CIO.  This enables the CIO to monitor agency-wide remediation efforts and 
provide the agency’s quarterly update to OMB.  Under the DIACAP, the IT Security POA&M is 
also used to document DAA-accepted non-compliant IA controls and baseline IA controls that 
are not applicable because of the nature of the system (e.g., stand-alone systems). 
 
 
E3.A3.2.  The IT Security POA&M is designed to be a management tool to assist:  agencies in 
closing their security performance gaps; IGs in their evaluation work of agency security 
performance; and OMB with oversight responsibilities.  The Department of Defense is 
responsible for maintaining the confidentiality of IT Security POA&Ms because they may 
contain pre-decisional budget information.  There are three types of IT Security POA&Ms, as 
reflected in Table E4.A3.T1.  DoD IT Security POA&Ms shall: 
 
 E3.A3.2.1.  Be tied to the agency’s budget submission when required through the project 
identifier(s) of the system.  This links the security costs with security performance.  OMB 
Circular No. A-11 (Reference (ab)) requires that agencies develop and submit to OMB business 
cases (Exhibits 300) for major IT investments.  Additionally, each agency submits an Exhibit 53, 
a list of both major and non-major IT investments.  The agency assigns project identifier(s) to 
each investment and includes it with these exhibits. 
 
 E3.A3.2.2.  Address all IT security weaknesses, including but not limited to those found 
during GAO audits, financial system audits, official security tests and evaluations or compliance 
reviews, and critical infrastructure vulnerability assessments. 
 
 E3.A3.2.3.  Be shared with the agency IG to ensure independent verification and validation 
of identified weaknesses and completed corrective actions. 
 
 E3.A3.2.4.  Follow the format detailed below that is consistent with the examples provided 
by OMB. 
 
 E3.A3.2.5.  Be submitted to the DoD SIAO when directed. 
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Table E3.A3.T1.  Types of DoD IT Security POA&Ms 
 
Report Responsibility Submit To Dates Due 


System-level IT Security 
POA&Ms 
(Table E4.A3.T2) 


PMs/IAMs 


 
DoD Component 
CIO 
 
(Also to DoD SIAO 
for all systems with 
a CAT I weakness 
or on the OMB 
Watch List (Exhibit 
300s) for security) 
 


1 Dec, 1 Mar,  
1 Jun, 1 Sep 


DoD Component-level 
IT Security POA&M  
(Table E4.A3.T3) 
 


DoD 
Component 
CIO 


ASD(NII)/DoD 
CIO 


Due with the DoD 
Component’s annual 
FISMA report and as 
directed  


DoD Enterprise IT 
Security POA&M 
 


ASD(NII)/DoD 
CIO OMB As directed 


 
E3.A3.3.  The subparagraphs below describe the System Level IT Security POA&M. 
 
 E3.A3.3.1.  The DoD Component CIOs are responsible for monitoring and tracking the 
overall execution of system-level IT Security POA&Ms until identified security weaknesses 
have been closed and the C&A documentation appropriately adjusted.  The DAAs are 
responsible for monitoring and tracking overall execution of system-level IT Security POA&Ms.  
The PM or SM is responsible for implementing the corrective actions identified in the IT 
Security POA&M and, with the support and assistance of the IAM, provides visibility and status 
to the DAA, the SIAO, and the governing DoD Component CIO. 
 
 E3.A3.3.2.  Table E3.A3.T2. is an example of a completed system-level IT Security 
POA&M, illustrating the appropriate level of detail required.  Included in the heading of the 
system-level IT Security POA&M template is a field for OMB Project ID and Security Costs, 
which must be filled in from Exhibits 300 and 53, where applicable. 
 
 E3.A3.3.3.  Once an initial system-level IT Security POA&M weakness has been opened, 
changes cannot be made to the data in columns 1 (“Weakness”), 6 (“Scheduled Completion 
Date”), 7 (“Milestones with Completion Dates”), and 9 (“Source Identifying Weakness”).   
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 E3.A3.3.4.  IT Security POA&Ms listing CAT I or CAT II weaknesses shall be assessed for 
classification.  For instance, the fact that a MAC I or MAC II IS has a CAT I weakness that has 
not been mitigated to a degree that will preclude immediate unauthorized access dictates a 
minimum classification of CONFIDENTIAL.  Other factors that would influence a classification 
decision include the number of CAT II weaknesses identified for a single system and whether the 
system itself is classified.  At a minimum an IT Security POA&M will be protected as Sensitive.  
Classified IT Security POA&Ms for unclassified systems must be maintained in an appropriate 
environment separate from the unclassified DIACAP Package. 
 
E3.A3.4.  The following sections explain how to complete the system-level IT Security POA&M 
fields.  Note:  NA IA controls will have entries only in columns 1, 3, and 11. 
 
 E3.A3.4.1.  Column 1:  Type of Security Weakness.  Describe security weaknesses identified 
during certification or by the annual program review, independent evaluations by IGs, or any 
other work done by or on behalf of the program office or the DoD Component.  Sensitive 
descriptions of specific weaknesses are not necessary, but sufficient data must be provided to 
permit oversight and tracking.  When it is necessary to provide more sensitive data, the IT 
Security POA&M should note the fact of its special sensitivity and it should be protected 
accordingly.  When more than one weakness has been identified, number each individual 
security weakness as shown in the examples.  Indicate “NA” in this column as required. 
 
 E3.A3.4.2.  Column 2:  CAT (Severity Category).  Category assigned to a system IA security 
weakness by a CA as part of certification analysis to indicate the risk level associated with the IA 
security weakness and the urgency with which the corrective action must be completed.  Severity 
categories are expressed as CAT I, CAT II, or CAT III, with CAT I indicating the greatest risk 
and urgency.  
 
 E3.A3.4.3.  Column 3:  IA Control and Impact Code.  An IA control describes an objective 
IA condition achieved through the application of specific safeguards or through the regulation of 
specific activities.  The objective condition is testable, compliance is measurable, and the 
activities required to achieve the IA control are assignable and thus accountable.  IA controls are 
assigned according to MAC (for integrity and availability) and CL in accordance with Reference 
(d).  Impact codes indicate the consequences of a non-compliant IA control and are expressed as 
high, medium, or low, with high indicating the greatest impact. 
 
 E3.A3.4.4.  Column 4:  Point of Contact (POC).  Identity the office or organization that the 
DoD Component will hold responsible for resolving the security weakness. 
 
 E3.A3.4.5.  Column 5:  Resources Required.  Estimated funding or manpower (i.e., full-time 
equivalents) resources required to resolve the security weakness.  Enter “NA” for CAT III 
weaknesses accepted by the DAA. 
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 E3.A3.4.6.  Column 6:  Scheduled Completion Date.  Scheduled completion date for 
resolving the security weakness.  Please note that the initial date entered should not be changed.  
If a security weakness is resolved before or after the originally scheduled completion date, the 
agency should note the actual completion date in column 10 (“Status”).  Enter “NA” if risk is 
accepted for a satisfactorily mitigated CAT II or a CAT III weakness. 
 
 E3.A3.4.7.  Column 7:  Milestones with Completion Dates.  A milestone will identify 
specific requirements for correcting an identified weakness.  Please note that the initial 
milestones and completion dates should not be altered.  If there are changes to any of the 
milestones, the agency should note them in column 8 (“Milestone Changes”).  Enter “NA” for 
CAT III weaknesses accepted by the DAA. 
 
 E3.A3.4.8.  Column 8:  Milestone Changes.  This column includes changes to completion 
dates and reasons for the changes.  Enter “NA” for CAT III weaknesses accepted by the DAA. 
 
 E3.A3.4.9.  Column 9:  Source Identifying the Weakness.  Identify the source (e.g., program 
review, test and evaluation program findings, IG DoD audit, GAO audit) of the security 
weakness.  
 
 E3.A3.4.10.  Column 10:  Status.  The DoD Component should use one of the following 
terms to report status of corrective actions:  ongoing, completed, or risk accepted for a CAT II or 
CAT III weakness that has been accepted by the DAA.  “Completed” should be used only when 
a security weakness has been fully resolved and the corrective action has been tested.  Include 
the date of completion or risk acceptance for a CAT III weakness.  Enter “Risk Accepted by 
DAA” for CAT III weaknesses accepted by the DAA. 
 
 E3.A3.4.11.  Column 11:  Comments.  If the IA control is inherited, cite the originating IS. 
For NA IA controls, provide the reason the control is not applicable.  Additional information 
may include anticipated source of funding and other obstacles and challenges to resolving the 
security weakness (e.g., lack of personnel or expertise, development of new system to replace 
insecure legacy system).   
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Table E3.A3.T2.  System-Level IT Security POA&M Example  
 


 
 


Note 1 – Indicate if the enclave is stand-alone or a DMZ. 
Note 2 – Cite project identifier(s) from OMB Exhibit 300, if applicable. 
Note 3 – Security costs from OMB Exhibit 53, if applicable. 
Note 4 – NA IA controls will have entries only in columns 1, 3, and 11.
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E3.A3.5.  The subparagraphs below describe the DoD Component-Level IT Security POA&M. 
 
 E3.A3.5.1.  DoD Components are required to complete and submit a DoD Component-level 
IT Security POA&M as indicated in Table E3.A3.T1.  A DoD Component-level IT Security 
POA&M is required for the following: 
 
  E3.A3.5.1.1.  Systemic weaknesses (significant IA security weaknesses) identified across 
the DoD Component. 
 
  E3.A3.5.1.2.  Systemic weaknesses (significant IA security weaknesses) identified by 
GAO and IG DoD audits and reviews.   
 
 E3.A3.5.2.  Table E3.A3.T3. contains an example of a completed DoD Component-level IT 
Security POA&M, illustrating the appropriate level of detail required.  Once a DoD Component 
has completed the initial DoD Component-level IT Security POA&M, no changes should be 
made to the data in columns 1 (“Weakness”), 4 (“Scheduled Completion Date”), 6 (“Milestones 
with Completion Dates”), and 8 (“Identified in GAO Audit or Other Review”).   
 
 E3.A3.5.3.  Refer to the instructions for the system-level IT Security POA&M in section 
E3.A3.4. for guidance in filling out applicable items on the DoD Component-level POA&M. 
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Table E3.A3.T3.  The DoD Component-Level IT Security POA&M Example 
 


 







DoDI 8510.01 


E3.A3.6.   The subparagraphs below describe the DoD Enterprise-Level IT Security POA&M. 
 
 E3.A3.6.1.  The DoD CIO is responsible for completing and submitting a DoD Enterprise-
level IT Security POA&M as indicated in Table E3.A3.T1.   
 
 E3.A3.6.2.  Systemic IA security weaknesses reported on the DoD Enterprise-level IT 
Security POA&M are derived from the DoD Component-level IT Security POA&Ms, GAO and 
IG DoD audits, and other reviews and events.   
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E4.  ENCLOSURE 4 
 


DIACAP KNOWLEDGE SERVICE (KS)1 OVERVIEW 
 
 


E4.1.  DoD IA practitioners and developers need ready access to current DIACAP 
implementation guidance in order to uniformly apply the methods, standards, and practices 
required to successfully certify and accredit the DoD ISs comprising the GIG.  Because the GIG 
is an ever-changing entity, DoD IA practitioners tasked with GIG certification and accreditation 
responsibilities require implementation guidance, access, and content suitable to accomplishing 
C&A in this dynamic DoD-wide environment.  Implementation guidance must reflect the most 
up-to-date DoD intent regarding evolving IA security objectives and risk conditions.  Written 
manuals that must be formally and laboriously coordinated lack the timeliness and versatility 
required to adequately meet the access, distribution, and relevancy challenges posed.  To address 
this enterprise challenge, the DIACAP KS, developed and owned by the Department of Defense, 
has been established as the on-line, Web-based resource that provides requirements, guidance, 
and tools for implementing and executing the DIACAP.  The KS is available to all individuals 
with C&A responsibilities, provides convenient access to Reference (d) IA controls and required 
standardized IA control implementation and validation procedures, and assists members of the 
IA community in fulfilling the requirements of the DIACAP.  It is accessible by individuals with 
a DoD PKI certificate (Common Access Card (CAC)), or External Certification Authority (ECA) 
certificate in conjunction with DoD sponsorship (e.g., for DoD contractors without a CAC and 
working off-site).  The KS is the DoD official resource for implementing and executing the 
DIACAP. 
 
 
E4.2.  The purpose of the DIACAP KS is to provide IA practitioners and managers with a single 
authorized source for execution and implementation guidance, community forums, and the latest 
information and developments in DIACAP.  The DIACAP KS supports both automated and non-
automated implementation of the DIACAP.   
 
 
E4.3.  The KS is a library of tools, diagrams, process maps, documents, etc., to support and aid in 
the execution of the DIACAP.  It is a collaboration workspace for the DIACAP user community 
to develop, share, and post lessons learned and best practices and a source for IA news and 
events and other IA-related information resources.   
 
 
E4.4.  The DIACAP TAG is responsible for maintaining CCM of the online KS content.  The 
TAG: 
 
 E4.4.1.  Provides detailed analysis and authoring support for the enterprise portion of the 
DIACAP KS content.   
 


                                                 
1 https://diacap.iaportal.navy.mil/ 


ENCLOSURE 4 
 


50







DoDI 8510.01, November 27, 2007 


 E4.4.2.  Provides configuration control for DIACAP-related enterprise services, including 
DIACAP KS functionality. 
 
 E4.4.3.  Interfaces with the DoD Component IA programs, GIG MAs, IA COIs, and 
specialized entities within the IA domain governance structure.  (See Figure F1.)  
 
 E4.4.4.  Addresses issues that are common across entities and recommends changes to the 
baseline IA controls and C&A process. 
 
 


ENCLOSURE 4 
 


51







DoDI 8510.01, November 28, 2007 


E5.  ENCLOSURE 5 
 


DIACAP TRANSITION TIMELINE AND INSTRUCTIONS 
 


 
E5.1.  The DIACAP Transition Timeline and Instructions provide guidance and direction for all 
systems transitioning to DIACAP from the DITSCAP environment.   


 
Table E5.T1.  DIACAP Transition Timeline and Instructions 


 


DoD IS C&A STATUS TRANSITION TIMELINE and 
INSTRUCTIONS 


1 Unaccredited new start or operational DoD IS 
(No DITSCAP activity). 


Initiate DIACAP. 


2 DoD IS has initiated DITSCAP, but does not 
yet have a signed Phase One System Security 
Authorization Agreement (SSAA). 


Transition to DIACAP immediately. 


3 DoD IS has a DITSCAP Phase One signed 
SSAA and is in Phase Two or Phase Three 
(does not yet have an accreditation decision).  
The Phase One SSAA Requirements 
Traceability Matrix (RTM) incorporates all 
DoD baseline IA controls as specified in 
Reference (d). 


Continue under DITSCAP.  The 
DITSCAP SSAA section addressing re-
accreditation requirements (section 5.7 in 
the SSAA outline of Reference (e)) 
should have been modified as directed 
by Reference (g) to identify the 
governing DoD Component IA program 
and describe the system’s strategy and 
schedule for transitioning to DIACAP, 
satisfying the DIACAP Annual Review 
and meeting the reporting requirements 
of FISMA (Reference (a)). 


The schedule for transitioning from 
DITSCAP to DIACAP shall not exceed 
the system re-accreditation timeline. 


4 DoD IS has a DITSCAP Phase One signed 
SSAA and is in Phase Two or Phase Three 
(does not yet have an accreditation decision).  
The Phase One SSAA RTM does not 
incorporate all DoD baseline IA controls as 
specified in Reference (d). 


Comply with guidance at #3 above and 
continue under DITSCAP.  The 
DITSCAP RTM to incorporate all DoD 
baseline IA controls as specified in 
Reference (d) and a plan for 
implementing them should have been 
modified as directed by Reference (g).  
IA controls implementation timelines 
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DoD IS C&A STATUS TRANSITION TIMELINE and 
INSTRUCTIONS 


may extend beyond the DITSCAP 
accreditation decision, that is, the 
DITSCAP accreditation decision is not 
contingent upon full compliance with the 
baseline IA controls, but the system must 
provide information/visibility of its 
compliance status and have a viable plan 
for achieving compliance in order to be 
granted an accreditation decision under 
DITSCAP. 


5 DoD IS has a DITSCAP accreditation 
decision that is current within 3 years. 


A strategy and schedule for transitioning 
to DIACAP, achieving compliance with 
Reference (d) baseline IA controls, 
satisfying the DIACAP Annual Review, 
and meeting the reporting requirements 
of Reference (a) should be completed as 
directed by Reference (g). 


If the DITSCAP RTM does not 
incorporate the baseline DoD IA controls 
as specified in Reference (d), the DoD IS 
shall provide the DAA with an 
assessment of compliance. 


If the accreditation decision is IATO and 
the system is on a path toward full 
authorization, continue under DITSCAP 
as modified by the guidelines of this 
table to achieve authorization.   


6 DoD IS has a DITSCAP ATO that is more 
than 3 years old.   


Initiate DIACAP. 


 





		              INSTRUCTION

		   6.2.2.  CCM

		    6.2.2.1.  The DIACAP TAG (ASD(NII) memorandum (Reference (q))) provides CCM of the DIACAP through interfacing with the DoD Component IA programs, IA COIs, and other entities (e.g., the GIG IA Program Office, DSAWG) to address issues that are common across all entities, by:

		     6.2.2.1.2.  Recommending changes to the baseline IA controls to the DISN/GIG Flag Panel.

		     6.2.2.1.5.  Developing and managing DoD enterprise-level C&A automation requirements.

		DoD IS C&A STATUS

		TRANSITION TIMELINE and INSTRUCTIONS
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[Use appropriate letterhead] 


December 19, 2005 


FOREWORD 


This Manual is issued under the authority of DoD Directive 8570.1 “Information Assurance 
Training, Certification, and Workforce Management,” August 15, 2004 (Reference (a)).  It 
provides guidance and procedures for the training, certification, and management of the DoD 
workforce conducting Information Assurance (IA) functions in assigned duty positions.  It also 
provides information and guidance on reporting metrics and the implementation schedule for 
Reference (a). 
 
This Manual applies to the Office of the Secretary of Defense (OSD), the Military Departments, 
the Chairman of the Joint Chiefs of Staff, the Combatant Commands, the Office of the Inspector 
General of the Department of Defense, the Defense Agencies, the DoD Field Activities, and all 
other organizational entities in the Department of Defense (hereafter referred to collectively as 
the “DoD Components”).   
 
This Manual is effective immediately and is mandatory for use by all the DoD Components. 
Send recommended changes to the Manual to the following address: 
 


Deputy Assistant Secretary of Defense for Information and Identity Assurance 
Assistant Secretary of Defense for Network and Information Integration/Department of 
Defense Chief Information Officer (ASD(NII)/DoD CIO) 
1155 Defense Pentagon 
Washington, DC 20301-1155 
 


The DoD Components, other Federal agencies, and the public may download this Manual from 
the DoD Issuances Web Site at http://www.dtic.mil/whs/directives. 
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CND-A Computer Network Defense Analyst 


CND-AU Computer Network Defense Auditor 


CND-IS Computer Network Defense Infrastructure Support 


CND-IR Computer Network Defense Incident Responder 


CND-SP Computer Network Defense Service Provider 
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ACRONYMS 11


Acronym Meaning 
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LN Local National 


MAC Mission Assurance Category 


NE Network Environment 


NIPRNet Non-classified Internet Protocol Router Network 


NSPS National Security Personnel System 


OJT On the Job Training 


OMB Office of Management and Budget 


OPM Office of Personnel Management 


OSD Office of the Secretary of Defense 
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C1.  CHAPTER 1 
 


GENERAL INFORMATION 
 
 


C1.1.  PURPOSE 
 
This Manual: 
 
 C1.1.1.  Implements DoD Directive 8570.1 (Reference (a)). 
 
 C1.1.2.  Provides guidance for the identification and categorization of positions and 
certification of personnel conducting Information Assurance (IA) functions within the DoD 
workforce supporting the DoD Global Information Grid (GIG) per DoD Instruction 8500.2 
(Reference (b)).  The DoD IA Workforce includes, but is not limited to, all individuals 
performing any of the IA functions described in this Manual.  Additional chapters focusing on 
personnel performing specialized IA functions including certification and accreditation (C&A) 
and vulnerability assessment will be published as changes to this Manual. 
 
 C1.1.3.  Establishes IA workforce oversight and management reporting requirements to 
support Reference (a). 
 
  
C1.2.  DEFINITIONS.  See Appendix 1. 
 
 
C1.3.  DoD IA WORKFORCE MANAGEMENT OBJECTIVES: 
 
 C1.3.1.  Develop a DoD IA workforce with a common understanding of the concepts, 
principles, and applications of IA for each category, specialty, level, and function to enhance 
protection and availability of DoD information, information systems, and networks. 
 
 C1.3.2.  Establish baseline technical and management IA skills among personnel performing 
IA functions across the DoD enterprise. 
 
 C1.3.3.  Provide warfighters qualified IA personnel in each category, specialty and level. 
 
 C1.3.4.  Implement a formal IA workforce skill development and sustainment process, 
comprised of resident courses, distributive training, blended training, supervised on the job 
training (OJT), exercises, and certification/recertification. 
 
 C1.3.5.  Verify IA workforce knowledge and skills through standard certification testing. 
 
 C1.3.6.  Augment and expand on a continuous basis the knowledge and skills obtained 
through experience or formal education. 
 
 


Change 3, 01/24/2012   CHAPTER 1 12







DoD 8570.01-M, December 19, 2005 


C1.4.  RESPONSIBILITIES 
 
In addition to the responsibilities listed in Reference (a) and section 3544 of title 44, United 
States Code (Reference (c)), this Manual assigns the following: 
 
 C1.4.1.  The Assistant Secretary of Defense for Networks and Information Integration/DoD 
Chief Information Officer (ASD(NII)/DoD CIO) shall: 
 
  C1.4.1.1.  Coordinate changes and updates to this Manual to maintain state of the art 
functional and certification requirements for the IA workforce.   
 
  C1.4.1.2.  Develop, coordinate, and publish baseline certification requirements for 
personnel performing specialized IA functions. 
 
  C1.4.1.3.  Coordinate the implementation and sustainment requirements of this Manual to 
include supporting tools and resources (e.g., conferences, website, database integration, 
workforce identification).    
 
  C1.4.1.4.  Per DoD Instruction 5105.18 (Reference (d)) and in coordination with the 
Under Secretary of Defense for Personnel and Readiness (USD(P&R)), establish an IA 
Workforce Improvement Program Advisory Council (IA WIPAC), to ensure that the 
requirements of Reference (a) and this Manual are met.  The IA WIPAC shall: 
 
   C1.4.1.4.1.  Meet at least annually at the call of the DoD Deputy Chief Information 
Officer (DCIO).  At a minimum, its composition will include representatives from the Chairman 
of the Joint Chiefs of Staff; USD(P&R); the Under Secretary of Defense for Intelligence 
(USD(I)); the Under Secretary of Defense for Acquisition, Technology, and Logistics 
(USD(AT&L)); the Military Departments and Services; the Defense Information Systems 
Agency (DISA); and the U.S. Strategic Command (USSTRATCOM).  Members must be 
government employees full-time or permanent part-time Federal employees or active-duty 
military members.  
 
   C1.4.1.4.2.  Establish an approval process for IA baseline certifications to be added to 
or deleted from the Certification Table (AP3.T2) approved IA baseline certification list on the 
DISA IA Support Environment (IASE) website.  Certifications must have a strong correlation to 
IA workforce levels and functions.  The Defense-wide Information Assurance Program (DIAP) 
office will provide oversight to the IA WIPAC and IA baseline certification approval process 
outlined in AP2.2 and post updates to the DISA IASE website.  The IA WIPAC Executive 
Secretariat will publish a memorandum to announce updates to the Certification Table. 
 
   C1.4.1.4.3.  Review and update the IA levels, functions, and associated certification 
requirements contained in this Manual. 
 
   C1.4.1.4.4.  Monitor the DoD IA certification program process improvements.  
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   C1.4.1.4.5.  Review DoD Component programs and plans to validate/approve 
compliance with DoD baseline IA workforce management requirements.  Reviews will include 
the following:   
 
    C1.4.1.4.5.1.  DoD Component implementation and sustainment plans for IA 
workforce identification, training, certification, management, metrics, and documentation 
requirements as established in this Manual and References (a) and (c). 
 
    C1.4.1.4.5.2.  DoD Component plans and methodologies to track, monitor, and 
document completion of IA Awareness training requirements for all network users as established 
in this Manual and References (a) and (c).  
 
   C1.4.1.4.6.  Report recommended actions to the ASD(NII)/DoD CIO and the 
USD(P&R) based on these reviews or other information available to it (such as Federal 
Information Security Management Act (FISMA) Reporting Information or reports metrics 
required by this Manual) to improve the program. 
 
   C1.4.1.4.7.  Conduct assessments to ensure the validity of the IA workforce functions, 
training, and certification requirements per 29 CFR Volume 4, section 1607 (Reference (de)).  
 
   C1.4.1.4.8.  Prioritize enterprise-wide requirements for the development of training 
content to address gaps and deficiencies.  
 
  C1.4.1.5.  Prepare an IA Workforce Improvement Program (WIP) Annual Report. 
 
  C1.4.1.6.  Require the Director of the Defense Information Systems Agency (DISA) to: 
 
   C1.4.1.6.1.  Provide appropriate representation to the IA WIPAC. 
 
   C1.4.1.6.2.  Coordinate with the Defense-wide IA Program (DIAP) Office, 
USD(AT&L), and the DoD Components IA WIP Office of Primary Responsibility Points of 
Contact (OPR POC) to develop and maintain online resources correlating DoD IA training 
products and classes to requirements defined in law, executive orders, and DoD issuances.  
Additionally, provide information correlating IA functions (Chapters 3, 4, 5, 10, and 11) to 
workforce categories, specialties, and levels to core IA training curriculum. 
 
   C1.4.1.6.3.  Serve as the DoD Shared Service Center (SSC) for the Office of 
Management and Budget (OMB)-directed Information System Security Line of Business (ISS 
LoB) for Tier I Awareness training.  See Chapter 6 for additional information/requirements. 
 
  C1.4.1.7.  Require the DIAP to provide IA workforce management oversight and 
coordination for the requirements established in this Manual. 
 
 C1.4.2.  The Under Secretary of Defense for Personnel and Readiness (USD(P&R)) shall 
support and provide appropriate representation to the IA WIPAC.  The Defense Activity for 
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Non-Traditional Education Support (DANTES) will manage the certification testing process 
requirement for the Department. 
 
 C1.4.3.  The Undersecretary of Defense for Intelligence shall provide appropriate 
representation to the IA WIPAC to represent the intelligence community.  
 
 C1.4.4.  The Heads of the DoD Components shall: 
 
  C1.4.4.1.  Comply with the responsibilities and requirements of Reference (a) and this 
Manual. 
 
  C1.4.4.2.  Provide support for the continuous improvement of the IA workforce 
management processes and maintenance of requirements.  Provide appropriate representation as 
required to the IA WIPAC. 
 
  C1.4.4.3.  Provide for initial IA orientation and annual awareness training to all 
authorized users to ensure they know, understand, and can apply the IA requirements of their 
system(s) in accordance with Reference (a) (see Chapter 6). 
 
  C1.4.4.4.  Per Reference (a), identify all positions performing information system 
management, specialized, or privileged access IA functions by category, specialty, and level as 
described in Chapters 3, 4, 5, 10, and 11 of this Manual.  This applies to all positions with IA 
duties, whether performed as primary or additional/embedded duties (see Chapters 2, 3, 4, 5, 7, 
10, and 11).  This requirement applies to military and civilian positions including those staffed 
by local nationals (LNs).   
 
  C1.4.4.5.  Identify all IA function requirements to be performed by contractors in their 
statement of work/contract including LNs.  Ensure contractors are appropriately certified, and 
have the appropriate background investigation to perform those IA functions.   
 
  C1.4.4.6.  Train, certify, and obtain the proper background investigation for all military 
and civilian personnel identified as part of the IA workforce to accomplish their IA duties (see 
Chapters 3, 4, 5, 10, and 11, and Appendices 2 and 3). 
 
   C1.4.4.6.1.  Include requirements for IA training in all DoD Component and local 
policy and procedures as part of the IA program. 
 
   C1.4.4.6.2.  Ensure IA personnel performing IA functions obtain/maintain a 
certification corresponding to the highest level function(s) required by their position. 
 
   C1.4.4.6.3.  Nominate, as appropriate, other certifications that correspond to the IA 
functions established for a particular level.  Nominations may include operating system 
certifications that include the appropriate IA requirements.  Provide nominations to the IA 
WIPAC.  
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   C1.4.4.6.4.  Obtain the appropriate background investigation per Reference (b) prior 
to granting unsupervised privileged access or management responsibilities to any DoD system.    
 
  C1.4.4.7.  Identify, track, and monitor IA personnel performing IA functions (as 
described in Chapters 3, 4, 5, 10, and 11) to ensure that IA positions are staffed with trained and 
certified personnel (see Chapter 7). 
 
  C1.4.4.8.  Collect metrics and submit reports to the ASD(NII)/DoD CIO to support 
planning and analysis of the IA workforce and annual FISMA reporting according to Reference 
(c) (see Chapter 8).  
 
  C1.4.4.9.  Establish, resource, and implement plans, policies, and processes to meet the 
requirements of Reference (a) and this Manual (see Chapter 9). 
 
  C1.4.4.10.  Identify all GS-2210 and other civilian positions/personnel (e.g., 0854, 1550) 
using the Office of Personnel Management (OPM) or National Security Personnel System 
(NSPS) specified parenthetical specialty titles per OPM Job Classification Standard (References 
(ef and zg).  Enter the appropriate parenthetical specialty title for the primary function and may 
enter another specialty to identify additional duty responsibilities in the Defense Civilian 
Personnel Data System (DCPDS) or equivalent civilian personnel database.  This is required for 
all DoD personnel even if the individual performs more than two specialties.   
 
  C1.4.4.11.  Enter “INFOSEC” as the “Position Specialty Code” into the DCPDS in 
accordance with Reference (a) for 2210 and other civilian personnel (e.g., 0854, 1550) 
performing IA functions described in Chapters 3, 4, 5, 10, and 11 as primary, additional, or 
embedded duty and their category, specialty and level. 
 
  C1.4.4.12.  Ensure that all DoD contracts requiring performance of IA functions 
(specified in Chapters 3, 4, 10, and 11) include the requirement to report contractor personnel’s 
IA certification status and compliance with this Manual.  Contractors also must meet the   
background investigation requirements of Reference (b). 
 
  C1.4.4.13.  Ensure personnel performing IA functions on national security systems meet 
the Committee on National Security Systems training requirements.  This is in addition to the 
requirements of this Manual. 
 
  C1.4.4.14.  Include appropriate IA content in officer accession programs, Flag, 
Commanding/Executive Officer (CO/XO), and Warrant Officer indoctrination, and DoD 
Component professional military education.  The training is intended to develop leadership 
understanding of the critical importance of information assurance to the successful execution of 
DoD’s mission at all levels of the Department of Defense.
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C2.  CHAPTER 2 
 


IA WORKFORCE STRUCTURE OVERVIEW 
 
 


C2.1.  INTRODUCTION 
 


C2.1.1.  IA functions focus on the development, operation, management, and enforcement of  
security capabilities for systems and networks.  Personnel performing IA functions establish IA 
policies and implement security measures and procedures for the Department of Defense and 
affiliated information systems and networks. 


 
C2.1.2.  IA measures protect and defend information and information systems by ensuring 


their availability, integrity, authentication, confidentiality, and non-repudiation.  This includes 
providing for their restoration by incorporating protection, detection, and reaction capabilities. 


 
C2.1.3.  IA duties may be performed as primary or additional/embedded duties, by a DoD 


employee (civilian, including LNs, or military) or by a support contractor (including LNs). 
 
C2.1.4.  As a condition of privileged access to any information system, personnel performing 


IA functions described in this Manual must satisfy both preparatory and sustaining DoD IA 
training and certification requirements (see Chapters 3, 4, 5, 10, and 11).  Additionally, personnel 
with privileged access must complete a “Privileged Access Agreement,” a sample of which is 
shown in Appendix 4, DoD Components may expand the requirements of this agreement to meet 
their needs. 


 
C2.1.5.  The certification requirements of this Manual apply to DoD civilian employees, 


military personnel, LNs, and support contractors performing the IA functions below and 
described in detail in Chapters 3, 4, 5, 10 and 11. 


 
C2.1.6.  Personnel performing IA duties addressed by Reference (a) and this Manual 


include the following IA oversight responsibilities: 
 


C2.1.6.1.  Work closely with data owners, information system owners, and users to 
ensure secure use and operation of information systems (IS) and networks. 


 
C2.1.6.2.  Ensure rigorous application of IA policies, principles, and practices in the 


delivery of all information technology (IT) services. 
 
C2.1.6.3.  Maintain system audit functions and periodically review audit information for 


detection of system abuses. 
 
C2.1.6.4.  Identify IA requirements as part of the IT acquisition development process.  
 
C2.1.6.5.  Assess and implement identified corrections (e.g., system patches and fixes) 


associated with technical vulnerabilities as part of the Information Assurance Vulnerability 
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Management (IAVM) program, consistent with References (a) and (b), DoD Directive 8500.1 
(Reference (fh)), and DoD Directive O-8530.1 (Reference (gi)). 


 
C2.1.6.6.  Maintain configuration control of hardware, systems, and application software. 
 
C2.1.6.7.  Identify and properly react to security anomalies or integrity loopholes such as  


system weaknesses or vulnerabilities. 
 
C2.1.6.8.  Install and administer user identification or authentication mechanisms. 


 
C2.1.7.  The IA workforce training and certification program establishes a baseline of 


validated (tested) knowledge that is relevant, recognized, and accepted across the Department of 
Defense. 
 
 
C2.2.  IA WORKFORCE CATEGORIES, SPECIALTIES, AND LEVELS 


 
C2.2.1.  This Manual identifies categories and specialties within the IA workforce.  


Categories are IA Technical (IAT) and IA Management (IAM).  Specialties are Computer 
Network Defense Service Providers (CND-SPs) and IA System Architects and Engineers 
(IASAEs).  These categories and specialties are subdivided into levels each based on functional 
skill requirements and/or system environment focus (see Chapters 3, 4, 5, 10, and 11).   


 
C2.2.2.  The levels and functions in the Technical, Management, CND-SP, and  IASAE 


categories and specialties apply to civilian, military, and contractor personnel (including those 
LNs specifically authorized to perform IA functions according to Reference (b)). 


 
C2.2.3.  The levels and functions provide the basis to determine all IA Technical, IA 


Management, CND-SP, and IASAE staffing requirements.  They also provide a framework for 
the identification of IAT, IAM, CND-SP and IASAE positions and qualified personnel (or those 
who can become qualified) across the Department of Defense. 


 
C2.2.4.  Each DoD position responsible for IA functional requirement(s) must be correlated 


with a category or specialty and level.  Assigning position category or specialty levels based on 
functions across the Department of Defense establishes a common framework for identifying the 
IA workforce. 


 
C2.2.5.  A position may include functions spanning multiple levels.  In these cases, the level, 


and related certification requirements will be those of the highest level functions.  Individuals 
performing functions in multiple categories or specialties must hold certifications appropriate to 
the functions performed in each category or specialty.  (Note: one certification may cover more 
than one category or specialty and level, (e.g., a Security + certification can qualify someone to 
fill both an IAT-I and an IAM-I position.)  


 
C2.2.6.  IA workforce categories or specialties and levels do not necessarily correlate to 


civilian grades, military ranks, or any specific occupational classification standard. 
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C2.2.7.  Figure C2.F1., below, provides an overview of the basic IA workforce structure. 
 


Figure C2.F1.  Overview of Basic IA Workforce Structure 
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C2.3.  TRAINING AND CERTIFICATION PROGRAMS 


C2.3.1.  IA certification programs are intended to produce IA personnel with a baseline 
understanding of the fundamental IA principles and practices related to the functions of their 
assigned position.  Each category, specialty, and skill level has specific training and certification 
requirements.  Meeting these requirements will require a combination of formal training and 
experiential activities such as on-the-job training and continuing education.  These training and 
certification requirements must be provided by the Department of Defense at no cost to 
government employees (military or civilian).  


C2.3.2.  The DoD Components must use certifications approved (and published as part of 
this Manual on the DISA IASE website) by the office of the ASD(NII)/DoD CIO as to meet the 
minimum IA baseline certification requirement. 


 
C2.3.3.  Approved certifications will demonstrate close correlation to the IA categories, 


specialties, levels, and functions described in Chapters 3, 4, 5, 10, and 11, and demonstrate 
portability throughout the Department of Defense, the Federal government, and the private 
sector. 


 
C2.3.4.  Individuals in IA positions, as defined in Chapters 3, 4, 5, 10, and 11 not meeting 


certification qualification requirements must be reassigned to other duties, consistent with 
applicable law.  Until certification is attained, individuals in IA positions not meeting 
certification qualification requirements may perform those duties under the direct supervision of 
an appropriately certified individual unless the certification qualification requirement has been 
waived due to severe operational or personnel constraints.  (See paragraphs C3.2.4.2., C3.2.4.3., 
C.4.2.3.2.1., C4.2.3.4.2., C10.2.3.4., and C11.2.4.2.) 
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C2.3.5.  Appendix 2 establishes the IA workforce certification requirement and criteria for 


assigned responsibilities.  It also includes a requirement for the periodic review of DoD 
categories, specialties, functions, levels, and the approval of their associated certifications. 


 
C2.3.6.  Appendix 3 provides a matrix of certifications qualifications and the categories, 


specialties and levels to which they apply.  IA workforce members must obtain all the 
certification qualifications corresponding to their IA functions as defined in Chapters 3, 4, 5, 10, 
and 11, and Appendix 3. 


 
C2.3.7.  Certification holders must adhere to all recertification policies set by their 


certification provider and ensure that their certificates certifications stay active.  Expired 
certifications must be renewed.  Expired certifications are not to be considered in the workforce 
reports metrics. 


 
C2.3.8.  To support IA professionals, the DoD IA Portal at Defense Knowledge Online and 


the IASE Support Environment provides DoD IA policy, training requirements, and DoD-
sponsored training.  The DoD IA Portal is located at http://www.us.army.mil and the IASE is 
located at http://iase.disa.mil/.  


 
C2.3.9.  Contractor personnel supporting IA functions in Chapters 3, 4, 10, and 11 shall be 


appropriately certified obtain the appropriate DoD-approved IA baseline certification prior to 
being engaged.  Contractors have up to 6 months to obtain the rest of the qualifications for their 
position outlined in AP3.T1.  The contracting officer will ensure that contractor personnel are 
appropriately certified and provide verification to the Defense Manpower Data Center (DMDC) 
database:  https://www.dmdc.osd.mil/dmdcomn/owa/dmdc.main.  Additional training on local or 
system procedures may be provided by the DoD organization receiving services.  


 
C2.3.10.  Organizations employing LNs should coordinate in advance with appropriate 


offices such as the Status of Forces Agreement, the Local or Country Human Resources section 
of OPM, local unions, and/or training.  Effective coordination will greatly enhance the capability 
to achieve the requirements of this Manual. 


 
C2.3.11.  Personnel IA certification status and renewal rates are management review items 


according to Reference (b). 


C2.3.12.  All personnel holding an approved IA baseline certification listed in Appendix 3 in 
fulfillment of the requirements of this Manual must release their certification information to the 
Department of Defense through the Defense Workforce Certification Application (DWCA): 
https://www.dmdc.osd.mil/appj/dwc/index.jsp.
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C3.  CHAPTER 3 
 


IA WORKFORCE TECHNICAL CATEGORY 
 
 


C3.1.  INTRODUCTION 
 


C3.1.1.  This chapter provides detailed position guidelines and IA functions for each level 
within the Technical category.   


 
C3.1.2.  The functions associated with each of these levels are intended to be baseline DoD 


requirements.  The DoD Components are expected to have additional requirements reflecting 
their operating policy and information system technical environment.  The requirements of this 
Manual do not exempt individuals from meeting their own organization’s standards and 
requirements. 
 
 
C3.2.  TECHNICAL CATEGORY DESCRIPTION 


 
C3.2.1.  This category comprises IAT Levels I, II, and III. 
 
C3.2.2.  Personnel required to perform any technical category IA functions (one or more 


functions) at any level must be certified to the highest level function(s) performed.  An IAT 
position’s functions for a particular level establish the basis for the individual’s certification 
requirement.   


 
C3.2.2.1.  The IAT category’s functions are cumulative.  Thus, an IAT Level II or III 


position requires mastery of the functions of the preceding levels. 
 
C3.2.3.  IAT Category Training Requirements: 


 
C3.2.3.1.  Participation in initial training (classroom, distributive, or blended) before, or 


immediately on, assignment of IA responsibilities.  Training need not result in award of a 
military specialty code (e.g., Military Occupational Specialty, Navy Enlisted Classification 
Code, and/or Air Force Specialty Code), but must be sufficient to meet minimum certification 
standards outlined here and in Appendices 2 and 3. 


 
C3.2.3.2.  Completion of an on the job skills practical evaluation to meet functional 


requirements listed in this chapter. 
 
C3.2.3.3.  Completion of sustainment training/continuing education as required to 


maintain certification status.  For planning purposes the standard is normally a minimum of 20 to 
40 hours annually, or 120 hours over 3 years.  


 
C3.2.4.  IAT Category Certification Requirements: 
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C3.2.4.1.  The certification program for IAT category positions must include the 
functions identified for that level.  All IAT category personnel, whether they perform IA 
functions as primary or additional/embedded duty, must be certified based on the IA functions of 
the position.  


 
C3.2.4.1.1. Within 6 months of assignment of IA duties, all military and Government 


civilian IAT personnel must achieve the appropriate IA certification unless a waiver is granted 
per paragraphs C3.2.4.2 or C3.2.4.3.   


 
C3.2.4.1.1.1.  DoD employees and contractors performing IA functions on the 


effective date of this Manual have up to 4 years to comply with the certification requirements, 
based on DoD Component plans to meet the implementation milestones established in Chapter 9.   


 
C3.2.4.1.1.2.  New hires’ qualification periods begin the date they start in the 


position (i.e., they must obtain the appropriate certification within 6 months of being assigned IA 
functions).   


 
C3.2.4.1.2.  IAT Level I certification is the minimum requirement prior to IA 


Managers authorizing unsupervised privileged access for personnel performing IAT Levels I 
through III functions described in this Chapter. 


 
C3.2.4.2.  Designated Accrediting Authorities  (DAAs) may waive the certification 


requirement under severe operational or personnel constraints.  The waiver will be documented 
by the DAA using a memorandum for the record stating the reason for the waiver and the plan to 
rectify the constraint.  Waivers will not extend beyond 6 months, must include an expiration 
date, and be documented in the individual’s IA training record.  Consecutive waivers for 
personnel are not authorized except as noted in paragraph C3.2.4.3.  Waivers must be a 
management review item per Reference (b).  Uncertified IAT Level Is are not authorized to have 
unsupervised privileged access.  


 
C3.2.4.3.  IAT category personnel must be fully trained and certified prior to deployment 


to a combat environment.  The DAA may approve a waiver for certified IAT-I’s to fill level IAT-
II or IAT-III billets without attaining the appropriate certification while deployed to a combat 
environment.  The DAA may grant an interim waiver limited to the period of the deployment.  
The interim waiver places an individual in a suspense status and must be time limited and 
include an expiration date not to exceed 6 months following date of return from combat status.  


 
C3.2.4.4.  Personnel in technical category positions must be issued and retain an 


appointing letter to their IA duties including a statement of responsibilities for the system.  
Appendix 4 provides a sample statement of acceptance of responsibilities.  DoD Components 
will appropriately edit this form and maintain a completed copy in the individual’s personnel 
record or with the contracting officer’s technical representative for contractors.  


 
C3.2.4.5.  Personnel in technical category positions must maintain certifications, as 


required by the certifying provider, to retain privileged system access.  Level 1 certification is 
required prior to being authorized unsupervised privileged access. 
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C3.2.4.6.  Personnel who are not appropriately certified qualified within 6 months of 
assignment to a position or who fail to maintain their certification status shall not be permitted 
privileged access.  The DoD Components will develop programs to address remedial training and 
conditions for individuals to attain or return to certified status.         


 
C3.2.4.7.  The DoD Components must document and maintain the certification status of 


their IAT category personnel as long as they are assigned to those duties.  Identification and 
tracking requirements are addressed in Chapter 7. 


 
C3.2.4.8.  To support the GIG infrastructure security requirements, certification standards 


apply equally to DoD civilian, military, and contractor personnel including those staffed by LNs 
(with conditional privileged access per Reference (b)).  


 
C3.2.4.8.1.  New contract language must specify certification requirements.  Existing 


contracts must be modified, at an appropriate time during the phased implementation, to specify 
certification requirements.  


 
C3.2.4.8.2.  Per  References (b) and (gi) and DoD 5200.2-R (Reference (hj)), LNs and 


Foreign Nationals (FNs) must comply with background investigation requirements and cannot be 
assigned to IAT Level III positions. 


 
C3.2.4.8.3.  In addition to the baseline IA baseline certification requirement for their 


level, IATs with privileged access must obtain appropriate Computing Environment (CE) 
certifications for the operating system(s) and/or security related tools/devices they support as 
required by their employing organization.  If supporting multiple tools and devices, an IAT 
should obtain CE certifications for all the tools and devices they are supporting.  At a minimum 
the IAT should obtain a certification for the tool or device he or she spends the most time 
supporting.  For example, if an IAT is spending most of his or her time supporting security 
functions on a CISCO router, the IAT should obtain a CE certification for that equipment.  This 
requirement ensures they can effectively apply IA requirements to their hardware and software 
systems.    


 
C3.2.4.8.4.  New hire civilian personnel must agree as a “condition of employment” 


that they will obtain the appropriate certification for the position to be filled. 
 
C3.2.4.8.5.  All personnel must agree to release their IA baseline certification 


qualification(s) to the Department of Defense through the DWCA. 
 
C3.2.4.9.  Technical category training requirements are summarized in Table C3.T1. 
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Table C3.T1.  IA Technical Workforce Requirements 


Civilian, Military, Contractor* 
(Including Civilian or Contractor 


LNs) 


IAT Level 
I - III 


(FN and LN Levels I & II only) 


Initial Training ** Yes 


IA Baseline Certification 
(from approved list) 


Yes 
 (within 6 months) 


Initial On the Job Practical OJT 
Evaluation 


Yes 
(for initial position) 


CE/OS Certification Certificate Yes 


Maintain Certification Status 
Yes 


(as required by certification) 


Continuous Education or 
Sustainment Training 


Yes  
(as required by certification           


(e.g., International Information 
Systems Security Certification 


Consortium, (ISC)2 requires 120 
hours within 3 years for the CISSP)) 


Background Investigation  As required by IA level and 
Reference (b) 


Sign Privileged Access Statement Yes 


*Contractor category, level, and certification requirements to be specified in 
the contract 
**Classroom, distributive, blended, government, or commercial provider 
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C3.3.  IAT LEVEL I 
 


C3.3.1.  IAT Level I personnel make the CE less vulnerable by correcting flaws and 
implementing IAT controls in the hardware or software installed within their operational 
systems.  IAT Level I position requirements are listed in Table C3.T2. 


 
Table C3.T2.  IAT Level I Position Requirements 


 
IAT Level I 


Attribute Level 


Experience 
Normally has 0 to 5 or more years of experience in 
IA technology or a related field. 


System Environment CE. 


Knowledge 
Applies basic knowledge of IA concepts, practices, 
and procedures within the CE. 


Supervision 
Works under supervision and typically reports to a 
CE manager. 


Other 
Actions are usually authorized and controlled by 
policies and established procedures. 


IA Baseline 
Certification & CE/OS 
Certificate 


Within 6 months of assignment to position and 
mandatory for unsupervised privileged access. 


 
C3.3.2.  Table C3.T3. lists the specific functions associated with the IAT Level I position.  


Personnel performing these functions, regardless of their occupational title (e.g., system 
administrator, help desk technician, information system technician, mechanic, infantry, logistics, 
aviation mechanic, etc.) shall be identified as part of the IA workforce and must comply with the 
requirements in the tables above and C3.T1. 


 Table C3.T3.  IAT Level I Functions 


T-I.1. Recognize a potential security violation, take appropriate action to report the incident as 
required by regulation, and mitigate any adverse impact.  


T-I.2. Apply instructions and pre-established guidelines to perform IA tasks within CE. 


T-I.3. Provide end user IA support for all CE operating systems, peripherals, and applications. 


T-I.4. Support, monitor, test, and troubleshoot hardware and software IA problems pertaining 
to their CE. 


T-I.5. Apply CE specific IA program requirements to identify areas of weakness.  


T-I.6. Apply appropriate CE access controls. 
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T-I.7. Install and operate the IT systems in a test configuration manner that does not alter the 
program code or compromise security safeguards. 


T-I.8. Conduct tests of IA safeguards in accordance with established test plans and 
procedures. 


T-I.9. Implement and monitor IA safeguards for CE system(s) in accordance with 
implementation plans and standard operating procedures. 


T-I.10. Apply established IA security procedures and safeguards and comply with 
responsibilities of assignment. 


T-I.11. Comply with system termination procedures and incident reporting requirements 
related to potential CE security incidents or actual breaches. 


T-I.12. Implement online warnings to inform users of access rules for CE systems. 


T-I.13. Implement applicable patches including IA vulnerability alerts (IAVA), IA 
vulnerability bulletins (IAVB), and technical advisories (TA) for the CE operating 
system(s). 


T-I.14. Install, test, maintain, and upgrade CE operating systems software and hardware to 
comply with IA requirements. 


T-I.15.   Understand and implement technical vulnerability corrections. 


T-I.16.   Enter assets in a vulnerability management system. 


T-I.17.   Apply system security laws and regulations relevant to the CE being supported. 


T-I.18.   Implement DoD and DoD Component password policy. 


T-I.19.   Implement specific IA security countermeasures. 
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C3.4.  IAT LEVEL II 


 
C3.4.1.  IAT Level II personnel provide network environment (NE) and advanced level CE 


support.  They pay special attention to intrusion detection, finding and fixing unprotected 
vulnerabilities, and ensuring that remote access points are well secured.  These positions focus 
on threats and vulnerabilities and improve the security of systems.  IAT Level II personnel have 
mastery of the functions of the IAT Level I position.  IAT Level II position requirements are 
listed in Table C3.T4. 


 
Table C3.T4.  IAT Level II Position Requirements 


 
IAT Level II 


Attribute Level 
Experience Normally has at least 3 years in IA technology or 


a related area. 
System Environment NE and advanced CE. 
Knowledge  • Mastery of the functions of the IAT Level I 


position. 
• Applies knowledge and experience with 


standard IA concepts, practices, and 
procedures within the NE. 


Supervision Works under general supervision and typically 
reports to network manager. 


Other Relies on experience and judgment to plan and 
accomplish goals within the NE. 


IA Baseline Certification 
& CE/OS Certificate 


Within 6 months of assignment to position. 


 
C3.4.2.  Table C3.T5. lists the specific functions associated with the IAT Level II position.  


Personnel performing these functions, regardless of their occupational title (e.g., system 
administrator, help desk technician, information system technician, mechanic, infantry, logistics 
coordinator) shall be identified as part of the IA workforce and must comply with the 
requirements in the table above and C3.T1. 


 
Table C3.T5.  IAT Level II Functions 


  
T-II.1. Demonstrate expertise in IAT Level I CE knowledge and skills. 
T-II.2. Examine potential security violations to determine if the NE policy has been breached, 


assess the impact, and preserve evidence. 
T-II.3. Support, monitor, test, and troubleshoot hardware and software IA problems pertaining 


to the NE. 
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T-II.4. Recommend and schedule IA related repairs in the NE. 
T-II.5. Perform IA related customer support functions including installation, configuration, 


troubleshooting, customer assistance, and/or training, in response to customer 
requirements for the NE. 


T-II.6. Provide end user support for all IA related applications for the NE. 
T-II.7. Analyze patterns of non-compliance and take appropriate administrative or 


programmatic actions to minimize security risks and insider threats. 
T-II.8. Manage accounts, network rights, and access to NE systems and equipment. 
T-II.9. Analyze system performance for potential security problems. 
T-II.10. Assess the performance of IA security controls within the NE. 
T-II.11. Identify IA vulnerabilities resulting from a departure from the implementation plan or 


that were not apparent during testing. 
T-II.12. Provide leadership and direction to IA operations personnel. 
T-II.13. Configure, optimize, and test network servers, hubs, routers, and switches to ensure 


they comply with security policy, procedures, and technical requirements. 
T-II.14. Install, test, maintain, and upgrade network operating systems software and hardware to 


comply with IA requirements. 
T-II.15. Evaluate potential IA security risks and take appropriate corrective and recovery action.
T-II.16. Ensure that hardware, software, data, and facility resources are archived, sanitized, or 


disposed of in a manner consistent with system security plans and requirements. 
T-II.17. Diagnose and resolve IA problems in response to reported incidents. 
T-II.18. Research, evaluate, and provide feedback on problematic IA trends and patterns in 


customer support requirements. 
T-II.19. Ensure IAT Level I personnel are properly trained and have met OJT program 


requirements. 
T-II.20. Perform system audits to assess security related factors within the NE. 
T-II.21. Develop and implement access control lists on routers, firewalls, and other network 


devices. 
T-II.22. Install perimeter defense systems including intrusion detection systems, firewalls, grid 


sensors, etc., and enhance rule sets to block sources of malicious traffic. 
T-II.23. Work with other privileged users to jointly solve IA problems. 
T-II.24. Write and maintain scripts for the NE. 
T-II.25. Demonstrate proficiency in applying security requirements to an operating system for 


the NE or CE used in their current position.  
T-II.26. Implement applicable patches including IAVAs, IAVBs, and TAs for their NE. 
T-II.27. Adhere to IS security laws and regulations to support functional operations for the NE.
T-II.28. Implement response actions in reaction to security incidents.  
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T-II.29. Support the design and execution of exercise scenarios. 
T-II.30. Support Security Test and Evaluations (Part of C&A Process). 
T-II.31. Obtain and maintain IA certification appropriate to position. 
 
 
C3.5.  IAT LEVEL III 


 
C3.5.1.  IAT Level III personnel focus on the enclave environment and support, monitor, test, 


and troubleshoot hardware and software IA problems pertaining to the CE, NE, and enclave 
environments.  IAT Level III personnel have mastery of the functions of both the IAT Level I 
and Level II positions.  IAT Level III position requirements are listed in Table C3.T6. 


 
Table C3.T6.  IAT Level III Position Requirements 


 
IAT Level III 


Attribute Level 
Experience Normally has at least seven years experience in IA 


technology or a related area. 
System Environment Enclave Environment, advanced NE, and advanced CE. 


Knowledge  • Expert in all functions of both IAT Level I and IAT 
Level II positions. 


• Applies extensive knowledge of a variety of the IA 
field’s concepts, practices, and procedures to ensure 
the secure integration and operation of all enclave 
systems. 


Supervision • Works independently to solve problems quickly and 
completely. 


• May lead and direct the work of others. 
• Typically reports to an enclave manager. 


Other • Relies on extensive experience and judgment to plan 
and accomplish goals for the enclave environment. 


• Supports, monitors, tests, and troubleshoots hardware 
and software IA problems pertaining to the enclave 
environment. 


• Must be a U.S. Citizen. 


IA Baseline Certification 
& CE/OS Certificate 


Within 6 months of assignment to position. 
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C3.5.2.  Table C3.T7. lists the specific functions associated with the IAT Level III position.  
Personnel performing these functions, regardless of their occupational title (e.g., system 
administrator, help desk technician, information system technician, aviation mechanic, infantry, 
logistics coordinator) shall be identified as part of the IA workforce and must comply with the 
requirements in the table above and C3.T1. 


 
Table C3.T7.  IAT Level III Functions  


 
T-III.1. Mastery of IAT Level I and IAT Level II CE/NE knowledge and skills. 


T-III.2. Recommend, schedule, and/or implement IA related repairs within the enclave 
environment. 


T-III.3. Coordinate and/or provide support for all enclave applications and operations. 


T-III.4. Lead teams and/or support actions to quickly resolve or mitigate IA problems for the 
enclave environment. 


T-III.5. Formulate or provide input to the enclave's IA/IT budget. 


T-III.6. Support the installation of new or modified hardware, operating systems, and software 
applications ensuring integration with IA security requirements for the enclave. 


T-III.7. Identify and/or determine whether a security incident is indicative of a violation of law 
that requires specific legal action. 


T-III.8. Direct and/or implement operational structures and processes to ensure an effective 
enclave IA security program including boundary defense, incident detection and 
response, and key management. 


T-III.9. Provide direction and/or support to system developers regarding correction of security 
problems identified during testing. 


T-III.10. Evaluate functional operation and performance in light of test results and make 
recommendations regarding C&A. 


T-III.11. Examine enclave vulnerabilities and determine actions to mitigate them. 


T-III.12. Monitor and evaluate the effectiveness of enclave IA security procedures and 
safeguards. 


T-III.13. Analyze IA security incidents and patterns to determine remedial actions to correct 
vulnerabilities. 


T-III.14. Support development and/or implementation of the enclave termination plan to ensure 
that IA security incidents are avoided during shutdown and long term protection of 
archived resources is achieved. 


T-III.15. Implement vulnerability countermeasures for the enclave. 


T-III.16. Provide support for IA customer service performance requirements. 


T-III.17. Provide support for the development of IA related customer support policies, 
procedures, and standards. 


T-III.18. Write and maintain scripts required to ensure security of the enclave environment. 
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T-III.19. Implement and maintain perimeter defense systems including, but not limited to, 
intrusion detection systems, firewalls, grid sensors. 


T-III.20. Schedule and perform regular and special backups on all enclave systems. 


T-III.21. Establish enclave logging procedures to include:  important enclave events; services 
and proxies; log archiving facility. 


T-III.22. Provide OJT for IAT Level I and II DoD personnel. 


T-III.23. Analyze IAVAs and Information Assurance Vulnerability Bulletins for enclave impact 
and take or recommend appropriate action. 


T-III.24. Obtain and maintain IA certification appropriate to position. 
 


 


 







DoD 8570.01-M, December 19, 2005 


Change 3, 01/24/2012  CHAPTER 4 32


C4.  CHAPTER 4 
 


IA WORKFORCE MANAGEMENT CATEGORY  
 
 


C4.1.  INTRODUCTION 
 


C4.1.1.  This chapter provides detailed position guidelines and IA functions for each level 
within the Information Assurance Management (IAM) category.  


 
C4.1.2.  The functions associated with each of these levels are intended to be baseline DoD 


requirements.  The DoD Components are expected to have additional requirements reflecting 
their operating policy and information system technical environment.  The requirements of this 
Manual do not exempt individuals from meeting their own organization’s standards and 
requirements.  
 
 
C4.2.  MANAGEMENT CATEGORY DESCRIPTION 


 
C4.2.1.  This Category comprises IAM Levels I, II, and III, as well as the DAA function 


covered in Chapter 5.  Positions required to perform IA Manager responsibilities, as established 
in Reference (b), and performing functions defined in this chapter are included in the 
Information Assurance Management category. 


 
C4.2.2.  The levels and functions in the management category are not necessarily cumulative.  
Table C4.T1. provides IAM category requirements. 


 
Table C4.T1.  IAM Workforce Requirements 


 
Civilian, Military, or Contractor* 
(Including LNs ) 


IAM Level I - III                  
(FN/LN Levels I & II** only) 


Initial Training *** Yes 
IA Baseline Certification 
(from approved list) 


Yes 
(within six months) 


Initial OJT Evaluation No 


CE/OS Certificate No 


Maintain Certification Status Yes 
(as required by certification) 


Continuous Education or 
Sustainment Training 


Yes 
(as required by certification          


(e.g., (ISC)2 requires 120 hours 
within 3 years for CISSP)) 


Background Investigation  As required by IA level and 
Reference (b) 
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*Requirements to be stated in contract
** FN/LN IAM Level II must meet conditions of References (b), (gi) and (hj) 
***Classroom, distributive, blended, government, or commercial provider 


 
C4.2.3.  IAM Category Certification Requirements: 


 
C4.2.3.1.  The certification requirement for IAM category positions includes all the 


functions identified for that level.  All management category personnel, whether they perform IA 
functions as primary or as an additional/embedded duty, will be certified based on the IA 
functions of the position. 


 
C4.2.3.1.1.  Personnel required to perform any management category IA function(s) 


(one or more functions) at any level must be certified to the highest level function(s) performed.  
An IAM position’s functional requirement(s) for a particular level establish the basis for the 
certification requirement.   


 
C4.2.3.1.2.  IAM positions that also perform IAT functions must also obtain the 


appropriate technical level certification and complete the other IAT level requirements prior to 
being granted unsupervised privileged access. 


 
C4.2.3.2.  Within 6 months of assignment of IA duties, management category military 


and Government civilian personnel must achieve the appropriate IA baseline certification for 
their level.  The requirements in paragraphs C3.2.4.1.1.1. and C3.2.4.1.1.2. for current and new 
hire DoD employees also apply to IAMs. 
  
 C.4.2.3.2.1.  DAAs may waive the certification requirement under severe operational 
or personnel constraints.  The waiver will be documented by the DAA using a memorandum for 
the record stating the reason for the waiver and the plan to rectify the constraint.   
 
 C4.2.3.2.2.  Waivers will not extend beyond 6 months and must include an expiration 
date and be documented in the individual IA training record.  Consecutive waivers for personnel 
are not authorized except as noted in paragraph C4.2.3.4.2.  Waivers must be a management 
review item.   


 
C4.2.3.3.  Personnel in management category positions must maintain certifications, as 


required by their certification provider, as described in Appendix 3, to retain their position. 
 
C4.2.3.4.  Personnel not certified within 6 months of assignment of IA duties or who fail 


to maintain their certified status will not be permitted to carry out the responsibilities of the 
position.  The DoD Components must develop programs to address remedial training and to 
establish conditions allowing management personnel to return to certified status. 


 
C4.2.3.4.1.  If after appropriate remediation efforts individuals do not meet 


certification requirements, they must be reassigned to other duties.   
 
C4.2.3.4.2.  IAM category personnel must be fully trained and certified prior to 


deployment to a combat environment.  However, the DAA may grant an interim waiver for 
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personnel required to fill IAM II or III level billets with IAM I or IAM II certified individuals 
who cannot obtain the appropriate certification while deployed in a combat environment.  The 
interim waiver may be granted by the DAA for the period of deployment.  The interim waiver 
places an individual in a suspense status and must be time limited and include an expiration date 
not to exceed 6 months following the date of return from the combat environment. 


 
C4.2.3.5.  The DoD Components must document and maintain the certification status of 


their management category personnel as long as they are assigned to those duties.  Identification 
and tracking requirements are addressed in Chapter 7. 


 
C4.2.3.6.  Personnel in management category positions will retain an appointing letter 


assigning them IA responsibilities for their system(s) per Reference (b).  If a management 
category position requires IA privileged access, a statement of responsibility for the system(s) 
will also be executed per Reference (b).  Appendix 4 provides a sample statement of acceptance 
of responsibilities. 


 
C4.2.3.7.  In support of GIG infrastructure security requirements, certification standards 


apply equally to DoD civilian, military, contractor personnel, and LNs. 
 
C4.2.3.7.1.  New contract language must specify certification requirements.  Existing 


contracts must be modified to specify certification requirements during the phased 
implementation described in Chapter 9. 


 
C4.2.3.7.2.  LNs or FNs may be conditionally assigned to IAM Level II but may not 


be assigned to IAM Level III positions (per Reference (b)).  They must comply with background 
investigation requirements per Reference (hj). 
 
 
C4.3.  IAM LEVEL I 


 
C4.3.1.  IAM Level I personnel are responsible for the implementation and operation of a 


DoD IS or system DoD Component within their CE.  Incumbents ensure that IA related IS are 
functional and secure within the CE.  IAM Level I position requirements are listed in Table 
C4.T2. 


 
Table C4.T2.  IAM Level I Position Requirements 


 
IAM Level I  


Attribute Level 
Experience Usually an entry level management position with 


0 to 5 or more years of management experience. 
System Environment CE IAM. 
Knowledge  Applies knowledge of IA policy, procedures, and 


structure to develop, implement, and maintain a 
secure CE. 


Supervision • For IA issues, typically reports to an IAM 
Level II (NE). 
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• May report to other management for other CE 
operational requirements. 


Other Manages IA operations for a CE system(s). 
IA Baseline Certification Within 6 months of assignment to position. 


 
C4.3.2.  Table C4.T3. lists the specific functions associated with the IAM Level I position.  


Personnel performing these functions, regardless of their occupational title (e.g., ISSO, IAO, 
ISSM, logistics manager, pilot, infantry officer) shall be identified as part of the IA workforce 
and must comply with the requirements in the table above and C4.T1. 


 
Table C4.T3.  IAM Level I Functions  


 


M-I.1. Use federal and organization specific published documents to manage operations of 
their CE system(s). 


M-I.2. Provide system related input on IA security requirements to be included in statements of 
work and other appropriate procurement documents. 


M-I.3. Support and administer data retention and recovery within the CE. 


M-I.4. Participate in the development or modification of the computer environment IA security 
program plans and requirements. 


M-I.5. Validate users’ designation for IT Level I or II sensitive positions, per Reference (b). 


M-I.6. Develop procedures to ensure system users are aware of their IA responsibilities before 
granting access to DoD information systems. 


M-I.7. Recognize a possible security violation and take appropriate action to report the 
incident, as required. 


M-I.8. Supervise or manage protective or corrective measures when an IA incident or 
vulnerability is discovered. 


M-I.9. Ensure that system security configuration guidelines are followed. 


M-I.10. Ensure that IA requirements are integrated into the Continuity of Operations Plan 
(COOP) for that system or DoD Component. 


M-I.11. Ensure that IA security requirements are appropriately identified in computer 
environment operation procedures. 


M-I.12. Monitor system performance and review for compliance with IA security and privacy 
requirements within the computer environment. 
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M-I.13. Ensure that IA inspections, tests, and reviews are coordinated for the CE. 


M-I.14. Participate in an IS risk assessment during the Certification and Accreditation process. 


M-I.15. Collect and maintain data needed to meet system IA reporting requirements. 


M-I.16. Obtain and maintain IA baseline certification appropriate to position. 


 
 
C4.4.  IAM LEVEL II 


 
C4.4.1.  IAM Level II personnel are responsible for the IA program of an IS within the NE.  


Incumbents in these positions perform a variety of security related tasks, including the 
development and implementation of system information security standards and procedures.  
They ensure that IS are functional and secure within the NE.  IAM Level II position 
requirements are listed in Table C4.T4. 


 
Table C4.T4.  IAM Level II Position Requirements 


 
IAM Level II 


Attribute Level 
Experience Usually has at least five years of management 


experience. 
System Environment NE IAM. 
Knowledge  Applies knowledge of IA policy, procedures, and 


workforce structure to develop, implement, and 
maintain a secure NE. 


Supervision • For IA issues, typically reports to an IAM 
Level III (Enclave) Manager or DAA. 


• May report to other senior management for 
network operational requirements. 


Other • Relies on experience and judgment to plan and 
accomplish goals. 


• Manages IA operations for a NE(s). 
IA Baseline Certification Within six months of assignment to position. 


 
C4.4.2.  Table C4.T5. lists the specific functions associated with the IAM Level II position.  


Personnel performing these functions, regardless of their occupational title (e.g., ISSO, IAO, 
ISSM, logistics manager, pilot, infantry officer) shall be identified as part of the IA workforce 
and must comply with the requirements in the table above and C4.T1. 
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Table C4.T5.  IAM Level II Functions  
 


M-II.1. Develop, implement, and enforce policies and procedures reflecting the legislative 
intent of applicable laws and regulations for the NE. 


M-II.2. Prepare, distribute, and maintain plans, instructions, guidance, and standard operating 
procedures concerning the security of network system(s) operations. 


M-II.3. Develop NE security requirements specific to an IT acquisition for inclusion in 
procurement documents. 


M-II.4. Recommend resource allocations required to securely operate and maintain an 
organization’s NE IA requirements. 


M-II.5. Participate in an IS risk assessment during the C&A process. 


M-II.6. Develop security requirements for hardware, software, and services acquisitions 
specific to NE IA security programs. 


M-II.7. Ensure that IA and IA enabled software, hardware, and firmware comply with 
appropriate NE security configuration guidelines, policies, and procedures. 


M-II.8. Assist in the gathering and preservation of evidence used in the prosecution of 
computer crimes. 


M-II.9. Ensure that NE IS recovery processes are monitored and that IA features and 
procedures are properly restored. 


M-II.10. Review IA security plans for the NE. 


M-II.11. Ensure that all IAM review items are tracked and reported. 


M-II.12. Identify alternative functional IA security strategies to address organizational NE 
security concerns. 


M-II.13. Ensure that IA inspections, tests, and reviews are coordinated for the NE. 


M-II.14. Review the selected security safeguards to determine that security concerns identified 
in the approved plan have been fully addressed. 


M-II.15. Evaluate the presence and adequacy of security measures proposed or provided in 
response to requirements contained in acquisition documents. 


M-II.16. Monitor contract performance and periodically review deliverables for conformance 
with contract requirements related to NE IA, security, and privacy. 


M-II.17. Provide leadership and direction to NE personnel by ensuring that IA security 
awareness, basics, literacy, and training are provided to operations personnel 
commensurate with their responsibilities. 


M-II.18. Develop and implement programs to ensure that systems, network, and data users are 
aware of, understand, and follow NE and IA policies and procedures. 


M-II.19. Advise the DAA of any changes affecting the NE IA posture. 
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M-II.20. Conduct an NE physical security assessment and correct physical security weaknesses. 


M-II.21. Help prepare IA certification and accreditation documentation. 


M-II.22. Ensure that compliance monitoring occurs, and review results of such monitoring 
across the NE. 


M-II.23. Obtain and maintain IA baseline certification appropriate to position. 
 
 
C4.5.  IAM LEVEL III 


 
C4.5.1.  IAM Level III personnel are responsible for ensuring that all enclave IS are 


functional and secure.  They determine the enclaves’ long term IA systems needs and acquisition 
requirements to accomplish operational objectives.  They also develop and implement 
information security standards and procedures through the DoD certification and accreditation 
process.  IAM Level III position requirements are listed in Table C4.T6. 


 
Table C4.T6.  IAM Level III Position Requirements 


 
IAM Level III 


Attribute Level 


Experience Usually has at least 10 years of management 
experience. 


System Environment Enclave Environment IAM. 


Knowledge Applies knowledge of IA policy, procedures, and 
workforce structure to develop, implement, and 
maintain a secure enclave environment. 


Supervision • Typically reports to a DAA for IA issues. 
• May report to other senior managers for enclave 


operational requirements. 
Other • Must be a U.S. Citizen.  


• Relies on extensive experience and judgment to 
plan and accomplish enclave security related 
goals.  


• Manages IA operations for an enclave(s). 
IA Baseline Certification Within 6 months of assignment to position. 
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C4.5.2.  Table C4.T7. lists the specific functions associated with the IAM Level III position.  


Personnel performing these functions, regardless of their occupational title (e.g., ISSO, IAO, 
ISSM, logistics manager, pilot, infantry officer) shall be identified as part of the IA workforce 
and must comply with the requirements in the table above and C4.T1. 


 
Table C4.T7.  IAM Level III Functions  


 
M-III.1. Securely integrate and apply Department/Agency missions, organization, function, 


policies, and procedures within the enclave. 


M-III.2. Ensure that protection and detection capabilities are acquired or developed using the 
IS security engineering approach and are consistent with DoD Component level IA 
architecture. 


M-III.3. Ensure IAT Levels I – III, IAM Levels I and II, and anyone with privileged access 
performing IA functions receive the necessary initial and sustaining IA training and 
certification(s) to carry out their IA duties. 


M-III.4. Prepare or oversee the preparation of IA certification and accreditation 
documentation. 


M-III.5. Participate in an IS risk assessment during the C&A process. 


M-III.6. Ensure information ownership responsibilities are established for each DoD IS and 
implement a role based access scheme. 


M-III.7. Analyze, develop, approve, and issue enclave IA policies. 


M-III.8. Evaluate proposals to determine if proposed security solutions effectively address 
enclave requirements, as detailed in solicitation documents. 


M-III.9. Identify IT security program implications of new technologies or technology 
upgrades. 


M-III.10. Evaluate cost benefit, economic and risk analysis in decision making process. 


M-III.11. Interpret and/or approve security requirements relative to the capabilities of new 
information technologies. 


M-III.12. Interpret patterns of non compliance to determine their impact on levels of risk and/or 
overall effectiveness of the enclave’s IA program. 


M-III.13. Analyze identified security strategies and select the best approach or practice for the 
enclave. 


M-III.14. Ensure that security related provisions of the system acquisition documents meet all 
identified security needs. 


M-III.15. Evaluate and approve development efforts to ensure that baseline security safeguards 
are appropriately installed. 


M-III.16. Evaluate the presence and adequacy of security measures proposed or provided in 
response to requirements contained in acquisition documents. 
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M-III.17. Take action as needed to ensure that accepted products meet Common Criteria 
requirements as stated in Reference (b). 


M-III.18. Monitor and evaluate the effectiveness of the enclaves’ IA security procedures and 
safeguards to ensure they provide the intended level of protection. 


M-III.19. Provide enclave IA guidance for development of the COOP. 


M-III.20. Ensure all IAM review items are tracked and reported. 


M-III.21. Advise the DAA of changes affecting the enclave’s IA posture. 


M-III.22. Obtain and maintain IA baseline certification appropriate to position. 
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C5.  CHAPTER 5 
 


DESIGNATED ACCREDITING AUTHORITY (DAA) 
 REQUIREMENTS 


 
 
C5.1.  INTRODUCTION 


 
C5.1.1.  Reference (fh) directs that a DAA be appointed for each DoD information system 


operating within, or on behalf of, the Department of Defense.  It requires that all DAAs be U.S. 
citizens.  They must also be DoD employees, with a level of authority allowing them to accept, 
in writing, the risk of operating DoD ISs under their purview.  Reference (a) further requires that 
all DoD personnel be adequately trained and certified in order to perform the tasks associated 
with their IA responsibilities and makes the heads of the DoD Components responsible for 
ensuring that DAAs are appointed for all DoD Component ISs. 


 
C5.1.1.1.  DAA functions may be performed on a full- or part-time basis by a DoD 


civilian or military employee in the designated role.   
 
C5.1.1.2.  DAA performing other management functions such as IAM-II or IAM-III, 


must also meet the training and certification requirements for those categories and levels. 
 
C5.1.2.  All personnel performing DAA functions must satisfy both preparatory and 


sustaining DoD training and certification requirements.   
 
 
C5.2.  DAA FUNCTIONS AND RESPONSIBILITIES 


 
C5.2.1.  DAA Functional Description 


 
C5.2.1.1.  The official with the authority to formally assume responsibility for operating a 


system at an acceptable level of risk. 
 
C5.2.1.2.  Establishes and directs the long term goals, policies, and procedures relating to 


the IS security requirements. 
 
C5.2.1.3.  Ensures that the policies, systems, and procedures comply with and support IA 


requirements.  
 
C5.2.1.4.  Given a final report requesting approval to operate an IS at a specified level of 


trust, the DAA will analyze and judge the information for validity and reliability to ensure the 
system is able to operate at the proposed level of security. 


 
C5.2.1.5.  Review accreditation documents to confirm the level of risk is acceptable for 


an IS.  This decision will be made by weighing the system mission requirements against the 
identified level of risk per DoD Instruction 8510.01 (Reference (ik)) (or its successor documents) 
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and implemented countermeasures to known vulnerabilities.  Additional factors to consider 
include system architecture, system security measures, system operations policy, system security 
management plan, and provisions for system operator and end-user training. 


 
C5.2.1.6.  Table C5.T1. lists the DAA’s functions. 
 


Table C5.T1.  DAA Functions  
 


DAA.1. Grant the authority to operate an IS or network at an acceptable level of risk. 


DAA.2. Review accreditation documents to confirm that the level of risk is within acceptable 
limits for each network and/or IS. 


DAA.3. Verify that each IS complies with IA requirements. 


DAA.4. Ensure establishment, administration, and coordination of security for systems that 
Component personnel or contractors operate. 


DAA.5. Ensure the program manager defines the system security requirements for acquisitions.


DAA.6. Manages the IA workforce.  Assigns IA responsibilities to the individuals reporting 
directly to the DAA.    


DAA.7. Ensures individuals filling IA positions are assigned in writing, trained, certified, and 
sign a statement of responsibilities. 


DAA.8. Assign the mission assurance category in accordance with References (b) and (fh) for 
each IS and approve the classification level required for the applications implemented 
on them. 


DAA.9. Allocate resources to achieve and maintain an acceptable level of security and to 
remedy security deficiencies. 


DAA.10. Resolve issues regarding those systems requiring multiple or joint accreditation.  This 
may require documentation of condition or agreements in Memoranda of Agreement. 


DAA.11. Ensure that, when classified or sensitive unclassified information is exchanged 
between ISs or networks (internal or external), the content of this communication is 
protected from unauthorized observation or modification by acceptable means. 


 
 
C5.3.  DAA TRAINING AND CERTIFICATION REQUIREMENT 


 
C5.3.1.  Each assigned DAA must: 


 
C5.3.1.1.  Complete the DoD DAA computer-based training (CBT) or Web-based 


training (WBT) product within 60 days of assignment to the position.  The CBT, titled “DAA, 
Designated Accrediting Authority,” is located on the DoD IA Portal for those with a CAC or 
directly from IASE. 
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C5.3.1.2.  The DAA and the unit training officer will sign the DAA CBT certificate upon 
completion of the DISA DAA Certification Course (Figure C5.F1.). 


 
C5.3.1.3.  Maintain the course completion certificate (Figure C5.F1.), also available at 


the DoD IA Portal, as a part of the DAA’s official personnel file. 
 
C5.3.1.4.  Recertify every 3 years. 


 
C5.3.2.  The DAA may substitute the following National Defense University/Information 


Resource Management College Courses for the DoD DAA CBT: 
 


C5.3.2.1.  Computer Network Security Systems Instruction No. 4012 (DAA) course and 
certificate.  The IRMC official transcript shall be used to document completion of the 
requirement. 


 
C5.3.2.2.  The Information System Certification and Accreditation course (catalog # 


6209).  The IRMC Transcript will serve as proof of Completion.  
 
C5.3.3.  The DoD Components are encouraged to provide additional training specific to their 


unique requirements.   
 


Figure C5.F1. Sample DAA Certificate of Completion 
 


T his Ce rtif ic ate of Com ple tion is award ed to


for  c om pleti ng ins tr uct ion
c ontained in


Dep ar tm en t o f D efen se 
D esign ated  Acc red itin g A uth o ri ty (DA A) 


c om puter-bas ed t raining
Versio n 2.0 Ma y 200 2


(T rai nin g Of f i cer Si gna ture an d da te )


(DAA) (T rai nin g Off i cer)


(Si gna ture an d Da te )
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C6.  CHAPTER 6 
 


AUTHORIZED USER MINIMUM IA AWARENESS REQUIREMENTS 
 


 
C6.1.  INTRODUCTION 
 


C6.1.1.  IT has enabled the Department of Defense to transmit, communicate, collect, 
process, and store unprecedented amounts of information. 


 
C6.1.2.  Increasing dependence on information systems has focused attention on the need to 


ensure that these assets, and the information they process, are protected from actions that would 
jeopardize the DoD’s ability to effectively function. 


 
C6.1.3.  Responsibility for securing the Department’s information and systems lies with the 


DoD Components.  The trained and aware user is the first and most vital line of defense. 
 
C6.1.4.  IT users need to maintain a degree of understanding about IA policies and doctrine 


commensurate with their responsibilities.  They must be capable of appropriately reporting and 
responding to suspicious activities, and know how to protect the information and IT systems to 
which they have access. 


 
C6.1.5.  IA training must be current, engaging, and relevant to the target audience to enhance 


its effectiveness.  Its primary purpose is to educate and influence behavior.  The focus must be 
on education and awareness of threats and vulnerabilities so users do not perform actions that 
lead to or enable exploitations of the DoD ISs.  Authorized users must understand that they are a 
critical link in their organization’s overall IA success. 


 
C6.1.6.  DISA’s DoD IA Awareness CBT is the DoD baseline standard.  It meets all DoD 


level requirements for end user awareness training.  DISA will ensure it provides distributive 
awareness content to address evolving requirements promulgated by Congress, the OMB under 
the ISS LoB for Tier I, or the Office of the Secretary of Defense.  DISA’s training products can 
be accessed via the DoD IA Portal for those with a CAC or directly from IASE. 


 
C6.1.7.  The DoD Components are required to use the DoD SSC as their IA Awareness 


Provider.  The DoD IA Awareness Course will be used to meet the initial and annual training 
mandated by this Manual and Reference (c).  However, Components are expected to address 
organization specific topics and local incident reporting procedures.  


 
C6.1.8   The DoD SSC Intelligence Community IA Awareness Training product meets all 


DoD requirements and may be substituted for the DoD SSC IA Awareness Training product.  
 
 
C6.2.  GENERAL REQUIREMENTS 
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C6.2.1  The requirements for computer security awareness training have been established 
under the authority of 2224 of title 10, United States Code; section 278g-3 of title 15, United 
States Code; and OMB Circular A-130 (References (jl), (km), and (ln)).  References (b) and (gi) 
implement the requirements and extend it to IA.  


 
C6.2.2.  To ensure understanding of the critical importance of IA, all individuals with access 


to DoD IT systems are required to receive and complete initial IA awareness training before 
being granted access to the system(s) and annual IA awareness training to retain access. 


 
C6.2.3.  The DoD Components must document and maintain the status of awareness 


compliance for each user.  Required versus actual IA awareness will be a management review 
item. 


 
C6.2.4.  All users will be informed of their information and IS security responsibilities, and 


consent to monitoring. 
 
C6.2.5.  At a minimum, the following themes must be conveyed in IA initial annual 


awareness programs: 
 
C6.2.5.1.  Critical reliance on information and IS resources. 
 
C6.2.5.2.  Commitment to protect information and IS resources to include personal 


identifiable information. 
 
C6.2.5.3.  Threats, vulnerabilities, and related risks associated with IS. 
 
C6.2.5.4.  Consequences for inadequate protection of the organization’s IS resources. 
 
C6.2.5.5.  The essential role of the DoD employee. 


 
 
C6.3.  SPECIFIC REQUIREMENTS 
 
User awareness programs shall address the topics specified in ISS LoB, Reference (mo), to 
include but not limited to the following: 


 
C6.3.1.  The importance of IA to the organization and to the authorized user. 
 
C6.3.2.  Relevant laws, policies, and procedures, and how they affect the authorized user 


(e.g., copyright, ethics, and standards of conduct). 
 
C6.3.3.  Examples of external threats such as script kiddies, crackers, hackers, protesters, or 


agents in the employ of terrorist groups or foreign countries.   
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C6.3.4.  Examples of internal threats such as malicious or incompetent authorized users, 
users in the employ of terrorist groups or foreign countries, disgruntled employees or Service 
members, hackers, crackers, and self-inflicted intentional or unintentional damage. 


 
C6.3.5.  The potential elevated sensitivity level of aggregated unclassified information. 
 
C6.3.6.  Authorized user risk from social engineering. 
 
C6.3.7.  Common methods to protect critical system information and procedures. 
 
C6.3.8.  Principles of shared risk in networked systems (i.e., how a risk assumed by one 


person is imposed on the entire network) and changes in the physical environment (e.g., water, 
fire, and dust/dirt). 


 
C6.3.9.  Risks associated with remote access (e.g., telecommuting, during deployment, or on 


temporary duty). 
 
C6.3.10.  Legal requirements regarding privacy issues, such as email status (see DoD 


Directive 1000.25 (Reference (np)) and the need to protect systems containing payroll, medical 
and personnel records.  


 
C6.3.11.  Knowledge of malicious code (e.g., logic bomb, Trojan horse, malicious mobile 


code, viruses, and worms) including how they attack, how they damage an IS, how they may be 
introduced inadvertently or intentionally, and how users can mitigate their impact. 


 
C6.3.12.  The impact of distributed denial of service attacks and what users can do to 


mitigate them. 
 
C6.3.13.  How to prevent self-inflicted damage to system information security through 


disciplined application of IA procedures such as proper logon, use of passwords, preventing 
spillage of classified information, e-mail security, etc. 


 
C6.3.14.  Embedded software and hardware vulnerabilities, how the Department of Defense 


corrects them (e.g., IAVA process), and the impact on the authorized user. 
 
C6.3.15.  Prohibited or unauthorized activity on DoD systems (e.g., peer-to-peer file sharing, 


gambling, personal use, and gain issues). 
 
C6.3.16.  Requirements and procedures for reporting spillage, unauthorized or suspicious 


activity, and local IA office point of contact information. 
 
C6.3.17.  Categories of information classification and differences between handling 


information on the Non-Classified Internet Protocol Router Network (NIPRNet) or the SECRET 
Internet Protocol Router Network (SIPRNet). 
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C6.3.18.  Software issues including license restrictions on DoD systems, encryption, and 
media sanitation requirements and procedures.  


 
C6.3.19.  Requirements and procedures for transferring data to/from a non-DoD network. 


C6.3.20.  Requirements and procedures for protection of Data at Rest. 


C6.3.21.  Requirements and procedures for sharing information.
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C7.  CHAPTER 7 
 


IA WORKFORCE IDENTIFICATION, TRACKING, AND ASSIGNMENT 
 
 


C7.1.  INTRODUCTION 
 


C7.1.1.  The Department of Defense must manage its IA workforce effectively and 
efficiently to provide trained, skilled personnel who will protect the operation of its IS. 


 
C7.1.2.  The DoD Components will leverage existing manpower and personnel databases, 


learning management systems, other tools, and procedures to support effective management of 
their IA workforces. 


 
C7.1.3.  Tools and procedures must enable the assignment and tracking of qualified 


personnel both within the DoD Components and in support of joint assignments. 
 
C7.1.4.  As a prerequisite to effective IA management, the DoD Components must identify 


all positions and personnel with IA responsibilities, regardless of occupational specialty, or 
whether the duty is performed as primary or as an additional/embedded duty.  Positions and 
personnel will be aligned to an IA category, specialty and level, per Chapters 3, 4, 5, 10, and 11, 
and documented in the appropriate database(s).  IA Workforce data elements must comply with 
requirements established in Reference (b), and DoD Instruction 7730.64, DoD Instruction 
1336.5, and DoD Instruction 7730.54 (References (oq), (pr), and (qs)). 


 
C7.1.5.  The DoD Components must use, to the extent possible, existing 


personnel/manpower and unit organizational databases, such as DCPDS, to satisfy the 
requirements outlined in this chapter.  DoD Components are responsible for providing this 
information per References (pr) and (qs) for military members.  DoD Instruction 1444.2 
(Reference (rt)) dictates DoD civilian database requirements. 


 
C7.1.6.  The Defense Manpower Data Center (DMDC) will leverage DoD Component 


provided information on civilian and military IA positions and personnel to support development 
of an integrated picture of the DoD IA workforce per Chapter 8 and References (b), (oq), (pr), 
(qs), and (rt). 
 
 
C7.2.  IA WORKFORCE MANAGEMENT  


 
C7.2.1.  The DoD Components must identify military, civilian, and contractor personnel 


performing IA functions whether performed as their primary duty, or as an additional/embedded 
duty.  Chapters 3, 4, 5, 10, and 11 provide a DoD standard naming convention and descriptions 
of IA categories, specialties, levels, and their related functions. 
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C7.2.2.  Identify all positions required to perform IA functions, by category or specialty and 
level, in manpower tables of organization.  Identification of the IA workforce positions must be a 
management review item. 


 
C7.2.3.  Assign appropriately trained and certified personnel to IA positions (internal and 


joint positions), per Chapters 2-5, 10 and 11. 
 
C7.2.4.  Require each individual assigned IA responsibilities to sign a statement of 


responsibilities appropriate for that position.  Appendix 4 provides a recommended statement of 
responsibilities for privileged access users. 


 
C7.2.5.  Track IA personnel training and certification against position requirements.  


Positions required to perform functions in more than one category or level of management, 
technical, or specialized IA functions must be identified individually in the appropriate 
manpower database.  Personnel filling these positions must be aligned with the position and 
maintain the appropriate certification/qualifications for each.     


 
C7.2.6.  Report Collect metrics on DoD Component training (including awareness) and 


certification programs in accordance with Chapter 8. 
 
 
C7.3.  IA WORKFORCE IDENTIFICATION REQUIREMENTS 


 
C7.3.1.  To manage the IA workforce effectively, the DoD Components must comply with 


the following requirements for each employee group.   
 
C7.3.2.  Civilians: 


 
C7.3.2.1.  DoD personnel in the 2210 job series and other civilian IA job series (e.g., 


0854, 1550)  General Schedule (GS) or occupation code (NSPS) shall be classified by GS or 
NSPS parenthetical specialty title. They must indicate a primary title based on the position’s 
primary or paramount duties.  They must also indicate a secondary parenthetical specialty title if 
performing additional/embedded duties beyond those primary duties.  


 
C7.3.2.2.  Identify all civilian positions and personnel required to perform IA functions 


described in this Manual in the appropriate database(s) (e.g., DCPDS, e-Joint Manpower and 
Personnel System (e-JMAPS), or equivalent), including Local Nationals, performing IA 
functions, regardless of series, and align them with the categories and levels described in 
Chapters 3, 4, 5, 10, and 11.  IA workforce management reporting metrics includes the 
following:  


 
C7.3.2.2.1.  All IA positions, regardless of whether IA functions are performed as a 


primary duty, or as an additional/embedded duty. 
 
C7.3.2.2.2.  Certification status of incumbent including certification or recertification 


date, cost of certification/recertification test, and associated training (if paid by the government). 
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C7.3.2.2.3.  Waivers granted for personnel filling IA positions.  


 
C7.3.2.3.  Verify that DCPDS or its equivalent has the correct data (down to the 


parenthetical specialty level for the series). 
 
C7.3.2.4.  Use the DCPDS Special civilian titling to align reporting workforce metrics 


across the Department of Defense based on the following: 
 


C7.3.2.4.1.  Use the existing authorized Position Specialty Code, “INFOSEC,” to 
support IA workforce identification and management requirements across the Department of 
Defense.  The DoD Components will ensure that DCPDS reflects the following guidance: 


 
C7.3.2.4.2.  All positions in the 2210 or other civilian IA job series (e.g., 0854, 1550) 


must comply with Office of Personnel Management (OPM) guidance on standardized titling.  
Positions in job series with primary or additional/embedded IA functions must enter at least one 
but not more than two authorized parenthetical titles. 


 
C7.3.2.4.3.  Ensure that all DoD civilian positions and personnel with IA functions, 


regardless of OPM series or job title, use “INFOSEC” as the Position Specialty Code (PSC) in 
the Defense Civilian Personnel Data System.  The PSC allows identification of a DoD civilian 
position with IA functions regardless of OPM series or job title.  The abbreviation for Security, 
“INFOSEC,” established in this Manual, supports civilian IA workforce identification and 
management requirements across the Department of Defense. 


 
C7.3.3.  Military: 


 
C7.3.3.1.  Identify all military positions and personnel required to perform IA functions 


described in this Manual in the appropriate database(s) (e.g., e-JMAPS, or DoD Component 
Manpower/Personnel Systems), including Foreign Nationals, regardless of occupational 
specialty, and align them with the categories and levels described in Chapters 3-5, 10, and 11.   


 
C7.3.3.2.  Identify the following, regardless of occupational specialty, in, e-JMAPS, or 


the DoD Component manpower and/or personnel management systems, as appropriate: 
 
C7.3.3.2.1.  All IA positions, regardless of whether IA responsibilities are performed 


as a primary duty, or as an additional/embedded duty. 
 
C7.3.3.2.2.  All personnel performing IA functions. 
 
C7.3.3.2.3.  Certification status of incumbent including certification or recertification 


date, cost of certification/recertification test, and associated training (if paid by the government). 
 
C7.3.3.3.  Assign a code to each IA position that identifies its category or specialty and 


level, and the corresponding minimum certification requirements per Chapters 3-5, 10, 11, and 
Appendix 3. 
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C7.3.3.4.  Assign a code to individuals based on their certification level. 
 
C7.3.3.5.  Match the certified individuals against required positions. 
 
C7.3.3.6.  Track the IA workforce against the required positions. 


 
C7.3.4.  Contractors 


 
C7.3.4.1.  Identify all contractors performing IA functions and align them with the 


categories and levels described in Chapters 3, 4, 10, and 11. 
 
C7.3.4.2.  Ensure that contractor personnel, including LNs, have the appropriate IA 


certification and background investigation. 
 
C7.3.4.3.  Ensure the capability to report collect metrics in detail on individual contractor 


employee certification(s) and certification status. 
 
C7.3.4.4.  Specify contractor certification and training requirements in all contracts that 


include acquisition of IA services.  Eligible contractor personnel must have their IA certification 
and function level documented in DMDC supported application which will support tracking 
contractors IA category or specialty, level, and certification qualification. 


 
C7.3.4.5.  Contracting officers’ technical representatives will enter the required data into 


the DMDC application which will support tracking contractors IA category, specialty, level, and 
certification qualification. 
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C8.  CHAPTER 8 
 


IA WORKFORCE MANAGEMENT REPORTING AND METRICS 
 
 
C8.1.  INTRODUCTION 


 
C8.1.1.  To manage its IA workforce effectively and efficiently, and provide trained and 


certified qualified personnel when and where needed, the Department of Defense must know IA 
position requirements, the existing IA workforce and its qualifications, and where these critical 
assets are employed. 


 
C8.1.2.  The reporting requirements and workforce metrics outlined in this chapter support 


the DoD current and long term management of critical IA personnel resources. 
 
C8.1.3.  The DoD Components must use, to the extent possible, existing 


personnel/manpower/unit organizational databases and tools to satisfy these IA reporting and 
workforce management metrics requirements. 


 
C8.1.4.  The IA WIP Annual Report is due at the end of the Calendar Year fiscal year and 


will leverage support the Federal Information Security Management Act (FISMA) report 
(Reference (c)) workforce data requirements.  The IA WIP Annual Report consolidates IA 
training, certification, qualification and workforce management reporting requirements per 
References (a), (b), (fh), (gi), and (hj). 
 
 
C8.2.  REPORTING AND IA WORKFORCE METRICS REQUIREMENTS 


 
C8.2.1.  ASD(NII)/DoD CIO coordinates IA Training and Certification Program reporting 


management requirements, and ensures that collected information supports ASD(NII)/DoD CIO 
validation of DoD IA workforce readiness.  Each DoD Component must provide DMDC with 
the individual and position level data required to populate the tables in Figure C8.F1., which will 
be used to generate the IA WIP Annual Report to support FISMA requirements and IA workforce 
management at each level of the DoD.    


 
C8.2.2.  All the DoD Components are required to submit data on the status of their IA 


workforce for inclusion in the IA WIP Annual Report. 
 
C8.2.3.  The DoD Components will provide both qualitative and quantitative information. 


The information reported will support the following IA workforce management critical 
information requirements:  


 
C8.2.3.1.  Methodologies used to identify employees required to perform IA functions. 
 
C8.2.3.2.  Training and certification requirements developed by the DoD Components for 


employees performing IA functions. 
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C8.2.3.3.  Tracking processes used to determine requirements for how many employees 


perform IA functions and have received IA training and certification. 
 
C8.2.3.4.  Plans and methodologies to track, monitor, and document completion of IA 


awareness training for all network users. 
 
C8.2.3.5.  The ASD(NII)/DoD CIO will review and validate/approve the methodologies 


and processes reported by the DoD Components to implement and maintain the DoD baseline  
requirements of this Manual.   


 
C8.2.4.  To support DoD IA Workforce management requirements, the ASD(NII)/DoD CIO 


will combine metrics from the DoD Components to assemble a consolidated IA WIP Annual 
Report and  status.  The IA WIP Annual Report will include DoD Component comments 
regarding IA workforce lessons learned, issues from the previous calendar year, and plans for the 
next.  It will also provide statistics for personnel performing IA functions on a primary or 
additional/embedded duty basis, broken down by IA category, specialty and level. 


 
C8.2.5.  In addition to the reporting requirements outlined in this chapter, ASD(NII)/DoD 


CIO will gather data on numerous aspects of the IA workforce including recruitment, retention, 
training, and impact on IA operations.  This data will be combined with the DoD Component 
submitted reports to develop a comprehensive picture of the IA workforce and its operational 
effectiveness.   


 
C8.2.6.  The DoD Components will submit qualitative data as part of IA WIP annual 


reporting that describes the methodologies, requirements, and processes used to implement the 
requirements of Reference (a) and this Manual.  Specifically, the DoD Components will report: 


 
C8.2.6.1.  Methodologies used to identify employees in the IA workforce. 
 
C8.2.6.2.  Training and certification requirements developed for employees in the IA 


workforce such as:  
 


C8.2.6.2.1.  DoD Component schools/training centers IA-related curriculum status 
and actual/planned annual throughput.  Highlight accomplishments and initiatives and describe 
any partnerships/cooperative arrangements with other DoD entities and/or the private sector (i.e., 
industry and academia) regarding IA curriculum program activities. 


 
C8.2.6.2.2.  DoD Component specific training and certification requirements 


including the operating system requirement in addition to the DoD baseline requirements. 
 
C8.2.6.2.3.  Programs to train and certify personnel performing IA functions.  


Highlight key features (e.g., needs self-assessment) and accomplishments to include number and 
percent of total participants completing training and certification.    
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C8.2.6.3.  Tracking processes used to determine how many employees are in the IA 
workforce, are properly certified, and have received the required training. 


 
C8.2.6.4.  Status of recruitment and retention for the IA workforce, indicating if it is 


increasing, stable, or decreasing, and why.  
 


C8.2.6.5.  Plans and methodologies used to track, monitor, and document completion of 
IA awareness training for all network users. 
 


C8.2.6.6.  Programs for IA awareness in the workforce.  Highlight key features of the 
program and major accomplishments. 


 
C8.2.6.7.  Provide evidence to substantiate/explain reported completion rates for the IA 


awareness program requirement. 
 
C8.2.6.8.  IA curriculum/treatment in CAPSTONE, officer accession programs, Flag, 


Commanding Officer/Executive Officer, and Warrant Officer indoctrination and Component 
professional military education courses, as applicable including resident, distributive, and 
blended. 


 
C8.2.6.9.  Defense/Service colleges, universities, and professional military education.  IA 


related curriculum, its status, and actual/planned annual throughput, including resident, 
distributive, and/or blended.  Highlight any IA related accomplishments and initiatives; including 
partnerships/cooperative arrangements with other DoD entities, and/or the private sector (e.g., 
industry or academia).  


 
C8.2.76.  The DoD Components will submit quantitative data as part of IA WIP annual 


reporting that identifies its positions, number filled, and qualifications of the personnel filling 
them to support both DoD FISMA reporting and the DoD CIO’s IA workforce management 
responsibility. 


 
C8.2. 76.1.  Each DoD Component must ensure that its personnel and staffing databases 


are properly configured, per References (oq) through (rt), to capture the following quantitative 
data.  If a given metric cannot be captured to a database it must be collected manually and 
included with the submission of the qualitative data described above.  


 
C8.2. 76.2.  IA workforce positions and manning status.  (This is a management 


review item.) 
 
C8.2. 76.2.1.  Number of IA positions by category, specialty and level. 


 
C8.2. 76.2.1.1.  Primary duty IA positions. 
 
C8.2. 76.2.1.2.  Additional/embedded duty IA positions. 


 
C8.2. 76.2.2.  Number of IA positions filled, by category or specialty, and level. 
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C8.2. 76.2.3.  Number of IA positions filled with certified qualified incumbents by 


category or specialty and level. 
 
C8.2. 76.3.  Personnel certified qualified levels:  (This is a management review item.) 


 
C8.2. 76.3.1.  Number of personnel certified qualified, by category or specialty, and 


level. 
 
C8.2. 76.3.2.  Number of personnel certified qualified, by category, specialty, and 


level who are actually filling an IA position. 
 
C8.2.73.3.3.  Number of personnel who were recertified during the current year. 
 
C8.2.73.3.4.  Number of waivers granted for personnel filling IA positions. 


 
C8.2.7.4.  Total dollars obligated or expended for IA training and certification (including 


courses leading to certification).  
 
C8.2.7.5.  Compliance with the workforce certification continuing education and 


sustainment training requirement.  
 
C8.2. 76.64.  Number of users who completed the IA awareness training requirement 


versus total number of authorized users.  (This is a management review item.) 
 


C8.2.87.  The IA WIP Annual Report covers 1 January October through 1 December 30 
September each calendar fiscal year.  Each DoD Component must provide the DMDC with 
individual and position level data required to populate the tables in Figure C8.F1 for the 
preceding Calendar  fiscal year.  The DoD Components will submit their qualitative information 
to ASD NII/DoD CIO by 31 January 30 September for the preceding calendar fiscal year.  The 
DMDC will create a consolidated report capturing the DoD Components’ IA Workforce Data 
Metrics reflected in the tables in Figure C8.F1.  (Note:  LNs are included in two employee 
groups:  Civilian and Contractor.  LN includes all individuals working for the Department of 
Defense in a foreign country who are nationals or non U.S. residents of that country). 


 
C8.2.98.  The IA WIP Annual Report referred to in paragraphs C1.4.1.5., C8.1.4., C8.2.1., 


C8.2.2., C8.2.4., C8.2.6., C8.2.7., and Figure C8.F1. of this issuance has been assigned report 
control symbol DD-NII(A)2274 in accordance with the procedures in DoD 8910.1-M (Reference 
(su)).   


Preparation of this report/study cost the Department of Defense a 
total of approximately $188,000 in Fiscal Years 2012 - 2017.  


Generated on 2011Nov15 1034 


 RefID: 5-2B2C687 
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Figure C8.F1.  IA WIP Annual Report Format Workforce Metrics 
 


Table 1:  IA Workforce Primary Duty Positions      
 Civilian Military Contractor 


  Number Filled 


Certified 
Qualified*
/ Waiver Number Filled 


Certified 
Qualified*
/Waiver  Filled 


Certified 
Qualified* 
/Waiver  


IAT I                  
IAT II                 
IAT III                 
IAM I                  
IAM II                  
IAM III                   
CND-A         
CND- IS         
CND-IR         
CND-AU         
CND-SPM         
IASAE I         
IASAE II         
IASAE III         


Total                 
*Certified Qualified in accordance with the policy for that position.  Report waivers must be 
approved by the DAA (see paragraph C3.2.4.2., C3.2.4.3., C4.2.3.2., or C4.2.3.4.2.) separately 
from qualified (e.g., 100/10).  Count personnel filling IAT, CND-SP, IASAE, and IAM Category 
or specialty positions in all categories or specialties according to C2.2.5. and AP2.1.2.3.  
 


Table 2:  IA Workforce Additional/Embedded Duty Positions    
 Civilian Military Contractor 


  Number Filled 


Certified 
Qualified*
/Waiver   Number Filled 


Certified 
Qualified*
/ Waiver  Filled 


Certified 
Qualified*
/ Waiver  


IAT I                  
IAT II                 
IAT III                  
IAM I                  
IAM II                  
IAM III                   
CND-A         
CND- IS         
CND-IR         
CND-AU         
CND-SPM         
IASAE I         
IASAE II         
IASAE III         


Total                 


Change 3, 01/24/2012  CHAPTER 8 56







DoD 8570.01-M, December 19, 2005 


CHAPTER 8 57Change 3, 01/24/2012  


 
*Certified Qualified in accordance with the policy for that position.  Report waivers must be approved 
by the DAA (see paragraph C3.2.4.2., C3.2.4.3., C4.2.3.2., or C4.2.3.4.2.) separately from qualified 
(e.g,. 100/10).  Count personnel filling IAT, CND-SP, IASAE, IAM Category or Specialty positions in 
all categories per C2.2.5. and AP2.1.2.3. 
 
Table 3:  IA Workforce Certification/Recertification    


  Civilian Military Contractor 


  Required Recertified  Required Recertified Required Recertified 


IAT I              


IAT II              


IAT III              


IAM I              


IAM II              


IAM III              


CND-A       


CND- IS       


CND-IR       


CND-AU       


CND-SPM       


IASAE I       


IASAE II       


IASAE III       


Total             
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C9.  CHAPTER 9 
 


IA WORKFORCE IMPLEMENTATION REQUIREMENTS 
 


 
C9.1.  INTRODUCTION 
 


C9.1.1.  This chapter provides guidance to support a coordinated and orderly transition from 
the legacy systems and processes to full compliance with the DoD’s requirements.  These actions 
require in-depth budget and personnel management planning. 


 
C9.1.2.  Adhering to the categories, specialties and levels outlined is critical to support the 


effective identification of the IA workforce across the Department of Defense.  Standardizing 
skill sets supports joint assignments and system interoperability. 
 
 
C9.2.  GENERAL REQUIREMENTS   
 


C9.2.1.  The DoD Components must: 
 
C9.2.1.1.  Plan for, and incrementally complete, these requirements over four years from 


the effective date of this manual.   Complete requirements to this Manual within 5 years from the 
publication date (1 extra year to implement CND-SP and IASAE Specialties).  


 
C9.2.1.2.  Develop and submit to the IA WIPAC implementation policies, processes, and 


plans to support compliance with the requirements outlined below within 6 months of the 
publication date of this Manual. 


 
C9.2.1.3.  Provide representation to the IA WIPAC as required in Chapter 1. 
 
C9.2.1.4.  Report progress annually, against implementation requirements, to 


ASD(NII)/DoD CIO, using the format presented in Figure C9.F1. 
 
 
C9.3.  SPECIFIC REQUIREMENTS 


 
C9.3.1.  To allow for proper identification and planning of requirements, the Department of 


Defense has adopted a phased approach to this implementation.  The first year provides time for 
the identification of specific requirements to support budget and staffing planning, and to certify 
the initial 10 percent of the IA workforce.  The next 3 years provide time to bring the full IA 
workforce into compliance with the requirements in phases.  Thirty percent of the workforce 
must come into compliance each year, as outlined below. 


 
C9.3.2.  Within 12 months of the effective date of this Manual, the DoD Components must: 
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C9.3.2.1.  Provide Component IA Manager and Human Resource Management 
participation in the DoD sponsored Component Implementation Workshop that will be 
conducted by the Defense-wide Information Assurance Program (DIAP) Office within three 
months of publication of this Manual.  


 
C9.3.2.2.  Identify all positions per Chapters 3-5, 7, 10 and 11, required to execute the IA 


functions listed in Chapters 3-5, 10 and 11 as primary or additional/embedded duties. 
 
C9.3.2.3.  Assign IA workforce category, specialty and level codes for the Component’s 


staffing and personnel data systems based on the categories and levels described in Chapters 3-5,  
10 and 11.  These codes must be identified to DMDC per References (oq), (pr), (qs), and (rt).  
The data elements will be routinely captured by the DMDC and formatted to support the DoD’s 
IA workforce management requirements.  If a Component uses a personnel or manpower system 
or database that does not exchange data with DMDC systems, develop the necessary data fields 
to track IA workforce requirements. 


 
C9.3.2.4.  Budget for IA training, certification, and workforce management requirements 


of DoD government personnel, as described below.  The budget plan must ensure 
implementation of the requirements over a three year period, and must specifically include 
resources for: 


 
C9.3.2.4.1.  Staffing identified IA positions (primary or additional/embedded duty). 
 
C9.3.2.4.2.  Training incumbents. 
 
C9.3.2.4.3.  Ensuring staffing and unit databases/tools are upgraded to support IA 


workforce management requirements as appropriate. 
 
C9.3.2.4.4.  Training for staffing managers on the systems and processes required to 


support the IA workforce training and management requirements. 
 
C9.3.2.4.5.  Certifying (including training and testing) current and planned IA 


workforce members. 
 
C9.3.2.5.  The DoD Components must plan to meet the following milestones.  The 


milestone plan will begin with the next planning, program, and budget cycle to execute these 
requirements beginning in Calendar Year (CY)-07.  The phases of this implementation approach 
are: 


 
C9.3.2.5.1.  Year One (CY-07):  Identify IA workforce positions, fill 10 percent of 


the IA positions with certified personnel.  Develop budget to support follow-on implementation 
years two–four. 


 
C9.3.2.5.2.  Year Two (CY-08):  Fill a total of 40 percent of the IA positions with 


certified personnel. 
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C9.3.2.5.3.  Year Three (CY-09):  Fill a total of 70 percent of the IA positions with 
certified personnel. 


 
C9.3.2.5.4.  Year Four (CY-10):  All IAT and IAM Category positions are held by 


certified personnel. 
 
C9.3.2.5.5.  Year Five (CY-11):  All CND-SP and IASAE Specialty positions are 


held by certified personnel. 
 
C9.3.2.5.6.  Thereafter, all incumbents and new hires must be trained, certified, and 


recertified in accordance with this Manual. 
 


 
C9.4.  IMPLEMENTATION PLAN REPORTING REQUIREMENTS 


 
C9.4.1.  The DoD Components must report progress to ASD(NII)/DoD CIO on budgeting to 


meet implementation requirements using the format in Figure C9.F1.  The Information 
Assurance Workforce Milestone Budget Plan Report is exempt from licensing in accordance 
with the provisions of paragraph C4.4.6. of Reference (su). 


 
C9.4.2.  The IA Workforce Implementation Milestone Budget Plan report is due 31 July each 


year for five years from the date of publication of this Manual.  
 


Figure C9.F1.  IA Workforce Milestone Budget Plan Report  
 


IA Workforce Milestone Budget Plans (training and certification, costs) 
IA WF Budget PY CY BY00 BY01 BY02 BY03 BY04 Total 
Required                
Budgeted         
Obligated                


 
PY = Previous Year, CY = Current Year, BY = Budget Year 
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C10.  CHAPTER 10 
 


IA WORKFORCE SYSTEM ARCHITECT AND ENGINEER (IASAE) SPECIALTY 
 
 
C10.1.  INTRODUCTION 


 
C10.1.1.  This chapter provides detailed position guidelines and IA functions for each level 


within the IASAE specialty. 
 
C10.1.2.  The functions associated with each of these levels are intended to be baseline DoD 


requirements.  The DoD Components are expected to have additional requirements reflecting 
their operating policy and information system technical environment.  The requirements of this 
Manual do not exempt individuals from meeting their own organization’s standards and 
requirements.  
 
 
C10.2.  IASAE SPECIALTY DESCRIPTION 


 
C10.2.1.  This specialty comprises IASAE Levels I, II, and III. 
 
C10.2.2.  The levels and functions in the IASAE specialty are not necessarily cumulative.  


Table C10.T1. summarizes IASAE position requirements. 
 


Table C10.T1.  IASAE Workforce Requirements 
 


Civilian, Military or Contractor* 
(Including LNs ) 


IASAE Level I – III                
(FN/LN Levels I and II** only) 


Initial Training *** Yes 
IA Baseline Certification 
(from approved list) 


Yes 
(within 6 months) 


Initial OJT Evaluation No 


CE/OS Certification 
Certificate No 


Maintain Certification Status Yes 
(as required by certification) 


Continuous Education or 
Sustainment Training 


Yes 
(as required by certification (e.g., 


(ISC)2 requires 120 hours within 3 
years for the CISSP)) 


As required by IA level and 
Reference (b) Background Investigation  


*Requirements to be stated in contract
**FN/LN IASAE Level II must meet conditions of References (b), (gi) and (hj) 
***Classroom, distributive, blended, government, or commercial provider 
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C10.2.3.  IASAE Specialty Certification Requirements: 


 
C10.2.3.1.  The certification requirement for IASAE specialty positions includes all the 


functions identified for that level.  All IASAE specialty personnel, whether they perform IA 
functions as primary or as an additional/embedded duty, will be certified based on the IA 
functions of the position. 


 
C10.2.3.1.1.  Personnel required to perform any IASAE specialty IA function(s) (one 


or more functions) at any level must be certified to the highest level function(s) performed.  An 
IASAE position’s functional requirement(s) for a particular level establish the basis for the 
certification requirement.   


 
C10.2.3.1.2.  IASAE positions that also perform IAT functions must also obtain the 


appropriate computing environment certification and complete the other IAT level requirements 
prior to being granted unsupervised privileged access. 


 
C10.2.3.2.  Within 6 months of assignment of IA duties, IASAE specialty military and 


Government civilian personnel must achieve the appropriate IA baseline certification for their 
level.   


 
C10.2.3.2.1.  New hires’ qualification periods begin the date they start in the position 


(i.e., they must obtain the appropriate certification within 6 months of being assigned IA 
functions). 


 
C10.2.3.2.2.  DoD employees and contractors performing IA functions on the 


effective date of this Manual have up to 4 years to comply with the certification requirements, 
based on DoD Component plans to meet the implementation milestones established in Chapter 9.   


  
C10.2.3.2.3.  DAAs may waive the certification requirement under severe operational 


or personnel constraints.  The waiver will be documented by the DAA using a memorandum for 
the record stating the reason for the waiver and the plan to rectify the constraint.   


 
C10.2.3.2.4.  Waivers will not extend beyond 6 months, must include an expiration 


date, and be documented in the individual’s IA training record.  Consecutive waivers for 
personnel are not authorized except as noted in paragraph C10.2.3.4.2.  Waivers must be a 
management review item.   


 
C10.2.3.3.  Personnel in IASAE specialty positions must maintain certifications, as 


required by their certification provider, as described in Appendix 3, to retain their position. 
  
C10.2.3.4.  Personnel not certified within 6 months of assignment of IA duties or who fail 


to maintain their certified status will not be permitted to carry out the responsibilities of the 
position.  The DoD Components must develop programs to address remedial training and to 
establish conditions allowing IASAE personnel to return to certified status. 


 


Change 3, 01/24/2012  CHAPTER 10 62







DoD 8570.01-M, December 19, 2005 


C10.2.3.4.1.  Individuals continuing to not meet certification requirements after 
appropriate remediation efforts shall be reassigned to other duties. 


 
C10.2.3.4.2.  IASAE specialty personnel must be fully trained and certified prior to 


deployment to a combat environment.  However, the DAA may grant an interim waiver for the 
period of the deployment for IASAE personnel to fill IASAE billets one level higher than their 
current certification.  The interim waiver places an individual in a suspense status and must be 
time limited and include an expiration date not to exceed 6 months following the date of return 
from the combat environment. 


 
C10.2.3.5.  The DoD Components must document and maintain the certification status of 


their IASAE specialty personnel as long as they are assigned to those duties.  Identification and 
tracking requirements are addressed in Chapter 7. 


 
C10.2.3.6.  Personnel in IASAE specialty positions will retain an appointing letter 


assigning them IA responsibilities for their system(s) in accordance with Reference (b).  If an 
IASAE specialty position requires IA privileged access, a statement of responsibility for the 
system(s) will also be executed in accordance with Reference (b).  Appendix 4 provides a sample 
statement of acceptance of responsibilities. 


 
C10.2.3.7.  In support of GIG infrastructure security requirements, certification standards 


apply equally to DoD civilian, military, contractor personnel, and LNs. 
 
C10.2.3.7.1.  New contract language must specify certification requirements.  


Existing contracts must be modified to specify certification requirements during the phased 
implementation described in Chapter 9. 


 
C10.2.3.7.2.  LNs or FNs may be conditionally assigned to IASAE Level II but may 


not be assigned to IASAE Level III positions in compliance with Reference (b).  IASAE 
positions/personnel with privileged access or management functions must comply with 
background investigation requirements in Table E3.T1. of Reference (b). 
 
 
C10.3.  IASAE LEVEL I 


 
C10.3.1.  IASAE Level I personnel are responsible for the design, development, 


implementation, and/or integration of a DoD IA architecture, system, or system component for 
use within their CE.  Incumbents ensure that IA related IS will be functional and secure within 
the CE.  IASAE Level I position requirements are listed in Table C10.T2. 


 
Table C10.T2.  IASAE Level I Position Requirements 


 
IASAE Level I  


Attribute Level 
Experience Usually an entry level IASAE position with 0 or 


more years of IASAE experience. 
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System Environment CE IASAE. 
Knowledge  Applies knowledge of IA policy, procedures, and 


structure to design, develop, and implement CE 
system(s), system components, or system 
architectures. 


Supervision • For IA issues, typically reports to an IASAE 
Level II, IAM, or DAA. 


• May report to other management for other CE 
operational requirements. 


Other Actions are usually authorized and controlled by 
policies and established procedures. 


IA Baseline Certification Within 6 months of assignment to position. 
 
C10.3.2.  Table C10.T3. lists the specific functions associated with the IASAE Level I 


position.  Positions responsible for performing any of these functions, regardless of the 
incumbent’s occupational title (Engineer, Scientist, Computer Specialist, ISSO, IAO, ISSM, 
manager, pilot, infantry officer, etc.) shall be identified as part of the IA workforce and must 
comply with the requirements in Tables C10.T1. and C10.T2. 


 
Table C10.T3.  IASAE Level I Functions 


 


IASAE-I.1. Identify information protection needs for CE system(s) and network(s). 


IASAE-I.2. Define CE security requirements in accordance with applicable IA requirements 
(e.g., Reference (b), Director Central Intelligence Directive 6/3 (Reference (tv)), 
organizational security policies). 


IASAE-I.3. Provide system related input on IA security requirements to be included in 
statements of work and other appropriate procurement documents. 


IASAE-I.4. Design security architectures for CE system(s) and network(s). 


IASAE-I.5. Design and develop IA or IA-enabled products for use within a CE. 


IASAE-I.6. Integrate and/or implement Cross Domain Solutions (CDS) for use within a CE. 


IASAE-I.7. Design, develop, and implement security designs for new or existing CE system(s).  
Ensure that the design of hardware, operating systems, and software applications 
adequately address IA security requirements for the CE. 


IASAE-I.8. Design, develop, and implement system security measures that provide 
confidentiality, integrity, availability, authentication, and non-repudiation. 
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IASAE-I.9. Develop and implement specific IA countermeasures for the CE. 


IASAE-I.10. Develop interface specifications for CE system(s). 


IASAE-I.11. Develop approaches to mitigate CE vulnerabilities, recommend changes to system 
or system components as needed. 


IASAE-I.12. Ensure that system designs support the incorporation of DoD-directed IA 
vulnerability solutions, e.g., IAVAs. 


IASAE-I.13. Develop IA architectures and designs for DoD IS with basic integrity and 
availability requirements, to include MAC III systems as defined in References (b) 
and (fh); systems with a Basic Level-of-Concern for availability or integrity in 
accordance with Reference (tw); and other DAA designated systems. 


IASAE-I.14. Develop IA architectures and designs for systems processing Sensitive 
Compartmented Information (SCI) that will operate at Protection Level 1 or 2 as 
defined in Reference (tv).  


IASAE-I.15. Assess threats to and vulnerabilities of CE system(s). 


IASAE-I.16. Identify, assess, and recommend IA or IA-enabled products for use within a CE; 
ensure recommended products are in compliance with the DoD evaluation and 
validation requirements of References (b) and (fh). 


IASAE-I.17. Ensure that the implementation of security designs properly mitigate identified 
threats. 


IASAE-I.18. Assess the effectiveness of information protection measures utilized by CE 
system(s). 


IASAE-I.19. Ensure security deficiencies identified during security/certification testing have 
been mitigated, corrected, or a risk acceptance has been obtained by the 
appropriate DAA or authorized representative. 


IASAE-I.20. Provide input to IA C&A process activities and related documentation (system life-
cycle support plans, concept of operations, operational procedures and 
maintenance training materials, etc.). 


IASAE-I.21. Participate in an IS risk assessment during the C&A process and design security 
countermeasures to mitigate identified risks. 


IASAE-I.22. Provide engineering support to security/certification test and evaluation activities. 
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IASAE-I.23. Document system security design features and provide input to implementation 
plans and standard operating procedures. 


IASAE-I.24. Recognize a possible security violation and take appropriate action to report the 
incident. 


IASAE-I.25. Implement and/or integrate security measures for use in CE system(s) and ensure 
that system designs incorporate security configuration guidelines. 


IASAE-I.26. Ensure the implementation of CE IA policies into system architectures. 


IASAE-I.27. Obtain and maintain IA baseline certification appropriate to position. 


 
 
C10.4.  IASAE LEVEL II 


 
C10.4.1.  IASAE Level II positions are responsible for the design, development, 


implementation, and/or integration of a DoD IA architecture, system, or system component for 
use within the NE.  Incumbents ensure that IA related IS will be functional and secure within the 
NE.  IASAE Level II position requirements are listed in Table C10.T4. 


 
Table C10.T4.  IASAE Level II Position Requirements 


 
IASAE Level II 


Attribute Level 
Experience Usually has at least 5 years of IASAE 


experience. 
System Environment NE IASAE. 
Knowledge  Applies knowledge of IA policy, procedures, and 


workforce structure to design, develop, and 
implement a secure NE. 


Supervision • For IA issues, typically reports to an IASAE 
Level III, IAM, or DAA. 


• May report to other senior IASAE for network 
operational requirements. 


Other • Relies on experience and judgment to plan 
and accomplish goals. 


• LN opportunities are extremely limited and 
must meet requirements of Table E3.T1. of 
Reference (b). 


IA Baseline Certification Within 6 months of assignment to position. 
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C10.4.2.  Table C10.T5. lists the specific functions associated with the IASAE Level II 


position.  Positions responsible for performing any of these functions, regardless of the 
incumbent’s occupational title (Engineer, Scientist, Computer Specialist, ISSO, IAO, ISSM, 
manager, pilot, infantry officer, etc.) shall be identified as part of the IA workforce and must 
comply with the requirements in Tables C10.T4. and C10.T1. 


 
Table C10.T5.  IASAE Level II Functions  


 


IASAE-II.1. Identify information protection needs for the NE. 


IASAE-II.2. Define NE security requirements in accordance with applicable IA requirements 
(e.g., References (b) and (tu) and organizational security policies). 


IASAE-II.3. Provide system related input on IA security requirements to be included in 
statements of work and other appropriate procurement documents. 


IASAE-II.4. Design security architectures for use within the NE. 


IASAE-II.5. Design and develop IA or IA-enabled products for use within a NE. 


IASAE-II.6. Integrate and/or implement CDS for use within a CE or NE. 


IASAE-II.7. Develop and implement security designs for new or existing network system(s).    
Ensure that the design of hardware, operating systems, and software applications 
adequately address IA security requirements for the NE. 


IASAE-II.8. Design, develop, and implement network security measures that provide 
confidentiality, integrity, availability, authentication, and non-repudiation. 


IASAE-II.9. Design, develop, and implement specific IA countermeasures for the NE. 


IASAE-II.10. Develop interface specifications for the NE. 


IASAE-II.11. Develop approaches to mitigate NE vulnerabilities and recommend changes to 
network or network system components as needed. 


IASAE-II.12. Ensure that network system(s) designs support the incorporation of DoD-directed 
IA vulnerability solutions, e.g., IAVAs. 


IASAE-II.13. Develop IA architectures and designs for DoD IS with medium integrity and 
availability requirements, to include MAC II systems as defined in References (b) 
and (fh), systems with a medium Level-of-Concern for availability or integrity in 
accordance with Reference (tv), and other DAA designated systems. 
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IASAE-II.14. Develop IA architectures and designs for systems processing SCI that will operate 
at Protection Level 1 or 2 as defined in Reference (tv).   


IASAE-II.15. Assess threats to and vulnerabilities of the NE. 


IASAE-II.16. Identify, assess, and recommend IA or IA-enabled products for use within an NE; 
ensure recommended products are in compliance with the DoD evaluation and 
validation requirements of References (b) and (fh). 


IASAE-II.17. Ensure that the implementation of security designs properly mitigate identified 
threats. 


IASAE-II.18. Assess the effectiveness of information protection measures used by the NE. 


IASAE-II.19. Evaluate security architectures and designs and provide input as to the adequacy 
of security designs and architectures proposed or provided in response to 
requirements contained in acquisition documents. 


IASAE-II.20. Ensure security deficiencies identified during security/certification testing have 
been mitigated, corrected, or a risk acceptance has been obtained by the 
appropriate DAA or authorized representative. 


IASAE-II.21. Provide input to IA C&A process activities and related documentation (e.g., 
system life-cycle support plans, concept of operations, operational procedures, and 
maintenance training materials). 


IASAE-II.22. Participate in an IS risk assessment during the C&A process and design security 
countermeasures to mitigate identified risks. 


IASAE-II.23. Provide engineering support to security/certification test and evaluation activities. 


IASAE-II.24. Document system security design features and provide input to implementation 
plans and standard operating procedures. 


IASAE-II.25. Recognize a possible security violation and take appropriate action to report the 
incident. 


IASAE-II.26. Implement and/or integrate security measures for use in network system(s) and 
ensure that system designs incorporate security configuration guidelines. 


IASAE-II.27. Ensure the implementation of NE IA policies into system architectures. 


IASAE-II.28. Ensure the implementation of subordinate CE IA policies is integrated into the NE 
system architecture. 
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IASAE-II.29. Obtain and maintain IA baseline certification appropriate to position. 


 
 
C10.5.  IASAE LEVEL III 


 
C10.5.1.  IASAE Level III positions are responsible for the design, development, 


implementation, and/or integration of a DoD IA architecture, system, or system component for 
use within CE, NE, and enclave environments.  They ensure that the architecture and design of 
DoD IS are functional and secure.  This may include designs for program of record systems and 
special purpose environments with platform IT interconnectivity.  Incumbents may also be 
responsible for system or network designs that encompass multiple CE and/or NE to include 
those with differing data protection/classification requirements.  IASAE Level III position 
requirements are listed in Table C10.T6. 


 
Table C10.T6.  IASAE Level III Position Requirements 


 
IASAE Level III 


Attribute Level 


Experience Usually has at least 10 years of IASAE 
experience. 


System Environment Enclave Environment IASAE. 


Knowledge Applies knowledge of IA policy, procedures, and 
workforce structure to design, develop, and 
implement a secure enclave environment. 


Supervision • Typically reports to a DAA for IA issues. 
• May report to other senior managers for enclave 


operational requirements. 
Other • Must be a U.S. Citizen.  


• Relies on extensive experience and judgment to 
plan and accomplish enclave security related 
goals.  


• May also serve in a management/oversight 
capacity for an enclave(s). 


IA Baseline Certification Within 6 months of assignment to position. 
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C10.5.2.  Table C10.T7. lists the specific functions associated with the IASAE Level III 


position.  Positions responsible for performing any of these functions, regardless of the 
incumbents’ occupational title (Chief Engineer, Engineer, Scientist, Computer Specialist, ISSO, 
IAO, ISSM, manager, pilot, infantry officer, etc) shall be identified as part of the IA workforce 
and must comply with the requirements in Tables C10.T6. and C10.T1. 


 
Table C10.T7.  IASAE Level III Functions 


 


IASAE-III.1. Identify information protection needs for the enclave environment. 


IASAE-III.2. Define enclave security requirements in accordance with applicable IA policies 
(e.g., References (b) and (tv) and organizational security policies). 


IASAE-III.3. Provide input on IA security requirements to be included in statements of work 
and other appropriate procurement documents. 


IASAE-III.4. Support Program Managers responsible for the acquisition of DoD IS to ensure 
IA architecture and systems engineering requirements are properly addressed 
throughout the acquisition life-cycle. 


IASAE-III.5. Design security architectures for use within the enclave environment. 


IASAE-III.6. Design and develop IA or IA-enabled products for use within the enclave. 


IASAE-III.7. Design and develop CDS for use within CE, NE, or enclave environments. 


IASAE-III.8. Develop and implement security designs for new or existing enclave system(s). 
Ensure that the design of hardware, operating systems, and software applications 
adequately address IA security requirements for the enclave. 


IASAE-III.9. Design, develop, and implement security measures that provide confidentiality, 
integrity, availability, authentication, and non-repudiation for the enclave 
environment. 


IASAE-III.10. Design, develop, and implement specific IA countermeasures for the enclave. 


IASAE-III.11. Develop interface specifications for use within the enclave environment. 


IASAE-III.12. Develop approaches to mitigate enclave vulnerabilities and recommend changes 
to system or system components as needed. 


IASAE-III.13. Ensure that enclave system(s) and network(s) designs support the incorporation 
of DoD-directed IA vulnerability solutions, e.g., IAVAs. 
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IASAE-III.14. Develop IA architectures and designs for DoD IS with high integrity and 
availability requirements, to include MAC I systems as defined in References (b) 
and (fh), systems with a high Level-of-Concern for availability or integrity in 
accordance with Reference (tv), and other DAA designated systems. 


IASAE-III.15. Develop IA architectures and designs for systems and networks with multilevel 
security requirements or requirements for the processing of multiple classification 
levels of data (e.g., UNCLASSIFIED, SECRET, and TOP SECRET). 


IASAE-III.16. Develop IA architectures and designs for systems processing SCI that will 
operate at Protection Level 3, 4, or 5 as defined in Reference (tv). 


IASAE-III.17. Develop IA architectures and designs for DoD IS to include automated IS 
applications, enclaves (which include networks), and special purpose 
environments with platform IT interconnectivity, e.g., weapons systems, sensors, 
medical technologies, or distribution systems. 


IASAE-III.18. Ensure that acquired or developed system(s) and network(s) employ Information 
Systems Security Engineering and are consistent with DoD Component level IA 
architecture. 


IASAE-III.19. Assess threats to and vulnerabilities of the enclave. 


IASAE-III.20. Identify, assess, and recommend IA or IA-enabled products for use within an 
enclave and ensure recommended products are in compliance with the DoD 
evaluation and validation requirements of References (b) and (fh). 


IASAE-III.21. Ensure that the implementation of security designs properly mitigate identified 
threats. 


IASAE-III.22. Assess the effectiveness of information protection measures utilized by the 
enclave. 


IASAE-III.23. Evaluate security architectures and designs and provide input as to the adequacy 
of security designs and architectures proposed or provided in response to 
requirements contained in acquisition documents. 


IASAE-III.24. Ensure security deficiencies identified during security/certification testing have 
been mitigated, corrected, or a risk acceptance has been obtained by the 
appropriate DAA or authorized representative. 


IASAE-III.25. Provide input to IA C&A process activities and related documentation (e.g., 
system life-cycle support plans, concept of operations, operational procedures, 
and maintenance training materials). 
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IASAE-III.26. Participate in an IS risk assessment during the C&A process and design security 
countermeasures to mitigate identified risks. 


IASAE-III.27. Provide engineering support to security/certification test and evaluation activities. 


IASAE-III.28. Document system security design features and provide input to implementation 
plans and standard operating procedures. 


IASAE-III.29. Recognize a possible security violation and take appropriate action to report the 
incident. 


IASAE-III.30. Implement and/or integrate security measures for use in the enclave and ensure 
that enclave designs incorporate security configuration guidelines. 


IASAE-III.31. Ensure the implementation of enclave IA policies into system architectures. 


IASAE-III.32. Ensure the implementation of subordinate CE and NE IA policies are integrated 
into the enclave system architecture. 


IASAE-III.33. Oversee and provide technical guidance to IASAE Level I and II personnel. 


IASAE-III.34. Obtain and maintain IA baseline certification appropriate to position. 
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C11. CHAPTER 11 
 


COMPUTER NETWORK DEFENSE-SERVICE PROVIDER (CND-SP) SPECIALTY 
 


 
C11.1.  INTRODUCTION 


 
C11.1.1.  This chapter provides detailed guidelines and CND-SP functions for each level 


within the CND-SP specialty.  The requirements of this Manual apply to CND-SP established 
and accredited in accordance with Reference (gi). 


 
C11.1.2.  The functions associated with this specialty are intended to be baseline DoD 


requirements.  Each CND-SP is expected to have additional requirements reflecting its operating 
policy, specific organizational mission, and technical operating environment.  The requirements 
of this Manual do not exempt individuals from meeting their own organization’s standards and 
requirements. 


 
 


C11.2.  CND-SP SPECIALTY DESCRIPTION 
 
C11.2.1.  This specialty is comprised of the following:  
 


C11.2.1.1.  CND-SP Analyst (CND-A) 
 
C11.2.1.2.  CND-SP Infrastructure Support (CND-IS) 
 
C11.2.1.3.  CND-SP Incident Responder (CND-IR) 
 
C11.2.1.4.  CND-SP Auditor (CND-AU) 
 
C11.2.1.5.  CND-SP Manager (CND-SPM) 


 
C11.2.2.  Personnel assigned to accredited CND-SPs will normally occupy a position 


corresponding to a single CND-SP specialty.  In cases where personnel perform functions 
corresponding to multiple CND-SP specialties, their position should be designated based on the 
CND-SP specialty that most closely aligns to the position’s primary responsibility and functions.  


 
C11.2.3.  The following are CND-SP specialty training requirements: 


 
C11.2.3.1.  Participation in initial formal training (classroom, distributive, government, or 


blended) before or immediately upon assignment of Computer Network Defense (CND) 
responsibilities.  Training does not need to result in the award of a military category code (e.g., 
Military Occupational Specialty, Navy Enlisted Specialty Code, and/or Air Force Specialty 
Code), but must be sufficient to meet minimum certification standards outlined here and in 
Appendices 2 and 3. 
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C11.2.3.2.  Completion of an on-the-job skills practical evaluation to meet functional 
requirements listed in this chapter (except CND-SPM). 


 
C11.2.3.3.  Completion of sustainment training/continuing education as required to 


maintain certification status.  For planning purposes the standard is normally a minimum of 20 to 
40 hours annually, or 120 hours over 3 years.  
 


C11.2.4.  The following are CND technical specialty certification requirements: 
 
C11.2.4.1.  The certification program for CND-SP specialty positions must include the 


functions identified for that level.  All CND-SP specialty personnel must be certified based on 
their primary CND position.     


 
C11.2.4.1.1.  Within 6 months of assignment to an accredited CND-SP position, all 


CND-SP specialty military and Government civilian personnel must achieve the appropriate 
CND certification unless a waiver is granted in accordance with paragraphs C11.2.4.2. or 
C11.2.4.3.   


 
C11.2.4.1.2.  DoD employees or contractors performing CND functions on the 


effective date of this Manual have up to 4 years to comply with these requirements, based on 
DoD Component plans to meet the implementation milestones established in Chapter 9.   


 
C11.2.4.1.3.  The qualification period for new hires begins the date they start in the 


position (i.e., they must obtain the appropriate certification within 6 months of being assigned 
CND functions).   


 
C11.2.4.2.  USSTRATCOM may waive the certification requirement under severe 


operational or personnel constraints.  The waiver will be documented by the USSTRATCOM 
using a memorandum for the record stating the reason for the waiver and the plan to rectify the 
constraint.  Waivers will not extend beyond 6 months, must include an expiration date, and be 
documented in the individual’s CND training record.  Consecutive waivers for personnel are not 
authorized except as noted in paragraph C11.2.4.3.  Waivers must be a management review item 
in accordance with Reference (b).   


 
C11.2.4.3.  CND-SP specialty personnel must be fully trained and certified prior to 


deployment to a combat environment.  USSTRATCOM may approve a waiver for certified 
CND-SP billets without attaining the appropriate CND-SP specific certification while deployed 
to a combat environment (however, CND-SP specialty personnel must have the appropriate 
baseline IAT or IAM Certification).  USSTRATCOM may grant an Interim Waiver limited to 
the period of the deployment.  The interim waiver places an individual in a suspense status, 
which must be time limited and include an expiration date not to exceed 6 months following the 
date of return from combat status.  


 
C11.2.4.4.  Personnel in CND-SP specialty positions must maintain certifications, as 


required by the certification provider, to retain the CND-SP position.   
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C11.2.4.5.  Personnel who are not appropriately certified within 6 months of assignment 
to a position or who fail to maintain their certification status shall not be permitted to execute the 
responsibilities of the position.  The DoD Components will develop programs to address 
remedial training and conditions for individuals to attain or return to certified status.        


 
C11.2.4.6.  The DoD Components must document and maintain the certification status of 


their CND-SP specialty personnel as long as they are assigned to those duties.  Identification and 
tracking requirements are addressed in Chapter 7. 


 
C11.2.4.7.  To support the GIG infrastructure security requirements, certification 


standards apply equally to DoD civilian, military, including those staffed by LNs (with 
conditional privileged access according to Reference (b)), and contractor personnel. 


 
C11.2.4.7.1.  New contract language must specify certification requirements.  


Existing contracts must be modified, at an appropriate time during the phased implementation, to 
specify certification requirements.  


 
C11.2.4.7.2.  In addition to the baseline CND certification requirement for their level, 


privileged users must obtain CE certifications as required by their employing organization to 
ensure they can effectively apply CND requirements to those systems. 


 
C11.2.4.7.2.1.  New hire civilian personnel must agree as a “condition of 


employment” that they will obtain and maintain the appropriate certification for the position. 
 
C11.2.4.7.2.2.  All personnel must agree to release their certification 


qualification(s) to the Department of Defense. 
 
C11.2.4.8.  CND-SP specialty training requirements are summarized in Table C11.T1.        
 


Table C11.T1.  Accredited CND-SP Workforce Requirements 
 


Civilian, Military, Contractor* CND-A, CND-IS, CND-IR, CND-AU, 
CND-SPM (Including Civilian or Contractor 


LNs) 
Initial Training ** Yes 


CND IA Baseline Certification 
(from approved list) 


Yes 
 (within 6 months) 


Initial OJT Evaluation Yes 
(except CND-SPM) 


CE/OS Certification Certificate Yes  
(except CND-SPM) 


Maintain Certification Status Yes 
(as required by certification) 


Continuous Education or 
Sustainment Training 


Yes  
As Required by Certification             
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(e.g., (ISC)2 requires 120 hours triennially 
for the CISSP ) 


 


Background Investigation  As required by CND level and Reference 
(b) 


Sign Privileged Access Statement Yes 
 


*Contractor specialty, level, and certification requirements to be specified in the 
contract 
**Classroom, Distributive, Blended, Government, or Commercial Provider 


 
 
C11.3.  CND-A 


 
C11.3.1.  CND–A personnel use data collected from a variety of CND tools (including 


intrusion detection system alerts, firewall and network traffic logs, and host system logs) to 
analyze events that occur within their environment.  Individuals within CND-SPs who collect 
and analyze event information or perform threat or target analysis duties within the CND-SP 
shall be considered CND-As.  CND-A position requirements are listed in Table C11.T2. 


 
Table C11.T2.  CND-A Position Requirements 


 
CND-A 


Attribute Level 
Recommended at least 2 years of experience in 
CND technology or a related field. Experience 


Works on a specific number of CND systems but 
analyzes events within the NE or enclave. System Environment 


Significant knowledge of particular CND tools, 
tactics, techniques, and procedures which support 
their analysis of event information. 


Knowledge 


Works under supervision and typically reports to a 
CND-SPM. Supervision 


Actions are usually authorized and controlled by 
policies and established procedures. Other 


IAT-I or II IA Baseline 
Certification, CND IA 
Baseline Certification, 
and CE/OS Certificate  


Within 6 months of assignment to position and 
mandatory for unsupervised privileged access. 


 
C11.3.2.  Table C11.T3. lists the specific functions associated with the CND-A position.  


Personnel performing these functions as their primary CND responsibilities, regardless of their 
occupational title within the CND-SP organization, shall be identified as part of the CND-A 
specialty and must comply with the requirements in Tables C11.T2. and C11.T3. 
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Table C11.T3.  CND-A Functions 
 


CND-A.1. Mastery of IAT Level I and IAT Level II CE and/or NE knowledge and skills 
with applicable certification. 


CND-A.2. Receive and analyze network alerts from various sources within the NE or 
enclave and determine possible causes of such alerts. 


CND-A.3. Coordinate with enclave CND staff to validate network alerts. 
CND-A.4. Perform analysis of log files from a variety of sources within the NE or 


enclave, to include individual host logs, network traffic logs, firewall logs, 
and intrusion detection system logs. 


CND-A.5. Characterize and analyze network traffic to identify anomalous activity and 
potential threats to network resources. 


CND-A.6. Monitor external data sources (e.g. CND vendor sites, Computer Emergency 
Response Teams, SANS, Security Focus) to maintain currency of CND threat 
condition and determine which security issues may have an impact on the NE 
or enclave. 


CND-A.7. Assist in the construction of signatures which can be implemented on CND 
network tools in response to new or observed threats within the NE or 
enclave. 


CND-A.8. Perform event correlation using information gathered from a variety of 
sources within the NE or enclave to gain situational awareness and determine 
the effectiveness of an observed attack. 


CND-A.9. Notify CND managers, CND incident responders, and other CND-SP team 
members of suspected CND incidents and articulate the event’s history, 
status, and potential impact for further action. 


 
C11.4.  CND-IS 


 
C11.4.1.  CND-IS personnel test, implement, deploy, maintain, and administer the 


infrastructure systems which are required to effectively manage the CND-SP network and 
resources.  This may include, but is not limited to routers, firewalls, intrusion 
detection/prevention systems, and other CND tools as deployed within the NE or enclave.  
Individuals within CND-SPs who maintain these infrastructure devices shall be considered 
CND-IS. CND-IS position requirements are listed in Table C11.T4. 


 
Table C11.T4.  CND-IS Position Requirements 


 
CND-IS 


Attribute Level 
Recommended at least 4 years of experience in 
supporting CND and/or network systems and 
technology. 


Experience 


Manages a number of specific CND tools/systems 
within the NE or enclave. System Environment 


Knowledge 
Significant knowledge of particular networking 
technologies, operating systems, and CND tools, 
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tactics, techniques, and procedures which are part 
of the systems they support. 
Works under supervision and typically reports to a 
CND-SPM. Supervision 


Actions are usually authorized and controlled by 
policies and established procedures. Other 


IAT-I or II IA Baseline 
Certification, CND IA 
Baseline Certification, 
and CE/OS Certificate  


Within 6 months of assignment to position and 
mandatory for unsupervised privileged access.  
(Note CND-IS personnel supporting multiple 
systems must obtain the operating system 
certification for each system prior to getting full 
unsupervised privileged access.  However, they 
may begin performing CND-IS duties on systems 
for which they do have OS certifications.)  


 
C11.4.2.  Table C11.T5. lists the specific functions associated with the CND-IS position.  


Personnel performing these functions as their primary CND responsibilities, regardless of their 
occupational title within the CND-SP organization, shall be identified as part of the CND-IS 
specialty and must comply with the requirements in Tables C11.T4. and C11.T5.  


 
Table C11.T5.  CND-IS Functions 


 
CND-IS.1. Mastery of the appropriate IAT Level I and IAT Level II CE and/or NE 


knowledge and skills with applicable certification. 
CND-IS.2. Create, edit, and manage changes to network access control lists on specialized 


CND systems (e.g., firewalls and intrusion prevention systems). 
CND-IS.3. Perform system administration on specialized CND applications and systems 


(e.g., anti-virus, or Audit/Remediation) to include installation, configuration,   
maintenance, and backup/restore.   


CND-IS.4. Implement C&A requirements for specialized CND systems within the NE or 
enclave, and document and maintain records for them. 


CND-IS.5. Coordinate with the CND-A to manage and administer the updating of rules and 
signatures (e.g., IDS/IPS, anti-virus, and content blacklists) for specialized CND 
applications. 


CND-IS.6. Identify potential conflicts with implementation of any CND tools within the 
CND-SP area of responsibility (e.g., tool/signature testing and optimization). 


CND-IS.7. Administer CND test bed and test and evaluate new CND applications, 
rules/signatures, access controls, and configurations of CND-SP managed 
platforms. 


 
 
C11.5.  CND-IR 


 
C11.5.1.  CND-IR personnel investigate and analyze all response activities related to cyber 


incidents within the NE or Enclave.  These tasks include, but are not limited to: creating and 
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maintaining incident tracking information; planning, coordinating, and directing recovery 
activities; and incident analysis tasks, including examining all available information and 
supporting evidence or artifacts related to an incident or event.  Individuals within CND-SPs 
who perform any of the incident management and incident response tasks shall be considered 
CND-IRs.  CND-IR position requirements are listed in Table C11.T6. 


 
Table C11.T6.  CND-IR Position Requirement 


 
CND-IR 


Attribute Level 
Recommended at least 5 years of experience in 
CND technology or a related field. Experience 


Works on a wide variety of systems within the NE 
or enclave as CND incidents dictate. System Environment 


Significant knowledge of particular CND tools, 
tactics, techniques, and procedures which support 
the tracking, management, analysis, and resolution 
of incidents. 


Knowledge 


Works under supervision and typically reports to a 
CND-SPM.  Supervision 


Actions are usually authorized and controlled by 
policies and established procedures. Other 


IAT-I, II, or III IA 
Baseline Certification, 
CND IA Baseline 
Certification, and CE/OS 
Certificate 


Within 6 months of assignment to position and 
mandatory for unsupervised privileged access. 


 
C11.5.2.  Table C11.T7. lists the specific functions associated with the CND-IR position.  


Personnel performing these functions as their primary CND responsibilities, regardless of their 
occupational title within the CND-SP organization, shall be identified as part of the CND-IR 
specialty and must comply with the requirements in Tables C11.T.6. and C11.T7.  


 
Table C11.T7.  CND-IR Functions 


 
CND-IR.1. Mastery of the appropriate IAT Level I, IAT Level II, or IAT Level III CE, NE, 


or enclave knowledge and skills with applicable certification. 
CND-IR.2. Collect and analyze intrusion artifacts (e.g., source code, malware, and trojans) 


and use discovered data to enable mitigation potential CND incidents within the 
enclave. 


CND-IR.3. Perform initial, forensically sound collection of images and inspect to discern 
possible mitigation/remediation on enclave systems. 


CND-IR.4. Coordinate with and provide expert technical support to enclave CND technicians 
to resolve CND incidents. 
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CND-IR.5. Track and document CND incidents from initial detection through final 
resolution. 


CND-IR.6. Perform CND incident triage to include determining scope, urgency, and potential 
impact; identify the specific vulnerability and make recommendations which 
enable expeditious remediation. 


CND-IR.7. Correlate incident data and perform CND trend analysis and reporting. 
CND-IR.8. Coordinate with intelligence analysts to correlate threat assessment data. 
CND-IR.9. Serve as technical experts and liaisons to law enforcement personnel and explain 


incident details, provide testimony, etc. 
CND-IR.10. Perform real-time CND Incident Handling (e.g., forensic collections, intrusion 


correlation/tracking, threat analysis, and direct system remediation) tasks to 
support deployable Incident Response Teams (IRT). 


CND-IR.11. Maintain deployable CND toolkit (e.g., specialized CND software/hardware) to 
support IRT missions. 


CND-IR.12. Write and publish CND guidance and reports on incident findings to appropriate 
constituencies.  


 
 
C11.6.  CND-AU 


 
C11.6.1.  CND-AU personnel perform assessments of systems and networks within the NE 


or enclave and identify where those systems/networks deviate from acceptable configurations, 
enclave policy, or local policy.  CND-AUs achieve this through passive evaluations (compliance 
audits) and active evaluations (penetration tests and/or vulnerability assessments).  Individuals 
within CND-SPs who perform compliance and audit related tasks shall be considered CND-AUs.  
CND-AU position requirements are listed in Table C11.T8. 


 
Table C11.T8.  CND-AU Position Requirements 


 
CND-AU 


Attribute Level 
Recommended at least 2 years of experience in 
CND technology or a related field. Experience 


Works on a specific number of CND systems but 
does compliance testing on portions of the NE or 
enclave. 


System Environment 


Significant knowledge of particular CND tools, 
tactics, techniques, and procedures which support 
their compliance tests. 


Knowledge 


Works under supervision and typically reports to a 
CND Manager. Supervision 


Actions are usually authorized and controlled by 
policies and established procedures. Other 


IAT-I, II, or III IA 
Baseline Certification, 


Within 6 months of assignment to position and 
mandatory for unsupervised privileged access. 
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CND IA Baseline 
Certification, and 
CE/OS Certification 
Certificate 


 
C11.6.2.  Table C11.T9. lists the specific functions associated with the CND-AU position.  


Personnel performing these functions as their primary CND responsibilities, regardless of their 
occupational title within the CND-SP organization, shall be identified as part of the CND-AU 
specialty and must comply with the requirements in the Tables C11.T8. and C11.T9.  


 
Table C11.T9.  CND-AU Functions 


 
CND-AU.1. Mastery of the appropriate IAT Level I, IAT Level II, or IAT Level III CE, NE, 


or enclave knowledge and skills with applicable certification. 
CND-AU.2. Maintain knowledge of applicable CND policies, regulations, and compliance 


documents specifically related to CND auditing. 
CND-AU.3. Perform CND vulnerability assessments within the enclave. 
CND-AU.4. Perform CND risk assessments within the enclave. 
CND-AU.5. Conduct authorized penetration testing of enclave network assets. 
CND-AU.6. Analyze site/enclave CND policies and configurations and evaluate compliance 


with regulations and enclave directives. 
CND-AU.7. Prepare audit reports that identify technical and procedural findings and provide 


recommended remediation strategies/solutions. 
CND-AU.8. Maintain deployable CND audit toolkit (e.g., specialized CND 


software/hardware) to support CND audit missions. 
 
C11.7.  CND-SPM 


 
C11.7.1.  CND-SPMs oversee the CND-SP operations within their organization.  CND-SPMs 


are responsible for producing guidance for their NE or enclave, assisting with risk assessments 
and risk management for organizations within their NE or enclave, and are responsible for 
managing the technical classifications within their organization.  CND-SPM position 
requirements are listed in Table C11.T10. 


 
Table C11.T10.  CND-SPM Position Requirements 


 
CND-SPM 


Attribute Level 
Recommended at least 4 years of experience in 
CND management or a related field. Experience 


Manages technicians who are responsible for all 
CND duties across the entire NE or enclave. System Environment 


Knowledge 


Significant knowledge of the capabilities and 
limitations of particular CND tools, tactics, 
techniques, and procedures which are employed 
by the technicians within the NE or enclave.  
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Supervision 
Supervises technicians within the organization; 
reports to a senior CND Manager or to 
USSTRATCOM. 


Other 
Actions are usually authorized and controlled by 
policies and established procedures. 


IAM-I or II IA Baseline 
Certification and CND IA 
Baseline Certification  


Within 6 months of assignment to position and 
mandatory for unsupervised privileged access. 


 
C11.7.2.  Table C11.T11. lists the specific functions associated with the CND-SPM position.  


Personnel performing these functions as their primary CND responsibilities, regardless of their 
occupational title within the CND-SP organization, shall be identified as part of the CND-SPM 
specialty and must comply with the requirements in Tables C11.T10. and C11.T11.  


 
Table C11.T11.  CND-SPM Functions 


 
CND-SPM.1. Mastery of the appropriate IAM Level I or IAM Level II CE and/or NE 


knowledge and skills with applicable certification. 
CND-SPM.2. Implement and enforce CND policies and procedures reflecting applicable laws, 


policies, procedures, and regulations (e.g., Reference (gi)). 
CND-SPM.3. Manage the publishing of CND guidance (e.g., IAVAs and TCNOs) for the 


enclave constituency. 
CND-SPM.4. Provide incident reports, summaries, and other situational awareness information 


to higher headquarters. 
CND-SPM.5. Manage an incident (e.g., coordinate documentation, work efforts, resource 


utilization within the organization) from inception to final remediation and after 
action reporting. 


CND-SPM.6. Manage threat or target analysis of CND information and production of threat or 
target information within the network or enclave environment. 


CND-SPM.7. Manage the monitoring of external CND data sources to maintain enclave 
situational awareness. 


CND-SPM.8. Interface with external organizations (e.g., public affairs, law enforcement, 
Command or Component Inspector General) to ensure appropriate and accurate 
dissemination of incident and other CND information. 


CND-SPM.9. Lead risk analysis and management activities for the network or enclave 
environment. 


CND-SPM.10. Track compliance audit findings, incident after-action reports, and 
recommendations to ensure appropriate mitigation actions are taken. 
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AP1.  APPENDIX 1 
 


DEFINITIONS 
 


AP1.  DEFINITIONS 


AP1.1.  Authorized User.  As defined in Reference (a), any appropriately cleared individual 
required to access a DoD IS to carry out or assist in a lawful and authorized governmental 
function.  Authorized users include: DoD employees, contractors, and guest researchers. 


AP1.2.  Categories, Specialties, Levels, and Functions.  As defined in Reference (a), the 
structure for identifying all DoD Information Assurance (IA) positions and personnel. 


AP1.2.1.  Categories, Specialties.  The DoD IA workforce is split into two major 
categories of Technical and Management.  Management refers to personnel performing any IAM 
functions described in Chapters 4 or 5. Specialties are a category of the DoD IA Workforce 
performing advanced and/or specialized functions.  Specialties may perform functions at various 
levels.  A specialty may also require the mastery of a specified Technical or Management level.    


AP1.2.2.  Levels.  Each of the IA workforce categories has three levels (Technical or 
Management Level I, II, and III).  The management category also includes the Designated 
Accrediting Authority (DAA) position. 


AP1.2.3.  Functions.  High level tasks required to successfully perform IA for an 
information system.  The function indicates the tasks that an employee performs or occupational 
requirements to successfully perform as part of the IA Workforce.  For the purposes of this 
Manual the IA functions have been associated with a category and level.  These functions 
provide a means to distinguish between different levels of work.  The functional level approach 
also encourages a broader, more integrated means of identifying what an employee must know to 
perform the tasks that comprise an IA position across all of the DoD Components. 


AP1.3.  Certification.  Recognition given to individuals who have met predetermined 
qualifications set by an agency of government, industry, or profession.  Certification provides 
verification of individuals’ knowledge and experience through evaluation and approval, based on 
a set of standards for a specific profession or occupation’s functional job levels.  Each 
certification is designed to stand on its own, and represents an individual’s mastery of a 
particular set of knowledge and skills. 


AP1.4. Computing Environment (CE).  Per Reference (fh), local area network(s) server host 
and its operating system, peripherals, and applications. 


AP1.5.  Contractor.  Per the Defense Acquisition University Glossary, “an entity in private 
industry which enters into contracts with the government to provide goods or services.”  For 
DoD IA purposes, an entity is a private sector employee performing IA functions in support of a 
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DoD IS.  Private sector employees performing IA functions must meet the same standards for 
system access or management as government IA employees. 


AP1.6.  Defense Civilian Personnel Data System (DCPDS).  DCPDS is a human resources 
transaction IS supporting civilian personnel operations in the Department of Defense.  DCPDS is 
designed to support appropriated fund, non-appropriated fund, and LN human resources 
operations.   


AP1.6.1.  The Corporate Management Information System (CMIS) consolidates DoD 
employee and position data for all DoD civilian employees from all DCPDS databases to provide 
a corporate level data query and reporting capability. 


AP1.6.2.  DCPDS and CMIS support strategic DoD civilian workforce planning, trend 
analysis, mobilization, and contingency planning. 


AP1.7.  Designated Accrediting Authority (DAA).  As defined in Reference (b). 


AP1.8.  DoD Information System (IS).  As defined in References (a) and (b), includes 
automated IS (AIS) applications, enclaves, outsourced IT based processes, and platform IT 
interconnections. 


AP1.8.1.  An AIS application performs clearly defined functions for which there are 
readily identifiable security considerations and needs addressed as part of the acquisition.  An 
AIS application may be a single software application (e.g., Integrated Consumable Items 
Support); multiple software applications related to a single mission (e.g., payroll or personnel); 
or a combination of software and hardware performing a specific support function across a range 
of missions (e.g., Global Command and Control System, Defense Messaging System ).  AIS 
applications are deployed to enclaves for operations and have their operational security needs 
assumed by the enclave. 


 AP1.8.2.   Note:  An AIS application is analogous to a “major application,” as defined in 
OMB A-130 (Reference (ln)). However, to avoid confusion with the DoD acquisition category 
called “Major Automated Information System”, this term (AIS) is not used in this Manual. 


AP1.9.  Duty. 


AP1.9.1.  Primary.  An IA position with primary duties focused on IA functions.  The 
position may have other duties assigned, but the main effort focuses on IA functions.  The 
position would normally require at least 25 to 40(+) hours per week devoted to IA functions. 


AP1.9.2.  Additional.  A position requiring a significant portion of the incumbent’s 
attention and energies to be focused on IA functions, but in which IA functions are not the 
primary responsibility.  The position would normally require 15 to 24 hours, out of a 40(+) hour 
week, devoted to IA functions. 
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AP1.9.3.  Embedded.  A position with IA functions identified as an integral part of other 
major assigned duties.  These positions normally require up to 14 hours, out of a 40(+) hour 
week be devoted to IA related functions. 


AP1.10.  Eligible DoD Contractors. An employee or individual under contract or subcontract 
to the Department of Defense, designated as providing services or support to the Department that 
requires logical and/or physical access to the Department's assets. 


AP1.11.  Enclave.  As defined in Reference (fh) a collection of CE connected by one or more 
internal networks under the control of a single authority and security policy, including personnel 
and physical security.  Enclaves provide standard IA capabilities such as boundary defense, 
incident detection and response, and key management, and also deliver common applications 
such as office automation and electronic mail.  Enclaves are analogous to general support 
systems, as defined in OMB A-130 (Reference (ln)).  Enclaves may be specific to an 
organization or a mission and the CE may be organized by physical proximity or by function, 
independent of location.  Examples of enclaves include local area networks and the applications 
they host, backbone networks, and data processing centers. 


AP1.12.  Foreign National.  Individuals who are non-U.S. citizens including U.S. military 
personnel, DoD civilian employees, and contractors. 


AP1.13.  General Schedule (GS)/Pay Band.  The Office of Personnel Management’s basic 
classification and compensation system for white collar occupations in the federal government, 
as established by Reference (wy). 


AP1.13.1.  Job Series.  A subgroup of an occupational group or job family that includes 
all classes of positions at the various levels in a particular kind of work, such as the GS-2210 
series.  Positions within a series are similar in subject matter, basic knowledge and skill 
requirements.  


AP1.13.2.  Parenthetical Specialty.  A subset of work within a series distinguishing 
positions on the basis of specialized technical requirements.  For example, the 2210 series has 
officially designated parenthetical specialties agencies must include in the official position titles.  
“INFOSEC” is the parenthetical specialty used in DCPDS for 2210 employees performing 
security (IA) functions. 


AP1.13.3.  Position Specialty Code.  A unique DoD civilian workforce code to support 
effective management of the IA workforce.  The position specialty code identifies a DoD civilian 
position, or person with IA functions, regardless of OPM job series. 


AP1.14.  Information Assurance (IA).  Per Reference (fh), measures that protect and defend 
information and ISs by ensuring their availability, integrity, authentication, confidentiality, and 
non-repudiation.  These measures include providing for restoration of IS by incorporating 
protection, detection, and reaction capabilities. 
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AP1.15.  Information Assurance Workforce.  The IA workforce focuses on the operation and 
management of IA capabilities for DoD systems and networks.  The workforce ensures adequate 
security measures and established IA policies and procedures are applied to all ISs and networks.  
The IA workforce includes anyone with privileged access and IA managers who perform any of 
the responsibilities or functions described in Chapters 3-5,10 or 11.  The DoD IA Workforce 
includes but is not limited to all individuals performing any of the IA functions described in this 
Manual.  Additionally the  IA workforce categories, specialties and their /functions will be 
expanded to include for example system architecture and engineering, and computer network 
defense, certification and accreditation, and vulnerability assessment as changes to this Manual.  
These individuals are considered to have significant “security responsibilities” and must receive 
specialized training and be reported per Reference (c) and this Manual. 


AP1.16.  Information Assurance Vulnerability Alert (IAVA).  The comprehensive 
distribution process for notifying the Components about vulnerability alerts and countermeasures 
information as established in Reference (gi). 


AP1.17.  Information Assurance Vulnerability Management (IAVM).  The IAVM process 
provides positive control of the vulnerability notification process for DoD network assets.  The 
IAVM requires Components receipt acknowledgement and provides specific time parameters for 
implementing appropriate countermeasures, depending on the criticality of the vulnerability. 


AP1.18.  Information Operations Condition (INFOCON).  A comprehensive defense posture 
and response based on the status of ISs, military operations, and intelligence assessments of 
adversary capabilities and intent. 


AP1.19.  Local National Employee.  Per Reference (a) civilians or contractors, whether paid 
from appropriated or non-appropriated funds, employed or used by the U.S. Forces in a foreign 
country who are nationals or non-U.S. residents of that country. 


AP1.20.  Network Environment (Computer).  The constituent element of an enclave 
responsible for connecting CE by providing short haul data transport capabilities, such as local or 
campus area networks, or long haul data transport capabilities, such as operational, metropolitan, 
or wide area and backbone networks that provides for the application of IA controls. 


AP1.21.  Network Operations.  An organizational and procedural framework intended to 
provide DoD IS and computer network owners the means to manage their systems and networks.  
This framework allows IS and computer network owners to effectively execute their mission 
priorities, support DoD missions, and maintain the IS and computer networks.  The framework 
integrates the mission areas of network management, information dissemination management, 
and information assurance. 


AP1.22.  Privileged Access.  An authorized user who has access to system control, 
monitoring, administration, criminal investigation, or compliance functions.  Privileged access 
typically provides access to the following system controls:  
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AP1.22.1.  Access to the control functions of the information system/network, 
administration of user accounts, etc. 


AP1.22.2.  Access to change control parameters (e.g., routing tables, path priorities, 
addresses) of routers, multiplexers, and other key information system/network equipment or 
software. 


AP1.22.3.  Ability and authority to control and change program files, and other users’ 
access to data. 


AP1.22.4.  Direct access to operating system level functions (also called unmediated 
access) that would permit system controls to be bypassed or changed. 


AP1.22.5.  Access and authority for installing, configuring, monitoring, or 
troubleshooting the security monitoring functions of information systems/networks (e.g., 
network/system analyzers; intrusion detection software; firewalls) or in performance of 
cyber/network defense operations. 


AP1.23.  Red Team.  An independent and focused threat based effort by a multi-disciplinary, 
opposing force using active and passive capabilities; based on formal; time bounded tasking to 
expose and exploit information operations vulnerabilities of friendly forces as a means to 
improve readiness of U.S. units, organizations, and facilities. 


AP1.24.  Supporting IA Infrastructures.  Collections of interrelated processes, systems, and 
networks providing a continuous flow of information assurance services throughout the 
Department of Defense (e.g., the key management infrastructure or the incident detection and 
response infrastructure). 


AP1.25.  Training. 


AP1.25.1.  Resident.  Instructor led classroom instruction based on specific 
performance criteria. 


AP1.25.2.  Distributive.  Computer based training (CBT) via website, computer disc, 
or other electronic media. 


AP1.25.3.  On the job training (OJT).  Supervised hands on training, based on specific 
performance criteria that must be demonstrated to a qualified supervisor. 


AP1.25.4.  Blended:  A combination of instructor led classroom training and 
distributed media.  This may also include instructor led classroom training using distributed 
multi-media. 


AP1.26.  Waivers. 
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AP1.26.1.  DAAs may waive the IAT or IAM certification requirement(s) under severe 
operational or personnel constraints.  The waiver must be documented by the DAA using a 
memorandum for the record stating the reason for the waiver and the plan to rectify the 
constraint.  Waivers must be time limited, not to exceed six months, and include an expiration 
date.  Uncertified IAT Level Is are not authorized unsupervised privileged access until fully 
qualified per Chapter 3. 


AP1.26.2.  Waivers for IAT Level I certification requirements are not authorized for 
personnel deployed to a combat theatre of operations.  The DAA may approve a waiver for 
certified IAT-Is to fill level IAT-II or  IAT-III billets while deployed in a combat environment 
without attaining the appropriate certification.  The DAA may grant an interim waiver limited to 
the period of the deployment.  The interim waiver places an individual in a suspense status and 
must be time limited and include an expiration date not to exceed six months following date of 
return from combat status.   The DAA may also authorize waivers for certified IAM-Is or IAM 
IIs to fill higher management positions in combat zones. 
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APPENDIX 2 
 


AP2.  IA WORKFORCE LEVELS, FUNCTIONS, AND CERTIFICATION APPROVAL 
PROCESS 


 
 
AP2.1.  CERTIFICATION CRITERIA 
 


AP2.1.1.  The list of certifications contained in Table AP3.T2. posted on the DISA IASE 
website (http://iase.disa.mil/eta/iawip/) is approved for the DoD IA workforce as of the 
publication date of Change 3 to this Manual.  
 
 AP2.1.2.  The table list of certifications map the to the IA categories, specialties and levels to 
which they apply. 
 
  AP2.1.2.1.  IA personnel must obtain and maintain a certification corresponding to the 
highest level function(s) they perform.  Certifications held by an IA workforce member on the 
“change date” to this Manual remain valid for as long as member remains in that position and 
keeps their certification status up to date according to individual certification provider standards. 
 
  AP2.1.2.2.  Individuals performing IAT functions must hold, at a minimum, an IAT 
Level I certification, before gaining privileged access to any DoD system. 
 
  AP2.1.2.3.  Individuals performing functions in multiple categories or specialties must 
hold certifications appropriate to the functions performed in each category or specialty. 
 
 AP2.1.3.  Commercial, vendor specific, or component developed equivalent certifications 
approved for the DoD IA workforce requirement must align to the IA category or specialty 
functional requirements.  For validity, certifications must be accredited and maintain 
accreditation through the American National Standards Institute (ANSI) under the International 
Organization for Standardization/International Electrotechnical Commission (ISO/IEC) 17024, 
“General Requirements for Bodies Operating Certification of Persons,” April 2003 ISO/ISEC 
17024 Standard, Reference (xz).  ANSI is the only personnel certification accreditation body in 
the United States to meet ISO/IEC 17011:2004, "Conformity assessment - General requirements 
for accreditation bodies accrediting conformity assessment bodies" (Reference (yz)), which 
represents the highest nationally accepted practices for accreditation bodies. Certifications that 
receive ANSI accreditation also must be approved by the IA WIPAC for inclusion into this 
Manual as a baseline certification.  
 
 
AP2.2.  CERTIFICATION REVIEW PROCESS 
 
 AP2.2.21.  The Office of the DoD DCIO will charter and chair the IA WIPAC to maintain 
the workforce categories, levels, functions, and certifications.  The IA WIPAC must meet 
periodically to approve, remove and assign certifications to the appropriate IA workforce levels. 
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All changes to the approved IA baseline certification list will be made or vetted by the IA 
WIPAC.  The DISA IASE website will be updated to reflect the IA WIPAC’s changes. 
 
 AP2.2.12.  The list of approved IA baseline certifications must be reviewed at least annually 
to ensure continued applicability to the Department of Defense.  Certifications may be 
government or commercially granted, but all IA baseline certifications must be accredited 
through ANSI to the requirements of Reference (xz) prior to being considered by the IA WIPAC 
for addition to the approved IA baseline certification list.  Certifications listed in this Manual 
currently do not all meet this standard.  Each has submitted a letter of intent to do so within two 
years from the publication date of this Manual.  Certifications not accredited through ANSI to 
the ISO standard within two years cannot be used to meet the DoD IA security standard.  
However, they may, if appropriate, be used to meet Component local operating system 
requirements. 
 
 AP2.2.3.  Appendix 3 will be updated and reissued as needed to reflect the results of this 
review process. 
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AP3.  APPENDIX 3 
 


IA WORKFORCE REQUIREMENTS AND CERTIFICATIONS 
 
 


AP3.1  Table AP3.T1 consolidates IA workforce requirements described in this Manual. 
Requirements for each category are discussed and described in more depth in the preceding 
chapters of this Manual.  


Table AP3.T1 Summary of IA Workforce Requirements 


 
IAT I-III IAM I-III IASAE I-III 


CND-A, CND-IS,  
CND-IR, CND-AU and 


CND-SPM 
Initial Training Yes** Yes** Yes** Yes**
IA Baseline 
Certification 
(from approved 
list) 


Yes  
(IA Certification)     
(within 6 months) 


Yes 
 (IA Certification)    
(within 6 months) 


Yes  
(IA Certification)      
(within 6 months) 


Yes  
 (CND Certification)       


(within 6 months) 


Initial OJT 
Evaluation 


Yes               
(for initial position) 


No No Yes                   
(except CND-SPM)


CE/OS 
Certification 
Certificate 


Yes No No Yes                    
(except CND-SPM) 


Maintain 
Certification 
Status 


Yes               
(as required by 
certification) 


Yes               
(as required by 
certification)


Yes                 
(as required by 
certification)


Yes                    
(as required by 
certification)


Continuous 
Education or 
Sustainment 
Training 


Yes               
(as required by 
certification) 


Yes              
(as required by 
certification) 


Yes                 
(as required by 
certification) 


Yes                    
(as required by 
certification) 


Background 
Investigation 


As required by IA 
level and Reference 


(b) 


As required by IA 
level and 


Reference (b)


As required by IA 
level and Reference 


(b)


As required by CND-SP 
level and Reference (b) 


Sign Privileged 
Access Statement 


Yes n/a n/a Yes                    


Experience  IAT I: Normally 
has 0 to 5 or more 


years of experience 
in IA technology or 


a related field. 


IAM I: Usually an 
entry level 


management 
position with 0 to 5 


or more years of 
management 
experience.


IASAE I: Usually an 
entry level IASAE 
position with 0 or 


more years of IASAE 
experience. 


Recommended years of 
experience in CND 


technology or a related 
field: 


CND-A: at least 2 
CND-IR: at least 5 
CND-AU: at least 2 


IAT II: Normally 
has at least 3 years 
in IA technology or 


a related area. 


IAM II: Usually 
has at least five 


years of 
management 
experience.


IASAE II: Usually 
has at least 5 years of 
IASAE experience. 


CND-IS: Recommended 
at least 4 years of 


experience supporting 
CND and/or network 


systems and technology    
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IAT III: Normally 
has at least seven 


years experience in 
IA technology or a 


related area. 


IAM III: Usually 
has at least 10 


years of 
management 
experience.


IASAE III: Usually 
has at least 10 years 


of IASAE 
experience. 


CND-SPM: 
Recommended at least 4 


years of experience in 
CND management or a 


related field
*Classroom, distributive, blended or commercial provider 
**Classroom, distributive, blended, government or commercial provider


 
AP3.2.  Each cell within Table AP3.T2 The approved IA baseline certifications table on the 
DISA IASE website (http://iase.disa.mil/eta/iawip/) provides a list of DoD approved certifications 
aligned to each category and level of the IA Workforce. Personnel performing IA functions must 
obtain one of the certifications required for their positions category or specialty and level.  DoD 
Components may choose any approved certification to meet the certification requirements for the 
associated level for which the certification has been approved.  
 


AP3.2.1.  Each cell within Table AP3.T3 contains The IASE website lists the names of the 
organizations that sponsors the own each certification.  These may be commercial, government, 
or other entities whose certification meets the requirements for the IA functional level(s) 
represented by the cell. 
 
 AP3.2.2.  A certification may apply to more than one level. 
 
 AP3.2.3.  Most IA levels within a category or specialty have more than one approved 
certification. 
 
 AP3.2.4.  An individual needs to obtain only one of the “approved certifications” for his or 
her IA category or specialty and level to meet the minimum requirement.  For example, an 
individual in an IAT Level II position could obtain any one of the four certifications listed in the 
corresponding cell. 
 
  AP3.2.4.1.  Higher level IAT certifications satisfy lower level requirements. 
Certifications listed in Level II or III cells can be used to qualify for Level I.  However, Level I 
certifications cannot be used for Level II or III unless the certification is also listed in the Level 
II or III cell. For example: 
 
   AP3.2.4.1.1.  The A+ or Network+ certification qualify only for Technical Level I 
and cannot be used for Technical Level II positions. 
 
   AP3.2.4.1.2.  The System Security Certified Practitioner (SSCP) certification 
qualifies for both Technical Level I and Technical Level II.  If the individual holding this 
certification moved from an IAT Level I to an IAT Level II position, he or she would not have to 
take a new certification. 
  
    
 AP3.2.5.  Higher-level IAM certifications satisfy lower level requirements.  Certifications 
listed in Level II or III cells can be used to qualify for Level I.  However, Level I certifications 
cannot be used for Level II or III unless the certification is also listed in the Level II or III cell. 
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AP3.2.6.  Operating System Requirement.  IATs and designated CND-SPs must also obtain 


certifications required to implement the IA requirements for their specific operating system 
environment (e.g., Microsoft Operating Systems Administrator Certification), unless the 
operating system certification is also on the list of approved DoD IA baseline certifications. at 
Table AP3.T2   
 


AP3.2.7.  All IA workforce personnel must maintain their certifications as required by their 
certification providers to retain their DoD IA workforce position. 


 
AP3.2.8.  Changes to the approved IA baseline certification list will be made by the IA 


WIPAC in accordance with AP2.2.1.  The DISA IASE website will be updated to reflect these 
changes.  
 
AP3.3.  Each cell within Table AP3.T2.The approved IA baseline certification table on the DISA 
IASE website (http://iase.disa.mil/eta/iawip/) provides a list of DoD approved certifications for 
personnel performing IA functions that meet baseline requirements. DoD Components may 
choose any of the approved certifications to meet the applicable certification requirements for 
each associated level.  
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Table AP3. T2.  DoD Approved Baseline Certifications  
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Table AP3.T3.  IA Workforce Certification Organizations 


 
Certification Provider Certification Name 


Computer Security Incident Handler (CSIH) Carnegie Mellon Software Engineering 
Institute CERT®* 
Computing Technology Industry Association 
(CompTIA) * 


A+ 


CompTIA* Security + 
CompTIA* Network+ 
EC-Council* Certified Ethical Hacker (CEH) 


Certified Information Systems Security 
Professional (CISSP) (or Associate - this means 
the individual has qualified for the certification 
except for the number of years experience) 


International Information Systems Security 
Certifications Consortium (ISC)2* 


(ISC)2* Certification and Accreditation Professional 
(CAP) 


(ISC)2* Information Systems Security Architecture 
Professional (ISSAP) 


(ISC)2* Information Systems Security Engineering 
Professional (ISSEP) 


(ISC)2* Information Systems Security Management 
Professional (ISSMP) 


(ISC)2* System Security Certified Practitioner (SSCP) 
Information Systems Audit and Control 
Association (ISACA) * 


Certified Information Security Manager (CISM)


ISACA* Certified Information Security Auditor (CISA) 
SecurityCertified Program* Security Certified Network Professional 


(SCNP) 
SecurityCertified Program* Security Certified Network Architect (SCNA) 
Global Information Assurance Certification 
(GIAC) * 


GIAC Certified Intrusion Analyst (GCIA) 


GIAC* GIAC Certified Incident Handler (GCIH) 
GIAC* GIAC Security Expert (GSE) 
GIAC* GIAC Security Essentials Certification (GSEC) 
GIAC* GIAC Security Leadership Certificate (GSLC) 
GIAC* GIAC Systems and Network Auditor (GSNA) 
GIAC* GIAC Information Security Fundamentals 


(GISF) 
* This organization is the sole propriety owner of the memberships, site licenses, preassessments, 
test vouchers, and all other materials related to this certification and their association. 
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APPENDIX 4 
 


AP4.  SAMPLE STATEMENT OF ACCEPTANCE OF RESPONSIBILITIES 
 


<IS NAME> 
 


INFORMATION SYSTEM PRIVILEGED ACCESS AGREEMENT AND 
ACKNOWLEDGMENT OF RESPONSIBILITIES 


 
Date: __________ 
 
1.  I understand there are two DoD Information Systems (IS), classified (SIPRNET) and 
unclassified (NIPRNET), and that I have the necessary clearance for privileged access to <IS 
NAME> [specify which IS the privileges are for].  I will not introduce or process data or 
software for the IS that I have not been specifically authorized to handle. 
 
2.  I understand the need to protect all passwords and other authenticators at the highest level of 
data they secure.  I will not share any password(s), account(s), or other authenticators with other 
coworkers or other personnel not authorized to access the < IS NAME>.  As a privileged user, I 
understand the need to protect the root password and/or authenticators at the highest level of data 
it secures.  I will NOT share the root password and/or authenticators with coworkers who are not 
authorized <IS NAME > access.  
 
3.  I understand that I am responsible for all actions taken under my account(s), root, or 
otherwise.  I will not attempt to “hack” the network or any connected information systems, or 
gain access to data to which I do not have authorized access.  
 
4.  I understand my responsibility to appropriately protect and label all output generated under 
my account (including printed materials, magnetic tapes, floppy disks, and downloaded hard disk 
files). 
 
5.  I will immediately report any indication of computer network intrusion, unexplained 
degradation or interruption of network services, or the actual or possible compromise of data or 
file access controls to the appropriate <IS NAME > Information Assurance Management (IAM) 
or senior Information Assurance Technical (IAT) Level representatives.  I will NOT install, 
modify, or remove any hardware or software (e.g., freeware/shareware and security tools) 
without written permission and approval from the <IS NAME > IAM or senior IAT Level 
representatives. 
 
6.  I will not install any unauthorized software (e.g., games, entertainment software) or hardware 
(e.g., sniffers). 
 
7.  I will not add/remove any users’ names to the Domain Administrators, Local Administrator, 
or Power Users group without the prior approval and direction of the <IS NAME > IAM/or 
senior IAT Level representatives.  
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8.  I will not introduce any unauthorized code, Trojan horse programs, malicious code, or viruses 
into the <IS NAME > local area networks. 
 
9.  I understand that I am prohibited from the following while using the DoD IS: 
 
 a.  Introducing Classified and/or Controlled Unclassified Information (CUI) into a NIPRNet 
environment. 
 
 b.  Accessing, storing, processing, displaying, distributing, transmitting, or viewing material 
that is abusive, harassing, defamatory, vulgar, pornographic, profane, or racist; that promotes 
hate crimes, or is subversive or objectionable by nature, including material encouraging criminal 
activity, or violation of local, state, federal, national, or international law. 
 
 c.  Storing, accessing, processing, or distributing Classified, Proprietary, CUI, For Official 
Use Only (FOUO), or Privacy Act protected information in violation of established security and 
information release policies. 
 
 d.  Obtaining, installing, copying, pasting, transferring, or using software or other materials 
obtained in violation of the appropriate vendor’s patent, copyright, trade secret, or license 
agreement. 
 
 e.  Knowingly writing, coding, compiling, storing, transmitting, or transferring malicious 
software code, to include viruses, logic bombs, worms, and macro viruses. 
 


f.  Engaging in prohibited political activity. 
 
 g.  Using the system for personal financial gain such as advertising or solicitation of services 
or sale of personal property (e.g., eBay), or stock trading (i.e., issuing buy, hold, and/or sell 
directions to an online broker). 
 
 h.  Fundraising activities, either for profit or non-profit, unless the activity is specifically 
approved by the organization (e.g., organization social event fund raisers and charitable fund 
raisers, without approval). 
 
 i.  Gambling, wagering, or placing of any bets. 
 
 j.  Writing, forwarding, or participating in chain letters. 
 
 k.  Posting personal home pages. 
 
 l.  Any other actions prohibited by DoD 5500.7-R (Reference (yaa)) or any other DoD 
issuances. 
 
10.  Personal encryption of electronic communications is strictly prohibited and can result in the 
immediate termination of access. 
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APPENDIX 4 98Change 3, 01/24/2012  


11.  I understand that if I am in doubt as to any of my roles or responsibilities I will contact the 
<IS NAME > IAT Level III Supervisor for clarification. 
 
12.  I understand that all information processed on the <IS NAME> is subject to monitoring.  
This includes email and browsing the web. 
 
13.  I will not allow any user who is not cleared access to the network or any other connected 
system without prior approval or specific guidance from the <IS NAME> IAM. 
 
14.  I will use the special access or privileges granted to me ONLY to perform authorized tasks 
or mission related functions. 
 
15.  I will not use any <DOD/Components> owned information system to violate software 
copyright by making illegal copies of software. 
 
16.  I will ONLY use my PRIVILEGED USER account for official administrative actions.  This 
account will NOT be used for day to day network communications. 
 
17.  I understand that failure to comply with the above requirements will be reported and may 
result in the following actions: 
 
 a.  Revocation of IS privileged access.  
 
 b.  Counseling. 
 
 c.  Adverse actions pursuant to the Uniform Code of Military Justice and/or criminal 
prosecution. 
 
 d.  Disciplinary action, discharge or loss of employment. 
 
 e.  Revocation of Security Clearance. 
 
18.  I will obtain and maintain required certification(s), according to DoD 8570.01-M and the 
certification provider, to retain privileged system access. 
 
YOUR IAT Level III Supervisor is _____________________ 
 
INFORMATION SYSTEM NAME ____________________________________ 
 
IAT/IASAE/CND’s NAME_________________________________________ 
 
IAT/IASAE/CND’s SIGNATURE__________________________________________ 
 
Date________________________
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IAM  LEVEL I NAME _____________________ 
 
IAM  LEVEL I SIGNATURE __________________ 
 
Date________________________ 
 
(Level I or II Managers with privileged access will have signatures of the IAM Level II or III 
responsible for their IS functions). 
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NUMBER 8910.01 
  March 6, 2007 
 


ASD(NII)/DoD CIO  
 
SUBJECT:  Information Collection and Reporting 
 
References: (a) DoD Directive 8910.1, “Management and Control of Information 


Requirements,” June 11, 1993 (hereby canceled) 
 (b) Acting Deputy Secretary of Defense Memorandum, “DoD Directives Review 


– Phase II,” July 13, 2005 
 (c) DoD Directive 5144.1, “Assistant Secretary of Defense for Networks and 


Information Integration/DoD Chief Information Officer (ASD(NII)/DoD 
CIO),” May 2, 2005 


 (d) Chapter 35 of title 44, United States Code 
 (e) through (n), see Enclosure 1 
 
 
1.  REISSUANCE AND PURPOSE 
 
This Instruction: 
 
 1.1.  Reissues Reference (a) as a DoD Instruction in accordance with the guidance in 
Reference (b) and the authority in Reference (c). 
 
 1.2.  Establishes and reissues policies and assigns responsibilities for the collection of 
information and the control of the paperwork burden consistent with Reference (d). 
 
 1.3.  Continues to authorize publication of DoD 8910.1-M, (Reference (e)) by the Director, 
Washington Headquarters Services (WHS), in accordance with DoD 5025.1-M (Reference (f)). 
 
 
2.  APPLICABILITY AND SCOPE 
 
This Instruction applies to: 
 
 2.1.  The Office of the Secretary of Defense (OSD), the Military Departments, the Chairman 
of the Joint Chiefs of Staff, the Combatant Commands, the Office of the Inspector General of the 
Department of Defense, the Defense Agencies, the DoD Field Activities, and all other 
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organizational entities in the Department of Defense (hereafter referred to collectively as the 
"DoD Components"). 
 
 2.2.  Information collected from sources external to the Federal Government, as well as 
internally in the Department of Defense. 
 
 2.3.  The collection of information to satisfy statutory, congressional, and approved 
interagency information requirements, and those in support of all management functions, unless 
excluded in Reference (e). 
 
 
3.  DEFINITIONS 
 
Terms used in this Instruction are defined in Enclosure 2. 
 
 
4.  POLICY 
 
It is DoD policy that: 
 
 4.1.  Prior to collecting information, users requiring the information shall ensure that the 
information to be collected is not duplicative of information already available.  When 
information is not already available, users shall ensure that: 
 
  4.1.1.  Other methods (e.g., statistical sampling) that will minimize the information 
collection burden cannot be used. 
 
  4.1.2.  The information collection request is valid, accurate, and essential to the mission 
of the user’s organization. 
 
 4.2.  Information collection requirements shall be designed to meet only essential needs and 
be as infrequent as feasible, with reasonable due dates.  The number of copies to be prepared 
shall be held to a minimum.  One-time information collection requirements may not be imposed 
when the need for a recurring information collection requirement is indicated. 
 
 4.3.  Information collected from the public as defined in Reference (d), DoD Components, 
and other Federal Agencies shall be minimized, accounted for, and controlled.   
 
  4.3.1.  Part 1320 of Title 5, Code of Federal Regulations (Reference (g)), directs that 
public information collections be submitted to the Office of Management and Budget (OMB) for 
approval and assigned an OMB control number, and that an annual information collection budget 
of burden hours be developed and submitted to the OMB. 
 
  4.3.2.  Information collection requirements that are within the sponsoring DoD 
Component shall be approved and assigned a Component information control symbol. 
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  4.3.3.  DoD internal information requirements, where information across DoD 
Components is collected, shall be approved and assigned an information control symbol at the 
Office of Secretary of Defense (OSD) Component level.  If the DoD Component is other than an 
OSD Component, the DoD Component must obtain an OSD sponsor. 
 
  4.3.4.  Interagency information collection requirements, where the Department of 
Defense is the requesting agency, shall be approved and assigned an information control symbol 
at the OSD Component level. 
 
 4.4.  Information collection requirements that have not been properly approved and 
symbolized shall not be honored.   
 
 4.5.  Collections of information that contain personal information on individuals require 
special handling under DoD Directive 5400.11 (Reference (h)).  Such information included in 
the proposed collection of information shall be accessible to the public, only as prescribed by 
DoD Directive 5400.7 (Reference (i)).  To ensure personal information in electronic form is only 
acquired and maintained when necessary, and that the supporting information technology that is 
being developed and used protects and preserves the privacy of the American public, privacy 
impact assessments shall be conducted in accordance with DoD Privacy Impact Assessment 
(PIA) Guidance (Reference (j)).  
 
 4.6.  When the information collection requirement has been approved and symbolized, and 
the information is collected, it shall be made visible, available, and usable to any potential 
authorized user.  
 
 
5.  RESPONSIBILITIES 
 
 5.1.  The Assistant Secretary of Defense for Networks and Information Integration/DoD 
Chief Information Officer (ASD(NII)/DoD CIO) shall, consistent with the guidance prescribed 
by OMB: 
 
  5.1.1.  Develop and issue DoD-wide policies related to internal DoD, interagency, and 
public information collection activities. 
 
  5.1.2.  Establish goals, consistent with critical mission needs, to reduce the number and 
frequency of OSD-prescribed internal information collection requirements. 
 
  5.1.3.  Oversee the accomplishment of DoD information collection reduction goals. 
 
  5.1.4.  Approve and issue the DoD information collection budget and monitor its 
execution. 
 
 5.2.  The Under Secretary of Defense for Personnel and Readiness shall, before submission 
to the Director, WHS, approve surveys requiring participation of personnel in any DoD 
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Component, other than the sponsoring Component, as prescribed by DoD Instruction 1100.13 
(Reference (k)). 
 
 5.3.  The Director, WHS, shall: 
 
  5.3.1.  Develop, coordinate, and publish Reference (e) consistent with the policies and 
guidance contained herein, and in accordance with Reference (f). 
 
  5.3.2.  Establish an OSD information collection control activity to: 
 
   5.3.2.1.  Maintain and distribute an index of approved information collections that is 
updated monthly on the WHS Information Management Division Web site located at: 
http://www.dtic.mil/whs/directives/infomgt/imd.htm. 
 
   5.3.2.2.  Serve as the DoD clearance office and the office of record for DoD public 
information collection requirements, in accordance with References (d) and (g). 
 
   5.3.2.3.  Serve as the office of record and approval authority for OSD-prescribed 
internal information collection requirements to include interagency collection requirements 
imposed by the Department of Defense, in accordance with guidance in References (d), (e), and 
(g), as well as 10 U.S.C. 1782 (Reference (l)), OMB Circular A-130 (Reference (m)), and this 
Instruction. 
 
  5.3.3.  Process information collection requirements submitted by the OSD staff after the 
staff has performed an assessment of ongoing information collection requirements. 
 
  5.3.4.  Develop and coordinate the information collection budget. 
 
 5.4.  The Heads of DoD Components and the OSD Principal Staff Assistants shall: 
 
  5.4.1.  Ensure that users justify new information collection requirements before 
submission for approval to ensure that the information is not already available from other 
sources.  Ensure that data is not duplicated or unnecessarily generated to reduce costs. 
 
   5.4.1.1.  Evaluate and screen each data element in an information collection 
requirement against information in existing information collection requirements to determine 
whether such existing information can satisfy the requirement.   
 
   5.4.1.2.  Subject each new or revised information collection requirement to a cost 
analysis.  An estimate or actual cost of obtaining the information shall be developed by the 
requester in accordance with Reference (e).  
 
  5.4.2.  Determine whether the information is releasable from the Component to the other 
Federal Agencies.  
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  5.4.3.  Establish an information requirements control activity under the DoD 
Components’ Chief Information Officer or representative to: 
 
   5.4.3.1.  Serve as the principal point of contact on the various information collection 
requirements programs. 
 
   5.4.3.2.  Ensure information collection requirements that include research involving 
human subjects are reviewed in accordance with the requirements of DoD Directive 3216.2, 
“Protection of Human Subjects and Adherence to Ethical Standards in DoD-Supported 
Research” (Reference (n)).   
 
   5.4.3.3.  Provide for the efficient and effective management and control of 
information collection requirements. 
 
   5.4.3.4.  Process, symbolize, and cancel DoD Component internal information 
collection requirements, where applicable.  Ensure information control symbols assigned by a 
higher level shall not be assigned a different DoD Component information control symbol by a 
lower level organization. 
 
   5.4.3.5.  Notify the office requesting the information that approval and the assignment 
of an information control symbol must be obtained before the information can be collected. 
 
   5.4.3.6.  Submit respective information collection budgets through the DoD Clearance 
Officer in the WHS Information Management Division to the ASD(NII)/DoD CIO. 
 
   5.4.3.7.  Submit requests for public, internal (e.g., across DoD Components), and 
interagency information collection requirements to the DoD Clearance Officer in the WHS 
Information Management Division. 
 
   5.4.3.8.  Maintain an up-to-date index of approved information collection 
requirements. 
 
 5.4.4.  Respond only to those information collection requirements that have been symbolized; 
that is, assigned an information control symbol, or an OMB control number, or exempted, 
consistent with Reference (e). 
 
 5.4.5.  Establish goals, as appropriate, consistent with critical mission needs, for reduction in 
the number or frequency of their internally prescribed information collection requirements. 
 
 5.4.6.  Ensure that the Component assesses its information collection requirements no less 
frequently than every 3 years to ensure they are still valid and adequate.  Actions shall be taken 
to accomplish modifications, cancellations, or new initiatives identified during the review.  The 
results shall be communicated to the information requirements control activity.  The DoD 
Component should consider the assignment of expiration dates to information collection 
requirements to avoid the workload burden of obtaining re-approval of their information 
collection requirements. 
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6.  INFORMATION REQUIREMENTS 
 
The Heads of the DoD Components are authorized to approve, symbolize, or exempt their own 
prescribed internal information collection requirements.  These are collections of information 
that do not extend outside the Component. 
 
 
7.  EFFECTIVE DATE 
 
This Instruction is effective immediately. 
 


 
 
Enclosures - 2  
 E1.  References, continued 
 E2.  Definitions 
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E1.  ENCLOSURE 1 
 


REFERENCES, continued 
 


 
(e) DoD 8910.1-M, "DoD Procedures for Management of Information Requirements,"  
 June 1998 
(f) DoD 5025.1-M, "DoD Directives System Procedures," March 2003 
(g) Title 5, Code of Federal Regulations, Section 1320 
(h) DoD Directive 5400.11, "Department of Defense Privacy Program,"  
 November 16, 2004 
(i) DoD Directive 5400.7, "DoD Freedom of Information Act (FOIA) Program," 
 October 28, 2005 
(j) ASD(NII)/DoD CIO Privacy Impact Assessment (PIA) Guidance, October 28, 20051 
(k) DoD Instruction 1100.13, "Surveys of Department of Defense Personnel," 
 November 21, 1996 
(1) Section 1782 of title 10, United States Code 
(m) Office of Management and Budget (OMB) Circular A-130, "Management of  
 Federal Information Resources," November 28, 20002 
(n) DoD Directive 3216.2, “Protection of Human Subjects and Adherence to Ethical Standards 


in DoD-Supported Research”, March 25, 2002 
 
 
 


                                                 
1  This document is available at the following Web site:  http://www.dod.mil/cio-nii/cio/pia.shtml. 
2  This document is available at the following Web site:  
http://clinton4.nara.gov/OMB/circulars/a130/a130trans4.html. 







DoDI 8910.01, March 6, 2007 


ENCLOSURE 2 8


E2.  ENCLOSURE 2 
 


DEFINITIONS 
 


 
E2.1.  Burden.  The total time, effort, or financial resources expended for: 
 
 E2.1.1.  Reviewing instructions. 
 
 E2.1.2.  Acquiring, installing, and utilizing technology and systems. 
 
 E2.1.3.  Adjusting the existing ways to comply with any previously applicable instructions 
and requirements. 
 
 E2.1.4.  Searching data sources. 
 
 E2.1.5.  Completing and reviewing the collection of information. 
 
 E2.1.6.  Transmitting, or otherwise disclosing the information. 
 
E2.2. Collection of Information.  Obtaining or causing to be obtained, soliciting, or requiring of 
facts or opinions regardless of form/format used.    
 
E2.3.  DoD Component Internal Information Requirements.  DoD Component internal 
information requirements are those information requirements that are internal to a particular DoD 
Component and approved by that Component.  Examples of these would be OSD internal, Army 
internal, Air Force internal, Navy internal, DLA internal, etc. 
 
E2.4.  DoD Internal Information Requirements.  DoD internal information requirements are 
those information requirements that require the collection of information from two or more DoD 
Components and require approval by the DoD Internal Reports Manager, who resides in WHS.  
Examples of these would be if a survey draws subjects from two or more Military Services, or 
if a survey draws subjects from a Military Service and another OSD Component. 
 
E2.5.  Information.  Any communication or representation of knowledge such as facts, data, or 
opinions in any medium or form, including textual, numeric, graphic, cartographic, narrative, or 
audiovisual forms.  (See Reference (m)) 
 
E2.6.  Information Collection Budget.  An annual comprehensive budget of burden hours for all 
collections of information from the public to be conducted or sponsored by a Federal Agency in 
the succeeding 12 months. 
 
E2.7.  Information Requirements Assessment.  The analysis of ongoing information requirements 
to ascertain the need for the information, the cycle of reporting, the timeliness of the 
requirement, the accuracy of the information, and the cost-effectiveness of the requirement. 
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E2.8.  Interagency Information Collection Requirement.  Any requirement that involves 
collecting information from or providing information to a Federal Agency from one or more 
other Federal Agencies.  Interagency information collection requirements, where the Department 
of Defense is the requesting agency, are approved through the DoD internal information 
requirements process. 
 
E2.9.   Privacy Impact Assessment (PIA).  The analysis of how information is handled:  
 
  E2.9.1.  To ensure handling conforms to applicable legal, regulatory, and policy 
requirements regarding privacy. 
 
  E2.9.2.  To determine the risks and effects of collecting, maintaining, and disseminating 
information in identifiable form in an electronic information system. 
 
  E2.9.3.  To examine and evaluate protections and alternative processes for handling 
information to mitigate potential privacy risks.  
 
E2.10.  Sponsor.  A sponsoring agency is one that causes another agency to collect information, 
contracts or enters into a cooperative agreement with a person to collect information, or requires 
a person to provide information to another person, or otherwise causes another person to obtain, 
retain, solicit, or require the disclosure to third parties or the public of information by or for an 
agency. 
 
E2.11.  Surveys of Persons.  Systematic data collections, using personal or telephonic interviews, 
or self-administered questionnaires paper or Web-based from a sample of 10 or more persons as 
individuals or representatives of agencies that elicit attitudes, opinions, behavior, and related 
demographic, social, and economic data to identical questions that are to be used for statistical 
compilations for research and/or policy assessment purposes. 
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1.  REISSUANCE AND PURPOSE 
 
This Instruction: 
 
 1.1.  Reissues Reference (a) as a DoD Instruction in accordance with the guidance in 
Reference (b) and the authority in Reference (c). 
 
 1.2.  Establishes and reissues policies and assigns responsibilities for the collection of 
information and the control of the paperwork burden consistent with Reference (d). 
 
 1.3.  Continues to authorize publication of DoD 8910.1-M, (Reference (e)) by the Director, 
Washington Headquarters Services (WHS), in accordance with DoD 5025.1-M (Reference (f)). 
 
 
2.  APPLICABILITY AND SCOPE 
 
This Instruction applies to: 
 
 2.1.  The Office of the Secretary of Defense (OSD), the Military Departments, the Chairman 
of the Joint Chiefs of Staff, the Combatant Commands, the Office of the Inspector General of the 
Department of Defense, the Defense Agencies, the DoD Field Activities, and all other 


 







DoDI 8910.01, March 6, 2007 


 2


organizational entities in the Department of Defense (hereafter referred to collectively as the 
"DoD Components"). 
 
 2.2.  Information collected from sources external to the Federal Government, as well as 
internally in the Department of Defense. 
 
 2.3.  The collection of information to satisfy statutory, congressional, and approved 
interagency information requirements, and those in support of all management functions, unless 
excluded in Reference (e). 
 
 
3.  DEFINITIONS 
 
Terms used in this Instruction are defined in Enclosure 2. 
 
 
4.  POLICY 
 
It is DoD policy that: 
 
 4.1.  Prior to collecting information, users requiring the information shall ensure that the 
information to be collected is not duplicative of information already available.  When 
information is not already available, users shall ensure that: 
 
  4.1.1.  Other methods (e.g., statistical sampling) that will minimize the information 
collection burden cannot be used. 
 
  4.1.2.  The information collection request is valid, accurate, and essential to the mission 
of the user’s organization. 
 
 4.2.  Information collection requirements shall be designed to meet only essential needs and 
be as infrequent as feasible, with reasonable due dates.  The number of copies to be prepared 
shall be held to a minimum.  One-time information collection requirements may not be imposed 
when the need for a recurring information collection requirement is indicated. 
 
 4.3.  Information collected from the public as defined in Reference (d), DoD Components, 
and other Federal Agencies shall be minimized, accounted for, and controlled.   
 
  4.3.1.  Part 1320 of Title 5, Code of Federal Regulations (Reference (g)), directs that 
public information collections be submitted to the Office of Management and Budget (OMB) for 
approval and assigned an OMB control number, and that an annual information collection budget 
of burden hours be developed and submitted to the OMB. 
 
  4.3.2.  Information collection requirements that are within the sponsoring DoD 
Component shall be approved and assigned a Component information control symbol. 
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  4.3.3.  DoD internal information requirements, where information across DoD 
Components is collected, shall be approved and assigned an information control symbol at the 
Office of Secretary of Defense (OSD) Component level.  If the DoD Component is other than an 
OSD Component, the DoD Component must obtain an OSD sponsor. 
 
  4.3.4.  Interagency information collection requirements, where the Department of 
Defense is the requesting agency, shall be approved and assigned an information control symbol 
at the OSD Component level. 
 
 4.4.  Information collection requirements that have not been properly approved and 
symbolized shall not be honored.   
 
 4.5.  Collections of information that contain personal information on individuals require 
special handling under DoD Directive 5400.11 (Reference (h)).  Such information included in 
the proposed collection of information shall be accessible to the public, only as prescribed by 
DoD Directive 5400.7 (Reference (i)).  To ensure personal information in electronic form is only 
acquired and maintained when necessary, and that the supporting information technology that is 
being developed and used protects and preserves the privacy of the American public, privacy 
impact assessments shall be conducted in accordance with DoD Privacy Impact Assessment 
(PIA) Guidance (Reference (j)).  
 
 4.6.  When the information collection requirement has been approved and symbolized, and 
the information is collected, it shall be made visible, available, and usable to any potential 
authorized user.  
 
 
5.  RESPONSIBILITIES 
 
 5.1.  The Assistant Secretary of Defense for Networks and Information Integration/DoD 
Chief Information Officer (ASD(NII)/DoD CIO) shall, consistent with the guidance prescribed 
by OMB: 
 
  5.1.1.  Develop and issue DoD-wide policies related to internal DoD, interagency, and 
public information collection activities. 
 
  5.1.2.  Establish goals, consistent with critical mission needs, to reduce the number and 
frequency of OSD-prescribed internal information collection requirements. 
 
  5.1.3.  Oversee the accomplishment of DoD information collection reduction goals. 
 
  5.1.4.  Approve and issue the DoD information collection budget and monitor its 
execution. 
 
 5.2.  The Under Secretary of Defense for Personnel and Readiness shall, before submission 
to the Director, WHS, approve surveys requiring participation of personnel in any DoD 
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Component, other than the sponsoring Component, as prescribed by DoD Instruction 1100.13 
(Reference (k)). 
 
 5.3.  The Director, WHS, shall: 
 
  5.3.1.  Develop, coordinate, and publish Reference (e) consistent with the policies and 
guidance contained herein, and in accordance with Reference (f). 
 
  5.3.2.  Establish an OSD information collection control activity to: 
 
   5.3.2.1.  Maintain and distribute an index of approved information collections that is 
updated monthly on the WHS Information Management Division Web site located at: 
http://www.dtic.mil/whs/directives/infomgt/imd.htm. 
 
   5.3.2.2.  Serve as the DoD clearance office and the office of record for DoD public 
information collection requirements, in accordance with References (d) and (g). 
 
   5.3.2.3.  Serve as the office of record and approval authority for OSD-prescribed 
internal information collection requirements to include interagency collection requirements 
imposed by the Department of Defense, in accordance with guidance in References (d), (e), and 
(g), as well as 10 U.S.C. 1782 (Reference (l)), OMB Circular A-130 (Reference (m)), and this 
Instruction. 
 
  5.3.3.  Process information collection requirements submitted by the OSD staff after the 
staff has performed an assessment of ongoing information collection requirements. 
 
  5.3.4.  Develop and coordinate the information collection budget. 
 
 5.4.  The Heads of DoD Components and the OSD Principal Staff Assistants shall: 
 
  5.4.1.  Ensure that users justify new information collection requirements before 
submission for approval to ensure that the information is not already available from other 
sources.  Ensure that data is not duplicated or unnecessarily generated to reduce costs. 
 
   5.4.1.1.  Evaluate and screen each data element in an information collection 
requirement against information in existing information collection requirements to determine 
whether such existing information can satisfy the requirement.   
 
   5.4.1.2.  Subject each new or revised information collection requirement to a cost 
analysis.  An estimate or actual cost of obtaining the information shall be developed by the 
requester in accordance with Reference (e).  
 
  5.4.2.  Determine whether the information is releasable from the Component to the other 
Federal Agencies.  
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  5.4.3.  Establish an information requirements control activity under the DoD 
Components’ Chief Information Officer or representative to: 
 
   5.4.3.1.  Serve as the principal point of contact on the various information collection 
requirements programs. 
 
   5.4.3.2.  Ensure information collection requirements that include research involving 
human subjects are reviewed in accordance with the requirements of DoD Directive 3216.2, 
“Protection of Human Subjects and Adherence to Ethical Standards in DoD-Supported 
Research” (Reference (n)).   
 
   5.4.3.3.  Provide for the efficient and effective management and control of 
information collection requirements. 
 
   5.4.3.4.  Process, symbolize, and cancel DoD Component internal information 
collection requirements, where applicable.  Ensure information control symbols assigned by a 
higher level shall not be assigned a different DoD Component information control symbol by a 
lower level organization. 
 
   5.4.3.5.  Notify the office requesting the information that approval and the assignment 
of an information control symbol must be obtained before the information can be collected. 
 
   5.4.3.6.  Submit respective information collection budgets through the DoD Clearance 
Officer in the WHS Information Management Division to the ASD(NII)/DoD CIO. 
 
   5.4.3.7.  Submit requests for public, internal (e.g., across DoD Components), and 
interagency information collection requirements to the DoD Clearance Officer in the WHS 
Information Management Division. 
 
   5.4.3.8.  Maintain an up-to-date index of approved information collection 
requirements. 
 
 5.4.4.  Respond only to those information collection requirements that have been symbolized; 
that is, assigned an information control symbol, or an OMB control number, or exempted, 
consistent with Reference (e). 
 
 5.4.5.  Establish goals, as appropriate, consistent with critical mission needs, for reduction in 
the number or frequency of their internally prescribed information collection requirements. 
 
 5.4.6.  Ensure that the Component assesses its information collection requirements no less 
frequently than every 3 years to ensure they are still valid and adequate.  Actions shall be taken 
to accomplish modifications, cancellations, or new initiatives identified during the review.  The 
results shall be communicated to the information requirements control activity.  The DoD 
Component should consider the assignment of expiration dates to information collection 
requirements to avoid the workload burden of obtaining re-approval of their information 
collection requirements. 
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6.  INFORMATION REQUIREMENTS 
 
The Heads of the DoD Components are authorized to approve, symbolize, or exempt their own 
prescribed internal information collection requirements.  These are collections of information 
that do not extend outside the Component. 
 
 
7.  EFFECTIVE DATE 
 
This Instruction is effective immediately. 
 


 
 
Enclosures - 2  
 E1.  References, continued 
 E2.  Definitions 
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E1.  ENCLOSURE 1 
 


REFERENCES, continued 
 


 
(e) DoD 8910.1-M, "DoD Procedures for Management of Information Requirements,"  
 June 1998 
(f) DoD 5025.1-M, "DoD Directives System Procedures," March 2003 
(g) Title 5, Code of Federal Regulations, Section 1320 
(h) DoD Directive 5400.11, "Department of Defense Privacy Program,"  
 November 16, 2004 
(i) DoD Directive 5400.7, "DoD Freedom of Information Act (FOIA) Program," 
 October 28, 2005 
(j) ASD(NII)/DoD CIO Privacy Impact Assessment (PIA) Guidance, October 28, 20051 
(k) DoD Instruction 1100.13, "Surveys of Department of Defense Personnel," 
 November 21, 1996 
(1) Section 1782 of title 10, United States Code 
(m) Office of Management and Budget (OMB) Circular A-130, "Management of  
 Federal Information Resources," November 28, 20002 
(n) DoD Directive 3216.2, “Protection of Human Subjects and Adherence to Ethical Standards 


in DoD-Supported Research”, March 25, 2002 
 
 
 


                                                 
1  This document is available at the following Web site:  http://www.dod.mil/cio-nii/cio/pia.shtml. 
2  This document is available at the following Web site:  
http://clinton4.nara.gov/OMB/circulars/a130/a130trans4.html. 
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E2.  ENCLOSURE 2 
 


DEFINITIONS 
 


 
E2.1.  Burden.  The total time, effort, or financial resources expended for: 
 
 E2.1.1.  Reviewing instructions. 
 
 E2.1.2.  Acquiring, installing, and utilizing technology and systems. 
 
 E2.1.3.  Adjusting the existing ways to comply with any previously applicable instructions 
and requirements. 
 
 E2.1.4.  Searching data sources. 
 
 E2.1.5.  Completing and reviewing the collection of information. 
 
 E2.1.6.  Transmitting, or otherwise disclosing the information. 
 
E2.2. Collection of Information.  Obtaining or causing to be obtained, soliciting, or requiring of 
facts or opinions regardless of form/format used.    
 
E2.3.  DoD Component Internal Information Requirements.  DoD Component internal 
information requirements are those information requirements that are internal to a particular DoD 
Component and approved by that Component.  Examples of these would be OSD internal, Army 
internal, Air Force internal, Navy internal, DLA internal, etc. 
 
E2.4.  DoD Internal Information Requirements.  DoD internal information requirements are 
those information requirements that require the collection of information from two or more DoD 
Components and require approval by the DoD Internal Reports Manager, who resides in WHS.  
Examples of these would be if a survey draws subjects from two or more Military Services, or 
if a survey draws subjects from a Military Service and another OSD Component. 
 
E2.5.  Information.  Any communication or representation of knowledge such as facts, data, or 
opinions in any medium or form, including textual, numeric, graphic, cartographic, narrative, or 
audiovisual forms.  (See Reference (m)) 
 
E2.6.  Information Collection Budget.  An annual comprehensive budget of burden hours for all 
collections of information from the public to be conducted or sponsored by a Federal Agency in 
the succeeding 12 months. 
 
E2.7.  Information Requirements Assessment.  The analysis of ongoing information requirements 
to ascertain the need for the information, the cycle of reporting, the timeliness of the 
requirement, the accuracy of the information, and the cost-effectiveness of the requirement. 
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E2.8.  Interagency Information Collection Requirement.  Any requirement that involves 
collecting information from or providing information to a Federal Agency from one or more 
other Federal Agencies.  Interagency information collection requirements, where the Department 
of Defense is the requesting agency, are approved through the DoD internal information 
requirements process. 
 
E2.9.   Privacy Impact Assessment (PIA).  The analysis of how information is handled:  
 
  E2.9.1.  To ensure handling conforms to applicable legal, regulatory, and policy 
requirements regarding privacy. 
 
  E2.9.2.  To determine the risks and effects of collecting, maintaining, and disseminating 
information in identifiable form in an electronic information system. 
 
  E2.9.3.  To examine and evaluate protections and alternative processes for handling 
information to mitigate potential privacy risks.  
 
E2.10.  Sponsor.  A sponsoring agency is one that causes another agency to collect information, 
contracts or enters into a cooperative agreement with a person to collect information, or requires 
a person to provide information to another person, or otherwise causes another person to obtain, 
retain, solicit, or require the disclosure to third parties or the public of information by or for an 
agency. 
 
E2.11.  Surveys of Persons.  Systematic data collections, using personal or telephonic interviews, 
or self-administered questionnaires paper or Web-based from a sample of 10 or more persons as 
individuals or representatives of agencies that elicit attitudes, opinions, behavior, and related 
demographic, social, and economic data to identical questions that are to be used for statistical 
compilations for research and/or policy assessment purposes. 
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8. Policy  
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Resources / Data 
Collection  


Other Special Purpose  


Memoranda  


Privacy Guidance  


Reports  


Federal Register  
FOIA  


No FEAR  


OMB Locator  


11. Effectiveness  


12. Inquiries  


13. Sunset Review Date 
Appendix I, Federal Agency Responsibilities for Maintaining Records About Individuals  
Appendix II, Implementation of the Government Paperwork Elimination Act  
Appendix III, Security of Federal Automated Information Resources  
Appendix IV, Analysis of Key Sections  


1. Purpose: This Circular establishes policy for the management of Federal information resources. OMB includes 
procedural and analytic guidelines for implementing specific aspects of these policies as appendices.  


2. Rescissions: This Circular rescinds OMB Memoranda M-96-20, "Implementation of the Information Technology 
Management Reform Act of 1996;" M-97-02, "Funding Information Systems Investments;" M-97-09, "Interagency 
Support for Information Technology;" M-97-15, "Local Telecommunications Services Policy;" M-97-16, "Information 
Technology Architectures".  


3. Authorities: OMB issues this Circular pursuant to the Paperwork Reduction Act (PRA) of 1980, as amended by the 
Paperwork Reduction Act of 1995 (44 U.S.C. Chapter 35); the Clinger-Cohen Act (also known as "Information 
Technology Management Reform Act of 1996") (Pub. L. 104-106, Division E); the Privacy Act, as amended (5 U.S.C. 
552a); the Chief Financial Officers Act (31 U.S.C. 3512 et seq.); the Federal Property and Administrative Services Act, 
as amended (40 U.S.C. 487); the Computer Security Act of 1987 (Pub. L. 100-235); the Budget and Accounting Act, 
as amended (31 U.S.C. Chapter 11); the Government Performance and Results Act of 1993(GPRA); the Office of 
Federal Procurement Policy Act (41 U.S.C. Chapter 7); the Government Paperwork Elimination Act of 1998 (Pub. L. 
105-277, Title XVII), Executive Order No. 12046 of March 27, 1978; Executive Order No. 12472 of April 3, 1984; and 
Executive Order No. 13011 of July 17, 1996. 


4. Applicability and Scope:  


a. The policies in this Circular apply to the information activities of all agencies of the executive branch of the 
Federal government. 
b. Information classified for national security purposes should also be handled in accordance with the appropriate 
national security directives. National security emergency preparedness activities should be conducted in 
accordance with Executive Order No. 12472.  


5. Background: The Clinger-Cohen Act supplements the information resources management policies contained in the 
PRA by establishing a comprehensive approach for executive agencies to improve the acquisition and management of 
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their information resources, by:  


1. focusing information resource planning to support their strategic missions;  


2. implementing a capital planning and investment control process that links to budget formulation and execution; and  


3. rethinking and restructuring the way they do their work before investing in information systems.  
 
The PRA establishes a broad mandate for agencies to perform their information resources management activities 
in an efficient, effective, and economical manner. To assist agencies in an integrated approach to information 
resources management, the PRA requires that the Director of OMB develop and implement uniform and consistent 
information resources management policies; oversee the development and promote the use of information 
management principles, standards, and guidelines; evaluate agency information resources management practices 
in order to determine their adequacy and efficiency; and determine compliance of such practices with the policies, 
principles, standards, and guidelines promulgated by the Director.  


6. Definitions:  


a. The term "agency" means any executive department, military department, government corporation, government 
controlled corporation, or other establishment in the executive branch of the Federal government, or any 
independent regulatory agency. Within the Executive Office of the President, the term includes only OMB and the 
Office of Administration.  
 


b. The term "audiovisual production" means a unified presentation, developed according to a plan or script, containing 
visual imagery, sound or both, and used to convey information.  
 


c. The term "capital planning and investment control process " means a management process for ongoing 
identification, selection, control, and evaluation of investments in information resources. The process links budget 
formulation and execution, and is focused on agency missions and achieving specific program outcomes.  
 


d. The term "Chief Information Officers Council" (CIO Council) means the Council established in Section 3 of 
Executive Order 13011. 
 


e. The term "dissemination" means the government initiated distribution of information to the public. Not considered 
dissemination within the meaning of this Circular is distribution limited to government employees or agency 
contractors or grantees, intra- or inter-agency use or sharing of government information, and responses to requests 
for agency records under the Freedom of Information Act (5 U.S.C. 552) or Privacy Act. 
 


f. The term "executive agency" has the meaning defined in section 4(1) of the Office of Federal Procurement Policy 


Page 3 of 29CIRCULAR NO. A-130 Revised | The White House


2/28/2012http://www.whitehouse.gov/omb/circulars_a130_a130trans4







Act (41 U.S.C. 403(1)). 
 


g. The term "full costs," when applied to the expenses incurred in the operation of an information processing service 
organization (IPSO), is comprised of all direct, indirect, general, and administrative costs incurred in the operation 
of an IPSO. These costs include, but are not limited to, personnel, equipment, software, supplies, contracted 
services from private sector providers, space occupancy, intra-agency services from within the agency, inter-
agency services from other Federal agencies, other services that are provided by State and local governments, 
and Judicial and Legislative branch organizations.  
 


h. The term "government information" means information created, collected, processed, disseminated, or disposed of 
by or for the Federal Government.  
 


i. The term "government publication" means information which is published as an individual document at government 
expense, or as required by law. (44 U.S.C. 1901) 
 


j. The term "information" means any communication or representation of knowledge such as facts, data, or opinions 
in any medium or form, including textual, numerical, graphic, cartographic, narrative, or audiovisual forms.  
 


k. The term "information dissemination product" means any book, paper, map, machine-readable material, 
audiovisual production, or other documentary material, regardless of physical form or characteristic, disseminated 
by an agency to the public. 
 


l. The term "information life cycle" means the stages through which information passes, typically characterized as 
creation or collection, processing, dissemination, use, storage, and disposition.  
 


m. The term "information management" means the planning, budgeting, manipulating, and controlling of information 
throughout its life cycle.  
 


n. The term "information resources" includes both government information and information technology. 
 


o. The term "information processing services organization" (IPSO) means a discrete set of personnel, information 
technology, and support equipment with the primary function of providing services to more than one agency on a 
reimbursable basis. 
 


p. The term "information resources management" means the process of managing information resources to 
accomplish agency missions. The term encompasses both information itself and the related resources, such as 
personnel, equipment, funds, and information technology.  
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q. The term "information system" means a discrete set of information resources organized for the collection, 


processing, maintenance, transmission, and dissemination of information, in accordance with defined procedures, 
whether automated or manual.  
 


r. The term "information system life cycle" means the phases through which an information system passes, typically 
characterized as initiation, development, operation, and termination.  
 


s. The term "information technology" means any equipment or interconnected system or subsystem of equipment, 
that is used in the automatic acquisition, storage, manipulation, management, movement, control, display, 
switching, interchange, transmission, or reception of data or information by an executive agency. For purposes of 
the preceding sentence, equipment is used by an executive agency if the equipment is used by the executive 
agency directly or is used by a contractor under a contract with the executive agency which (i) requires the use of 
such equipment, or (ii) requires the use, to a significant extent, of such equipment in the performance of a service 
or the furnishing of a product. The term "information technology" includes computers, ancillary equipment, 
software, firmware and similar procedures, services (including support services), and related resources. The term 
"information technology" does not include any equipment that is acquired by a Federal contractor incidental to a 
Federal contract. The term "information technology" does not include national security systems as defined in the 
Clinger-Cohen Act of 1996 (40 U.S.C. 1452).  
 


t. The term "Information Technology Resources Board" (Resources Board) means the board established by Section 
5 of Executive Order 13011.  
 


u. The term "major information system" means an information system that requires special management attention 
because of its importance to an agency mission; its high development, operating, or maintenance costs; or its 
significant role in the administration of agency programs, finances, property, or other resources. 
 


v. The term "national security system" means any telecommunications or information system operated by the United 
States Government, the function, operation, or use of which (1) involves intelligence activities; (2) involves 
cryptologic activities related to national security; (3) involves command and control of military forces; (4) involves 
equipment that is an integral part of a weapon or weapons system; or (5) is critical to the direct fulfillment of military 
or intelligence missions, but excluding any system that is to be administrative and business applications (including 
payroll, finance, logistics, and personnel management applications). The policies and procedures established in 
this Circular will apply to national security systems in a manner consistent with the applicability and related 
limitations regarding such systems set out in Section 5141 of the Clinger-Cohen Act (Pub. L. 104-106, 40 U.S.C. 
1451). Applicability of Clinger-Cohen Act to national security systems shall include budget document preparation 
requirements set forth in OMB Circular A-11. The resultant budget document may be classified in accordance with 
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the provisions of Executive Order 12958.  
 


w. The term "records" means all books, papers, maps, photographs, machine-readable materials, or other 
documentary materials, regardless of physical form or characteristics, made or received by an agency of the United 
States Government under Federal law or in connection with the transaction of public business and preserved or 
appropriate for preservation by that agency or its legitimate successoras evidence of the organization, functions, 
policies, decisions, procedures, operations, or other activities of the government or because of the informational 
value of the data in them. Library and museum material made or acquired and preserved solely for reference or 
exhibition purposes, extra copies of documents preserved only for convenience of reference, and stocks of 
publications and of processed documents are not included. (44 U.S.C. 3301) 
 


x. The term "records management" means the planning, controlling, directing, organizing, training, promoting, and 
other managerial activities involved with respect to records creation, records maintenance and use, and records 
disposition in order to achieve adequate and proper documentation of the policies and transactions of the Federal 
Government and effective and economical management of agency operations. (44 U.S.C. 2901(2))  
 


y. The term "service recipient" means an agency organizational unit, programmatic entity, or chargeable account that 
receives information processing services from an information processing service organization (IPSO). A service 
recipient may be either internal or external to the organization responsible for providing information resources 
services, but normally does not report either to the manager or director of the IPSO or to the same immediate 
supervisor. 


7. Basic Considerations and Assumptions:  


a. The Federal Government is the largest single producer, collector, consumer, and disseminator of information in the 
United States. Because of the extent of the government's information activities, and the dependence of those 
activities upon public cooperation, the management of Federal information resources is an issue of continuing 
importance to all Federal agencies, State and local governments, and the public. 
 


b. Government information is a valuable national resource. It provides the public with knowledge of the government, 
society, and economy -- past, present, and future. It is a means to ensure the accountability of government, to 
manage the government's operations, to maintain the healthy performance of the economy, and is itself a 
commodity in the marketplace. 
 


c. The free flow of information between the government and the public is essential to a democratic society. It is also 
essential that the government minimize the Federal paperwork burden on the public, minimize the cost of its 
information activities, and maximize the usefulness of government information.  
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d. In order to minimize the cost and maximize the usefulness of government information, the expected public and 


private benefits derived from government information should exceed the public and private costs of the information, 
recognizing that the benefits to be derived from government information may not always be quantifiable.  
 


e. The nation can benefit from government information disseminated both by Federal agencies and by diverse 
nonfederal parties, including State and local government agencies, educational and other not-for-profit institutions, 
and for-profit organizations.  
 


f. Because the public disclosure of government information is essential to the operation of a democracy, the 
management of Federal information resources should protect the public's right of access to government 
information.  
 


g. The individual's right to privacy must be protected in Federal Government information activities involving personal 
information. 
 


h. Systematic attention to the management of government records is an essential component of sound public 
resources management which ensures public accountability. Together with records preservation, it protects the 
government's historical record and guards the legal and financial rights of the government and the public.  
 


i. Strategic planning improves the operation of government programs. The agency strategic plan will shape the 
redesign of work processes and guide the development and maintenance of an Enterprise Architecture and a 
capital planning and investment control process. This management approach promotes the appropriate application 
of Federal information resources. 
 


j. Because State and local governments are important producers of government information for many areas such as 
health, social welfare, labor, transportation, and education, the Federal Government must cooperate with these 
governments in the management of information resources.  
 


k. The open and efficient exchange of scientific and technical government information, subject to applicable national 
security controls and the proprietary rights of others, fosters excellence in scientific research and effective use of 
Federal research and development funds. 
 


l. Information technology is not an end in itself. It is one set of resources that can improve the effectiveness and 
efficiency of Federal program delivery.  
 


m. Federal Government information resources management policies and activities can affect, and be affected by, the 
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information policies and activities of other nations. 
 


n. Users of Federal information resources must have skills, knowledge, and training to manage information resources, 
enabling the Federal government to effectively serve the public through automated means.  
 


o. The application of up-to-date information technology presents opportunities to promote fundamental changes in 
agency structures, work processes, and ways of interacting with the public that improve the effectiveness and 
efficiency of Federal agencies.  
 


p. The availability of government information in diverse media, including electronic formats, permits agencies and the 
public greater flexibility in using the information. 
 


q. Federal managers with program delivery responsibilities should recognize the importance of information resources 
management to mission performance.  
 


r. The Chief Information Officers Council and the Information Technology Resources Board will help in the 
development and operation of interagency and interoperable shared information resources to support the 
performance of government missions.  


8. Policy: 


a. Information Management Policy  
 


a. How will agencies conduct Information Management Planning? 
 
Agencies must plan in an integrated manner for managing information throughout its life cycle. Agencies will:  
 
(a) Consider, at each stage of the information life cycle, the effects of decisions and actions on other stages of the 
life cycle, particularly those concerning information dissemination;  
 
(b) Consider the effects of their actions on members of the public and ensure consultation with the public as 
appropriate;  
 
(c) Consider the effects of their actions on State and local governments and ensure consultation with those 
governments as appropriate; 
 
(d) Seek to satisfy new information needs through interagency or intergovernmental sharing of information, or 
through commercial sources, where appropriate, before creating or collecting new information; 
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(e) Integrate planning for information systems with plans for resource allocation and use, including budgeting, 
acquisition, and use of information technology;  
 
(f) Train personnel in skills appropriate to management of information; 
 
(g) Protect government information commensurate with the risk and magnitude of harm that could result from the 
loss, misuse, or unauthorized access to or modification of such information;  
 
(h) Use voluntary standards and Federal Information Processing Standards where appropriate or required; 
 
(i) Consider the effects of their actions on the privacy rights of individuals, and ensure that appropriate legal and 
technical safeguards are implemented;  
 
(j) Record, preserve, and make accessible sufficient information to ensure the management and accountability of 
agency programs, and to protect the legal and financial rights of the Federal Government;  
 
(k) Incorporate records management and archival functions into the design, development, and implementation of 
information systems;  
 


1. Provide for public access to records where required or appropriate. 


 
b. What are the guidelines for Information Collection?  


 
Agencies must collect or create only that information necessary for the proper performance of agency functions 
and which has practical utility.  
 


c. What are the guidelines for Electronic Information Collection? 
 
Executive agencies under Sections 1703 and 1705 of the Government Paperwork Elimination Act (GPEA), P. L. 
105-277, Title XVII, are required to provide, by October 21, 2003, the (1) option of the electronic maintenance, 
submission, or disclosure of information, when practicable as a substitute for paper; and (2) use and acceptance of 
electronic signatures, when practicable. Agencies will follow the provisions in OMB Memorandum M-00-10, 
"Procedures and Guidance on Implementing of the Government Paperwork Elimination Act."  
 


d. How must agencies implement Records Management? 
Agencies will:  
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(a) Ensure that records management programs provide adequate and proper documentation of agency activities;  
 
(b) Ensure the ability to access records regardless of form or medium;  
 
(c) In a timely fashion, establish, and obtain the approval of the Archivist of the United States for retention 
schedules for Federal records; and  
 
(d) Provide training and guidance as appropriate to all agency officials and employees and contractors regarding 
their Federal records management responsibilities.  
 


e. How must an agency provide information to the public?  
 
Agencies have a responsibility to provide information to the public consistent with their missions. Agencies will 
discharge this responsibility by:  
 
(a) Providing information, as required by law, describing agency organization, activities, programs, meetings, 
systems of records, and other information holdings, and how the public may gain access to agency information 
resources;  
 
(b) Providing access to agency records under provisions of the Freedom of Information Act and the Privacy Act, 
subject to the protections and limitations provided for in these Acts;  
 
(c) Providing such other information as is necessary or appropriate for the proper performance of agency functions; 
and 
 
(d) In determining whether and how to disseminate information to the public, agencies will:  


(i) Disseminate information in a manner that achieves the best balance between the goals of 
maximizing the usefulness of the information and minimizing the cost to the government and the 
public; 
(ii) Disseminate information dissemination products on equitable and timely terms;  


(iii) Take advantage of all dissemination channels, Federal and nonfederal, including State and local 
governments, libraries and private sector entities, in discharging agency information dissemination 
responsibilities;  


(iv) Help the public locate government information maintained by or for the agency.  
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6. What is an Information Dissemination Management System?  
 


Agencies will maintain and implement a management system for all information dissemination products 
which must, at a minimum: 
 
(a) Assure that information dissemination products are necessary for proper performance of agency 
functions (44 U.S.C. 1108);  
 
(b) Consider whether an information dissemination product available from other Federal or nonfederal 
sources is equivalent to an agency information dissemination product and reasonably fulfills the 
dissemination responsibilities of the agency;  
 
(c) Establish and maintain inventories of all agency information dissemination products;  
 
(d) Develop such other aids to locating agency information dissemination products including catalogs and 
directories, as may reasonably achieve agency information dissemination objectives;  
 
(e) Identify in information dissemination products the source of the information, if from another agency;  
 
(f) Ensure that members of the public with disabilities whom the agency has a responsibility to inform have 
a reasonable ability to access the information dissemination products;  
 
(g) Ensure that government publications are made available to depository libraries through the facilities of 
the Government Printing Office, as required by law (44 U.S.C. Part 19);  
 
(h) Provide electronic information dissemination products to the Government Printing Office for distribution 
to depository libraries;  
 
(i) Establish and maintain communications with members of the public and with State and local 
governments so that the agency creates information dissemination products that meet their respective 
needs;  
 
(j) Provide adequate notice when initiating, substantially modifying, or terminating significant information 
dissemination products; and  
 
(k) Ensure that, to the extent existing information dissemination policies or practices are inconsistent with 
the requirements of this Circular, a prompt and orderly transition to compliance with the requirements of 
this Circular is made.  
 


7. How must agencies avoid improperly restrictive practices?  
 
Agencies will:  
 
(a) Avoid establishing, or permitting others to establish on their behalf, exclusive, restricted, or other 
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distribution arrangements that interfere with the availability of information dissemination products on a timely 
and equitable basis;  
 
(b) Avoid establishing restrictions or regulations, including the charging of fees or royalties, on the reuse, 
resale, or redissemination of Federal information dissemination products by the public; and,  
 
(c) Set user charges for information dissemination products at a level sufficient to recover the cost of 
dissemination but no higher. They must exclude from calculation of the charges costs associated with original 
collection and processing of the information. Exceptions to this policy are:  
 


(i) Where statutory requirements are at variance with the policy;  
 
(ii) Where the agency collects, processes, and disseminates the information for the benefit of a 
specific identifiable group beyond the benefit to the general public; 
 
(iii) Where the agency plans to establish user charges at less than cost of dissemination because of a 
determination that higher charges would constitute a significant barrier to properly performing 
theagency's functions, including reaching members of the public whom the agency has a 
responsibility to inform; or  
 
(iv) Where the Director of OMB determines an exception is warranted. 
 


8. How will agencies carry out electronic information dissemination? 
 
Agencies will use electronic media and formats, including public networks, as appropriate and within 
budgetary constraints, in order to make government information more easily accessible and useful to the 
public. The use of electronic media and formats for information dissemination is appropriate under the 
following conditions:  
 
(a) The agency develops and maintains the information electronically;  
 
(b) Electronic media or formats are practical and cost effective ways to provide public access to a large, 
highly detailed volume of information;  
 
(c) The agency disseminates the product frequently;  
 
(d) The agency knows a substantial portion of users have ready access to the necessary information 
technology and training to use electronic information dissemination products;  
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(e) A change to electronic dissemination, as the sole means of disseminating the product, will not impose 
substantial acquisition or training costs on users, especially State and local governments and small business 
entities.  
 


9. What safeguards must agencies follow?  
 
Agencies will:  
 
(a) Ensure that information is protected commensurate with the risk and magnitude of the harm that would 
result from the loss, misuse, or unauthorized access to or modification of such information; 
 
(b) Limit the collection of information which identifies individuals to that which is legally authorized and 
necessary for the proper performance of agency functions;  
 
(c) Limit the sharing of information that identifies individuals or contains proprietary information to that which 
is legally authorized, and impose appropriate conditions on use where a continuing obligation to ensure the 
confidentiality of the information exists;  
 
(d) Provide individuals, upon request, access to records about them maintained in Privacy Act systems of 
records, and permit them to amend such records as are in error consistent with the provisions of the Privacy 
Act.  


b. How Will Agencies Manage Information Systems and Information Technology? 
 
(1) How will agencies use capital planning and investment control process?  
 
Agencies must establish and maintain a capital planning and investment control process that links mission needs, 
information, and information technology in an effective and efficient manner. The process will guide both strategic 
and operational IRM, IT planning, and the Enterprise Architecture by integrating the agency's IRM plans, strategic 
and performance plans prepared pursuant to the Government Performance and Results Act of 1993, financial 
management plans prepared pursuant to the Chief Financial Officer Act of 1990 (31 U.S.C. 902a5), acquisition 
under the Federal Acquisition Streamlining Act of 1994, and the agency's budget formulation and execution 
processes. The capitalplanning and investment control process includes all stages of capital programming, 
including planning, budgeting, procurement, management, and assessment.  
 
As outlined below, the capital planning and investment control process has three components: selection, control, 
and evaluation. The process must be iterative, with inputs coming from all of the agency plans and the outputs 
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feeding into the budget and investment control processes. The goal is to link resources to results (for further 
guidance on Capital Planning refer to OMB Circular A-11). The agency's capital planning and investment control 
process must build from the agency's current Enterprise Architecture (EA) and its transition from current 
architecture to target architecture. The Capital Planning and Investment Control processes must be documented, 
and provided to OMB consistent with the budget process. The Enterprise Architecture must be documented and 
provided to OMB as significant changes are incorporated.  
 


(a) What plans are associated with the capital planning and investment control process?  
 
In the capital planning and investment control process, there are two separate and distinct plans that address 
IRM and IT planning requirements for the agency. The IRM Strategic Plan is strategic in nature and 
addresses all information resources management of the agency. Agencies must develop and maintain the 
agency Information Resource Management Strategic Plan (IRM) as required by 44 U.S.C. 3506 (b) (2). IRM 
Strategic Plans should support the agency Strategic Plan required in OMB Circular A-11, provide a 
description of how information resources management activities help accomplish agency missions, and 
ensure that IRM decisions are integrated with organizational planning, budget, procurement, financial 
management, human resources management, and program decisions.  
 
The IT Capital Plan is operational in nature, supports the goals and missions identified in the IRM Strategic 
Plan, is a living document, and must be updated twice yearly. This IT Capital Plan is theimplementation plan 
for the budget year. The IT Capital Plan should also reflect the goals of the agency's Annual Performance 
Plan, the agency's Government Paperwork Elimination Act (GPEA) Plan, the agency's EA, and agency's 
business planning processes. The IT Capital Plan must be submitted annually to OMB with the agency 
budget submission. annually. The IT Capital Plan must include the following components:  
 


(i) A component, derived from the agency's capital planning and investment control process under OMB 
Circular A-11, Section 300 and the OMB Capital Programming Guide, that specifically includes all IT 
Capital Asset Plans for major information systems or projects. This component must also demonstrate 
how the agency manages its other IT investments, as required by the Clinger-Cohen Act.  
 


(ii) A component that addresses two other sections of OMB Circular A-11: a section for Information on 
Financial Management, including the Report on Financial Management Activities and the Agency's 
Financial Management Plan, and a section entitled Information Technology, including the Agency IT 
Investment Portfolio.  
 
(iii) A component, derived from the agency's capital planning and investment control process, that 
demonstrates the criteria it will use to select the investments into the portfolio, how it will control and 
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manage the investments, and how it will evaluate the investments based on planned performance 
versus actual accomplishments.  
 
(iv) A component that includes a summary of the security plan from the agency's five-year plan as 
required by the PRA and Appendix III of this Circular. The plan must demonstrate that IT projects and 
the EA include security controls for components, applications, and systems that are consistent with the 
agency's Enterprise Architecture; include a plan to manage risk; protect privacy and confidentiality; and 
explain any planned or actual variance from National Institute of Standards and Technology(NIST) 
security guidance. 
 


(b) What must an agency do as part of the selection component of the capital planning process?  
 
It must: 
 


(i) Evaluate each investment in information resources to determine whether the investment will support 
core mission functions that must be performed by the Federal government; 
 
(ii) Ensure that decisions to improve existing information systems or develop new information systems 
are initiated only when no alternative private sector or governmental source can efficiently meet the 
need;  
 
(iii) Support work processes that it has simplified or otherwise redesigned to reduce costs, improve 
effectiveness, and make maximum use of commercial, off-the-shelf technology;  
 
(iv) Reduce risk by avoiding or isolating custom designed components, using components that can be 
fully tested or prototyped prior to production, and ensuring involvement and support of users;  
 
(v) Demonstrate a projected return on the investment that is clearly equal to or better than alternative 
uses of available public resources. The return may include improved mission performance in 
accordance with GPRA measures, reduced cost, increased quality, speed, or flexibility; as well as 
increased customer and employee satisfaction. The return should reflect such risk factors as the 
project's technical complexity, the agency's management capacity, the likelihood of cost overruns, and 
the consequences of under- or non-performance. Return on investment should, where appropriate, 
reflect actual returns observed through pilot projects and prototypes;  
 
(vi) Prepare and update a benefit-cost analysis (BCA) for each information system throughout its life 
cycle. A BCA will provide a level of detail proportionate to the size of the investment, rely onsystematic 
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measures of mission performance, and be consistent with the methodology described in OMB Circular 
No. A-94, "Guidelines and Discount Rates for Benefit-Cost Analysis of Federal Programs";  
 
(vii) Prepare and maintain a portfolio of major information systems that monitors investments and 
prevents redundancy of existing or shared IT capabilities. The portfolio will provide information 
demonstrating the impact of alternative IT investment strategies and funding levels, identify 
opportunities for sharing resources, and consider the agency's inventory of information resources;  
 
(viii) Ensure consistency with Federal, agency, and bureau Enterprise architectures, demonstrating 
such consistency through compliance with agency business requirements and standards, as well as 
identification of milestones, as defined in the EA;  
 
(ix) Ensure that improvements to existing information systems and the development of planned 
information systems do not unnecessarily duplicate IT capabilities within the same agency, from other 
agencies, or from the private sector;  
 
(x) Ensure that the selected system or process maximizes the usefulness of information, minimizes the 
burden on the public, and preserves the appropriate integrity, usability, availability, and confidentiality of 
information throughout the life cycle of the information, as determined in accordance with the PRA and 
the Federal Records Act. This portion must specifically address the planning and budgeting for the 
information collection burden imposed on the public as defined by 5 CFR 1320;  
 
(xi) Establish oversight mechanisms, consistent with Appendix III of this Circular, to evaluate 
systematically and ensure the continuing security, interoperability, and availability of systems and their 
data;  
 
(xii) Ensure that Federal information system requirements do not unnecessarily restrict theprerogatives 
of state, local and tribal governments;  
 
(xiii) Ensure that the selected system or process facilitates accessibility under the Rehabilitation Act of 
1973, as amended. 


 
(c) What must an agency do as part of the control component of the capital planning process? 
 
It must:  
 


(i) Institute performance measures and management processes that monitor actual performance 
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compared to expected results. Agencies must use a performance based management system that 
provides timely information regarding the progress of an information technology investment. The system 
must also measure progress towards milestones in an independently verifiable basis, in terms of cost, 
capability of the investment to meet specified requirements, timeliness, and quality;  
 
(ii) Establish oversight mechanisms that require periodic review of information systems to determine 
how mission requirements might have changed, and whether the information system continues to fulfill 
ongoing and anticipated mission requirements. These mechanisms must also require information 
regarding the future levels of performance, interoperability, and maintenance necessary to ensure the 
information system meets mission requirements cost effectively;  
 
(iii) Ensure that major information systems proceed in a timely fashion towards agreed-upon milestones 
in an information system life cycle. Information systems must also continue to deliver intended benefits 
to the agency and customers, meet user requirements, and identify and offer security protections;  
 
(iv) Prepare and update a strategy that identifies and mitigates risks associated with each information 
system;  
 
(iv) Ensure that financial management systems conform to the requirements of OMB Circular No. A-
127, "Financial Management Systems;"  
 
(v) Provide for the appropriate management and disposition of records in accordance with the Federal 
Records Act.  
 
(vi) Ensure that agency EA procedures are being followed. This includes ensuring that EA milestones 
are reached and documentation is updated as needed.  


 
(d) What must an agency do as part of the evaluation component of the capital planning process?  
 
It must: 
 


(i) Conduct post-implementation reviews of information systems and information resource management 
processes to validate estimated benefits and costs, and document effective management practices for 
broader use; 
(ii) Evaluate systems to ensure positive return on investment and decide whether continuation, 
modification, or termination of the systems is necessary to meet agency mission requirements.  
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(iii) Document lessons learned from the post-implementation reviews. Redesign oversight mechanisms 
and performance levels to incorporate acquired knowledge.  


(iv) Re-assess an investment's business case, technical compliance, and compliance against the EA.  


(v) Update the EA and IT capital planning processes as needed.  


(2) The Enterprise Architecture  


Agencies must document and submit their initial EA to OMB. Agencies must submit updates when significant 
changes to the Enterprise Architecture occur.  
 


(a) What is the Enterprise Architecture? 
An EA is the explicit description and documentation of the current and desired relationships among business 
and management processes and information technology. It describes the "current architecture" and "target 
architecture" to include the rules and standards and systems life cycle information to optimize and maintain 
the environment which the agency wishes to create and maintain by managing its IT portfolio. The EA must 
also provide a strategy that will enable the agency to support its current state and also act as the roadmap for 
transition to its target environment. These transition processes will include an agency's capital planning and 
investment control processes, agency EA planning processes, and agency systems life cycle methodologies. 
The EA will define principles and goals and set direction on such issues as the promotion of interoperability, 
open systems, public access, compliance with GPEA, end user satisfaction, and IT security. The agency 
must support the EA with a complete inventory of agency information resources, including personnel, 
equipment, and funds devoted to information resources management and information technology, at an 
appropriate level of detail. Agencies must implement the EA consistent with following principles:  
 


(i) Develop information systems that facilitate interoperability, application portability, and scalability of 
electronic applications across networks of heterogeneous hardware, software, and telecommunications 
platforms; 
(ii) Meet information technology needs through cost effective intra-agency and interagency sharing, 
before acquiring new information technology resources; and  


(iii) Establish a level of security for all information systems that is commensurate to the risk and 
magnitude of the harm resulting from the loss, misuse, unauthorized access to, or modification of the 
information stored or flowing through these systems. 
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(b) How do agencies create and maintain the EA?  


As part of the EA effort, agencies must use or create an Enterprise Architecture Framework. The Framework 
must document linkages between mission needs, information content, and information technology 
capabilities. The Framework must also guide both strategic and operational IRM planning.  


Once a framework is established, an agency must create the EA. In the creation of an EA, agencies must 
identify and document:  
 


(i) Business Processes - Agencies must identify the work performed to support its mission, vision and 
performance goals. Agencies must also document change agents, such as legislation or new 
technologies that will drive changes in the EA. 
(ii) Information Flow and Relationships - Agencies must analyze the information utilized by the agency 
in its business processes, identifying the information used and the movement of the information. These 
information flows indicate where the information is needed and how the information is shared to support 
mission functions.  


(iii) Applications - Agencies must identify, define, and organize the activities that capture, manipulate, 
and manage the business information to support business processes. The EA also describes the logical 
dependencies and relationships among business activities.  


(iv) Data Descriptions and Relationships - Agencies must identify how data is created, maintained, 
accessed, and used. At a high level, agencies must define the data and describe the relationships 
among data elements used in the agency's information systems.  


(v) Technology Infrastructure - Agencies must describe and identify the functional characteristics, 
capabilities, and interconnections of the hardware, software, and telecommunications.  


(c) What are the Technical Reference Model and Standards Profile?  


The EA must also include a Technical Reference Model (TRM) and Standards Profile.  
 


(i) The TRM identifies and describes the information services (such as database, communications, 
intranet, etc.) used throughout the agency. 
(ii) The Standards Profile defines the set of IT standards that support the services articulated in the 
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TRM. Agencies are expected to adopt standards necessary to support the entire EA, which must be 
enforced consistently throughout the agency.  


(iii) As part of the Standards Profile, agencies must create a Security Standards Profile that is specific to 
the security services specified in the EA and covers such services as identification, authentication, and 
non-repudiation; audit trail creation and analysis; access controls; cryptography management; virus 
protection; fraud prevention; detection and mitigation; and intrusion prevention and detection. 


(3) How Will Agencies Ensure Security in Information Systems?  


Agencies must incorporate security into the architecture of their information and systems to ensure that security 
supports agency business operations and that plans to fund and manage security are built into life-cycle budgets 
for information systems.  
 


(a) To support more effective agency implementation of both agency computer security and critical 
infrastructure protection programs, agencies must implement the following:  
 


(i) Prioritize key systems (including those that are most critical to agency operations); 
(ii) Apply OMB policies and, for non-national security applications, NIST guidance to achieve adequate 
security commensurate with the level of risk and magnitude of harm;  


(b) Agencies must make security's role explicit in information technology investments and capital 
programming. Investments in the development of new or the continued operation of existing 
informationsystems, both general support systems and major applications must:  
 


(i) Demonstrate that the security controls for components, applications, and systems are consistent 
with, and an integral part of, the EA of the agency; 
(ii) Demonstrate that the costs of security controls are understood and are explicitly incorporated into 
the life-cycle planning of the overall system in a manner consistent with OMB guidance for capital 
programming;  


(iii) Incorporate a security plan that complies with Appendix III of this Circular and in a manner that is 
consistent with NIST guidance on security planning;  


(iv) Demonstrate specific methods used to ensure that risks and the potential for loss are understood 
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and continually assessed, that steps are taken to maintain risk at an acceptable level, and that 
procedures are in place to ensure that controls are implemented effectively and remain effective over 
time;  


(v) Demonstrate specific methods used to ensure that the security controls are commensurate with the 
risk and magnitude of harm that may result from the loss, misuse, or unauthorized access to or 
modification of the system itself or the information it manages;  


(vi) Identify additional security controls that are necessary to minimize risk to and potential loss from 
those systems that promote or permit public access, other externally accessible systems, and those 
systems that are interconnected with systems over which program officials have little or no control;  


(vii) Deploy effective security controls and authentication tools consistent with the protection of privacy, 
such as public-key based digital signatures, for those systems that promote or permit public access;  


(viii) Ensure that the handling of personal information is consistent with relevant government-wide and 
agency policies;  


(ix) Describe each occasion the agency decides to employ standards and guidance that are more 
stringent than those promulgated by NIST to ensure the use of risk-based cost-effective security 
controls for non-national security applications;  


(c) OMB will consider for new or continued funding only those system investments that satisfy these criteria. 
New information technology investments must demonstrate that existing agency systems also meet these 
criteria in order to qualify for funding. 


(4) How Will Agencies Acquire Information Technology?  
 
Agencies must:  
 


(a) Make use of adequate competition, allocate risk between government and contractor, and maximize 
return on investment when acquiring information technology; 
(b) Structure major information systems into useful segments with a narrow scope and brief duration. This 
should reduce risk, promote flexibility and interoperability, increase accountability, and better match mission 
need with current technology and market conditions;  
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(c) Acquire off-the-shelf software from commercial sources, unless the cost effectiveness of developing 
custom software is clear and has been documented through pilot projects or prototypes; and  


(d) Ensure accessibility of acquired information technology pursuant to the Rehabilitation Act of 1973, as 
amended (Pub. Law 105-220, 29 U.S.C.794d).  


9. Assignment of Responsibilities: 


a. All Federal Agencies. The head of each agency must: 
 


a. Have primary responsibility for managing agency information resources; 
 


b. Ensure that the agency implements appropriately all of the information policies, principles, standards, guidelines, 
rules, and regulations prescribed by OMB;  
 


c. Appoint a Chief Information Officer, as required by 44 U.S.C. 3506(a), who must report directly to the agency head 
to carry out the responsibilities of the agencies listed in the Paperwork Reduction Act (44 U.S.C. 3506), the Clinger 
Cohen Act (40 U.S.C. 1425(b) & (c)), as well as Executive Order 13011. The head of the agency must consult with 
the Director of OMB prior to appointing a Chief Information Officer, and will advise the Director on matters 
regarding the authority, responsibilities, and organizational resources of the Chief Information Officer. For purposes 
of this paragraph, military departments and the Office of the Secretary of Defense may each appoint one official. 
The Chief Information Officer must, among other things: 
 


(a) Be an active participant during all agency strategic management activities, including the development, 
implementation, and maintenance of agency strategic and operational plans;  
 
(b) Advise the agency head on information resource implications of strategic planning decisions;  
 
(c) Advise the agency head on the design, development, and implementation of information resources. 
 


(i) Monitor and evaluate the performance of information resource investments through a capital planning 
and investment control process, and advise the agency head on whether to continue, modify, or 
terminate a program or project;  


(ii) Advise the agency head on budgetary implications of information resource decisions; and  
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(d) Be an active participant throughout the annual agency budget process in establishing investment priorities 
for agency information resources; 


d. Direct the Chief Information Officer to monitor agency compliance with the policies, procedures, and guidance in 
this Circular. Acting as an ombudsman, the Chief Information Officer must consider alleged instances of agency 
failure to comply with this Circular, and recommend or take appropriate corrective action. The Chief Information 
Officer will report instances of alleged failure and their resolution annually to the Director of OMB, by February 1st 
of each year. 
 


e. Develop internal agency information policies and procedures and oversee, evaluate, and otherwise periodically 
review agency information resources management activities for conformity with the policies set forth in this Circular; 
 


f. Develop agency policies and procedures that provide for timely acquisition of required information technology; 
 


g. Maintain the following, as required by the Paperwork Reduction Act (44 U.S.C. 3506(b)(4) and 3511) and the 
Freedom of Information Act (5 U.S.C. 552(g)): an inventory of the agency's major information systems, holdings, 
and dissemination products; an agency information locator service; a description of the agency's major information 
and record locator systems; an inventory of the agency's other information resources, such as personnel and 
funding (at the level of detail that the agency determines is most appropriate for its use in managing the agency's 
information resources); and a handbook for persons to obtain public information from the agency pursuant to these 
Acts. 
 


h. Implement and enforce applicable records management policies and procedures, including requirements for 
archiving information maintained in electronic format, particularly in the planning, design and operation of 
information systems. 
 


i. Identify to the Director of OMB any statutory, regulatory, and other impediments to efficient management of Federal 
information resources, and recommend to the Director legislation, policies, procedures, and other guidance to 
improve such management; 
 


j. Assist OMB in the performance of its functions under the PRA, including making services, personnel, and facilities 
available to OMB for this purpose to the extent practicable; 
 


k. Ensure that the agency: 
 
(a) cooperates with other agencies in the use of information technology to improve the productivity, effectiveness, 
and efficiency of Federal programs; 
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(b) promotes a coordinated, interoperable, secure, and shared government wide infrastructure that is provided and 
supported by a diversity of private sector suppliers; and  
 
(c) develops a well-trained corps of information resource professionals.  
 


l. Use the guidance provided in OMB Circular A-11, "Planning, Budgeting, and Acquisition of Fixed Assets," to 
promote effective and efficient capital planning within the organization;  
 


m. Ensure that the agency provides budget data pertaining to information resources to OMB, consistent with the 
requirements of OMB Circular A-11, 
 


n. Ensure, to the extent reasonable, that in the design of information systems with the purpose of disseminating 
information to the public, an index of information disseminated by the system will be included in the directory 
created by the Superintendent of Documents pursuant to 41 U.S.C. 4101.(Nothing in this paragraph authorizes the 
dissemination of information to the public unless otherwise authorized.)  
 


o. Permit, to the extent practicable, the use of one agency's contract by another agency or the award of multi-agency 
contracts, provided the action is within the scope of the contract and consistent with OMB guidance; and  
 


p. As designated by the Director of OMB, act as executive agent for the government-wide acquisition of information 
technology.  


b. Department of State. The Secretary of State must:  
 


a. Advise the Director of OMB on the development of United States positions and policies on international information 
policy and technology issues affecting Federal government activities and the development of international 
information technology standards; and  
 


b. Be responsible for liaison, consultation, and negotiation with foreign governments and intergovernmental 
organizations on all matters related to information resources management, including federal information 
technology. The Secretary must also ensure, in consultation with the Secretary of Commerce, that the United 
States is represented in the development of international standards and recommendations affecting information 
technology. These responsibilities may also require the Secretary to consult, as appropriate, with affected domestic 
agencies, organizations, and other members of the public. 
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c. Department of Commerce. The Secretary of Commerce must:  
 


a. Develop and issue Federal Information Processing Standards and guidelines necessary to ensure the efficient and 
effective acquisition, management, security, and use of information technology, whiletaking into consideration the 
recommendations of the agencies and the CIO Council; 
 


b. Advise the Director of OMB on the development of policies relating to the procurement and management of Federal 
telecommunications resources; 
 


c. Provide OMB and the agencies with scientific and technical advisory services relating to the development and use 
of information technology;  
 


d. Conduct studies and evaluations concerning telecommunications technology, and concerning the improvement, 
expansion, testing, operation, and use of Federal telecommunications systems, and advise the Director of OMB 
and appropriate agencies of the recommendations that result from such studies;  
 


e. Develop, in consultation with the Secretary of State and the Director of OMB, plans, policies, and programs relating 
to international telecommunications issues affecting government information activities; 
 


f. Identify needs for standardization of telecommunications and information processing technology, and develop 
standards, in consultation with the Secretary of Defense and the Administrator of General Services, to ensure 
efficient application of such technology; 
 


g. Ensure that the Federal Government is represented in the development of national and, in consultation with the 
Secretary of State, international information technology standards, and advise the Director of OMB on such 
activities.  
 


d. Department of Defense. The Secretary of Defense will develop, in consultation with the Administrator of General 
Services, uniform Federal telecommunications standards and guidelines to ensure national security, emergency 
preparedness, and continuity of government.  
 


e. General Services Administration. The Administrator of General Services must:  
 


a. Continue to manage the FTS2001 program and coordinate the follow-up to that program, on behalf of and with the 
advice of agencies; 
 


b. Develop, maintain, and disseminate for the use of the Federal community (as requested by OMB or the agencies) 
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recommended methods and strategies for the development and acquisition of information technology; 
 


c. Conduct and manage outreach programs in cooperation with agency managers; 
 


d. Be a liaison on information resources management (including Federal information technology) with State and local 
governments. GSA must also be a liaison with non-governmental international organizations, subject to prior 
consultation with the Secretary of State to ensure consistency with the overall United States foreign policy 
objectives; 
 


e. Support the activities of the Secretary of State for liaison, consultation, and negotiation with intergovernmental 
organizations on information resource management matters; 
 


f. Provide support and assistance to the CIO Council and the Information Technology Resources Board. 
 


g. Manage the Information Technology Fund in accordance with the Federal Property and Administrative Services 
Act, as amended;  
 


f. Office of Personnel Management. The Director, Office of Personnel Management, will:  
 


a. Develop and conduct training programs for Federal personnel on information resources management, including 
end-user computing; 
 


b. Evaluate periodically future personnel management and staffing requirements for Federal information resources 
management;  
 


c. Establish personnel security policies and develop training programs for Federal personnel associated with the 
design, operation, or maintenance of information systems.  
 


g. National Archives and Records Administration. The Archivist of the United States will:  
 


a. Administer the Federal records management program in accordance with the National Archives and Records Act;  
 


b. Assist the Director of OMB in developing standards and guidelines relating to the records management program. 
 


h. Office of Management and Budget. The Director of the Office of Management and Budget will:  
 


a. Provide overall leadership and coordination of Federal information resources management within the executive 
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branch; 
 


b. Serve as the President's principal adviser on procurement and management of Federal telecommunications 
systems, and develop and establish policies for procurement and management of such systems;  
 


c. Issue policies, procedures, and guidelines to assist agencies in achieving integrated, effective, and efficient 
information resources management;  
 


d. Initiate and review proposals for changes in legislation, regulations, and agency rocedures to improve Federal 
information resources management;  
 


e. Review and approve or disapprove agency proposals for collection of information from the public, as defined by 5 
CFR 1320.3;  
 


f. Develop and maintain a Governmentwide strategic plan for information resources management.  
 


g. Evaluate agencies' information resources management and identify cross-cutting information policy issues through 
the review of agency information programs, information collection budgets, information technology acquisition 
plans, fiscal budgets, and by other means;  
 


h. Provide policy oversight for the Federal records management function conducted by the National Archives and 
Records Administration, coordinate records management policies and programs with other information activities, 
and review compliance by agencies with records management requirements;  
 


i. Review agencies' policies, practices, and programs pertaining to the security, protection, sharing, and disclosure of 
information, in order to ensure compliance, with respect to privacy and security, with the Privacy Act, the Freedom 
of Information Act, the Computer Security Act, the GPEA, and related statutes;  
 


j. Review proposed U.S. Government Position and Policy statements on international issues affecting Federal 
Government information activities, and advise the Secretary of State as to their consistency with Federal 
information resources management policy.  
 


k. Coordinate the development and review by the Office of Information and Regulatory Affairs of policy associated 
with Federal procurement and acquisition of information technology with the Office of Federal Procurement Policy, 
and policies regarding management of financial management systems with the Office of Federal Financial 
Management.  
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l. Evaluate agency information resources management practices and programs and, as part of the budget process, 
oversee agency capital planning and investment control processes to analyze, track, and evaluate the risks and 
results of major capital investments in information systems; 
 


m. Notify an agency if OMB believes that a major information system project requires outside assistance;  
 


n. Provide guidance on the implementation of the Clinger-Cohen Act and on the management of information 
resources to the executive agencies, to the CIO Council, and to the Information Technology Resources Board; and 
 


o. Designate one or more heads of executive agencies as executive agent for government-wide acquisitions of 
information technology.  


10. Oversight: 


a. The Director of OMB will use information technology planning reviews, fiscal budget reviews, information collection 
budget reviews, management reviews, and such other measures as the Director deems necessary to evaluate the 
adequacy and efficiency of each agency's information resources management and compliance with this Circular.  
 


b. The Director of OMB may, consistent with statute and upon written request of an agency, grant a waiver from 
particular requirements of this Circular. Requests for waivers must detail the reasons why a particular waiver is 
sought, identify the duration of the waiver sought, and include a plan for the prompt and orderly transition to full 
compliance with the requirements of this Circular. Notice of each waiver request must be published promptly by the 
agency in the Federal Register, with a copy of the waiver request made available to the public on request.  


11. Effectiveness: This Circular is effective upon issuance. Nothing in this Circular will be construed to confer a 
private right of action on any person. 


12. Inquiries: All questions or inquiries should be addressed to the Office of Information and Regulatory Affairs, Office 
of Management and Budget, Washington, D.C. 20503. Telephone: (202) 395-3785. 


13. Sunset Review Date: OMB will review this Circular three years from the date of issuance to ascertain its 
effectiveness.  


Return to Top 
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 EXECUTIVE OFFICE OF THE PRESIDENT 
   OFFICE OF MANAGEMENT AND BUDGET 


  WASHINGTON,  D .C .  20503  
 


 
  D E P U T Y  D I R E C T O R  
  F O R  M A N A G E M E N T  


December 17, 2004 
 
M-05-04 
 
MEMORANDUM FOR THE HEADS OF EXECUTIVE DEPARTMENTS AND AGENCIES 
 
FROM:  Clay Johnson III   


Deputy Director for Management 
 
SUBJECT:  Policies for Federal Agency Public Websites 
  


The efficient, effective, and appropriately consistent use of Federal agency public websites is 
important to promote a more citizen centered government. This memorandum and attachment 
fulfill the requirements of section 207(f) of the E-Government Act of 2002 (Pub. L. No. 107-
347).  Overall, the management of agencies' public websites should be in compliance with 
Federal information resource management law and policy. 


 
Federal agency public websites are information resources funded in whole or in part 


by the Federal government and operated by an agency, contractor, or other organization on 
behalf of the agency.  They present government information or provide services to the public or a 
specific non-Federal user group and support the proper performance of an agency function.  
Federal agency public websites are also information dissemination products as defined in Office 
of Management and Budget (OMB) Circular A-130, “Management of Federal Information 
Resources.”  Agencies must manage Federal agency public websites as part of their information 
resource management program following guidance in OMB Circular A-130, OMB “Guidelines 
for Ensuring and Maximizing the Quality, Objectivity, Utility, and Integrity of Information 
Disseminated by Federal Agencies” (67 FR 5365), this memorandum, and other information 
policy issuances. 
 


OMB expects prompt and orderly implementation of the policies in this memorandum and its 
attachment.  OMB expects agencies to become fully compliant with new requirements by 12/31/05 
and continue to adhere to existing requirements.  OMB will monitor agency compliance with these 
policies as part of its oversight of agency information resource management programs.  The 
recommendations and best practices published by the Interagency Committee on Government 
Information (http://www.webcontent.gov) will aid your implementation of the policies outlined in 
the attachment.  


 
If you have any questions regarding this memorandum, please contact Kimberly Nelson 


(202) 395-3787 Knelson@omb.eop.gov, or Daniel Costello (202) 395-7857 
Dcostell@omb.eop.gov, Policy Analysts, Information Policy and Technology Branch, Office of 
Management and Budget. 


 
Attachment  
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Attachment  


 
Policies for Federal Agency Public Websites 


 
1.  Establish and Maintain Information Dissemination Product Inventories, Priorities, and  


Schedules 
A. Your agency is already required under OMB Circular A-130 and the Paperwork 
Reduction Act to disseminate information to the public in a timely, equitable, efficient, and 
appropriate manner1 and to maintain inventories of information dissemination products.   
B.  Section 207 of the E-Government Act2 requires your agency to develop priorities and 
schedules for making Government information available and accessible to the public, in 
accordance with public comment, and to post this information on your agency’s website.  
Section 207 also requires your agency to report to OMB, as part of the agency’s annual E-
Government Act report, the final determinations of inventories, priorities, and schedules your 
agency has made. 
C.  Your agency must also post to your agency’s website any updates to your agency’s final 
determination of inventories, priorities, and schedules, and include this information in your 
agency’s annual E-Government Act report. 


 
2.  Ensure Information Quality 


A.  Your agency is already required under the Information Quality Act and associated 
guidelines3 to maximize the quality, objectivity, utility, and integrity of information and 
services provided to the public. This includes making information and services available on a 
timely and equitable basis. 
B.  Agencies must reasonably assure suitable information and service quality, consistent with 
the level of importance of the information.  Reasonable steps include: 1) clearly identifying 
the limitations inherent in the information dissemination product (e.g., possibility of errors, 
degree of reliability, and validity) so users are fully aware of the quality and integrity of the 
information or service, 2) taking reasonable steps to remove the limitations inherent in the 
information, and 3) reconsidering delivery of the information or services.   
 


3.  Establish and Enforce Agency-wide Linking Policies  
A.  Agencies must now establish and enforce explicit agency-wide linking policies 
describing management controls for linking within and beyond the agency.   
B.  These policies must appropriately limit external linking to information or services 
necessary for the proper performance of an agency function.   
C.  Agency linking policies must also include reasonable management controls to assure 
external links remain active or otherwise continue to provide the level of quality (including 
objectivity, utility, and integrity) as intended by the agency and expected by users. 
 


                                                 
1 OMB Circular A-130, “Management of Federal Information Resources,” section 8 (a)(5) available at 
http://www.whitehouse.gov/omb/circulars/a130/a130trans4.pdf; see also, The Paperwork Reduction Act available at 
http://www.archives.gov/federal_register/public_laws/paperwork_reduction_act/3501.html
2 E-Government Act of 2002, Pub. L. No. 107-347, section 207(f)(2). 
3 Information Quality Act, Pub. L. No. 106-554, section 515; see also, “Guidelines for Ensuring and Maximizing the 
Quality, Objectivity, Utility, and Integrity of Information Disseminated by Federal Agencies” (67 FR 5365) and your 
agency’s Information Quality Act guidelines.   
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D.  OMB’s Information Quality guidelines exclude hyperlinks from the definition of 
information.  This exclusion does not remove agency responsibility to exercise due diligence 
when determining whether to link externally.  Therefore, when an agency determines 
external links are necessary for and material to the presentation of agency information or the 
delivery of services in the proper performance of an agency function, they must take 
reasonable steps to ensure the presentation is accurate, relevant, timely, and complete.   
E.  Agencies must reasonably assure suitable information and service quality, consistent with 
the level of importance of the information.  Reasonable steps include: 1) clearly identifying 
the limitations inherent in the information dissemination product (e.g., possibility of errors, 
degree of reliability, and validity) so users are fully aware of the quality and integrity of the 
information or service, 2) taking reasonable steps to remove the limitations inherent in the 
information, and 3) reconsidering linking to the information or services.  Agency links to 
commercial organizations or interest groups present special challenges with respect to 
maintaining agency objectivity and thus must be used judiciously. 
F. Agency linking policies must identify mandatory links and post (or link to) the following 
information on their principal website and any known major entry points to their sites: 1) the 
agency’s strategic plan and annual performance plans; 2) descriptions of agency 
organizational structure, mission and statutory authority; 3) information made available 
under the Freedom of Information Act; 4); specific website privacy policies; 5) 
FirstGov.gov; 6) summary statistical data about equal employment opportunity complaints 
filed with the agency and written notification of “Whistleblower” rights and protections as 
required by the No Fear Act of 2002; 7) the agency point of contact for small businesses as 
required by the Small Business Paperwork Relief Act of 2002; and 8) other cross-
government portals or links required by law or policy.  


 
4.  Communicate with the Public, State, and Local Governments. 


A.  Your agency is already required under OMB Circular A-1304 to establish and maintain 
communications with members of the public and with State and local governments to ensure 
your agency creates information dissemination products meeting their respective needs. 
B.  Your agency is already required under the Paperwork Reduction Act to manage 
information collections from the public or State and local governments (including website 
surveys or questionnaires) in the manner prescribed in OMB’s guidance in 5 CFR section 
1320.  For additional information see: 
http://www.access.gpo.gov/nara/cfr/waisidx_99/5cfr1320_99.html  
 


5.  Search Public Websites. 
A.  You are already required under OMB Circular A-130 to assist the public in locating 
government information.5     
B.  You must now ensure your agency’s principal public website and any major entry point 
include a search function.  However, agencies may determine in limited circumstances (e.g., 
for small websites) site maps or subject indexes are more effective than a typical search 
function.     
 


                                                 
4 OMB Circular A-130, “Management of Federal Information Resources,” section 8 (a)(6) available at 
http://www.whitehouse.gov/omb/circulars/a130/a130trans4.pdf; see also, The Paperwork Reduction Act available at 
http://www.archives.gov/federal_register/public_laws/paperwork_reduction_act/3501.html
5 Id. at section 8 (a)(5). 
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C. By December 31, 2005, this search function should, to the extent practicable and necessary 
to achieve intended purposes, permit searching of all files intended for public use on the 
website, display search results in order of relevancy to search criteria, and provide response 
times appropriately equivalent to industry best practices. 
D. By December 31, 2005, agency public websites should to the extent practicable and 
necessary to achieve intended purposes, provide all data in an open, industry standard format 
permitting users to aggregate, disaggregate, or otherwise manipulate and analyze the data to 
meet their needs.  
E. Agencies should note the Interagency Committee on Government Information has 
provided to OMB recommendations for organizing, categorizing, and searching for 
government information.  By December 17, 2005, OMB will issue any necessary additional 
policies in this area.    


 
6.  Use Approved Domains. 


A.  Your agency must use only .gov, .mil, or Fed.us domains unless the agency head 
explicitly determines another domain is necessary for the proper performance of an agency 
function.   
B.  This requirement recognizes the proper performance of agency functions includes an 
obligation for clear and unambiguous public notification of the agency’s involvement in or 
sponsorship of its information dissemination products including public websites.  It also 
recognizes in certain limited circumstances other domains may be necessary for the proper 
performance of an agency function.   


 
7.  Implement Security Controls. 


A.  Your agency is already required to implement security policies in OMB Circular A-130, 
Appendix III; OMB memorandum M-04-25, “Reporting Instructions for the Federal 
Information Security Management Act and Updated Guidance on Quarterly IT Security 
Reporting;” National Institute of Standards and Technology (NIST) Special Publication 800-
44, “Guidelines on Securing Public Web Servers;” and other associated guidance from NIST. 
 For additional information see: 
http://www.whitehouse.gov/omb/circulars/a130/a130trans4.html, 
http://csrc.nist.gov/policies/FISMA-final.pdf, 
http://www.whitehouse.gov/omb/memoranda/fy04/m04-25.pdf, 
http://csrc.nist.gov/publications/nistpubs/800-44/sp800-44.pdf
B.  Your agency is already required to provide adequate security controls to ensure 
information is resistant to tampering to preserve accuracy, remains confidential as necessary, 
and the information or service is available as intended by the agency and expected by users.  
Agencies must also implement management controls to prevent the inappropriate disclosure 
of sensitive information.  
 


8.  Protect Privacy. 
A.  Your agency is already expected to protect the privacy of information about members of 
the public by continuing to implement OMB Circular A-130 Appendix I and OMB 
memorandum M-03-22, “OMB Guidance for Implementing the Privacy Provisions of the E-
Government Act of 2002.”  For additional information see: 
http://www.whitehouse.gov/omb/memoranda/m03-22.html
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9.  Maintain Accessibility. 


A.  Your agency is already required to ensure accessibility for individuals with disabilities by 
implementing Section 508 of the Rehabilitation Act (29 U.S.C. 794d). Federal agency public 
websites must be designed to make information and services fully available to individuals 
with disabilities.  For additional information see: http://www.access-board.gov/index.htm
B. Your agency is already required to provide appropriate access for people with limited 
English proficiency by implementing Department of Justice guidance for Executive Order 
13166, “Improving Access to Services for People with Limited English Proficiency.”  
Agencies must determine whether any individual document on their Federal agency public 
website(s) requires translation.  For additional information see: 
http://www.usdoj.gov/crt/cor/Pubs/lepqa.htm  
 


10.  Manage Records. 
A.  You are already required to meet records management requirements by implementing 
OMB Circular A-130 and guidance from the National Archives and Records Administration.  
See 36 Code of Federal Regulations (CFR), Parts 1220-1238).  For additional information 
see:  http://www.archives.gov/records_management/index.html
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May 22, 2006 May 22, 2006 
M-06-15 M-06-15 
  
MEMORANDUM FOR THE HEADS OF DEPARTMENTS AND AGENCIES MEMORANDUM FOR THE HEADS OF DEPARTMENTS AND AGENCIES 
  
FROM:  Clay Johnson III FROM:  Clay Johnson III 
   Acting Director    Acting Director 
  
SUBJECT:  Safeguarding Personally Identifiable Information SUBJECT:  Safeguarding Personally Identifiable Information 
  
  
As you know, the loss of personally identifiable information can result in substantial 
harm, embarrassment, and inconvenience to individuals and may lead to identity theft or 
other fraudulent use of the information.  Because Federal agencies maintain significant 
amounts of information concerning individuals, we have a special duty to protect that 
information from loss and misuse.   


As you know, the loss of personally identifiable information can result in substantial 
harm, embarrassment, and inconvenience to individuals and may lead to identity theft or 
other fraudulent use of the information.  Because Federal agencies maintain significant 
amounts of information concerning individuals, we have a special duty to protect that 
information from loss and misuse.   
  
This memorandum reemphasizes your many responsibilities under law and policy to 
appropriately safeguard sensitive personally identifiable information and train your 
employees on their responsibilities in this area.  In particular, the Privacy Act requires 
each agency to establish: 


This memorandum reemphasizes your many responsibilities under law and policy to 
appropriately safeguard sensitive personally identifiable information and train your 
employees on their responsibilities in this area.  In particular, the Privacy Act requires 
each agency to establish: 
  


“rules of conduct for persons involved in the design, development, operation, or 
maintenance of any system of records, or maintaining any record, and instruct 
each such person with respect to such rules and the requirements of [the Privacy 
Act], including any other rules and procedures adopted pursuant to this [Act] and 
the penalties for noncompliance”, and  


“rules of conduct for persons involved in the design, development, operation, or 
maintenance of any system of records, or maintaining any record, and instruct 
each such person with respect to such rules and the requirements of [the Privacy 
Act], including any other rules and procedures adopted pursuant to this [Act] and 
the penalties for noncompliance”, and  


  
“appropriate administrative, technical and physical safeguards to insure  “appropriate administrative, technical and physical safeguards to insure  
the security and confidentiality of records and to protect against any anticipated  the security and confidentiality of records and to protect against any anticipated  
threats or hazards to their security or integrity which could result in substantial  threats or hazards to their security or integrity which could result in substantial  
harm, embarrassment, inconvenience or unfairness to any individual on whom 


information is maintained.”   (5 U.S.C. § 552a(e)(9)-(10)) 
harm, embarrassment, inconvenience or unfairness to any individual on whom 


information is maintained.”   (5 U.S.C. § 552a(e)(9)-(10)) 
  
Early last year, I directed each agency to designate a Senior Agency Official for Privacy 
at the Assistant Secretary-level or equivalent (Memorandum M-05-08), and all agencies 
have done so, designating a senior official with overall responsibility and accountability 
for ensuring the agency’s implementation of information privacy protections. (See 
http://www.whitehouse.gov/omb/egov/documents/SAOPcontactlistfinal.pdf


Early last year, I directed each agency to designate a Senior Agency Official for Privacy 
at the Assistant Secretary-level or equivalent (Memorandum M-05-08), and all agencies 
have done so, designating a senior official with overall responsibility and accountability 
for ensuring the agency’s implementation of information privacy protections. (See 
http://www.whitehouse.gov/omb/egov/documents/SAOPcontactlistfinal.pdf)  
 
Please have your agency’s Senior Official for Privacy conduct a review of your policies 
and processes, and take corrective action as appropriate to ensure your agency has 
adequate safeguards to prevent the intentional or negligent misuse of, or unauthorized 
access to, personally identifiable information.  This review shall address all 
administrative, technical, and physical means used by your agency to control such 
information, including but not limited to procedures and restrictions on the use or  
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removal of personally identifiable information beyond agency premises or control.  This 
review shall be completed in time for you to include the results in your upcoming reports 
due this fall on compliance with the Federal Information Security Management Act 
(FISMA).  Include any weaknesses you identify in your security plans of action and 
milestones already required by FISMA.  In addition, please ensure your agency 
employees are reminded within the next 30 days of their specific responsibilities for 
safeguarding personally identifiable information, the rules for acquiring and using such 
information as well as the penalties for violating these rules. 
 
Finally, I want to remind you of your responsibilities under FISMA and related policy to 
promptly and completely report security incidents to proper authorities, including 
Inspectors General and other law enforcement authorities.  In certain circumstances, this 
reporting also includes the Department of Homeland Security (DHS).  Last year, the 
Office of Management and Budget provided to your Chief Information Officer the 
specific requirements including timelines for reporting to DHS.  Copies of these 
mandatory requirements are available from the DHS National Cyber Security Division.     
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June 23, 2006 
 


M-06-16 
 
 
MEMORANDUM FOR THE HEADS OF DEPARTMENTS AND AGENCIES 
 
FROM: Clay Johnson III 
 Deputy Director for Management 
 
SUBJECT: Protection of Sensitive Agency Information  
 
 
In an effort to properly safeguard our information assets while using information technology, it is 
essential for all departments and agencies to know their baseline of activities.   
 
The National Institute of Standards and Technology (NIST) provided a checklist for protection 
of remote information. (See attachment)  The intent of implementing the checklist is to 
compensate for the lack of physical security controls when information is removed from, or 
accessed from outside the agency location.  In addition to using the NIST checklist, I am 
recommending all departments and agencies take the following actions: 
 


1. Encrypt all data on mobile computers/devices which carry agency data unless the data 
is determined to be non-sensitive, in writing, by your Deputy Secretary or an 
individual he/she may designate in writing; 


2. Allow remote access only with two-factor authentication where one of the factors is 
provided by a device separate from the computer gaining access;  


3. Use a “time-out” function for remote access and mobile devices requiring user re-
authentication after 30 minutes inactivity; and 


4. Log all computer-readable data extracts from databases holding sensitive information 
and verify each extract including sensitive data has been erased within 90 days or its 
use is still required. 


 
Most departments and agencies have these measures already in place.  We intend to work with 
the Inspectors General community to review these items as well as the checklist to ensure we are 
properly safeguarding the information the American taxpayer has entrusted to us.  Please ensure 
these safeguards have been reviewed and are in place within the next 45 days. 
 
Attachment 
 







Security Checklist 
Protection of “Remote” Information 
 
This checklist provides specific actions to be taken by federal agencies for the protection of 
Personally Identifiable Information (PII) categorized in accordance with FIPS 199 as 
moderate or high impact that is either: 


• Accessed remotely; or 


• Physically transported outside of the agency’s secured, physical perimeter (this 
includes information transported on removable media and on portable/mobile 
devices such as laptop computers and/or personal digital assistants).    


The specific intent is to compensate for the protections offered by the physical security 
controls when information is removed from, or accessed from outside of the agency 
location.  Additionally, this checklist has been developed from existing guidance with the 
expectation that information security is a mission requirement essential to achieving the 
operational benefits of information technology without exposing the agency, its assets, or 
individuals to undue risk. 


The security controls and associated control assessment methods/procedures in this 
checklist were taken from NIST Special Publication 800-53, Recommended Security 
Controls for Federal Information Systems and NIST Special Publication 800-53A, Guide 
for Assessing the Security Controls in Federal Information Systems (Second Public Draft), 
April 2006.1  The controls and assessment methods/procedures in the checklist are a subset 
of what is currently required for moderate and high impact information systems.  However, 
the checklist does include specific guidance on the technology to be used for some 
controls. 


References: 


Federal Information Processing Standards Publication (FIPS) 199, Standards for Security 
Categorization of Federal Information and Information Systems, February 2004. 


NIST Special Publication 800-53, Recommended Security Controls for Federal 
Information Systems, February 2005. 


NIST Special Publication 800-53A, Guide for Assessing the Security Controls in Federal 
Information Systems (Second Public Draft), April 2006. 


 
 
 


                                                 
1 For purpose of this Security Checklist, the assessment methods and procedures outlined in NIST Special 
Publication 800-53A (Second Public Draft), dated April 2006, are considered mandatory.  Updated control 
assessment methods and procedures will be effective upon final publication of Special Publication 800-53A. 







Protection of “Remote” 
Information


STEP 1:  
Action Items 1.1, 1.2 


Confirm identification of personally identifiable information 
(PII) protection needs 


STEP 2:  
Action Items 2.1, 2.2, 2.3 


Verify adequacy of organizational policy


STEP 3:  
Action Items 3.1, 3.2 


Implement protections for 
personally identifiable 


information being transported 
and/or stored offsite. 


PII transported 
and/or stored offsite 
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Step 4: 
Action Items 4.1, 4.2 
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identifiable information. 
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Figure: Process for Protection of “Remote” Information 


Action Item 4.4: 
Implement NIST Special 


Publication 800-53 security 
controls enforcing no remote 


storage of personally identifiable 
information 







 


SECURITY CHECKLIST FOR PERSONALLY IDENTIFIABLE INFORMATION THAT IS TO BE TRANSPORTED 
AND/OR STORED OFFSITE, OR THAT IS TO BE ACCESSED REMOTELY 


 Procedure 
 STEP 1:  Confirm identification of personally identifiable information protection needs. 


 Action Item 1.1:  Verify information categorization to ensure identification of personally identifiable 
information requiring protection when accessed remotely or physically removed. 


 Action Item 1.2:  Verify existing risk assessment. 
 STEP 2:  Verify adequacy of organizational policy. 


 Action Item 2.1:  Identify existing organizational policy that addresses the information protection needs 
associated with personally identifiable information that is accessed remotely or physically removed. 


 Action Item 2.2:  Verify that the existing organizational policy adequately addresses the information 
protection needs associated with personally identifiable information that is accessed remotely or 
physically removed. 


 Action Item 2.3:  Revise/develop organizational policy as needed, including steps 3 and 4. 
 If personally identifiable information is to be transported and/or stored offsite, follow Step 3; 


for remote access to personally identifiable information, follow Step 4. 
 STEP 3:  Implement protections for personally identifiable information being transported 


and/or stored offsite. 
 Action Item 3.1:  In those instances where personally identifiable information is transported to a remote 


site, implement NIST Special Publication 800-53 security controls ensuring that information is 
transported only in encrypted form. 


 Action Item 3.2:  In those instances where personally identifiable information is being stored at a remote 
site, implement NIST Special Publication 800-53 security controls ensuring that information is stored 
only in encrypted form.  


   Checklist Complete. 
 STEP 4:  Implement protections for remote access to personally identifiable information. 


 Action Item 4.1:  Implement NIST Special Publication 800-53 security controls requiring authenticated, 
virtual private network (VPN) connection. 


 Action Item 4.2:  Implement NIST Special Publication 800-53 security controls enforcing allowed 
downloading of personally identifiable information. 


 If remote storage of personally identifiable information is to be permitted follow Action Item 
4.3, otherwise follow Action Item 4.4. 


 Action Item 4.3:  Implement NIST Special Publication 800-53 security controls enforcing encrypted 
remote storage of personally identifiable information. 


   Checklist Complete. 
 Action Item 4.4:  Implement NIST Special Publication 800-53 security controls enforcing no remote 


storage of personally identifiable information. 
   Checklist Complete. 







Security Controls and Assessment Procedures 


STEP 1:  Confirm identification of personally identifiable information protection needs. 


Action Item 1.1:  Verify information categorization to ensure identification of personally 
identifiable information requiring protection when accessed remotely or physically 
removed. 


Guidance:  The purpose of this step is to review the FIPS 199 security categorization of 
organizational information with the focus on remote access and physical removal.  The 
intent is to ensure all personally identifiable information through which a moderate or 
high impact might result has been explicitly identified.  For example, databases where 
the loss, corruption, or unauthorized access to personally identifiable information 
contained in the databases could result in a serious adverse effect, with widespread 
impact on individual privacy being one area of specific concern. 


Related SP 800-53 controls and associated SP 800-53A assessment procedures:  
PL-5 PRIVACY IMPACT ASSESSMENT  


 SP 800-53A: PL-5.1, PL-5.2 (for high impact add: PL-5.3, PL-5.4) 


RA-2 SECURITY CATEGORIZATION 


 SP 800-53A: RA-2.1, RA-2.2, RA-2.3 (for high impact add: RA-2.4, RA-2.5) 


Action Item 1.2:  Verify existing risk assessment. 


Guidance:  The purpose of this step is to apply the results from the previous action 
item and operational experience to confirm or modify as needed the existing risk 
assessment associated with remote access and physical removal of personally 
identifiable information. 


Related SP 800-53 controls and associated SP 800-53A assessment procedures:  
RA-4 RISK ASSESSMENT UPDATE 


 SP 800-53A: RA-4.1, RA-4.2, RA-4.3 (for high impact add: RA-4.4, RA-4.5) 


 


STEP 2:  Verify adequacy of organizational policy. 


Action Item 2.1:  Identify existing organizational policy that addresses the information 
protection needs associated with personally identifiable information that is accessed 
remotely or physically removed. 


Guidance:  This step is primarily to identify the existing policy related to the security 
and privacy needs associated with personally identifiable information accessed 
remotely or physically removed from agency-controlled areas. 


Related SP 800-53 controls and associated SP 800-53A assessment procedures:  


See action item 2.3. 







Action Item 2.2:  Verify that the existing organizational policy adequately addresses the 
information protection needs associated with personally identifiable information that is accessed 
remotely or physically removed. 


Guidance:  Having determined which existing policy is applicable to the remote access 
or physical removal of personally identifiable information, the purpose of this action 
item is to verify the adequacy of that policy.  The policy should address the following 
specific questions: 


1. For Personally Identifiable Information physically removed: 


a. Does the policy explicitly identify the rules for determining whether 
physical removal is allowed?   


b. For personally identifiable information that can be removed, does the policy 
require the information be encrypted and that appropriate procedures, 
training, and accountability measures are in place to ensure that remote use 
of this encrypted information does not result in bypassing the protections 
provided by the encryption? 


2. For Personally Identifiable Information accessed remotely: 


a. Does the policy explicitly identify the rules for determining whether remote 
access is allowed? 


b. When remote access is allowed, does the policy require that this access be 
accomplished via a virtual private network (VPN) connection established 
using agency-issued authentication certificate(s) or hardware token? 


c. When remote access is allowed, does the policy identify the rules for 
determining whether download and remote storage of the information is 
allowed?  (For example, the policy could permit remote access to a 
database, but prohibit downloading and local storage of that database.) 


Related SP 800-53 controls and associated SP 800-53A assessment procedures:  


See action item 2.3. 


Action item 2.3:  Revise/develop organizational policy as needed, including steps 3 and 
4. 


Guidance:  Based upon the results from the previous action items, the organizational 
policy is revised or developed to fully address the questions posed in the previous 
action items. 


Related SP 800-53 controls and associated SP 800-53A assessment procedures:  
AC-1 ACCESS CONTROL POLICY AND PROCEDURES 


 SP 800-53A: AC-1.1, AC-1.2, AC-1.3, AC-1.4 (for high impact add: AC-1.5, 
AC-1.6, AC-1.7) 


AT-1 SECURITY AWARENESS AND TRAINING POLICY AND PROCEDURES 


 SP 800-53A: AT-1.1, AT-1.2, AT-1.3, AT-1.4 (for high impact add: AT-1.5, 
AT-1.6, AT-1.7) 


AU-1 AUDIT AND ACCOUNTABILITY POLICY AND PROCEDURES 







 SP 800-53A: AU-1.1, AU-1.2, AU-1.3, AU-1.4 (for high impact add: AU-1.5, 
AU-1.6, AU-1.7) 


IA-1 IDENTIFICATION AND AUTHENTICATION POLICY AND PROCEDURES 


 SP 800-53A: IA-1.1, IA-1.2, IA-1.3, IA-1.4 (for high impact add: IA-1.5, IA-1.6, 
IA-1.7) 


MP-1 MEDIA PROTECTION POLICY AND PROCEDURES 


 SP 800-53A: MP-1.1, MP-1.2, MP-1.3, MP-1.4 (for high impact add: MP-1.5, 
MP-1.6, MP-1.7) 


SC-1 SYSTEM AND COMMUNICATIONS PROTECTION POLICY AND 
PROCEDURES 


 SP 800-53A: SC-1.1, SC-1.2, SC-1.3, SC-1.4 (for high impact add: SC-1.5, SC-
1.6, SC-1.7) 


 


If personally identifiable information is to be transported and/or stored offiste, follow 
Step 3; for remote access to personally identifiable information, follow Step 4. 


 


STEP 3:  Implement protections for personally identifiable information being transported 
and/or stored offsite. 


Action Item 3.1:  In those instances where personally identifiable information is transported to a 
remote site, implement NIST Special Publication 800-53 security controls ensuring that 
information is transported only in encrypted form. 


Guidance:  The intent is to apply the controls necessary to ensure that personally 
identifiable information is appropriately encrypted prior to being removed from the 
area under agency control. 


Related SP 800-53 controls and associated SP 800-53A assessment procedures:  
MP-5 MEDIA TRANSPORT 


 SP 800-53A: MP-5.1, MP-5.2, MP-5.3 (for high impact add: MP-5.4, MP-5.5) 


SC-13 USE OF VALIDATED CRYPTOGRAPHY 


 SP 800-53A: SC-13.1, SC-13.2 (for high impact add: SC-13.3, SC-13.4) 


Action Item 3.2:  In those instances where personally identifiable information is being stored at 
a remote site, implement NIST Special Publication 800-53 security controls ensuring that 
information is stored only in encrypted form. 


Guidance:  The intent is to apply the controls necessary to ensure that personally 
identifiable information remains appropriately encrypted during remote storage.  This 
includes establishing and training users on the rules of behavior and information use 
that will help prevent unencrypted forms of the information from being stored on 
remote components of the information system. 







Related SP 800-53 controls and associated SP 800-53A assessment procedures:  
PL-4 RULES OF BEHAVIOR 


 SP 800-53A: PL-4.1, PL-4.2, PL-4.3, PL-4.4, PL-4.5 (for high impact add: PL-
4.6, PL-4.7) 


SC-4 INFORMATION REMNANTS 


 SP 800-53A: SC-4.1, SC-4.2 (for high impact add: SC-4.3, SC-4.4) 


SC-13 USE OF VALIDATED CRYPTOGRAPHY 


 SP 800-53A: SC-13.1, SC-13.2 (for high impact add: SC-13.3, SC-13.4) 


 


STEP 4:  Implement protections for remote access to personally identifiable information. 


General Guidance: This step is executed when the policy allows remote access to 
personally identifiable information. 


Action Item 4.1:  Implement NIST Special Publication 800-53 security controls requiring 
authenticated, virtual private network (VPN) connection. 


Guidance:  The intent is to apply those controls necessary to both mandate and achieve 
connections from remote components of the information system to an internal agency 
network via a virtual private network (VPN).  The VPN is established based upon 
authentication using agency-controlled certificates or hardware tokens issued directly 
to each authorized user. 


Related SP 800-53 controls and associated SP 800-53A assessment procedures:  
AC-17 REMOTE ACCESS, with Enhancements (1), (2), and (3) 


 SP 800-53A: AC-17.1, AC-17.2, AC-17.3, AC-17.4, AC-17.5, AC-17.6, AC-
17.7, AC-17.10, AC-17.11, AC-17.13, AC-17.15 (for high impact add: AC-17.8, 
AC-17.9, AC-17.12, AC-17.14, AC-17.16) 


IA-5 AUTHENTICATOR MANAGEMENT 


 SP 800-53A: IA-5.1, IA-5.2, IA-5.3, IA-5.4, IA-5.5, IA-5.6 (for high impact add: 
IA-5.7, IA-5.8, IA-5.9) 


Action Item 4.2:  Implement NIST Special Publication 800-53 security controls enforcing 
allowed downloading of personally identifiable information. 


Guidance:  This action item is executed when the policy allows personally identifiable 
information to be downloaded to a remote location. The intent is to apply controls 
necessary to enable and enforce only appropriate downloading.  Included are controls 
for accessing only allowed information, for least privilege (of downloaded information) 
necessary to perform duties, for what information is allowed to be transmitted across a 
remote connection, and for maintaining accountability for actions taken across the 
remote interface. 


Related SP 800-53 controls and associated SP 800-53A assessment procedures:  
AC-3 ACCESS ENFORCEMENT, with Enhancement (1) 







 SP 800-53A: AC-3.1, AC-3.2, AC-3.3, AC-3.4, AC-3.7, AC-3.8 (for high impact 
add: AC-3.5, AC-3.6, AC-3.9) 


AC-4 INFORMATION FLOW ENFORCEMENT 


 SP 800-53A: AC-4.1, AC-4.2, AC-4.3 (for high impact add: AC-4.4, AC-4.5) 


AC-6 LEAST PRIVILEGE 


 SP 800-53A: AC-6.1, AC-6.2, AC-6.3, AC-6.4 (for high impact add: AC-6.5, 
AC-6.6) 


AC-13 SUPERVISION AND REVIEW — ACCESS CONTROL, with Enhancement 
(1) for high impact information 


 SP 800-53A: AC-13.1, AC-13.2, AC-13.3, AC-13.4 (for high impact add: AC-
13.5, AC-13.6, AC-13.7, AC-13.8, AC-13.9) 


AU-2 AUDITABLE EVENTS 


 SP 800-53A: AU-2.1, AU-2.2, AU-2.3 (for high impact add: AU-2.4, AU-2.5) 


AU-6 AUDIT MONITORING, ANALYSIS, AND REPORTING, with Enhancement (1) 
for high impact information 


 SP 800-53A: AU-6.1, AU-6.2, AU-6.3 (for high impact add: AU-6.4, AU-6.5, 
AU-6.6, AU-6.7) 


 
If remote storage of personally identifiable information is to be permitted follow Action 
Item 4.3, otherwise follow Action Item 4.4. 
 


Action Item 4.3:  Implement NIST Special Publication 800-53 security controls enforcing 
encrypted remote storage of personally identifiable information. 


Guidance:  This action item is executed when policy allows personally identifiable 
information to be downloaded to a remote location.  The intent is to apply those 
controls that both mandate and achieve encrypted storage of the information at the 
remote location. 


Related SP 800-53 controls and associated SP 800-53A assessment procedures:  
PL-4 RULES OF BEHAVIOR 


 SP 800-53A: PL-4.1, PL-4.2, PL-4.3, PL-4.4, PL-4.5 (for high impact add: PL-
4.6, PL-4.7) 


SC-4 INFORMATION REMNANTS 


 SP 800-53A: SC-4.1, SC-4.2 (for high impact add: SC-4.3, SC-4.4) 


SC-13 USE OF VALIDATED CRYPTOGRAPHY  


 SP 800-53A: SC-13.1, SC-13.2 (for high impact add: SC-13.3, SC-13.4) 


Action Item 4.4:  Implement NIST Special Publication 800-53 security controls enforcing no 
remote storage of personally identifiable information. 


Guidance:  This action item is executed when policy allows personally identifiable 
information to be remotely accessed only if not stored locally.  The intent is to apply 







those controls necessary to achieve remote use without local storage.  The 
implementation of these controls will result in only necessary information being 
transmitted to the remote component of the information system.  An example is 
transaction-based database access that provides no more information to the remote 
information system component than necessary for the immediate transaction.  Another 
example is allowing downloading of only partial information to mitigate the risk by 
reducing the potential impact; for example, only extracts/views of a database or only 
views of statistical information. 


Related SP 800-53 controls and associated SP 800-53A assessment procedures:  
AC-3 ACCESS ENFORCEMENT, with Enhancement (1) 


 SP 800-53A: AC-3.1, AC-3.2, AC-3.3, AC-3.4, AC-3.7, AC-3.8 (for high impact 
add: AC-3.5, AC-3.6, AC-3.9) 


AC-4 INFORMATION FLOW ENFORCEMENT 


 SP 800-53A: AC-4.1, AC-4.2, AC-4.3 (for high impact add: AC-4.4, AC-4.5) 


AC-6 LEAST PRIVILEGE 


 SP 800-53A: AC-6.1, AC-6.2, AC-6.3, AC-6.4 (for high impact add: AC-6.5, 
AC-6.6) 


AC-13 SUPERVISION AND REVIEW — ACCESS CONTROL, with Enhancement 
(1) for high impact information 


 SP 800-53A: AC-13.1, AC-13.2, AC-13.3, AC-13.4 (for high impact add: AC-
13.5, AC-13.6, AC-13.7, AC-13.8, AC-13.9) 


AC-17 REMOTE ACCESS, with Enhancements (1), (2), and (3) 


 SP 800-53A: AC-17.1, AC-17.2, AC-17.3, AC-17.4, AC-17.5, AC-17.6, AC-
17.7, AC-17.10, AC-17.11, AC-17.13, AC-17.15 (for high impact add: AC-17.8, 
AC-17.9, AC-17.12, AC-17.14, AC-17.16) 


AT-2 SECURITY AWARENESS 


 SP 800-53A: AT-2.1, AT-2.2, AT-2.3 (for high impact add: AT-2.4, AT-2.5) 


AU-2 AUDITABLE EVENTS 


 SP 800-53A: AU-2.1, AU-2.2, AU-2.3 (for high impact add: AU-2.4, AU-2.5) 


AU-6 AUDIT MONITORING, ANALYSIS, AND REPORTING, with Enhancement 
(1) for high impact information 


 SP 800-53A: AU-6.1, AU-6.2, AU-6.3 (for high impact add: AU-6.4, AU-6.5, 
AU-6.6, AU-6.7) 


PL-4 RULES OF BEHAVIOR 


 SP 800-53A: PL-4.1, PL-4.2, PL-4.3, PL-4.4, PL-4.5 (for high impact add: PL-
4.6, PL-4.7) 


SC-4 INFORMATION REMNANTS 
 SP 800-53A: SC-4.1, SC-4.2 (for high impact add: SC-4.3, SC.4.4) 
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EXECUTIVE OFFICE OF THE PRESIDENT  
OFFICE OF MANAGEMENT AND BUDGET  


W ASHINGTON,  D.C.  20503  
 
 


June 25, 2010 
 
M-10-22 
 
MEMORANDUM FOR THE HEADS OF EXECUTIVE DEPARTMENTS AND AGENCIES  
 
FROM:   Peter R. Orszag  
   Director 
 
SUBJECT: Guidance for Online Use of Web Measurement and Customization 


Technologies 
 
 


On January 21, 2009, the President issued a memorandum calling for the establishment of 
“a system of transparency, public participation, and collaboration.”1  The memorandum required 
an Open Government Directive to be issued by the Director of the Office of Management and 
Budget (OMB), instructing “executive departments and agencies to take specific actions 
implementing the principles set forth in this memorandum.”  Implementing the President’s 
memorandum, OMB’s Open Government Directive requires a series of measures to promote the 
commitments to transparency, participation, and collaboration.2


 
   


As the Internet continues to evolve, the Federal Government has new opportunities to 
promote these commitments by engaging with citizens, explaining what Federal agencies are 
doing, seeking public comments, and improving the delivery of services.  In the private sector, it 
has become standard for commercial websites to use web measurement and customization 
technologies to engage with members of the public.  


 
For government agencies, the potential benefits of web measurement and customization 


technologies are clear.  With the help of such technologies, agencies will be able to allow users 
to customize their settings, avoid filling out duplicative information, and navigate websites more 
quickly and in a way that serves their interests and needs.  These technologies will also allow 
agencies to see what is useful to the public and respond accordingly. Services to customers and 
users can be significantly improved as a result. 


 
 


                                                           
1 President Barack Obama, Memorandum on Transparency and Open Government (Jan. 21, 2009), available at 
http://www.gpoaccess.gov/presdocs/2009/DCPD200900010.pdf 


2 OMB Memorandum M-10-06, Open Government Directive (Dec. 8, 2009), available at 
http://www.whitehouse.gov/omb/assets/memoranda_2010/m10-06.pdf 
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At the same time, OMB is acutely aware of, and sensitive to, the unique privacy 
questions raised by government uses of such technologies.  Any such uses must not compromise 
or invade personal privacy.  It is important to provide clear, firm, and unambiguous protection 
against any uses that would compromise or invade personal privacy. 


 
This Memorandum establishes new procedures and provides updated guidance and 


requirements for agency use of web measurement and customization technologies. The central 
goal is to respect and safeguard the privacy of the American public while also increasing the 
Federal Government’s ability to serve the public by improving and modernizing its activities 
online.  Any use of such technologies must be respectful of privacy, open, and transparent, and 
solely for the purposes of improving the Federal Government’s services and activities online.  
 
  For agency questions about this Memorandum, agencies should contact OMB at  
infopolicy-oira@omb.eop.gov. 
 


Thank you for your cooperation. 
 


Attachments 
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Attachment 1 
 
Principles for Federal Agency Use of Web Measurement and Customization Technologies 


 
1. General. 


 
Scope and applicability. This guidance applies to any Federal agency use of web 
measurement and customization technologies.  This guidance is not limited to any 
specific technology or application (such as persistent cookies), and it includes Federal 
agency use of third-party web measurement and customization technologies.  Whenever 
an agency uses third-party websites or applications to engage with the public, it should 
refer to OMB’s memorandum providing Guidance for Agency Use of Third-Party 
Websites and Applications.3


 


  In some cases, the third-party websites or applications use 
web measurement and customization technologies solely for the third party’s own 
purposes.  This guidance does not apply as long as (1) third parties do not use web 
measurement and customization technologies on behalf of a Federal agency, and (2) 
Personally Identifiable Information (PII), or any information that could be used to 
determine an individual’s online activity derived from such uses, is not shared with the 
agency.  However, agencies must consider the risk posed by such arrangements as part of 
the Privacy Impact Assessment required in OMB’s memorandum providing Guidance for 
Agency Use of Third-Party Websites and Applications.    


This guidance does not apply to internal agency activities (such as on intranets, 
applications, or interactions that do not involve the public) or to activities that are part of 
authorized law enforcement, national security, or intelligence activities.   
 
Modifications to current guidance. This Memorandum rescinds OMB Memorandum 
M-00-13, Privacy Policies and Data Collection on Federal Web Sites, and the specified 
sections in the following memorandum: 
 
• OMB Memorandum M-03-22, OMB Guidance for Implementing the Privacy 


Provisions of the E-Government Act of 2002: Section III(D)(2)(v) concerning tracking 
and customization activities, and Section VII(B) regarding the reporting of tracking 
technologies. 


 
2. Definitions.   


 
Web measurement and customization technologies.  These technologies are used to 
remember a user’s online interactions with a website or online application in order to 
conduct measurement and analysis of usage or to customize the user’s experience. 
 


                                                           
3 OMB Memorandum M-10-23, Guidance for Agency Use of Third-Party Websites and Applications (June 25, 
2010), available at http://www.whitehouse.gov/omb/assets/memoranda_2010/m10-23.pdf 
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Single-session technologies. These technologies remember a user’s online interactions 
within a single session or visit.  Any identifier correlated to a particular user is used only 
within that session, is not later reused, and is deleted immediately after the session ends. 
 
Multi-session technologies.  These technologies remember a user’s online interactions 
through multiple sessions.  This approach requires the use of a persistent identifier for 
each user, which lasts across multiple sessions or visits. 
 
Personally Identifiable Information (PII).  This term, as defined in OMB 
Memorandum M-07-16,4


 


 refers to information that can be used to distinguish or trace an 
individual’s identity, either alone or when combined with other personal or identifying 
information that is linked or linkable to a specific individual.  The definition of PII is not 
anchored to any single category of information or technology.  Rather, it demands a case-
by-case assessment of the specific risk that an individual can be identified.  In performing 
this assessment, it is important for an agency to recognize that non-PII can become PII 
whenever additional information is made publicly available — in any medium and from 
any source — that, when combined with other available information, could be used to 
identify an individual.   


3. Appropriate Use and Prohibitions. Subject to the limitations described below, agencies 
may use web measurement and customization technologies for the purpose of improving 
Federal services online through conducting measurement and analysis of usage or 
through customization of the user’s experience.  
 
Under no circumstances may agencies use such technologies: 
 


a. to track user individual-level activity on the Internet outside of the website or 
application from which the technology originates; 
 


b. to share the data obtained through such technologies, without the user’s explicit 
consent, with other departments or agencies;  
 


c. to cross-reference, without the user’s explicit consent, any data gathered from 
web measurement and customization technologies against PII to determine 
individual-level online activity;  


 
d. to collect PII without the user’s explicit consent in any fashion; or 


 
e. for any like usages so designated by OMB. 


 
4. Usage Tiers.  Below are the defined tiers for authorized use of web measurement and 


customization technologies. 
 


                                                           
4 OMB Memorandum M-07-16, Safeguarding Against and Responding to the Breach of Personally Identifiable 
Information (May 22, 2007), available at http://www.whitehouse.gov/OMB/memoranda/fy2007/m07-16.pdf 
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a. Tier 1 – single session.  This tier encompasses any use of single session web 
measurement and customization technologies.   
 


b. Tier 2 – multi-session without PII. This tier encompasses any use of multi-
session web measurement and customization technologies when no PII is 
collected (including when the agency is unable to identify an individual as a result 
of its use of such technologies). 
 


c. Tier 3 – multi-session with PII. This tier encompasses any use of multi-session 
web measurement and customization technologies when PII is collected 
(including when the agency is able to identify an individual as a result of its use of 
such technologies). 
 


5. Clear Notice and Personal Choice.  Agencies must not use web measurement and 
customization technologies from which it is not easy for the public to opt-out. Agencies 
should explain in their Privacy Policy the decision to enable web measurement and 
customization technologies by default or not, thus requiring users to make an opt-out or 
opt-in decision.  Agencies must provide users who decline to opt-in or decide to opt-out 
with access to information that is comparable to the information available to users who 
opt-in or decline to opt-out.    
 


a. Agency side opt-out.  Agencies are encouraged and authorized, where 
appropriate, to use web tracking and measurement technologies in order to 
remember that a user has opted out of all other uses of such technologies on the 
relevant domain or application.  Such uses are considered Tier 2.  
 


b. Client side opt-out. If agency side opt-out mechanisms are not appropriate or 
available, instructions on how to enable client side opt-out mechanisms may be 
used.  Client side opt-out mechanisms allow the user to opt out of web 
measurement and customization technologies by changing the settings of a 
specific application or program on the user’s local computer.  For example, users 
may be able to disable persistent cookies by changing the settings on commonly 
used web browsers.  Agencies should refer to 
http://www.usa.gov/optout_instructions.shtml, which contains general instructions 
on how the public can opt out of some of the most commonly used web 
measurement and customization technologies. 
 


c. Tier 3 restrictions. Agencies employing Tier 3 uses must use opt-in 
functionality. 
     


6. Data Safeguarding and Privacy.  All uses of web measurement and customization 
technologies must comply with existing policies with respect to privacy and data 
safeguarding standards.  If applicable, agencies must cite the appropriate Privacy Impact 
Assessment (PIA) and/or System of Records Notice (SORN) in their online Privacy 
Policy.     
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a. Comparable information and services.  If agencies are using a website or 


application hosted on a third-party site using web measurement and customization 
technologies to which Federal privacy and data safeguarding standards do not 
apply, they should provide the public with alternatives for acquiring comparable 
information and services.  For example, members of the public should be able to 
learn about the agency’s activities or to communicate with the agency without 
having to join a third-party social media website.  If the third-party service is used 
to solicit feedback, agencies should provide an alternative government email 
address where users can also send feedback.   


  
7. Data Retention Limits and Access Limits. Agencies may retain data collected from 


web measurement and customization technologies for only as long as necessary to 
achieve the specific objective for which it was collected.  Moreover, only employees who 
need to have access to the data should be allowed to do so.   
 


a. Retention time.  The time frame for retention of data must be both limited and 
correlated to a specific objective.  If not required by law, policy, or a specific need 
for the web measurement or customization objective, agencies should limit the 
retention of such data to one year or less. 
 


b. Records disposition schedule.  Information collected from web measurement 
and customization technologies that is determined to be a Federal Record must 
comply with Federal Records Act regulations. General Records Schedule 20 
(GRS 20) pertains to Electronic Records; specifically, the disposition authority 
cited in General Record Schedule 20 Item 1C, "Electronic Records" 
(“Files/Records Relating to the Creation, Use, and Maintenance of Computer 
Systems, Applications, or Electronic Records - Electronic files … created to 
monitor system usage…”) is applicable to information collected from web 
measurement and customization technologies.5


  


  Use of GRS 20 is mandatory for 
those categories of electronic records described in the schedule unless the 
agencies have requested an alternative disposition authority from the National 
Archives and Records Administration. 


8. Enforcement.  To the extent feasible, technical enforcement mechanisms should be put 
in place to implement stated retention times and to limit access to authorized personnel.  
Where technical enforcement mechanisms are not feasible, policy or contractual 
enforcement mechanisms must be present. 
 


9. Verification.  Agencies using web measurement and customization technology must 
annually review their systems and procedures to demonstrate that they are in compliance 
with this policy. The results of this review shall be posted on the agency’s “/open” page 


                                                           
5 National Archives and Records Administration, Electronic Records, General Record Schedule 20 (2010), available 
at http://www.archives.gov/records-mgmt/grs/grs20.html  
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located at www.[agency].gov/open,6


Attachment 2 


 with a mechanism for the public to provide feedback 
on the results. 


 
Process for Agency Use of Web Measurement and Customization Technologies 


 
1. Privacy Policy.  Federal agencies using web measurement and customization 


technologies in a manner subject to Tier 1 or Tier 2 are authorized to use such 
technologies so long as the agencies (1) are in compliance with this Memorandum and all 
other relevant policies; (2) provide clear and conspicuous notice in their online Privacy 
Policy citing the use of such technologies, as specified in Attachment 3; and (3) comply 
with their internal policies governing the use of such technologies.   
 


2. Privacy Office Review.  Any proposals by the agency to engage in Tier 3 uses must be 
reviewed by the Senior Agency Official for Privacy (SAOP).7


 
   


3. Notice and Comment.  Following SAOP review, for new proposals of Tier 3 uses or 
substantive changes to existing uses of such technologies, agencies must: 
 


a. Solicit comment through their Open Government Webpage at 
www.[agency].gov/open for a minimum of 30 days.  This notice and comment 
must include the agency’s proposal to use such technologies and a description of 
how they will be used, which should at a minimum address the items in the 
Privacy Policy as described in Attachment 3; and 


 
b. Review and consider substantive comments and make changes to their intended 


use of web measurement and customization technologies where appropriate. 
 


With written approval from a Chief Information Officer (CIO), agencies are exempt from 
this requirement if the notice-and-comment process is reasonably likely to result in 
serious public harm. 


 
4. Tier 3 Review.  Agencies using web measurement and customization technologies in a 


manner subject to Tier 3 must have explicit written approval from their CIO.  This 
approval must be cited in the agency’s online Privacy Policy.  After this approval has 
been obtained and after notice and comment, as specified in (3) above, has been 
completed, agencies are authorized to use Tier 3 web measurement and customization 
technologies. 


 
5. Previous Authorization for Use of Web Measurement and Customization 


Technologies.  Agencies that have received approval from their agency head under 


                                                           
6 See OMB Memorandum, M-10-06, Open Government Directive (Dec. 8, 2009) (requiring each agency to create a 
“/open” webpage), available at http://www.whitehouse.gov/omb/assets/memoranda_2010/m10-06.pdf 
7 OMB Memorandum M-05-08, Designation of Senior Agency Officials for Privacy (Feb. 11, 2005), available at 
http://www.whitehouse.gov/omb/memoranda/fy2008/m08-05.pdf 
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previous guidance to use web measurement and customization technologies, or similar 
technologies, must bring their previous use of such technologies into compliance with 
this Memorandum within four months of the date of its publication. 
 


6. Unauthorized Use.  If any agency is found to be using web measurement and 
customization technologies outside of the process or parameters specified in this 
Memorandum, the agency must immediately cease use of such technologies and inform 
OMB of the extent of such unauthorized use.  OMB will respond as necessary and 
appropriate. 
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Attachment 3 
 


Required Additions to the Agency Privacy Policy when  
Web Measurement and Customization Technologies are Used 


 
The following items must be added as part of the agency’s online Privacy Policy, if they are not 
present, in any instance when web measurement and customization technologies are used: 


 
i. the purpose of the web measurement and/or customization technology; 
 
ii. the usage Tier, session type, and technology used; 
 
iii. the nature of the information collected; 
 
iv. the purpose and use of the information; 
 
v. whether and to whom the information will be disclosed; 
 
vi. the privacy safeguards applied to the information; 


 
vii. the data retention policy for the information; 
 
viii. whether the technology is enabled by default or not and why; 
 
ix. how to opt-out of the web measurement and/or customization technology; 
 
x. statement that opting-out still permits users to access comparable information or services; 


and 
 


xi. the identities of all third-party vendors involved in the measurement and customization 
process. 
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MEMORANDUM FOR THE HEADS OF EXECUTIVE DEPARTMENTS AND AGENCIES 


 
 
FROM:  Peter R. Orszag 


Director 
 
SUBJECT:   Guidance for Agency Use of Third-Party Websites and Applications 
 
 


This Memorandum requires Federal agencies to take specific steps to protect individual 
privacy whenever they use third-party websites and applications to engage with the public. 


 
In the Memorandum on Transparency and Open Government, issued on January 21, 


2009, the President called for the establishment of “a system of transparency, public 
participation, and collaboration.”1  The President emphasized that “[k]nowledge is widely 
dispersed in society, and public officials benefit from having access to that dispersed 
knowledge.”  Following the President’s memorandum, the Office of Management and Budget 
(OMB) issued the Open Government Directive, which required a series of concrete steps to 
implement the system of transparency, participation, and collaboration.2


 
   


On April 7, 2010, OMB issued several guidance documents responding to the Open 
Government Directive.  One such guidance — the most relevant to this Memorandum — is 
Social Media, Web-Based Interactive Technologies, and the Paperwork Reduction Act.3  That 
memorandum focuses on the requirements of the Paperwork Reduction Act (PRA)4


 


 in 
connection with social media and web-based interactive technologies; it explains that without 
triggering the PRA, agencies may use such media and technologies to promote open government 
in many ways. 


                                                           
1 President Barack Obama, Memorandum on Transparency and Open Government (Jan. 21, 2009), available at 
http://www.gpoaccess.gov/presdocs/2009/DCPD200900010.pdf 


2 OMB Memorandum M-10-06, Open Government Directive (Dec. 8, 2009), available at 
http://www.whitehouse.gov/omb/assets/memoranda_2010/m10-06.pdf 


3 Available at http://www.whitehouse.gov/omb/assets/inforeg/SocialMediaGuidance_04072010.pdf 


4 44 U.S.C. § 3501. 
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 Like the April 7, 2010 guidance and OMB’s Guidance for Online Use of Web 
Measurement and Customization Technologies,5


 


 this Memorandum recognizes that open 
government increasingly relies on Federal agency uses of new technologies, such as social media 
networks and web 2.0 applications.  Such uses offer important opportunities for promoting the 
goals of transparency, public participation, and collaboration.  However, increased use of these 
technologies also requires greater vigilance by Federal agencies to protect individual privacy.  


The purpose of this Memorandum is to help Federal agencies to protect privacy, 
consistent with law, whenever they use web-based technologies to increase openness in 
government.  As explained below, the Memorandum builds on OMB’s existing guidance; it calls 
for transparent privacy policies, individual notice, and a careful analysis of the privacy 
implications whenever Federal agencies choose to use third-party technologies to engage with 
the public.6


 
   


1. Scope. 
 


This Memorandum applies to any Federal agency use of third-party websites or applications 
to engage with the public for the purpose of implementing the principles of the Open 
Government Directive.7


 


  The guidance also applies when an agency relies on a contractor (or 
other non-Federal entity) to operate a third-party website or application to engage with the 
public on the agency’s behalf.  Whenever an agency uses web measurement and 
customization technologies, the agency should refer to OMB’s memorandum providing 
Guidance for Online Use of Web Measurement and Customization Technologies.   


2. Existing Requirements. 
 


Compliance with Existing Requirements.  Agencies are reminded of their obligation to 
comply with applicable privacy laws (including the Privacy Act of 19748) and OMB 
guidance, as well as to consult established privacy principles.9


 


  In addition, agencies should 
coordinate with their Senior Agency Official for Privacy (SAOP).   


                                                           
5 OMB Memorandum M-10-22, Guidance for Online Use of Web Measurement and Customization Technologies 
(June 25, 2010), available at http://www.whitehouse.gov/omb/assets/memoranda_2010/m10-22.pdf 


6 Definitions are provided in the Appendix to this Memorandum. 


7 This guidance does not apply to internal agency activities (such as on intranets, applications, or interactions that do 
not involve the public) or to activities that are part of authorized law enforcement, national security, or intelligence 
activities.   


8 5 U.S.C. § 552a. 


9 Since 1973, a series of government reports — both general and agency-specific — have established Fair 
Information Practices that set forth many accepted principles of information privacy.  See, e.g., U.S. Dep’t of Health, 
Educ., and Welfare, Secretary’s Advisory Committee on Automated Personal Data Systems, Records, Computers, 
and the Rights of Citizens (1973), available at 
http://aspe.hhs.gov/DATACNCL/1973privacy/tocprefacemembers.htm 
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Modifications to Existing Guidance.  This Memorandum modifies the following OMB 
memoranda: 


 
• OMB Memorandum M-03-22, OMB Guidance for Implementing the Privacy Provisions 


of the E-Government Act of 2002 
 


• OMB Memorandum M-99-18, Privacy Policies on Federal Web Sites 
 
3. General Requirements.  
 


Subject to the requirements set forth below, agencies may use third-party websites and 
applications to engage openly with the public.  These websites and applications offer new 
tools that will help people to connect with their government, promoting the goals of 
transparency, participation, and collaboration.  At the same time, agencies should comply 
with the requirements in this Memorandum to ensure that privacy is fully protected. 
 
Agencies should also provide individuals with alternatives to third-party websites and 
applications.  People should be able to obtain comparable information and services through 
an agency’s official website or other official means.  For example, members of the public 
should be able to learn about the agency’s activities and to communicate with the agency 
without having to join a third-party social media website.  In addition, if an agency uses a 
third-party service to solicit feedback, the agency should provide an alternative government 
email address where users can also send feedback.   


 
When using a third-party website or application, agencies should adhere to the following 
general requirements: 


 
a. Third-Party Privacy Policies.  Before an agency uses any third-party website or 


application to engage with the public, the agency should examine the third party’s 
privacy policy to evaluate the risks and determine whether the website or application 
is appropriate for the agency’s use.  In addition, the agency should monitor any 
changes to the third party’s privacy policy and periodically reassess the risks. 
 


b. External Links.  If an agency posts a link that leads to a third-party website or any 
other location that is not part of an official government domain, the agency should 
provide an alert to the visitor, such as a statement adjacent to the link or a “pop-up,” 
explaining that visitors are being directed to a nongovernment website that may have 
different privacy policies from those of the agency’s official website. 
 


c. Embedded Applications.  If an agency incorporates or embeds a third-party 
application on its website or any other official government domain, the agency should 
take the necessary steps to disclose the third party’s involvement and describe the 
agency’s activities in its Privacy Policy, as specified in this Memorandum. 
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d. Agency Branding.  In general, when an agency uses a third-party website or 
application that is not part of an official government domain, the agency should apply 
appropriate branding to distinguish the agency’s activities from those of 
nongovernment actors.  For example, to the extent practicable, an agency should add 
its seal or emblem to its profile page on a social media website to indicate that it is an 
official agency presence.  


 
e. Information Collection.  If information is collected through an agency’s use of a 


third-party website or application, the agency should collect only the information 
“necessary for the proper performance of agency functions and which has practical 
utility.”10


 


  If personally identifiable information (PII) is collected, the agency should 
collect only the minimum necessary to accomplish a purpose required by statute, 
regulation, or executive order. 


4. Requirements for Privacy Assessment and Public Notice. 
 


a. Privacy Impact Assessments (PIAs).  While OMB Memorandum M-03-2211


 


 
provides broad guidance on the PIA process, an agency’s use of third-party websites 
and applications raises new questions.  For that reason, OMB is modifying its existing 
guidance to require an adapted PIA, described below, for an agency’s use of such 
websites and applications.   


The adapted PIA is required whenever an agency’s use of a third-party website or 
application makes PII available to the agency.  Each adapted PIA should be tailored 
to address the specific functions of the website or application, but adapted PIAs need 
not be more elaborate than the agency’s other PIAs.  In general, each PIA should be 
posted on the agency’s official website. 
 
The PIA should describe: 
 


i. the specific purpose of the agency’s use of the third-party website or 
application; 
 


ii. any PII that is likely to become available to the agency through public use 
of the third-party website or application; 
 


iii. the agency’s intended or expected use of PII; 
 


iv. with whom the agency will share PII; 
 


                                                           
10 OMB Circular A-130, available at http://www.whitehouse.gov/omb/Circulars_a130_a130trans4/ 


11 OMB Memorandum M-03-22, OMB Guidance for Implementing the Privacy Provisions of the E-Government Act 
of 2002 (Sept. 26, 2003), available at http://www.whitehouse.gov/omb/memoranda_m03-22/ 
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v. whether and how the agency will maintain PII, and for how long; 
 


vi. how the agency will secure PII that it uses or maintains; 
 


vii. what other privacy risks exist and how the agency will mitigate those 
risks; and 
 


viii. whether the agency’s activities will create or modify a “system of records” 
under the Privacy Act.12


 
 


In general, an agency’s use of a third-party website or application should be covered 
in a single, separate PIA.  However, an agency may prepare one PIA to cover 
multiple websites or applications that are functionally comparable, as long as the 
agency’s practices are substantially similar across each website and application.  If an 
agency’s use of a website or application raises distinct privacy risks, the agency 
should prepare a PIA that is exclusive to that website or application. 
 
An agency should work with its SAOP to determine how many PIAs are needed, to 
identify when updates to PIAs are necessary, and to ensure full compliance with 
OMB policies.  OMB is available to provide further guidance on the PIA process and 
to direct agencies to model PIAs and other resources that may be useful.   


  
b. Agency Privacy Policies.  OMB Memoranda M-99-1813


 


 and M-03-22 establish 
requirements for agency Privacy Policies.  Agencies should continue to comply with 
existing guidance and should also update their Privacy Policy to describe their use of 
third-party websites and applications, including: 


i. the specific purpose of the agency’s use of the third-party websites or 
applications; 
 


ii. how the agency will use PII that becomes available through the use of the 
third-party websites or applications; 
 


iii. who at the agency will have access to PII; 
 


iv. with whom PII will be shared outside the agency; 
 


v. whether and how the agency will maintain PII, and for how long; 
 


vi. how the agency will secure PII that it uses or maintains; and 
 


                                                           
12 See 5 U.S.C. § 552a(5). 


13 OMB Memorandum M-99-18, Privacy Policies on Federal Web Sites (June 2, 1999), available at 
http://www.whitehouse.gov/omb/memoranda_m99-18/ 
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vii. what other privacy risks exist and how the agency will mitigate those 
risks.   


 
An agency should also, when feasible, provide links to the relevant privacy policies 
of the third-party websites and applications being used. 
 


c. Agency Privacy Notices.  To the extent feasible, an agency should post a Privacy 
Notice, described below, on the third-party website or application itself.  The Privacy 
Notice should: 


 
i. explain that the website or application is not a government website or 


application, that it is controlled or operated by a third party, and that the 
agency’s Privacy Policy does not apply to the third party; 
 


ii. indicate whether and how the agency will maintain, use, or share PII that 
becomes available through the use of the third-party website or 
application; 


 
iii. explain that by using the website or application to communicate with the 


agency, individuals may be providing nongovernment third parties access 
to PII; 
 


iv. direct individuals to the agency’s official website; and 
 


v. direct individuals to the agency’s Privacy Policy as described above. 
 


An agency should take all practical steps to ensure that its Privacy Notice is 
conspicuous, salient, clearly labeled, written in plain language, and prominently 
displayed at all locations where the public might make PII available to the agency.   


 
5. Role of the Senior Agency Official for Privacy (SAOP). 
 


When agencies are evaluating whether to use third-party websites or applications, they 
should consult with their SAOP.  OMB Memorandum M-05-08 provides that an agency’s 
SAOP shall have a “central policy-making role” and shall have “overall responsibility and 
accountability for ensuring the agency’s implementation of information privacy 
protections.”14


 


  Agencies should confer with their SAOP at the earliest possible stage of their 
planning process, and consult with the SAOP through implementation and post-
implementation review. 


 
 


                                                           
14 OMB Memorandum M-05-08, Designation of Senior Agency Officials for Privacy (Feb. 11, 2005), available at 
http://www.whitehouse.gov/omb/assets/omb/memoranda/fy2005/m05-08.pdf 
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6. OMB Assistance. 
 
When additional assistance is needed, an agency is encouraged to consult the appropriate 
Office of Information and Regulatory Affairs (OIRA) desk officer for clarification and 
guidance.  For questions specifically about this Memorandum, agencies may contact OMB at 
privacy-oira@omb.eop.gov. 
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Appendix 
 
Definitions 
 
Third-party websites or applications.  The term “third-party websites or applications” refers to 
web-based technologies that are not exclusively operated or controlled by a government entity, 
or web-based technologies that involve significant participation of a nongovernment entity.  
Often these technologies are located on a “.com” website or other location that is not part of an 
official government domain.15


 


  However, third-party applications can also be embedded or 
incorporated on an agency’s official website.   


Personally Identifiable Information (PII).  The term “PII,” as defined in OMB Memorandum 
M-07-1616


 


 refers to information that can be used to distinguish or trace an individual’s identity, 
either alone or when combined with other personal or identifying information that is linked or 
linkable to a specific individual.  The definition of PII is not anchored to any single category of 
information or technology.  Rather, it requires a case-by-case assessment of the specific risk that 
an individual can be identified.  In performing this assessment, it is important for an agency to 
recognize that non-PII can become PII whenever additional information is made publicly 
available — in any medium and from any source — that, when combined with other available 
information, could be used to identify an individual. 


Make PII Available.  The term “make PII available” includes any agency action that causes PII 
to become available or accessible to the agency, whether or not the agency solicits or collects it.  
In general, an individual can make PII available to an agency when he or she provides, submits, 
communicates, links, posts, or associates PII while using the website or application.  “Associate” 
can include activities commonly referred to as “friend-ing,” “following,” “liking,” joining a 
“group,” becoming a “fan,” and comparable functions. 
 
Privacy Impact Assessment (PIA).  The term “PIA,” which is now subject to the modifications 
in this Memorandum, was defined in OMB Memorandum M-03-2217


 
 as: 


[A]n analysis of how information is handled: (i) to ensure handling conforms to 
applicable legal, regulatory, and policy requirements regarding privacy, (ii) to determine 
the risks and effects of collecting, maintaining and disseminating information in 
identifiable form in an electronic information system, and (iii) to examine and evaluate 


                                                           
15 See OMB Memorandum M-05-04, Policies for Federal Agency Public Websites (Dec. 17, 2004) (identifying 
“.gov,” “.mil,” and “Fed.us” as appropriate government domains), available at 
http://www.whitehouse.gov/OMB/memoranda/fy2005/m05-04.pdf 


16 OMB Memorandum M-07-16, Safeguarding Against and Responding to the Breach of Personally Identifiable 
Information (May 22, 2007), available at http://www.whitehouse.gov/OMB/memoranda/fy2007/m07-16.pdf 


17 OMB Memorandum M-03-22, OMB Guidance for Implementing the Privacy Provisions of the E-Government Act 
of 2002 (Sept. 26, 2003), available at http://www.whitehouse.gov/omb/memoranda_m03-22/ 
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protections and alternative processes for handling information to mitigate potential 
privacy risks. 
 


Privacy Policy.  The term “Privacy Policy” is described in OMB Memorandum M-99-18,18


 


 and 
is further explained in OMB Memorandum M-03-22.  When the term is used in this 
Memorandum, it refers to a single, centrally located statement that is accessible from an agency’s 
official homepage.  The Privacy Policy should be a consolidated explanation of the agency’s 
general privacy-related practices that pertain to its official website and its other online activities. 


Privacy Notice.  While a Privacy Policy is a statement about an agency’s general practices, the 
term “Privacy Notice” refers to a brief description of how the agency’s Privacy Policy will apply 
in a specific situation.  Because the Privacy Notice should serve to notify individuals before they 
engage with an agency, a Privacy Notice should be provided on the specific webpage or 
application where individuals have the opportunity to make PII available to the agency. 


                                                           
18 OMB Memorandum M-99-18, Privacy Policies on Federal Web Sites (June 2, 1999), available at 
http://www.whitehouse.gov/omb/memoranda_m99-18/ 
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