WALTER REED ARMY MEDICAL CENTER (WRAMC) 

Enterprise Security Console – Phase 2

STATEMENT OF WORK

I. REQUIREMENT

Force protection requirements in support of anti-terrorism initiatives dictate a higher level of information assurance (IA) & security in today’s environment.  Insufficient IA resources exist to monitor compliance and possible illicit network activity, either in the field or at WRAMC.  

Auditing of networked systems is not only a good security practice but is also a mandatory requirement under Army Regulation (AR) 25-2.  Currently, many of WRAMC’s systems do not have the capacity to produce audit logs and reports in readable understandable format.  This causes delays in recognition thus preventing security and network officials from quickly acting upon on-going security exploits.  Compounding the situation is the fact that the WRAMC network is currently host to over 100 individual systems with over 312-networked devices.  This is a serious threat to the WRAMC infrastructure and presents one of our more prevalent vulnerabilities.  In addition, without proper auditing, it is almost impossible to provide investigative information to law enforcement officials in order to follow up on possible computer crime incidents and to recognize the extent of the information that may have been compromised during the event.  The Government has noted that almost 90% of the information processed at Walter Reed is sensitive.

WRAMC desires a ‘Single Console’ Information Assurance Auditing System that will monitor mission-critical devices and provide defense in depth.   This capability would do the following:

· Collate disparate reports from aggregate servers and individualized systems.

· Be the single common portal for security visualization at WRAMC.

· Provide that single face in a Graphical User Interface (GUI).  GUI interface should also serve as a management portal for the tool.

· Provide real-time monitoring of critical events and display these unto the console for easy access to security and network officials.

· Users should be able to filter all or any log event and selected events can be configured to trigger a number of different and concurrent actions and alerts.  Alerting should include at a minimum e-mail and pager notification.

· Provide a comprehensive set of reports and graph functions.  Reports should be accessible via the GUI.  In additional, a report-type generator for the creation of ad-hoc reports would be desired.

· The system should not dramatically increase network traffic or cause reduced network performance.

II. Items to be Centrally Audited


WRAMC wishes to expand their current auditing base by including the resources below into their current central auditing architecture.  We estimate that the total number of “nodes” included as auditable resources will not exceed 25.  The items to be included are:

1. WRAMC Enterprise Security Console Phase 1 (ESS-Phase 1).  The console includes

a. All firewalls on the WRAMC network - Cisco Pix 520/535 Firewalls

b. Network devices through HP Openview

c. Network cameras in data center and communication closets

d. Environmental control (temp & humidity) of data center and communication closets

2. WRAMC CA Unicenter Asset Management for the purpose of centralizing security-based AMO data (i.e. STAT-AMO integrated data, OS mix, etc.)

3. WRAMC CA Unicenter Software Delivery for the purpose of centralizing security-based SDO data (i.e. IAVA patch distribution progress, etc.)
4. Critical servers as identified by their mission requirements, in the order of priority below.  These will not be channeled through a central repository (aggregate server) as in the case of the ESS-phase 1 (item 1 above); instead each device will serve as an individual node.
a. All Domain controllers/Win2K AD servers

b. All private web server (those requiring a user ID and password)

c. All database servers that feed information to a web server accessible from outside the network (i.e. in the DMZ, etc.)
d. All Exchange servers accessible to WRAMC
5. Machine Antivirus (A/V) status generated through Norton Corporate Enterprise server

6. System C&A status generated through the RMS DITSCAP portal and/or IA Security Web Portal

III. MINIMUM BASE REQUIREMENTS

WRAMC recognizes that there are numerous COTS products available to perform all or parts of this function, but they are not immediately ready to use out of the box.   In addition, WRAMC has standardized on Unicenter products; therefore, we wish to remain with the CA-centric product line.  Based on past experience and our current CA-based system management schema, we believe that remaining with the CA product line will give us the greatest degree of interoperability, functionality, and reliability as well as adding an increasingly strong security framework to our network management operations.  Specifically, WRAMC wishes to use the following CA-centric products:

· CA Security Command Center

· CA eTrust Audit

· Forest and Trees

The following are the minimum objectives to be met through this project:

1. Architecture and Design: Develop architecture and design document for the system.  Architecture and design should include additional cost, if applicable.  Architecture and design should also provide clearly defined system implementation parameters and outline potential alternative to proposed solutions.

2. Implementation:  Perform system implementation.  Implementation at a minimum should include installation, configuration, and testing.   

3. Training:  Provide training to operate the system, and provide a ‘reach back’ resource for at least one year.  Training should be sufficient to give both security and network engineers and managers a thorough understanding of all system operations, features, and components.

4. Event Correlation:  The system will be configured to support a comprehensive set of event correlation parameters which will be developed during Task 1 as outlined below.  Event correlation feature should be able to identify potential security events occurring on the network based on log information analyzed from one or a collection of the items centrally audited as noted above.  Security incidents potentially detected should include but not be limited to Denial of Service Attacks, port scans, unauthorized accesses, spoofed IP practices, etc.

5. Reports:  System reports should be highly visual, providing a representation of system/network status based on icons, graphs, and other visual objects.  Reports should make full use of color schemes (i.e. Red, Yellow, Green – for device status) and should be highly flexible.  Reports should also be able to produce graphs and charts, potentially including percentages and/or raw data that can easily be interpreted.  

6. System security.  The system should pass all requirements for certification and accreditation using the Defense Information Technology Security Certification and Accreditation Process (DITSCAP).  This includes the ability to support the latest version of OS security patches.  The vendor shall provide all documentation acquired through all phases of the project in order to meet DITSCAP requirements.  

7. Common Criteria (CC):  As required under DoDD 8500.1, all IA or IA enabled tools must be Common Criteria evaluated prior to implementation.  If products have not yet received CC evaluation, vendor must agree to begin the evaluation process prior to the end of the contract period.

IV. TASKS


Below is an overview of the associated tasks needed to complete this work.  Please note that the tasks submitted as part of a proposal must clearly meet the objectives identified above.

 
TASK 1:  Analysis & Assessment of Requirements: The vendor, in partnership with WRAMC engineers, will conduct a comprehensive review of the enterprise-wide IT security infrastructure to include components of the ESS.  This review will focus on auditing capabilities and will provide the foundation for ESS-phase 2 functionality via the CA SCC.  The vendor is expected to assist local engineers and security officials in developing security parameters to trigger alerting mechanisms in place via the CA-product line already installed.


TASK 2:  Architecture & Design:  The vendor shall design a single console security monitoring system using the CA-centric products listed above and utilizing existing infrastructure and software to the greatest extent possible.  


TASK 3:  Perform Implementation & Test:  The vendor will implement the system as required by the government. This includes installation, integration, and testing of new hardware, software, and security products.  

Task 3 Deliverable:  A Completed ESS-Phase 2 with reporting system and User Manual

TASK 4:  Conduct Training:  The vendor shall provide appropriate training and familiarization services to government & existing contractor personnel to ensure smooth turnover and operation of the security system.
V.  PERIOD OF PERFORMANCE AND MAINTENANCE

WRAMC requires Tasks 1 – 4 will be completed within 90 days from contract award.  Period of Performance will include a three year CA standard service warranty.
 System maintenance is expected to cover the following items:

· Technical support as needed to keep the application functional as delivered at the end of the project (Task 4 deliverable).  The technical support reference as noted above refers to situations where system maintenance is needed to make sure the system remains functional as delivered.  In other words, this may include services associated with unscheduled downtime, upgrades/updates needed to keep system operational, and/or services needed to support a hardware refresh, among others.
· Limited software upgrades/enhancements as needed to maintain system functionality or mitigate security vulnerabilities.

· Technical support as needed with the installation of security patches and OS upgrades to ensure continuous system functionality.

· Administrative support and assistance on a limited basis with application(s) functionality and reporting.  Administrative services as listed above refer to services that may be required in order to optimize reports within the systems or to re-configure a specific view to meet a new or existing requirement.  It primarily refers to programming and configuration assistance at the user level to enhance the functionality of the system.
V. SECURITY

Access to classified materials will not be required during performance of this contract.  All contractor personnel shall have appropriate security investigation initiated, prior to beginning work on this contract.  Investigations should be of type NACI or higher.  The government will ensure that contractor personnel security badges or access requirements for any WRAMC location are expeditiously processed.  In addition, all requirements under objective 4 above will be met.

VI. LEVEL OF EFFORT  

WRAMC expects this project to require no more than 1 dedicated technician with ample vendor support staff, as needed.  The dedicated technician will be allowed to perform 8:00 a.m. to 5:30 p.m. Monday thru Friday on government sites, excluding Federal holidays.  Weekend work will be coordinated 2 weeks in advance.  The vendor will perform this effort at both government and contractor sites, as appropriate.  

VII. CONTRACTOR PROPOSAL AND QUOTE

The vendor is asked to submit a proposal that will completely cover the effort involved.   A potential products pricing list should be included in the proposal that will cover the cost of all additional software, hardware, and firmware that may be needed to complete the work.  Include estimated travel expenses and any other foreseen costs.
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